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ABSTRACT
While disks have offered a stable behavior for decades -
thus guaranteeing the timelessness of many database de-
sign decisions, flash devices keep on mutating. Their be-
havior varies across models and across firmware updates for
the same model. Many researchers have proposed to adapt
database algorithms for existing flash devices; others have
tried to capture the performance characteristics of flash de-
vices. However, today, we neither have a reference DBMS
design nor a performance model for flash devices: database
researchers are running after flash memory technology. In
this paper, we take the reverse approach and we define how
flash devices should support database management. We ad-
vocate that flash devices should provide DBMS with more
control over IO behavior without sacrificing correctness or
robustness. We introduce the notion of bimodal flash de-
vices that expose the full potential of the underlying flash
chips as long as the submitted IOs respect a few well-defined
constraints. We suggest two approaches for implementing
bimodal flash devices: (a) based on the narrow block de-
vice interface, or (b) based on a rich interface that allows
a DBMS to explicitly control IO behavior. We believe that
these approaches are natural evolutions of the current gen-
eration of flash devices, whose complexity and opacity is ill-
suited for database management. We discuss how bimodal
flash devices would benefit many existing techniques pro-
posed by the database research community, and identify a
set of new research issues.

1. INTRODUCTION
For some time now, flash devices have been poised to re-

place disks as secondary storage [12]. Today, many different
types of flash devices are finding their way into the memory
hierarchy of database management systems (DBMS), from
SSD to PCI-based racks (e.g., fusionIO and RamSan) and
energy efficient FAWNs [5]. However, despite significant ef-
forts [2, 9, 8, 17, 21, 29, 31, 20, 32], a reference design for

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA.

database management with flash devices has yet to emerge1.
Indeed, flash devices do not exhibit consistent character-

istics. They embed a complex software called Flash Trans-
lation Layer (FTL) in order to hide flash chip constraints
(erase-before-write, limited number of erase-write cycles, se-
quential page-writes within a flash block). A FTL provides
address translation, wear leveling and strives to hide the
impact of updates and random writes based on observed
update frequencies, access patterns, temporal locality, etc.
Their performance characteristics and energy profiles vary
across devices [9, 8]. For instance, random writes are faster
than reads on FusionIO’s ioDrive [7] while random writes
are much slower than the other operations on the Samsung
model [9]. For some devices, performance varies in time
based on the history of IOs, e.g., the performance of the
Intel X25-M varies by an order of magnitude depending on
whether the device is filled with random writes or not. What
is the value of a DBMS design based on a storage subsys-
tem whose behavior is not well understood and keeps on
mutating?
By contrast, successive generations of disks have complied

with two simple axioms: (1) locality in the logical address
space is preserved in the physical address space; (2) sequen-
tial access is much faster than random access. As long as
hard disks remained the sole medium for secondary storage,
the block device interface proved to be a very robust abstrac-
tion that allowed the operating system to hide the complex-
ity of IO management without sacrificing performance. The
block device interface is a simple memory abstraction based
on read and write primitives and a flat logical address space
(i.e., an array of sectors). Since the advent of Unix [30], the
stability of the interface and the stability of disks character-
istics have guaranteed the timelessness of major database
system design decisions, i.e., pages are the unit of IO with
an identical representation of data on-disk and in-memory;
random accesses are avoided (e.g., query processing algo-
rithms) while sequential accesses are favored (e.g., extent-
based allocation, clustering).
We must address the tension that exists between the de-

sign goals of flash devices and DBMS. Flash device design-
ers, especially SSD and PCI-based racks designers, aim at
hiding the constraints of flash chips to compete with hard
disks providers. They also compete with each other, tweak-
ing their FTL to improve overall performance, and masking
their design decision to protect their advantage. Database
systems, on the other hand, control the IOs they issue.

1We do not consider in this paper architectures providing
direct access to the flash chips, e.g., embedded flash [4]
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What database systems designers need is a clear and sta-
ble distinction between efficient and inefficient IO patterns,
so that they can adapt their allocation strategies, data rep-
resentation or query processing algorithms to the character-
istics of the underlying storage devices. They might even be
able to trade increased complexity for improved performance
and stable behavior across devices.
So the problem is the following: How can flash devices

provide DBMS with guarantees over IO behavior? Inter-
estingly, flash chips already provide a clear, stable distinc-
tion between efficient patterns (page reads, sequential page-
writes within a block), and inefficient patterns (in-place up-
dates). Our key insight is that flash devices should expose
this distinction instead of aggressively mitigating the im-
pact of inefficient patterns at the expense of the efficient
ones (e.g., trading reduced read performance to obtain im-
proved random writes). In this paper, we introduce the
notion of bimodal flash device that expose this dichotomy to
the upper layers, thus providing efficient and predictable IO
behavior for database systems. In terms of design, we see
two approaches:

1. Narrow Interface Device: The most immediate ap-
proach is to keep the existing block device interface.
Since flash devices have no knowledge of the manipu-
lated data, we should (a) let the DBMS optimize its
accesses and, (b) avoid uncontrolled FTL optimiza-
tions. This approach is similar, in spirit, to the way
DBMSs interact with virtual memory [30]. Plagiariz-
ing Stonebraker, this consists in replacing a “not quite
right” service provided by the flash device with a com-
parable, application specific, service within the DBMS.
The key questions here are: What abstractions should
the FTL provide? How to handle the increased com-
plexity at the DBMS level?

2. Rich Interface Device An alternative approach would
be to rely on a rich interface to let DBMS and flash
device collaborate on how to optimize performances.
Indeed, there is an emerging consensus that the block
interface is too narrow [28, 22, 23, 25, 26]. Coping
with the block interface forces flash devices to perform
complex tasks (i.e., wear leveling, garbage collection)
independently from the application, possibly against
its best interest. The key questions here are: What
information should be passed from the DBMS to the
flash device so that it can optimize its performance2?
What kind of optimizations can be defined on flash
devices? How should we design DBMSs to leverage a
rich flash device interface?

We see Narrow and Rich bimodal devices as natural evo-
lutions of the current generation of flash devices whose com-
plexity and opacity is ill-suited for database management.
Such an evolution is particularly important for database ma-
chines designers (e.g., Oracle’s Exadata or Neteeza’s Twin-
Fin) that have to specify well-suited flash components for
their systems. More generally, we understand that SSD
manufacturers will only move if the gain is clear for their

2Note that we focus on IO performance; we do not consider
integrating high-level database abstractions within storage
devices, e.g., active disks [24]. Whether a rich interface nat-
urally leads to active disks is a topic for future work.

business. We see here an opportunity for the database com-
munity to influence the evolution of flash devices for the
benefits of commodity database systems.
In this paper, we define the guarantees that a FTL should

provide to a DBMS and derive the notion of bimodal flash
device, we outline the design of Narrow and Rich bimodal
flash devices and we explore how they will impact database
management. Throughout the paper, we illustrate how ideas
expressed in the literature would benefit from these new
classes of devices. We also describe new research challenges.

2. FLASH DEVICES
At their core, flash devices rely on NAND flash chips that

store data in independent arrays of memory cells. Each cell
accommodates 1, 2, or 3 bits of information (SLC, MLC,
TLC). Each array is a flash block, and rows of memory cells
are flash pages3.
The Good. A single flash chip can offer great perfor-

mance (e.g., 40 MB/s Reads, 10 MB/s write) with low en-
ergy consumption [8]. Thus, tens of flash chips wired in
parallel can deliver hundreds of thousands IOs per second.
At the chip level, random operations are as fast as sequen-
tial ones. Recent flash chips can interleave operations and
include multiple independent planes, thus processing oper-
ations concurrently [3]. A flash device is composed of a
collection of flash chips, wired in parallel to a controller.
The controller includes some cache (e.g. 16-32MB), poten-
tially safe with respect to power failure [3]—e.g., cache can
be RAM with capacitors or other NVM (eg. PCM). From
this perspective, the potential of flash device is impressive.
The Bad. Unfortunately, flash chips have severe con-

straints: (C1) Write granularity. Writes must be performed
at a page granularity4. (C2) Erase before write. A costly
erase operation must be performed before overwriting a flash
page. Even worse, erase operations are only performed at
the granularity of a flash block (typically 64 flash pages).
(C3) Sequential writes within a block. Writes must be per-
formed sequentially within a flash block in order to minimize
write errors resulting from the electrical side effects of writ-
ing a series of cells5. (C4) Limited lifetime. SLC, MLC and
TLC flash chips can support respectively up to 106, 105,
5×104 erase operations per flash block. The trend is that
flash chips store more bits per cell (e.g., TLC) with a smaller
process geometry (e.g., 25 nm), larger page size, larger num-
ber of page by blocks and smaller lifetime. None of these
evolutions challenge the nature of C1-C4.
And the FTL. The controller embeds the so-called Flash

Translation Layer (FTL) in order to hide the aforementioned
constraints. Typically, the FTL implements out-of-place up-
dates to handle C2 using some reserved flash blocks called log
blocks. Each update leaves, however, an obsolete flash page
(that contains the before image). Over time such obsolete
flash pages accumulate, and must be reclaimed by a garbage
collector. A mapping between the logical address space ex-
posed by the FTL and the physical flash space is necessary
3Flash pages may further be broken up into flash sub-pages
4While the write granularity is the page (4KB-8KB)
for MLC NAND (no sub-pages), the read one can be
smaller [31]. Actually, read granularity depends on the ECC
sector size (512B - 1KB).
5Electric side effects may generate write errors effectively
managed with error correction codes (ECC) at the hardware
level.
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to handle writes smaller than a flash page (C1), updates
(C2), random writes (C3), and to support wear leveling tech-
niques (C4), which distribute erase operations across flash
blocks and mask bad blocks. This mapping is implemented
based on a mapping table located in the controller cache, on
flash or both [13]. Page mapping, with a mapping entry for
each flash page generates large maps that do not fit in the
controller cache for large capacity devices. Block mapping
reduces drastically the mapping table to one entry per flash
block [15]—the challenge is then to minimize the overhead
for finding a page within a block. Thus, block mapping does
not support random writes and updates efficiently. More re-
cently, many Hybrid mapping techniques [19, 18, 13, 15] have
been proposed that combine block mapping as a baseline and
page mapping for log blocks. Besides mapping, existing FTL
algorithms also differ on their wear leveling algorithms [10],
as well as their log blocks management and garbage collec-
tion methods (block associative [16], fully associative [19],
using detected patterns [18] or temporal locality [15]).

3. TUNNELING DBMS IO
Our overall problem is to resolve the tension that exists

between FTL and DBMS design goals. From the point of
view of a DBMS designer, the trivial solution is to take the
FTL out of the equation and let a DBMS directly access flash
chips. Obviously, the first step that DBMS designers would
take is to introduce modularity to hide the complexity of
dealing with flash chips, in effect re-introducing some form
of FTL. So, the interesting question is not how to bypass
the FTL, but what kind of FTL can DBMS designers rely
on?

3.1 Minimal FTL
To start with, let us define the minimal level of service

that a FTL should provide—because a DBMS cannot. The
idea is that a minimal FTL would give maximal control
and maximal stability to the DBMS. Let us look back at
the constraints imposed by flash chips. First, a DBMS can
trivially issue IOs at the granularity of a flash page (C1).
This would require the FTL to advertise how flash pages
should be aligned at the logical level. Second, a DBMS
could rely on the Trim command6 to tell a flash device to
erase a flash block before it is written (C2). This would
require the FTL to expose an abstraction of flash blocks
at its interface. Third, a DBMS could write flash pages in
sequence within flash blocks (C3). This would require the
FTL to advertise how flash blocks are aligned, and how flash
pages are mapped into flash blocks. Fourth, a DBMS cannot
implement wear-leveling (C4). It must be provided by the
FTL. Indeed, wear-leveling is absolutely necessary to guar-
antee the lifetime of a device. Flash device manufacturers
will never release a product that can wear-out after some
minutes of focused and intensive write/erase cycles.
One can thus imagine building flash devices with an FTL

that implements wear leveling and provides abstractions for
flash pages (a logical page) and flash blocks (a logical block).
Such a FTL would rely on a block level map which is com-
pact enough to be efficiently kept in the flash device safe

6The Trim command has been introduced in the ATA inter-
face standard [28] to communicate to a flash device that a
range of LBAs are no longer used by an application

Figure 1: Minimal FTL does not support updates or
random writes but offers optimal performance for IO
patterns respecting C1, C2 and C3.

cache (e.g., 16MB cache for 1 TB of 256 KB flash blocks)7

With such a FTL, the DBMS would have to handle con-
straints C1-C3 —i.e., the DBMS could not submit IOs for
in-place updates or random writes. On the other hand, the
FTL would guarantee that the IOs that respect these con-
straints would be tunneled to the underlying flash chips as
directly as possible (see Figure 1).
Would flash device manufacturers be interested in pro-

viding such FTLs? Probably not. Could DBMS designer
always circumvent random writes on flash devices? Maybe
in some cases (e.g. if flash devices are only used for im-
mutable data sets), but definitely not for general-purpose
databases.

3.2 Bimodal FTLs
To resolve the tension between FTL and DBMS design

goals, we propose a bimodal FTL which achieves optimal
performance as long as the DBMS manages constraints C1-
C3, while providing best effort performance for all other IO
patterns8. Interference between these two modes of opera-
tions should be minimized (see Figure 2).
While flash device designers have focused on efficiently

enforcing the flash chip constraints for updates or random
writes, there has not been much work on characterizing op-
timal performance for a flash device. More precisely, what
is the most optimal mapping that a FTL can achieve? We
have seen that a FTL must at least implement a form of
block mapping to support wear-leveling. A mapping is thus
optimal if (a) the block look-up is performed in the con-
troller cache, and (b) the offset of the page within the block
is derived from the logical address (i.e., consecutive logi-
cal addresses are written sequentially within a block). In
the following, a flash block for which mapping is optimal is
called an optimal block.
A bimodal FTL must provide optimal mapping for those

7Otherwise, the block mapping has to be partially written
on flash (as was the case in early block mapping FTLs [11]).
8A bimodal FTL must implement a form of wear-leveling
and garbage collection. This requires some work, and as a
result, a DBMS can never obtain an IO throughput strictly
equal to the throughput of the underlying flash chips even
when the FTL guarantees optimal mapping.
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Figure 2: Bimodal FTL that combines near-optimal
performance for IO as long as the DBMS respects
constraints C1-C3, and best effort performance for
other IO patterns where the FTL must enforce these
constraints.

logical blocks for which the DBMS guarantees that writes
are performed sequentially (C3) at the granularity of a flash
page (C1), while any update is preceded by a Trim command
(C2). The other logical blocks—on which all IO patterns are
allowed—are mapped to one or more physical flash blocks,
depending on the algorithms used by the FTL to manage
constraints C1-C3. The design of the FTL optimizations for
non-optimal blocks is not in the scope of this paper. State
of the art techniques can be used [16, 18, 19, 15, 13] as long
as they do not directly interfere with optimal blocks. We
argue the feasibility of this approach in Sections 4 and 5.
Obviously sequential writes will result in an optimal map-

ping. Interestingly, semi-random write, introduced in [21],
i.e., random write IOs done in such a way that they can
be mapped sequentially on different logical blocks, will also
result in an optimal mapping 9. Sequential reads and ran-
dom reads on optimal blocks benefit equally from an optimal
mapping. An interesting side effect is that an optimal block
never needs to be garbage collected as the sequence of writes
in an optimal mapping does not create obsolete space to be
reclaimed. For non-optimal blocks, the goal of the garbage
collector must be to tend towards optimal mapping.

3.3 Impact on DBMS design
Bimodal flash devices provide a stable and optimal basis

for DBMS design. Even if more work is needed to investigate
the actual impact of our approach, we can already make
some preliminary observations
Existing work focused on making database writes sequen-

tial (e.g., Append and Pack [29], ReSSD [20], NIPU [32]) is
today restricted to repairing the bad random write perfor-
mance of low-end SSDs. Such a technique would be required
to leverage the optimal performance of sequential writes in
case of a bimodal FTL. Also, techniques designed for flash
chips (e.g., Lazy adaptive trees [2], or Page-differential Log-
ging [17]), which are not today adequate in the context of
SSDs, could naturally be applied to bimodal FTLs since
9For instance, filling in parallel several flash buckets (for e.g.
hashing a relation) will result in semi-random writes. In our
approach, it is the number of logical blocks that limits the
degree of parallelism in the semi-random writes.

they would generate only optimal blocks. Other techniques
based on hashing or sorting (e.g., online maintenance of very
large random samples [21]) can today only be applied to
those SSDS that support (a limited form of) semi-random
writes. Such techniques as well as hash-join or sort-merge
would clearly benefit from the performance of semi-random
writes on a bimodal FTL as long as bukets are aligned on
block boundaries. Finally, the FlashScan and FlashJoin al-
gorithms proposed in [31], that aggressively make use of ran-
dom read IOs of small granularities are today rather well
supported in current SSDs, even if random reads are slower
than sequential reads on many SSDs. A bimodal FTL could
ensure optimal performance with random reads as perfor-
mant as sequential reads.
While it is impossible to develop a performance model

of existing SSDs (because of their opacity and complexity),
it is possible to envisage both analytic models and simula-
tion models of bimodal flash devices, in order to explore the
DBMS design space.

4. NARROW BIMODAL FLASH DEVICES
Now, let us focus on how we can design bimodal flash

devices. Basically, the question is the following: Is it pos-
sible to implement a bimodal FTL without violating the
constraints of a block device interface, i.e., fixed size IOs,
flat name space of logical addresses, interface reduced to
read/write/trim commands? This question boils down to (a)
How to represent logical blocks and pages with a block de-
vice interface, (b) How can the FTL detect that the DBMS
is submitting IOs that respect constraints C1-C3, and (c)
How to guarantee optimal mapping in this case?

4.1 Bimodal Design
We propose an obvious implicit and immutable scheme

for associating logical addresses to logical blocks and pages.
The flash device must expose two constants10: Logical Block
Size or LBS and Logical Page Size or LPS. LBS (resp.
LPS) correspond to the size, in bytes of a flash block (resp.
a flash page)11. For a logical address A, the logical block
number LBN and logical page number LPN are obtained
using the following trivial formulas: LBN = A/LBS and
LPN = (A − LBN × LBS)/LPS, where / is the integer
division.
While page size IOs are submitted sequentially within a

logical block (starting from page 0), flash pages are written
in the order the IOs are submitted. This way, the layout of
flash pages within a flash block is optimal, and each read
(either sequential or random) can be trivially mapped to an
offset within a flash block. This is detected by maintaining
in the safe cache, for each flash block, the physical position of
the last write within the block. A bit indicates whether the
mapping is optimal or not (initially, free blocks are optimal).
We thus maintain in the controller cache a mapping with 4
bytes per block (22 bits for physical block id + 6-8 bits for
current position within block (64-256 pages per blocks) + 1
bit flag for the optimal mapping).
An optimal block might become non-optimal if the sub-

mitted IOs are no longer sequential (e.g., updates, unaligned
10Such constants can be retrieved by the DBMS using specific
command like GetDriveGeometry

11Parallelism within the flash device might lead to define
LBS (resp. LPS) as a multiple of the flash block size (resp.
the flash page size.
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Figure 3: The states of a logical block and corre-
sponding actions (transitions).

IOs across page and block boundaries, random IOs). Con-
versely, classical garbage collector algorithms [19, 15], trig-
gered in case of updates or random writes, will tend to con-
vert non-optimal blocks into optimal ones. Again, many
existing techniques can be used to mitigate the effects of
random writes or updates on non-optimal blocks [16, 18, 19,
15, 13]. Figure 3 schematize the behavior of a single logical
block in a bimodal FTL.
The obvious question now is whether any of the currently

available flash devices implement such a FTL.

4.2 Are Existing Flash Devices Bimodal?
We can almost answer this question by looking at the data

sheets of existing devices. First, no device explicitly provides
a notion of logical block – blocks are abstracted away at the
narrow interface. In practice, devices might silently imple-
ment the design we propose above. So, this is inconclusive.
Second, only few devices actually provide a safe cache (e.g.,
Memoright does, Intel X25 does not). A DBMS relying on
a flash device without safe cache must choose between per-
formance (using the cache) and durability (write through
the cache). Indeed, in our experience, disabling the cache
typically results in an order of magnitude degradation of
write performance (as neither mapping nor data is cached).
Strictly speaking, a device might be bimodal even if it does
not provide a safe cache. This is again inconclusive. Third,
only the X25 devices from Intel support the TRIM com-
mand. This is more significant. Indeed, a flash device that
does not support TRIM, does not allow the upper layers to
respect constraint (C2), erase before write. Without TRIM,
even a circular log structure as a database log will induce
updates. As a result, only the X25 could be bimodal.
We devised a simple experiment to test whether the X25

is bimodal. The experiment consists in partitioning the log-
ical address space in three (P1, P2, P3). Starting from a
trimmed device, the experiment consists of two steps: (a)
perform sequential writes (i.e., C1,C2 and C3 are enforced)
on P2 and random writes on P1 and P3, and (b) Trim P2
(we make sure that trim is actually performed). Those two
steps are repeated three times and we measure the response
time for all sequential writes on P2. Note that we have ob-
served long pauses after random writes on P1 and p3, to
ensure that the device does not perform any background
reorganization during sequential writes on P2.
If the device is bimodal, then the response time of se-

quential writes should remain constant for the three runs of
sequential writes. Indeed, if the device is bimodal, then the

Figure 4: Response time (log scale) for each individ-
ual IOs (16KB) on partition P2 for runs 1, 2 and 3.
The solid horizontal line represents the mean value.

Figure 5: The graph shows the mean, min, max and
standard deviation of response time for the sequen-
tial writes on P2 for each run. The Intel X25-E is
not bimodal because the cost of sequential writes is
not constant across runs.

large partition P2 should be mostly composed of optimal
blocks for which all constraints have been enforced (there
might be non optimal blocks at the boundaries of the parti-
tion due to the fact that logical block size and alignment is
not documented).
Figure 4 shows detailed response time of each individual

16KB IO (log scale), while Figure 5 shows aggregated val-
ues (mean, min, max and standard deviation)12. We observe
that response time and stability degrade with each run. The
mean response time increases by a factor greater than 5 be-
tween Run 1 and Run 3. While the minimum response time
remains approximately constant at 0.1 msec, the maximum
increases from 2.1 msec in the first run to 301 msec in the
third run. This experiment clearly demonstrates that the
X25 is not bimodal. We can even say that a X25 equipped
with a bimodal FTL should be able to achieve at most 0.1
msec mean response time for sequential writes on P2. Note
that this experiment is a negative test. Defining a batteries
of experiment to validate that a device indeed is bimodal is
future work.

12The experiment was run on a 4-core Intel i5 processor run-
ning the flashIO utility we defined for the uFlip benchmark
(see http://code.google.com/p/flashio/). The flash device
used for the experiment is an X25-E 80GB.

5



5. RICH BIMODAL FLASH DEVICES
While a significant improvement with respect to today’s

devices, the narrow approach is not perfect: (i) Wear-leveling
and garbage collection are performed without any knowl-
edge of the stored data, (ii) The utilization of the controller
cache is not optimized; (iii) A lot of complexity related to
flash chips is managed at the DBMS level. Rich bimodal
flash devices may address these shortcomings.
Extension of the block device interface have already been

proposed in the context of flash devices [28, 23, 22] to man-
age complexity, control trade-offs and optimize embedded
resources. While, Shu et al. [28] introduce the Data Man-
agement Set in the ATA protocol— connecting host and
peripherals— that allows an application to communicate in-
formation about its I/O access behaviors to the underlying
flash device, Rasjimwale et al [23] propose to use expressive
interface such as object-based storage, and Prabhakaran et
al. [22] focus on providing atomic writes. In the following,
we describe how rich interfaces could be used to optimize
the minimal FTL mode–most optimizations have already
been presented in the literature–, and we quickly discuss
non-optimal blocks. We deliberately avoid discussions of
implementation or syntax issues, which are left for future
works.

5.1 Optimal Blocks
From optimal blocks to optimal chunk: Since the

block device interface does not provide any means to explic-
itly declare a set of optimal blocks (called hereafter chunk),
these have to be detected by the FTL. More importantly,
this detection leads to the management of a large number
of small blocks, having an impact on the volume of meta-
data (mapping, statistics, and detection data) that must be
stored into the safe cache. Explicit declaration of larger
chunks may thus bring significant savings in terms of safe
cache. For instance, a single 100 MB optimal chunk, ex-
plicitly declared to the flash device, e.g., for the log file of a
DBMS, may bring a two order of magnitude reduction of the
metadata wrt the implicit detection of 400 optimal blocks.
While this optimization has no direct impact on the perfor-
mance of optimal blocks (the mapping is already optimal),
it allows for improved caching (see below).
Providing metadata: In a block device, wear leveling

and garbage collection proceed blindly, without knowledge
of the access patterns on the managed data. Choosing highly
erased blocks to store data with low erase frequency and
conversely will avoid useless blocks movements to balance
erase counts. A similar strategy, based on detection, has
been proposed in [10] in the context of a block device in-
terface. Note that minimizing blocks movements increase
performance and lifetime of the device.
Caching data: DBMS and FTL could collaborate to

avoid producing non-optimal blocks for append data struc-
tures (e.g., log records, tables in append mode). The FTL
can avoid update operations (and thus degrading an optimal
block to non-optimal) if for each append structure, the last
uncomplete written flash page can be kept inside the safe
cache and only written to flash when it is completed.
Transmitting and caching payload: A rich flash de-

vice no longer has to be restricted to a flat, regular address
space based on logical block addresses. We can consider
write IOs which only transmit useful data, called hereafter
the payload, i.e., fragments of pages as opposed to pages

(note that we do not consider here that the flash device
manages a representation of the database page layout). The
main advantage of using payload instead of pages is that
write operations can be buffered efficiently. (e.g., n inserted
tuples in a database table will lead to buffer the aggregate
size of the tuples plus some offsets-to recompose the pages-,
compared with n IO sectors with a narrow interface!). In-
deed, the safe cache is not polluted with data that already
exists in the flash memory. Note that even if the safe cache
is full, it may be more interesting to temporarily flush the
payload part of the cache in a dedicated flash area (as a
swap file) rather than flushing on their destination, in order
to keep the destination blocks optimal. Write payload shares
some ideas with the Page-Differential Logging approach [17].
Reading payload: Payload optimization is also very in-

teresting for read operation since it avoids transmitting use-
less data from the chip to the controller and then to the
host (typically, reading a 4KB page costs around 150 µs
from which 125 µs are transmission costs through the serial
interface from the chip to the controller). FlashScan [31]
already mentioned in section 3.3 could benefit further from
read payload, reading only subpages (i.e., corresponding to
the ECC granularity).
Nameless writes: Nameless writes were introduced in [6]:

the DBMS does not provide any destination address but let
the FTL decides on the placement of the data and returns
a handle for future reference. Nameless writes thus gener-
ates optimal blocks but are somehow easier to manage at
the DBMS level, typically for temporary data.
Reorganization for free: A further improvement would

consist in letting the FTL expose some aspects of the wear-
leveling process to the DBMS to support additional opti-
mizations. The wear leveling process sometimes has to move
static data to balance the erase count across the whole de-
vice. In this case, the FTL reads a whole block that it
rewrites on another physical location, thus bringing an op-
portunity to reorganize the block for free. The FTL could
involve the DBMS in this process using a call-back mecha-
nism in the way that external pagers interact with the op-
erating systems [1]. Indeed, to allow using optimal blocks,
DBMSs will probably resort to log-based approaches [2, 17]
which might greatly benefit from such cleaning (almost) for
free.

5.2 Non-optimal Blocks
While this paper focus on optimal blocks, there is in fact

a greater potential for minimizing the important overheads
generated by the management of non-optimal block: map-
ping cost (metadata management), garbage collection costs
(with statistics like R/W frequency, expected pattern, etc.)
and wear leveling costs (update frequency). For instance:
Hot-random-chunks and cold-random-chunks: The

FTL can use different techniques for mapping different chunks
whenever the DBMS associates access patterns to given chunks.
The FTL can manage hot random chunks (i.e., frequent
writes, scattered on the whole chunk) with a page mapping
cached in the safe cache, while mapping can be performed
at a larger granularity and on flash for cold random chunks.
These strategies share the basic principles proposed in [13,
14], but are based on information delivered by the DBMS
(and not detected by the FTL). Investigating further how a
rich interface can benefit non-optimal block management is
a topic for future work.
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6. CONCLUSION
We argued that flash devices should provide guarantees to

a DBMS so that it can devise stable and efficient IO man-
agement mechanisms. Based on the characteristics of flash
chips, we defined a bimodal FTL that distinguishes between
a mode where sequential writes, sequential reads and ran-
dom reads are optimal while updates and random writes are
forbidden, and a mode where updates and random writes are
supported at the cost of sub-optimal IO performance. Inter-
estingly, the guarantees of a minimal mode have been taken
for granted in many articles from the database research lit-
erature. Our point with this paper is that these guarantees
are not a law of nature, we must guide the evolution of flash
devices so that they are enforced.
We described the design space for bimodal flash devices

in the context of a block device interface, and in the context
of a richer interface. Which one is most appropriate for a
DBMS is an open issue. An important point is that provid-
ing optimal mapping guarantees does not hinder competi-
tion between flash device manufacturers. On the contrary,
they can compete to (a) bring down the cost of optimal IO
patterns (e.g., using parallelism), and (b) bring down the
cost of non-optimal patterns without jeopardizing DBMS
design. Future work includes designing and building a bi-
modal FTL in collaboration with a flash device manufac-
turer.
We can also derive a future work roadmap for database

designers: (1) Define a performance model for bimodal flash
devices in order to explore the DBMS design space. The
reference here is the work of John Wilkes et al. on hard disks
models [27]; (2) Explore the DBMS design space on top of
narrow bimodal flash devices. The first challenge here is
to compare and integrate the many ideas already proposed
in the literature to establish a baseline. The interesting
problem is then to optimize this baseline design; and (3)
Explore the design space for the collaboration of DBMS and
rich bimodal flash devices.
Finally, future work includes studying how operating sys-

tems as well as many data-intensive applications would ben-
efit from flash devices with optimal mapping guarantees
(e.g., warehouse scale distributed systems, game engines,
IO-conscious algorithms).
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ABSTRACT 
Hyder supports reads and writes on indexed records within classi-

cal multi-step transactions. It is designed to run on a cluster of 

servers that have shared access to a large pool of network-

addressable raw flash chips. The flash chips store the indexed 

records as a multiversion log-structured database. Log-structuring 

leverages the high random I/O rate of flash and automatically 

wear-levels it.  Hyder uses a data-sharing architecture that scales 

out without partitioning the database or application. Each transac-

tion executes on a snapshot, logs its updates in one record, and 

broadcasts the log record to all servers. Each server rolls forward 

the log against its locally-cached partial-copy of the last 

committed state, using optimistic concurrency control to 

determine whether each transaction commits. This paper explains 

the architecture of the overall system and its three main 

components: the log, the index, and the roll-forward algorithm. 

Simulations and prototype measurements are presented that show 

Hyder can scale out to support high transaction rates. 

1. INTRODUCTION 
The hardware platform for database systems is undergoing major 

changes with the advent of solid-state storage devices, high-speed 

data center networks, large main memories, and multi-core pro-

cessors. These changes enable new database software architec-

tures. This paper 

explores one such 

architecture: a log-

structured multiversion 

database, stored in flash 

memory, and shared by 

many multi-core servers 

over a data center net-

work. The architecture, 

shown in Figure 1, is 

embodied in a prototype 

system called Hyder. 

Hyder is a transactional indexed-record manager. It supports read 

and write operations on indexed records within classical multi-

step transactions. This is the basic functionality of the storage 

engine of a SQL database system. Hyder is designed to run on a 

cluster of servers that have shared access to a large pool of net-

work-addressable storage, commonly known as a data-sharing 

architecture. Ideally, the storage is comprised of raw flash chips, 

although solid-state disks and possibly hard disks could work as 

well. Its main feature is that it scales out without partitioning the 

database or application. It is therefore well-suited to a data center 

environment, where scaling out is important and where 

specialized flash hardware and networking can be cost-effective.  

1.1 Today’s Alternative to Hyder 
To understand the value of Hyder’s no-partition scale-out feature, 

consider today’s alternative: a data center architecture for data-

base-based services, shown in Figure 2. The database is partition-

ed across multiple servers. The parts of the application that make 

frequent access to the database are encapsulated in stored proce-

dures. The rest of the application runs in servers, either co-located 

with the web server or 

in a separate layer of 

servers (as shown). 

The application serv-

ers usually have a 

cache (denoted ―$‖ in 

the figure) to mini-

mize accesses to the 

database. Often, the 

application servers are 

partitioned, so their 

caches can be parti-

tioned, thus enabling 

more of the database 

to be cached. Typical-

ly the application is 

responsible to choose 

which data to cache, to 

refresh this cache peri-

odically, and to main-

tain cache coherence 

across the servers.  

Some data that needs to be cached cannot be partitioned, such as a 

many-to-many relationship that is traversed in both directions. 

The friend-status relation for social networking is a well-known 

example. Such data is stored in separate cache servers.  

Designing such systems is hard and requires special skills. The 

designer needs to choose a partition strategy that balances the load 

across servers, and minimizes or avoids distributed transactions 

(primarily due to the expense of two-phase commit). Migration 

mechanisms are needed to enable the system to grow by splitting 

and relocating overloaded partitions. And the application 

programmer needs to split application logic between the layers of 

servers, which implies distributed debugging.  

1.2 Benefits of Hyder Architecture 
Hyder simplifies application design by avoiding partitioning, 

distributed programming, layers of caching, and load balancing. 

Since it uses a data-sharing architecture, all servers can read from 

and write to the entire database (see Figure 1). This enables the 

database software to run in the application process, which 

simplifies application development by avoiding any distributed 

programming. It also avoids the expense of remote procedure calls 

† Work performed while employed at Microsoft Research.  
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between the application and database. Since each server caches 

data it recently accessed or updated, the content of each server’s 

cache reflects the accesses of transactions that ran recently on that 

server. So there is no need to partition the cache, either across 

servers of a given type or across layers of processes, because there 

are no layers. And since any transaction can execute on any 

server, load balancing is simply a matter of directing each 

transaction request to a lightly-loaded server. 

In Hyder, each update transaction executes on one machine and 

writes to one shared log. Hence, it does not require two-phase 

commit. This saves message delays. It also avoids two-phase 

commit’s blocking behavior, which requires operator intervention 

or heuristic decisions, both of which are undesirable, especially in 

a cloud-computing system. 

Hyder simplifies cache coherence by using a multi-versioned 

database. This means there is no update-in-place. Therefore, 

although caches on different servers can have different versions of 

data, the caches are inherently coherent in that all copies of a 

given version are identical. Therefore, a query can be decomposed 

into subqueries that run against the same database version on 

different servers, e.g., to improve the response time of a query that 

accesses a lot of data. Moreover, each server continually and 

eagerly refreshes its cache, so it is rarely more than a few tenths of 

a second behind the last committed database state in the log. 

Hyder scales out well without partitioning. Hyder’s scaling limit 

of update transactions depends mostly on total update-transaction 

workload across all servers and on network and storage perfor-

mance. Since there is no server-to-server communication, it does 

not depend on the number of servers.  

Hyder’s scale-out limits can be increased through careful applica-

tion partitioning. However, most applications will never require it. 

For example, the effort to design a partitioned application is a 

wasted expense for a new application that never becomes popular, 

or whose popularity can be served by Hyder’s scale-out limits. An 

application that experiences a few days of fame may need to scale 

out on short notice to avoid a success-disaster. Moreover, if an 

application does become popular quickly, Hyder can scale out 

without application redesign, thereby buying time for the 

application vendor to redesign for greater scale-out.  

Some application scenarios that might benefit from Hyder’s 

ability to scale out without partitioning are as follows: 

 A cloud-based service for database applications may run 

tenants on a large cluster of servers. Most of these 

applications are likely to be small and can easily run on a 

single server, but some will need to scale out quickly. 

 A packaged system that has a small number of servers can be 

purchased to run transaction processing applications. As us-

age increases, the system can grow incrementally by adding 

servers, without any software or database reconfiguration. 

 An application that processes updates from social networks 

that form dynamically is not easily partitioned. Examples 

include multi-player games, real-time advertising of short-

term sales events, and on-line news of a real-world disaster. 

1.3 Hyder Software Layers 
Data-sharing architectures are not new. They are supported by 

IBM DB2 Data Sharing [18], Oracle RAC [9], and Oracle 

(formerly DEC) Rdb [23]. Hyder differs from these systems in 

two ways. First, these systems usually require a soft partitioning 

of the applications, so that ownership of database pages does not 

have to move too frequently between servers. By contrast, Hyder 

requires no partitioning of applications to run well, though it can 

benefit from such partitioning. Second, Hyder uses a radically 

different architecture, with no lock manager. We therefore expect 

it to exhibit different performance tradeoffs than locking-based 

solutions; such a comparison is postponed as future work.  

 

Figure 3 Hyder software layers 

Hyder has the following three layers, shown in Figure 3:  

 The storage layer offers a highly-available, load-balanced, 

self-managing, cached, log-structured store mapped to shared 

flash storage. The log is the database.  

 The indexed record layer supports multi-versioned binary 

search trees mapped to log-structured storage.  

 The transaction layer executes transactions. It runs a log roll-

forward algorithm that continually refreshes the database 

cache. It uses optimistic concurrency control [20] to ensure 

transaction isolation.  

This layering covers the functionality in the box labeled Hyder in 

Figure 1. There needs to be an application programming interface 

on top, such as SQL, but that is outside the scope of Hyder. It 

should be straightforward for Hyder to support an ISAM API or 

an API implementation that is layered on a narrow storage 

interface, such as that of MySQL [24]. Unfortunately, not all SQL 

database systems are so well modularized. 

1.4 The Life of a Transaction 
The life of an update transaction T is illustrated in Figure 4. T 

executes on one server, called T’s executer. When T starts, it is 

given the latest local copy of the database root, which defines a 

static snapshot of the entire database (step (1) in Figure 4). T’s 

updates are stored in a transaction-local cache. When T finishes 

executing, the after-images of its updates are gathered into a 

record called its intention (step (2)), which is broadcast to all 

servers (step (3)) and appended to the log (step (4)). For 

serializable isolation, T’s readset is included in the intention too.  

 

Figure 4 Steps in the life of a transaction 

Storage – cached, log-structured store mapped to flash storage 

Indexed records – a multi-versioned search tree 

Transactions – executes transactions and runs meld algorithm 

Application programs 
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The log protocol ensures intentions are totally ordered, none are 

lost, and the offset of each intention is made known to all servers 

(step (5)). Since each server receives every intention and its offset, 

it can assemble a local copy of the tail of the log (step (6)). A 

server can detect if it failed to receive an intention from a hole in 

the sequence. In that case it can read the missing intention from 

the log.  

Each server rolls forward the log on its cached partial-copy of the 

last committed state (step (7)). Unlike conventional database 

systems, appending T’s intention record I to the log does not 

commit T. Instead, when a server rolls forward I, it runs a 

procedure called meld that determines whether T actually 

committed. Conceptually speaking, I contains a reference R to T’s 

snapshot, which is the last committed transaction in the log that 

contributed to the database state that T read (Figure 5). The 

intentions between R and I are called T’s conflict zone. The meld 

procedure determines if any committed transaction in T’s conflict 

zone includes an operation that conflicts with T with respect to T’s 

isolation level. If there are no conflicts, then T is committed and 

the meld procedure merges I into the server’s cached partial-copy 

of the database (the output of step (7)). Otherwise, T aborted. 

Since all servers (including T’s executer) read the same log, they 

all make the same commit/abort decision regarding T.  

 
A transaction T executes in only one server (i.e., steps 1-3). 

However, all servers roll forward T using the meld procedure, 

including T’s executor. Thus, even T’s executor does not know 

whether T committed or aborted until after it melds T’s intention. 

At that point, it can notify T’s outcome to T’s caller. 

Each server runs independently with no cross-talk to other servers. 

In particular, there is no lock manager and hence no locking 

bottleneck to constrain scale-out. Moreover, there is no two-phase 

commit. The only point of arbitration between servers is the 

atomic append of an intention to the log. 

Of course, the architecture does have points of contention that can 

limit performance of update transactions: appending intentions to 

the log, broadcasting intentions to all servers, melding the log at 

each server, and aborting transactions due to conflicts.  We quan-

tify their effect in Section 5. Our measurements and simulations 

show that with today’s technology, the system’s throughput can 

reach 80K transactions per second (TPS) using a micro-bench-

mark of transactions with ten operations. Scale-out is practically 

unlimited for read-only transactions, since they do not consume 

any critical system resource; in particular, they are not melded. 

They can read a recent snapshot—the same snapshot at all servers, 

since all servers can access all versions of the whole database. 

1.5 Hardware Trends 
Hyder’s architecture is enabled by four main hardware trends: 

high performance data center networks, large main memory, 

many-core processors, and solid state storage.  

Networks – Commodity data center networks are 1 Gb/sec, with 

10 Gb/sec available now and 40 and 100 Gb/sec already standard-

ized. This enables many servers to share storage and broadcast the 

log with high performance. Network broadcasts are a bottleneck, 

but network bandwidth and latency will improve over time. 

Main memory – At today’s DRAM prices and with 64-bit 

processors, commodity servers can maintain huge in-memory 

caches. This reduces the rate at which servers need to access 

storage for cache misses. 

Many-core – Given the declining cost of computation, Hyder can 

afford to squander computation by rolling forward the log on all 

servers to maintain consistent views across servers without server-

to-server communication and by dedicating several cores per 

server to the meld activity.  

Storage – Raw flash memory offers ~104 more I/O operations per 

second per gigabyte (GB) than hard disks. It costs ~100µs to read 

a 4KB page, ~200µs to write one, and there is no performance 

benefit to sequential access. This makes it feasible to spread the 

database across a log with less concern for physical contiguity 

than with hard disks. Solid-state disks (SSDs) are slower, but are 

improving. Sequential writes on some SSDs are already faster. 

Although flash densities can double only two or three more times, 

other nonvolatile technologies are coming, notably phase-change 

memory (PCM). Instead of flash, Hyder might work with hard 

disks if servers have a large enough database cache to avoid too 

many cache misses, since they generate random reads, though 

some aspects of the storage layer would have to change.  

Flash has two weaknesses that influence the Hyder design. First, 

pages cannot be destructively updated. A block of 64 pages must 

be erased before programming (writing) each page once. Erases 

are slow, ~2ms, and blocks other operations to a large portion of 

the chip. Second, flash has limited erase durability. MLC (cheap 

flash) can be erased ~10K times. For SLC (3x the price of MLC), 

it is ~100K times. Thus, flash needs wear-leveling, to ensure all 

pages are erased at about the same rate.  

These two weaknesses are mitigated by Hyder’s use of log-

structured (i.e., append-only) storage, which allows the head of 

the log to be garbage-collected and cleaned while the tail is being 

written, and which spreads writes evenly across storage 

By contrast, SSDs are not append-only; they support update-in-

place. To support update-in-place while mitigating the weaknesses 

of flash, an SSD typically implements a log-structured file system 

[28]. This allows it to turn random page-writes into page-appends 

and automatically wear-levels the flash. This requires address 

mapping logic, garbage collection, and storage headroom. This 

functionality adds cost and can degrade performance, all in 

support of an update-in-place operation that Hyder does not need. 

Although Hyder can work well on SSDs, we believe it will per-

form better when implemented on raw flash. This is a classic end-

to-end argument, where the application uses an append operation 

and the flash hardware works best as append-only, so there is no 

value in inserting an update-in-place operation in between. 

1.6 Contributions 
A short abstract about Hyder appeared in [4]. This paper expands 

that overview with descriptions of the following contributions: 

 A fault-tolerant append-only log that offers an arbitration 

point between independent transaction servers. 

 A log-structured multi-version binary-search-tree index 

 An efficient meld algorithm that detects conflicts and merges 

committed updates into the last-committed state. 

T’s intention I 

T’s updates R 

Other transactions’ intentions 

Figure 5 Detecting a transaction's conflicts 

T’s conflict zone 

start of 

log 

end of 

log 

11



 

 A simulation analysis of the Hyder architecture under a 

variety of workloads and system configurations. 

We describe Hyder’s three layers bottom-up in Sections 2-4. 

Section 5 covers performance, Section 6 discusses related work, 

and Section 7 is the conclusion. 

2. THE LOG 
The log is comprised of multiple flash storage units, which we call 

segments. A segment could be a solid-state disk, a flash chip, or 

some other non-volatile solid-state storage component.  

Each log record is a multi-page stripe, where each page of a stripe 

is written to a different segment. The pages of a stripe are written 

using a RAID-like erasure code, to enable recovery from a 

corrupted page, failed segment, or lost message.  

A failure zone is a set of segments that can fail together due to a 

single-point failure, such as all of the segments in a rack (because 

they share a power supply and network connection). The best 

fault-tolerance is obtained when segments storing a stripe are all 

in different failure zones. A set of segments that store stripes is 

called a stripe set. 

To enable a stripe set to be allocated in a dense sequence of seg-

ments, segments are addressed round-robin across failure zones. 

That is, they are assigned segment IDs such that if there are n 

failure zones, no two segments in any sequence of n segments are 

in the same failure zone. For example, if n = 8, then the first 

failure zone has segment IDs 0, 8, 16, ..., the second failure zone 

has segment IDs 1, 9, 17, …, etc. This arrangement ensures that 

the failure of a failure zone loses at most one page in any stripe. 

2.1 Implementing AppendStripe 
The log operations are AppendStripe and GetStripe. AppendStripe 

takes a stripe and stripe id as parameters and returns a stripe 

reference, which tells where the stripe was stored on each 

segment of the stripe set. AppendStripe is atomic. It is also 

idempotent, so a caller that fails to receive a reply from an 

AppendStripe can simply reissue the operation. GetStripe returns 

the stripe identified by a given stripe reference.  

Log operations could be implemented by a server process or 

storage device that stores all pages of each stripe at the same 

offset of each segment. This requires the storage device to support 

an operation to write pages to a specific location, as is offered by 

SSDs. Given the widespread availability of SSDs, we believe such 

an implementation is worthwhile, as suggested in [2]. However, as 

discussed in Section 1.5, we believe that raw flash can offer better 

performance by mapping log-appends directly into storage-

appends. We describe a log design for raw flash in this section. 

To implement log operations on stripes, we propose to use a 

custom controller to access pages on flash storage using the opera-

tions AppendPage, GetPage, and EraseSegment. AppendPage 

appends a given page to a given segment and returns its address. 

GetPage returns a copy of the page stored at a given address. 

EraseSegment erases the entire content of the segment. A 

controller design that implements atomic and idempotent 

AppendPage and GetPage operations is sketched in [26]. 

The AppendPage operation is the only synchronization point 

between servers. If two servers append a page concurrently to the 

same segment, the segment’s controller will serialize the 

operations and write the pages to successive storage locations. 

The usual technique of checksums on pages can be used to ensure 

that AppendPage is atomic.  

If a stripe is comprised of n pages, then an AppendStripe 

operation is implemented by invoking n AppendPage operations 

on n segments in n different failure zones. Since failure zones are 

physically far apart, each segment must be updated via a different 

segment controller. Servers execute AppendStripe operations 

concurrently, which may execute in different orders in different 

controllers. Thus, in general, the pages of a stripe are not at the 

same offset of different segments of the stripe set. That is why 

AppendStripe returns a stripe reference and not a single offset. 

If a log record is too large to fit in one stripe, then it needs to be 

split into multiple stripes. One of the log record’s stripes contains 

the root of the log record. The other stripes can be appended to the 

log. Large, cold objects contained in the log record can be stored 

on hard disks, which are cheaper per-GB. All log-record data 

outside the root stripe must be written before the root stripe, so 

their addresses can be included in the root stripe.  As we will see 

in Section 3, the log record is structured as a tree. Thus, the root 

stripe contains an upper portion of the tree that includes the root 

and points to subtrees that are stored in other stripes. 

Each log record is a stripe, and log records must be totally 

ordered. This order is not self-evident from the order of a stripe’s 

pages, since the order of its pages is different on different 

segments. To resolve this ambiguity, we define the relative order 

of stripes by the order of their pages in the first segment of the 

stripe set. This segment is called the edge of the stripe set. 

Since a failure may prevent all pages of a stripe to be appended to 

its stripe set, some bookkeeping is required for servers to agree 

whether or not all of the pages of a stripe were written. This is 

done by maintaining a persistent log of stripe references, called 

the end-write log. After the AppendStripe operation receives 

acknowledgments for all of its corresponding AppendPage 

operations, it appends to the end-write log an end-write record 

that contains the stripe reference for the appended stripe. For fault 

tolerance, the end-write record must be appended to multiple 

segments. The choice of the number of segments should be based 

on an analysis of flash device failure rates and end-write log 

recovery time. We expect three will be enough. For multi-stripe 

log records, a server should wait to receive end-write acknowledg-

ments for all of the non-root stripes before it appends the root 

stripe, to ensure that the root stripe has no dangling references. 

Each log record is broadcast to all servers. First, the stripe is 

broadcast. After the stripe’s end-write has been written, it too is 

broadcast so that servers know the stripe was successfully written.  

The number of physical messages that are broadcast depends on 

several factors: the size of a log record, the size of a network 

packet, and the amount of batching of records into packets. In 

particular, end-writes are small, so many can be stored in a packet, 

at the cost of some latency to wait until the packet fills.  

2.2 Failure Handling 
There are three types of failures to consider: message loss, server 

failure, and segment failure. A short preview of our solution is in 

[2]. We discuss some basic cases here. For simplicity of 

exposition, we assume the log record fits in one stripe. 

In many cases, lost messages can be retrieved by accessing the 

log. For example, if a server receives an end-write for a stripe but 

not all of the pages that the end-write references, then it can 

retrieve the missing pages from the log. If it receives a partial log 
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record that does not include an edge page, then it can simply 

ignore the record (unless and until the edge page shows up). If it 

detects a hole in the sequence of end-writes it has received, it 

should read the missing page(s) from an end-write segment.  

However, what if it receives an edge page E, but does not receive 

an end-write for a stripe that includes E (within a timeout period)? 

Edge page E has reserved a slot in the log-record sequence, so 

later log records cannot be processed until it is known whether E’s 

stripe will show up. Therefore, if it does not receive the rest of E’s 

log record with a timeout period, it declares a log failure and 

initiates a recovery protocol.  

Our recovery protocol is a variation on Vertical Paxos [22]. It 

seals the edge segment from further appends (e.g., set the 

segment’s class to ―sealed,‖ as described below) and runs a 

consensus protocol to reach agreement on which stripes near the 

end of the log are complete and should be included. It then creates 

a new configuration of segments for the log and resumes normal 

operation. A similar process is used to cope with a permanent 

segment failure. There are many details to consider, which will be 

the subject of a future paper. 

2.3 Sliding Window Striping 
Allowing multiple servers to write stripes independently intro-

duces some storage management problems. First, since flash stor-

age is not cheap per-GB, variable-length stripes should be 

supported. This implies that initial segments of a stripe set will fill 

up faster than later ones. When the initial segment fills up, a new 

configuration must be allocated and all servers must agree to it.  

Second, all servers have to agree on which segments are being 

used for each type of data: end-write records, totally-ordered root 

log stripes, and unordered non-root log stripes.  

To coordinate server agreement, each controller maintains a 

persistent integer state-variable for each segment it manages, 

called its class. The integer value describes the type of data that 

can currently be appended to the segment. For concreteness, let us 

use zero for empty, one for a segment that stores pages of unor-

dered (i.e., non-root) log stripes, two for ordered (i.e., root) log 

stripes, three for end-writes, and four for ―sealed‖ (i.e., where no 

more appends are possible).  

 
Figure 6 Sliding-window striping 

We assign stripe sets to successive segment ranges in decreasing 

order of class. For example, there might be 3 segments for end-

write stripes, then 4 for root stripes, and then 6 for non-root stripes 

(see Figure 6). Segments before the first end-write segment are 

sealed and those after the last non-root segment are empty.  

A class variable is added as a parameter to the AppendStripe 

operation. AppendStripe(C, S) for class C and segment S behaves 

as follows. If C < class(S), then do not perform the append and 

return an exception to the caller. If C = class(S) (i.e., the class of 

S), then perform the append. If C > class(S), then set class(S) to C 

and perform the append. This mechanism is used to ensure that all 

servers agree on which type of data to append to each segment.  

Suppose the first segment of the end-write class fills up. Then the 

end-write stripe set would advance, thereby ―capturing‖ the first 

segment (i.e., edge) of the ordered class (see Figure 6). The order-

ed class is now short by one segment, so it advances, capturing the 

first segment of the unordered class, and so on. In this sense, the 

stripe sets behave like sliding windows over the segments. 

Higher layers of the system are responsible for garbage collection 

by copying reachable data in the first sealed segment to the end of 

storage and ensuring there is an ample supply of empty segments. 

3. INDEX STRUCTURE 
The index layer of Hyder stores the database as a search tree, 

where each node is a <key, payload> pair. For concreteness, we 

use a binary search tree in this paper. The tree is marshaled into 

the log (see Figure 7). Its basic operations are get, insert, delete 

and update of nodes and ranges of nodes, identified by their keys. 

The index layer also maintains a node cache of recently accessed 

parts of the tree.  

 

Figure 7 Marshaling a search tree into the log 

If the tree stores a relational database, the key would be compo-

site, beginning with the ID of a database, followed (for example) 

by sub-schemas, tables, and key values. Nodes in upper levels of 

the tree would span the set of databases. Their descendants would 

span sub-schemas, then tables, and then rows with key values. 

Each table can have secondary (i.e., non-clustered) indices, each 

of which is a table that maps a secondary key to the primary keys 

of rows that contain that secondary key, as is done in Microsoft 

SQL Server. Prefix and suffix truncation should be used to 

conserve space.  

A node of the tree cannot be updated in place. To modify a node 

n, a new copy n of n is created. Since n’s parent p needs to be 

updated with a new pointer to n, a new copy p of p is needed. 

And so on, up the tree. An example is shown in Figure 8. Notice 

that D is the root of a complete tree, which shares the unmodified 

parts of the tree with its previous version, rooted at D.  

 
Insert and delete operations may trigger tree rebalancing, which 

updates more nodes than those on the path to the node being 

inserted or deleted. It may therefore be beneficial to rebalance 

periodically, rather than on every insert and delete. 
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Figure 8 Copy-on-write 

To update C’s value, create a new version C and 
replace C’s ancestors up to the root. 
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An updated tree is logged in a transaction’s intention. For good 

performance, it is important to minimize its size. For this reason, 

binary trees are a good choice. A binary tree over a billion keys 

has depth 30. A similar number of keys can be indexed by a four-

layer B-tree with 200-key pages. But an update of that B-tree 

creates a new version of four pages comprising the root-to-leaf 

path, which consumes much more space than a 30-node path.  

On the other hand, binary trees are known to have poor processor 

cache performance. In this respect, B-trees perform better and 

therefore may be preferable for a read-intensive workload, where 

it is important to optimize processor performance. For update-

heavy workloads, we are experimenting with B+-trees that have 

low fanout and use prefix and suffix key-compression. Initial 

results suggest it might be able to generate intentions whose size 

is competitive with binary trees. B-trees also may be preferable in 

an implementation over hard disks, to reduce the random seeks, 

especially for sequential access in key-order. A comparative 

evaluation of these tradeoffs would be a worthwhile investigation. 

So would an evaluation of the many known optimizations for 

improving the processor performance of binary trees [19], since 

those optimizations may be less effective on trees that are 

fragmented in intentions spread across a log. 

To simplify garbage collection of the log, each node pointer 

includes the segment ID of its earliest reachable segment. This is 

easy to maintain, as each new node simply picks the minimum of 

its two children. A segment that is older than any segment pointed 

to by a node is garbage. A simple tree traversal can identify all 

nodes in the oldest segment. They can be copied to the end of the 

log by a copier transaction, thereby freeing up the segment for 

reuse. Since the copier does not update the data it is copying, a 

write-conflict with an active transaction does not cause it to abort. 

4. MELD  
The transaction layer has two components. The executor runs new 

transactions, as described in the beginning of Section 1.4. The 

second component is the meld procedure, which is described here. 

The meld procedure detects whether an intention experienced a 

conflict, and if not, merges its updates into the local copy of the 

last committed state (LCS). Rather than scanning the intention’s 

conflict zone to determine whether the transaction experienced a 

conflict, meld is made more efficient by maintaining metadata in 

LCS that is sufficient to detect conflicts accurately. Thus, meld 

takes an intention and its server’s LCS as input, and it returns a 

new version of LCS. That is, meld is a function—non-destructive 

with no side effects.  

Meld is optimized further by not having to consider every item in 

the readset and writeset. It stops looking for conflicts as soon as it 

encounters a subtree of an intention whose corresponding LCS 

subtree did not change while the transaction executed. The speed-

up from this optimization is significant for transactions that 

operate on non-hot data. In particular, it implies that for multi-

stripe log records, meld often only needs to read the root stripe to 

process the log record’s intention. 

Meld must be deterministic. That is, it must produce exactly the 

same sequence of states on all servers. Otherwise, an intention 

generated by a transaction on one server might not be properly 

interpreted by meld running on another server. Hence, meld runs 

sequentially, processing intentions in log order. Meld can be 

parallelized to some extent, at least by parsing log records into 

objects on one thread before interpreting the log records (i.e., the 

roll forward activity) on another thread.  

The update-transaction throughput across all servers is limited by 

the speed of meld. Therefore, meld must be fast. This is especially 

important because single-threaded processor performance is not 

expected to improve much for some time. Our current 

implementation can meld up to 400K TPS for small transactions. 

A serial intention is an intention whose conflict zone is empty. 

That is, its snapshot is the transaction that immediately precedes it 

in the log. In that case, meld is trivial, since the intention’s root 

defines its output’s LCS. This case arises only when the update 

load is very light—when the transaction inter-arrival time is more 

than the end-to-end processing time of a transaction.  

Melding a non-serial intention I is more complex, because LCS 

includes updates that were not in I’s snapshot. Meld must check 

that these updates do not conflict with I, and if they do not, then it 

must merge I’s updates into LCS. That is, it cannot simply replace 

LCS by I, as in the serial case. 

For example, suppose transaction T1 executes on an empty 

database, inserting nodes B, C, D, and E. (See Figure 9.) Then 

transactions T2 and T3 execute on T1’s output. T2 inserts node A, 

and T3 inserts F. T2 and T3 do not conflict, so after melding them 

LCS should include both of their updates.  

Each node n in an intention I has a unique version number (VN), 

which is calculated based on the number of updated descendants 

in I and the LCS version against which I is melded. It also has a 

source content VN (SCV) that refers to the previous version of 

the node (i.e., the version in I’s snapshot), and a flag DependsOn 

that is TRUE if I depends on n not having changed during T(I)’s 

execution. We denote node n in Ij by nj. We denote its VN, SCV, 

and DependsOn flag by VN(nj), SCV(nj), and DependsOn(nj). 

Similarly, VN of node n in the LCS is denoted VN(nLCS). 

 

Figure 9 Example transactions to be melded 

The need for DependsOn arises in part because some nodes in I 

were updated only because a descendant was updated. For exam-

ple, in Figure 8, B was updated only because C was updated. In 

this case, DependsOn(C) = TRUE while DependsOn(B) = FALSE. 

VN, SCV, and DependsOn enable meld to detect conflicts. If 

SCV(nI) ≠ VN(nLCS), then a committed transaction modified n 

while T(I) was executing. In this case, if DependsOn(nI) = TRUE, 

then T(I) experienced a conflict and should be aborted. 

This is an oversimplification, because it might be that SCV(nI) ≠ 

VN(nLCS) only because one of n’s descendants was updated, not 

because n’s content changed. If DependsOn(nI) = TRUE because I 

depends on the content of n, then such an update does not con-

stitute a conflict, since n’s content in LCS has not changed. On the 

other hand, if DependsOn(nI) = TRUE because T(I) read the entire 

key range rooted at n and T(I) uses serializable isolation, then 

SCV(nI) ≠ VN(nLCS) does imply a conflict since the content of 
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some record in the subtree rooted at n changed. By enriching the 

definition of SCV(n) and adding other metadata to n, we can 

distinguish these cases, but for pedagogical simplicity we will not 

make this distinction here. Details are in [5]. 
 

 

Figure 10 Log of the transactions of Figure 6 

Suppose transactions T1-T3 (from Figure 9) are sequenced in the 

log as shown in Figure 10. Meld processes the log as follows: 

1. Meld deduces that T1 is serial, because SCV(D1) = 50 =  

VN(DLCS), which means T0 immediately precedes T1. So it 

melds T1 by returning a new LCS whose root is D1, where 

VN(D1) = 54. Notice that this step required examining D1 but 

none of its descendants. 

2. Similarly, meld deduces that T2 is serial and returns a new 

LCS whose root is D2, where VN(D2) = 57.  

3. For T3, meld sees that SCV(D3) ≠ VN(DLCS) (i.e., 54 ≠ 57). 

Since DependsOn(D3) = FALSE, these unequal VN’s do not 

indicate a conflict. However, a descendant of D3 might 

depend on a node in LCS that was updated in T3’s conflict 

zone. So meld has to drill deeper into I3 by visiting E3. 

4. Meld sees that SCV(E3) = VN(ELCS) = 53. Thus, the subtree 

rooted at E did not change while T3 was executing. So there 

is no conflict and meld can declare T3 as committed.  

In (1), (2), and (4) above, meld is able to truncate the traversal of 

I. This happens whenever meld encounters a subtree of the inten-

tion that did not change while its transaction was executing. This 

is a very important optimization, which significantly reduces the 

time to meld the intention compared to a naïve algorithm that tests 

every node in the intention for a conflict. For example, consider 

the performance benefit if nodes A and F were leaves of very long 

paths and meld were truncated high in the tree, like it was here. 

Now that meld knows that T3 committed, it has to merge T3’s 

updates into LCS. Unlike the serial cases of T1 and T2, it cannot 

simply return D3 as the root of the new LCS, because SCV(D3) ≠ 

VN(DLCS). This means that before melding I3, LCS includes 

updates that are not in I3, namely, T2’s insertion of node A. 

Therefore, meld must create a new copy D of D that points to B2 

on the left and E3 on the right.  

Since every node must reside in some intention, meld creates a 

new intention that contains the new D. This is called an ephemer-

al intention, because it exists only in main memory. It is uniquely 

associated with the transaction that caused it to be created, in this 

case T3, and logically commits immediately after T3. In this case, 

it has just one node D, but in general it can have many nodes. 

An ephemeral intention’s nodes, called ephemeral nodes, must 

have unique VN’s, since they are needed by meld to process the 

next intention that follows it. To do this, meld dynamically as-

signs VNs to nodes when it processes each intention (as it does for 

nodes physically in the intention). Like all of meld’s activities, the 

generation of ephemeral intentions, ephemeral nodes, and their 

VN’s is done deterministically, so that all servers produce 

identical states against which new transactions can execute. 

There are many other details of meld that are needed for more 

precise detection of conflicts (i.e., with no false positives), 

coverage of all isolation levels including proper handling of 

phantoms, optimized per-node and per-intention metadata to 

minimize the size of intention records, flushing of ephemeral 

nodes, checkpointing, server initialization and fast recovery, and 

garbage collection. These topics are covered in [5]. 

5. PERFORMANCE 
We cannot report yet on the performance of an end-to-end 

prototype, because our implementation of the transaction and 

indexed record layers is not yet integrated with a flash-based 

implementation of the log. However, through a combination of 

measurements of implemented components, known hardware 

speeds, mathematical analysis, and fairly extensive simulations, 

we can predict how a complete implementation would perform. 

5.1 Bottleneck Analysis 
As mentioned in Section 1.4, Hyder has four potential bottle-

necks: appending intentions to the log, broadcasting intentions to 

all servers, melding the log at each server, and aborting 

transactions due to conflicts. We discuss each one in turn. 

Logging – Although the log could be stored on solid-state disks, 

raw flash chips with a custom controller are preferred. Custom 

hardware is quite feasible, given today’s rapid innovation in flash 

board products and use of custom hardware in data centers and 

database appliances. One benefit of custom hardware is speed. For 

example, putting nonvolatile write buffers in front of 20 flash 

chips that are served round-robin would reduce the 200 μs write 

latency of raw flash to 10 μs. Since log-appends are a bottleneck, 

this speedup over SSDs can be very important. If each log stripe 

contains one intention, then 10 μs write latency implies a limit of 

100K TPS. Batching multiple intentions per log stripe can 

improve throughput further. 

Networking – Switched networks process point-to-point messages 

in parallel. Therefore, with large server buffer caches, reads will 

not significantly reduce throughput for Hyder. By contrast, 

broadcasts block the network—a major bottleneck. The switching-

time of current network switches is under 1 μs for 10 Gb Ethernet. 

Interconnect, protocol, and distance delays add to that. On the 

other hand, technology improvements continue to reduce latency. 

Switching time on 40 Gbps Ethernet is already under 400 ns. 

Meld – Our current meld implementation can meld up to 400K 

TPS for transactions with two operations, dropping to 130K TPS 

for transactions with eight operations. Although single-threaded 

processor performance is not expected to improve much, meld can 

be parallelized further, which should yield a several-fold speedup. 

We report on extensive meld performance experiments in [5]. 

Optimistic Concurrency Control – Like any concurrency control 

algorithm, the abort rate of Hyder’s optimistic concurrency 

control depends on the fraction of concurrently-executing 

transactions that conflict [20]. In turn, this depends on the 

probability that two randomly-selected transactions conflict, and 

the average number of transactions that execute concurrently at 

any given time. For a given arrival rate of new transactions, the 

faster they execute, the fewer that execute concurrently, and hence 

the smaller their conflict zones and the lower their abort rate. 
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The worst case consists of concurrent transactions that read and 

write the same data. In that case, a serializable execution must be 

serial, so the maximum throughput is the inverse of execution 

time. For example, with 200 μs transaction latency as observed in 

our prototype, the maximum throughput on a single write-hot data 

item is 5K TPS. Assuming Poisson arrivals and exponential 

service times, a naïve analysis predicts throughput of ~1.6K TPS 

per write-hot data item. Clearly, it is beneficial to detect such 

high-conflict transactions and run them on one server, which 

serializes and batches the transactions to obtain higher throughput. 

5.2 Simulation Analysis 
We present a detailed analysis of Hyder’s performance at high 

loads using different workloads, access patterns, and isolation 

levels. The first part of our analysis focuses on system 

performance when there are no resource bottlenecks. Later, we 

evaluate and analyze Hyder’s behavior in the presence of high 

data contention and resource contention. 

We developed a simulation for Hyder using a discrete event 

simulator. The simulation model has three main modules: 

compute nodes, a network, and a log, representing the components 

in the system as shown in Figure 1. The compute nodes execute 

transactions, maintain a cache of recently accessed database 

objects using a least-recently-used replacement policy, and run the 

meld procedure. Each node has limited processing capacity; we 

use a four-core processor.  

We model the database as a set of integer keys. The combined 

size of the key and payload is set to 100 bytes.  

Each transaction is comprised of a fixed number of reads and 

writes controlled by the read/write ratio. Keys accessed by a trans-

action depend on the access distribution: We use hotspot (   

operations accessing    data) and uniform access distributions.  

A transaction consumes 2 s of latency for each read that is 

serviced from cache and 10 s of latency for each write. A cache 

miss results in reading the missing intention from the log. Each 

update transaction uses two broadcasts to all servers: one to 

broadcast the intention and one for the log to broadcast the 

intention’s offset. 

We model the network as a switch that simulates network delays. 

The network allows concurrent unicast messages to different 

destinations while a broadcast ties up the entire network. We use a 

switching delay of 400 ns for a 1500 byte frame resulting in a 

broadcast throughput of 40 Gbps, assuming 80% utilization. A 

much higher unicast throughput is supported. If we used a 10 

Gbps network instead, it would be the bottleneck. If 80% utilized, 

it would reduce throughput by 1/3, compared to 40Gbp at 30%. 

The log simulates appends to the flash by a 10 µs delay. Each 

intention is appended within a single append latency. That is, we 

assume an intention fits in one log stripe. 

The meld process performs explicit conflict detection by checking 

a new transaction for conflicts against the set of committed 

transactions in its conflict zone. We use serializable and snapshot 

isolation. Meld processing is simulated by a latency of 10 µs as 

measured in our prototype implementation of meld. 

Under the configurations used, the peak capacity of the system is 

100K TPS. We therefore use a peak offered load of 80K TPS to 

ensure the resources are appropriately exercised without 

overloading them. We set the database size to 1 million elements, 

the transaction size to 10 operations (8 reads and 2 writes), and 

the cache size to 300K elements, with serializable as the default 

isolation level.  

We compute the intention record sizes as a function of the depth 

of the database tree and the number of operations in the 

transactions that must be included in the intention; serializable 

isolation requires both the readsets and writesets, while snapshot 

isolation requires only the writeset. If an intention does not fit into 

a network frame, we use multi-frame messages and assume that 

the network guarantees their in-order delivery.  

We use the following convention for series names in the graphs: 

Hot-x-y refers to hotspot access patterns with    operations 

accessing    data items and Uniform represents uniform access 

patterns; SI and SR represent snapshot and serializable isolation.  

5.2.1 Abundant Resources 

Effect of Skew 
To analyze the effect of skew in access patterns, we use hotspot 

and uniform access distributions. For hotspot distributions, we 

vary   from 80% to 95% and we vary   from 5% to 20%. In all 

experiments, the throughput increases linearly with the offered 

load and is almost equal to the offered load. Figure 11 plots 

throughput as a function of the offered load and access 

distributions using serializable isolation. The linear increase in 

throughput with offered load is evident from the linear fit curve 

on the throughput values. This linear increase is observed for all 

access distributions and isolation levels.  

 

Figure 11 Transaction throughput (in TPS) as a function of 

the offered load and access distributions. 

 

Figure 12 Percent transactions aborting as a function of 

offered load and access distributions. 

Figure 12 plots the abort rate. It shows that although the abort rate 

increases with an increase in load, it is still negligibly small (in 

the range of 0.25%) at the peak offered load of 80K TPS. Though 

not shown, snapshot isolation has even lower abort rates, as 

expected. Furthermore, as long as the skew is not very high, the 

abort rate does not increase significantly with an increase in 
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offered load. This shows that given abundant network and flash 

capacity, the Hyder architecture can process a high volume of 

update transactions, and the throughput increases linearly with the 

offered load and is almost equal to the offered load. 

We observed an average cache miss penalty of ~20 µs and an 

average transaction latency of ~50-60 µs for hotspot distributions 

and ~180 µs for uniform distributions. Due to the small cache 

miss rates for hotspot access distributions, the network throughput 

is dominated by broadcasts of intentions; peak network utilization 

for serializable isolation was ~10-12 Gbps, of which more than 

90% was due to broadcasts. For uniform access distributions, 

unicast traffic is much higher as a result of cache misses; peak 

network utilization for serializable isolation was on the order of 

65 Gbps, of which only 15% were broadcasts. Similarly, for 

hotspot access, less than 1% of the requests to the log are reads, 

while for uniform, this load rises to 80%.  

The intention record size measured for serializable isolation was 

~15.7 KB and for snapshot isolation was ~3.6 KB. The smaller 

intention size with snapshot isolation results in lower network 

load; for SI, network utilization peaks at about 3 Gbps and 15.5 

Gbps for skewed and uniform distributions respectively with a 

share of broadcast and unicast traffic similar to that with 

serializable isolation.  

Even at an offered load of 80K TPS, the mean conflict zone 

length was 7-10 intentions. This small conflict zone length is 

because transaction latencies were in the range of hundreds of 

microseconds. The conflict zone length also depends on the 

whether requests arrive in bursts or are spread out. 

Effect of Cache Size 
We now analyze the impact of cache hit rates on Hyder’s 

performance. We vary the cache size from 50K to 300K items. At 

50K items, the entire hot set does not fit in the cache (for the 

access patterns used in the experiments) resulting in a low cache 

hit rate, while at 300K elements, the hot set fits in the cache, 

resulting in a higher cache rate. A larger cache results in higher 

cache hit rates which reduce transaction latency, which in turn 

results in smaller conflict zones and lower abort rates. 

 

Figure 13 Percent transactions aborting as a function of 

offered load for different access distributions and cache sizes. 

Figure 13 shows an interesting interplay between cache size and 

data skew and its impact on the abort rate. In each experiment, the 

cache size is set to the size of the hot set. For instance, a cache of 

100K items is used for an access distribution where the hot set 

size is 10% of the database. The naming convention for the series 

is: ―Access Distribution‖-―Cache size‖; thus, Hot95-10-CS100k 

refers to Hotspot distribution with 95% of operations accessing 

10% of the data items, and with a cache size of 100K elements.  

When the size of the hot set is kept constant and the percentage of 

operations accessing the cold set is increased, an increase in the 

abort rate is observed. Referring to Figure 13, the abort rate for 

the 80-10 access distribution is higher than that of the 95-10 

distribution. This increased abort rate is counter-intuitive since a 

decrease in skew of the data items accessed should reduce the 

probability of a conflict. A closer analysis reveals that the 80-10 

distribution has more accesses to the cold set. This increases the 

number of cache misses, which increases transaction latency, and 

in turn increases the conflict zone length and hence the conflict 

probability. This increase in transaction latency and conflict zone 

length is evident from Figure 14 which plots transaction latency as 

the primary vertical axis (on the left) and conflict zone length as 

the secondary vertical axis. This behavior is observed until the 

skew reduces to a point where the effect of higher conflict rate 

swamps the effect of shorter conflict zone. However, this 

counterintuitive behavior is not observed when the cache size is 

big enough to easily fit the hot set, as in Figure 12; the reason is 

that the larger cache is able to accommodate a small portion of the 

cold set and the entire hot set, which reduces the impact of skew 

on the cache hit rate and hence on the conflict zone length. 

 

Figure 14 Transaction latency as a function of offered load for 

different access distributions and cache sizes. 

 

Figure 15 Percent transactions aborting as a function of cache 

size for different access distributions. 

Figure 15 plots the abort rate as a function of cache size for 

different access distributions using serializable isolation; the 

offered load is kept constant at 80K TPS. As expected, as cache 

size increases the abort rate decreases, since more requests are 

served from the cache which results in shorter transaction 

latencies and conflict zones. When the cache size is 50K elements, 

it equals the hot set size for the 95-5 and 80-5 access distributions. 

We therefore observe behavior similar to Figure 13 where lower 

skew results in a higher abort rate.  
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For the access distributions 95-5 and 80-5, as the cache size 

grows, the entire hot set fits into the cache. Now the reduction in 

transaction latency resulting from higher skew is insignificant and 

the impact of higher skew on conflict probability dominates. As a 

result, when the cache is larger than the hot set, a higher abort rate 

is observed for a more skewed distribution; in Figure 15, the 95-5 

distribution has a higher abort rate than the 80-5 distribution.  

When the cache is too small to fit the hot set, a higher skew in 

access distribution does not result in a higher cache hit rate, since 

elements in the hot set also incur cache misses. As a result, the 

transaction latency, and hence the conflict zone length, for more 

skewed distributions are approximately equal to those of less 

skewed distributions. Therefore, the effect of skew dominates, 

resulting in a higher abort rate for skewed distributions. This 

behavior is evident from the experiments with 95-20 and 80-20 

distributions where the hot set has 200K data items.  

When the cache size is under 200K elements, the more skewed 

distribution (95-20) has a higher abort rate. When the cache size 

equals 200K elements, as expected, the 80-20 distribution 

experiences a marginally higher abort rate. Beyond 200K 

elements, the abort rate of 80-20 is again lower compared to that 

of 95-20.  The cache size also impacts network utilization since 

cache misses result in unicast network messages to read the 

specified intention record from the log. 

Effect of other parameters 
For a given access distribution, increasing the number of reads 

reduces the abort rate. Similarly, increasing the transaction size 

increases the abort rate. Abort rates as high as 3.5% are observed 

for a skewed access distribution for transactions with 25 

operations where the hot set comprises only 5% of the database. 

However, the abort rate decreases considerably for distributions 

with less skew, accompanied by a smaller gradient of increase.  

We also experimented with a workload of variable-size 

transactions. As expected, increasing the average transaction size 

increases the abort rate. However, it is interesting that with 

variable-sized transactions whose average size is S, the abort rate 

is lower than with fixed-size transactions of size S. A closer 

analysis reveals that variable-size transactions broadcast fewer 

messages on average than fixed-size transactions, which reduces 

transaction latency, conflict zones, and hence conflict probability. 

5.2.2 Data Contention 
In the previous experiments, data contention was low and had an 

insignificant effect on throughput, even at the peak offered load of 

80K TPS and with 95% of the operations accessing 5% of the 

database. Now, we focus on the performance of workloads with 

high data contention. We use smaller databases (10K to 100K), 

higher skew (99% of operations accessing 1% of the data items), 

more writes per transaction (1:1 read/write ratio), and larger 

transaction size. Figure 16 plots the throughput as a function of 

offered load. We use serializable isolation for all the experiments.  

The first three series correspond to database sizes of 10K, 50K, 

and 100K and use transactions with 8 reads and 2 writes. The 

database size is kept constant of 100K for the remaining two 

experiments. The fourth series corresponds to transactions with 5 

reads and 5 writes (1:1 read/write ratio), while the fifth series uses 

transactions with 16 reads and 4 writes.  

We observe a significant impact of abort rate on throughput; the 

throughput curve plateaus out only for a database size of 10k or 

transaction size of 20 where abort rates are as high as 50-60%. As 

expected, the impact is much less for snapshot isolation, where no 

significant effect on throughput was observed (not shown). 

 

Figure 16 Transaction throughput (in tps) as a function of 

offered load for Serializable Isolation. Triangular markers 

correspond to Database size of 100k elements with different 

read/write ratios and transaction sizes. 

5.2.3 Resource Contention 
Pure data contention resulting from conflicting accesses does not 

significantly affect performance. However, heavy resource 

contention causes thrashing. For example, if the transaction 

execution rate reaches the maximum rate of log appends, 

throughput drops sharply (see Figure 17). Overloading the 

network or meld algorithm results in similar behavior. During an 

overload, transactions execute longer (latency of ~100 ms vs. 

~200 μs under normal load), which increases the abort rate. 

Aborted transactions consume resources, which increases resource 

contention, resulting in a negative feedback loop. The effect is 

stronger for transactions with skewed access, because of their 

higher abort rate for a given conflict zone length. 

Figure 17 Thrashing resulting from resource contention. 

Of course, Hyder should back off the workload when it detects 

thrashing. Moreover, it should do a trial meld before appending a 

transaction to the log. If it detects a conflict, it will not waste a 

broadcast slot and log append, thereby defeating the negative 

feedback loop, making the throughput drop-off much less steep. 

5.3 Future Performance Work 
Our simulation analysis shows that for practical workloads, such 

as highly-skewed hotspot access patterns and a database of 1M 

items, data contention induced by resource contention occurs long 

before ―pure‖ data contention due to conflicts. Therefore, it is 

essential to use load-control to prevent resource contention. 

Moreover, to deal with very high conflict rates (as in Section 

5.2.2), techniques for advanced transaction scheduling cognizant 

of conflict patterns will be useful. For example, a soft partitioning 
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of transactions that access write-hot data could enable them to be 

synchronized in the server before appending their intentions to the 

log. In turn, this will complicate load balancing, since the 

partitioning will constrain where such transactions should run.  

The critical resources in Hyder—the network, log, and meld—

have hard scaling limits imposed by the underlying hardware, 

which limits Hyder’s scalability and peak capacity. Parallelism 

can be explored to increase the peak capacity of these critical 

resources. One such extension is to partition the database to 

enable parallel logging and melding. These extensions are 

worthwhile areas for future work. 

6. RELATED WORK 
Hyder is a data-sharing system. Other well-known data-sharing 

systems are Oracle RAC [9], Oracle Rdb [23] and IBM DB2 [18]. 

These systems use a shared lock manager to ensure that at most 

one server at a time has access to a page. If a server releases its 

write lock on a page, it must make the updated page available to 

other servers either by writing the page to disk or servicing reads 

from other servers. Thus, the granularity of data sharing between 

servers is a page, rather than an indexed record in Hyder. A failure 

that affects the lock table requires server coordination to recover, 

which is not needed in Hyder since servers are independent. On 

the other hand, the failure of a log segment in Hyder requires 

coordinated recovery, which is not required in systems that use 

server-local logs. These locking-based systems are known to 

require soft partitioning of the transaction load to avoid having 

pages ping-pong between servers. While Hyder can benefit from 

such partitioning, it performs well without it. The performance of 

these systems was studied in [25]. A comparison of their behavior 

to Hyder is suggested as future work. 

There are many shared-nothing database systems designed for 

scale-out. The benefits of this architecture were demonstrated in 

the 1980s in many systems, such as Bubba, Gamma, Tandem, and 

Teradata. DeWitt and Gray [16] provide an excellent summary of 

that work. More recently, shared-nothing key-value stores have 

been developed for cloud computing with similar goals, such as 

Google’s Bigtable [8], Amazon’s Dynamo [15], Facebook’s Cas-

sandra [21], and Yahoo!’s PNUTS [10]. However, unlike Hyder, 

these systems do not support ACID transactions and they require 

the database to be partitioned. Microsoft’s SQL Azure [3][6] and 

ElasTraS [14] are cloud-oriented database systems that do support 

ACID transactions but restrict each one to access one partition. 

The partitioned access requirement is relaxed somewhat in G-

Store [13], since data access groups can be reformed dynamically.  

A transactional, partitioned, key-value store that does not restrict a 

transaction’s access pattern is described in [1]. Like Hyder, it uses 

optimistic concurrency control. Unlike Hyder, it is a shared-

nothing system and hence requires two-phase commit. During its 

execution, a transaction tracks the versions of data it reads and 

writes. At commit time it sends this information to each server it 

accessed; the server either validates its readset and applies its 

writes as part of phase one, or detects a readset item changed and 

tells the transaction to abort. Among the key-value stores 

mentioned in the previous paragraph, its functionality is most 

similar to Hyder’s, but its mechanisms are quite different. It 

would be interesting to compare their performance.  

Another transactional, partitioned key-value store that uses 

optimistic concurrency control to synchronize transactions with 

two-phase commit for atomicity is ecStore [31]. 

Hyder strongly resembles a primary-copy replicated database, in 

the sense that it generates a single log and sends it to many 

servers, each of which applies updates to its local copy (i.e., a 

replica). However, Hyder is different from primary-copy 

replication in two ways. First, Hyder does not use a primary copy! 

Second, log records include the updates of both committed and 

aborted transactions. In most primary-copy replication systems, 

only committed transactions are sent to replicas. We do not know 

of any replication systems with the latter two properties. Gupta et 

al. [17] propose a replication mechanism similar to Hyder, but 

different in that it uses a single server as the serialization point 

and supports weaker forms of consistency that are sufficient for 

their application domain. A survey of recent work on primary-

copy replication can be found in [7].  

Multi-master replication, sometimes called optimistic replication, 

is similar to Hyder in that conflicting transactions can run to 

completion and their conflicts are detected later. Unlike Hyder, 

these mechanisms do not support standard isolation levels. 

Surveys of this work appear in [29] and [30]. 

The startup company RethinkDB has built a log-structured storage 

engine for MySQL, targeted for use on solid-state storage [27]. 

The database is append-only and ―lock-free.‖  However, they have 

not yet published details about their index structure or 

concurrency control algorithm. They support primary-copy 

replication, but are apparently not a data-sharing system. 

Dan et al. [11] present an analytical model and simulation study of 

the effect of data and resource contention on transaction through-

put for optimistic concurrency control (OCC) [20]. We observed 

similar behavior in our simulations: data contention alone causes 

system throughput to plateau out and resource contention causes 

thrashing. Transaction latency during high resource contention in 

Hyder also has behavior similar to that reported in [11].  

The interplay of skew in data access distribution, cache hit ratio, 

and abort probability for lock-based concurrency control was 

studied by Dan et al. [12]. Our experimental study extends these 

results by demonstrating a similar interplay when using OCC. We 

further analyze the interplay of cache size with working set size 

for a hotspot distribution. Yu et al. [32] model the impact of im-

proved cache hit rate for transactions restarted after an abort and 

study its effect on system throughput. If an aborted transaction 

restarts at the same compute node in Hyder, we expect to observe 

a similar behavior; however, we did not observe a significant im-

pact since most of our simulations observed very low abort rates. 

7. CONCLUSION 
We have described the architecture and major algorithms of 

Hyder, a transactional record manager that scales out without 

partitioning. It uses a novel architecture: a log-structured multi-

version database, stored in flash memory, and shared by many 

multi-core servers over a data center network. We demonstrated 

the feasibility of the architecture by describing two new mecha-

nisms, a shared striped log and a meld algorithm for performing 

optimistic concurrency control and applying committed updates to 

each server’s cached partial copy of the database. We presented 

performance measurements and simulations that demonstrate 

linear scalability up to the limits of the underlying hardware.  

Many variations of the Hyder architecture and algorithms would 

be worth exploring. There may also be opportunities to use 

Hyder’s logging and meld algorithms with some modification in 

other contexts, such as file systems and middleware. We 
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suggested a number of directions for future work throughout the 

paper. No doubt there are many other directions as well. 
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ABSTRACT

Phase change memory (PCM) is an emerging memory tech-
nology with many attractive features: it is non-volatile,
byte-addressable, 2–4X denser than DRAM, and orders of
magnitude better than NAND Flash in read latency, write
latency, and write endurance. In the near future, PCM
is expected to become a common component of the mem-
ory/storage hierarchy for a wide range of computer systems.
In this paper, we describe the unique characteristics of PCM,
and their potential impact on database system design. In
particular, we present analytic metrics for PCM endurance,
energy, and latency, and illustrate that current approaches
for common database algorithms such as B+-trees and Hash
Joins are suboptimal for PCM. We present improved algo-
rithms that reduce both execution time and energy on PCM
while increasing write endurance.

1. INTRODUCTION
Phase change memory (PCM) [3, 10] is an emerging non-

volatile memory technology with many attractive features.
Compared to NAND Flash, PCM provides orders of mag-
nitude better read latency, write latency and endurance,1

and consumes significantly less read/write energy and idle
power [9, 10]. It is byte-addressable, like DRAM mem-
ory, but consumes orders of magnitude less idle power than
DRAM. PCM offers a significant density advantage over
DRAM, which means more memory capacity for the same
chip area and also implies that PCM is likely to be cheaper
than DRAM when produced in mass market quantities [22].
While the first wave of PCM products target mobile hand-
sets [24], in the near future PCM is expected to become
a common component of the memory/storage hierarchy for
laptops, PCs, and servers [9, 15, 22].

An important question, then, is how should database sys-
tems be modified to best take advantage of this emerging

1(Write) endurance is the maximum number of writes for each
memory cell.
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trend towards PCM? While there are several different pro-
posals for how PCM will fit within the memory hierarchy [10]
(as SATA/PCIe based data storage or DDR3/QPI based
memory), recent computer architecture and systems studies
all propose to incorporate PCM as the bulk of the system’s
main memory [9, 15, 22]. Thus, in the PCM-DB project [19],
we are focusing on the use of PCM as the primary main
memory for a database system. This paper highlights our
initial findings and makes the following three contributions.

First, we describe the unique characteristics of PCM and
its proposed use as the primary main memory (Section 2).
Several attractive properties of PCM make it a natural can-
didate to replace or compliment battery-backed reliable mem-
ory for general database systems [18], and DRAM in main
memory database systems [11]. However, a unique chal-
lenge arises in effectively using PCM: Compared to its read
operations, PCM writes incur higher energy consumption,
higher latency, lower bandwidth, and limited endurance.
Therefore, we identify reducing PCM writes as an impor-
tant design goal of PCM-friendly algorithms. Note that this
is different from the goals of flash-friendly algorithms [2,
17], which include reducing the number of erases and ran-
dom writes at much coarser granularity (e.g., 256KB erase
blocks and 4KB flash pages).

Second, we present analytic metrics for PCM endurance,
energy, and latency. While we believe that PCM may have
a broad impact on database systems in general, this pa-
per focuses on its impact on core database algorithms. In
particular, we use these metrics to design PCM-friendly al-
gorithms for two core database techniques, B+-tree index
and hash joins (Section 3). In a nutshell, these algorithms
re-organize data structures and trade off an increase in PCM
reads for reducing PCM writes, thereby achieving an overall
improvement in all three metrics.

Third, we show experimentally, via a cycle-accurate X86-
64 simulator enhanced with PCM support, that our new al-
gorithms significantly outperform prior algorithms in terms
of time, energy and endurance (Section 4), supporting our
analytical results. Moreover, sensitivity analysis shows that
the results hold for a wide range of PCM parameters.

The paper concludes by discussing related work (Section 5)
and highlighting a few of the many interesting open research
questions regarding the impact of PCM main memory on
database systems (Section 6).

2. PHASE CHANGE MEMORY
In this section, we discuss PCM technology, its properties

relative to other memory technologies, its proposed use as
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Table 1: Comparison of memory technologies.
DRAM PCM NAND Flash HDD

Read energy 0.8 J/GB 1 J/GB 1.5 J/GB [28] 65 J/GB
Write energy 1.2 J/GB 6 J/GB 17.5 J/GB [28] 65 J/GB
Idle power ∼100 mW/GB ∼1 mW/GB 1–10 mW/GB ∼10 W/TB
Endurance ∞ 106 − 108 104 − 105 ∞
Page size 64B 64B 4KB 512B
Page read latency 20-50ns ∼ 50ns ∼ 25 µs ∼ 5 ms
Page write latency 20-50ns ∼ 1 µs ∼ 500 µs ∼ 5 ms
Write bandwidth ∼GB/s per die 50-100 MB/s per die 5-40 MB/s per die ∼200MB/s per drive
Erase latency N/A N/A ∼ 2 ms N/A
Density 1× 2 − 4× 4× N/A
Note: The table contents are based mainly on [10, 15, 22].
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Figure 1: Currents and timings (not to scale) for
SET, RESET, and READ operations on a PCM cell.
For phase change material Ge2Sb2Te5, Tmelt ≈ 610◦C
and Tcryst ≈ 350◦C.

the primary main memory, and the key challenge of over-
coming its write limitations.

2.1 PCM Technology
Phase change memory (PCM) is a byte-addressable non-

volatile memory that exploits large resistance contrast be-
tween amorphous and crystalline states in so-called phase
change materials such as chalcogenide glass. The difference
in resistance between the high-resistance amorphous state
and the low-resistance crystalline state is typically about
five orders of magnitude and can be used to infer logical
states of binary data (high represents 0, low represents 1).

Programming a PCM device involves application of elec-
tric current, leading to temperature changes that either SET
or RESET the cell, as shown schematically in Figure 1. To
SET a PCM cell to its low-resistance state, an electrical
pulse is applied to heat the cell above the crystalization tem-
perature Tcryst (but below the melting temperature Tmelt) of
the phase change material. The pulse is sustained for a suffi-
ciently long period for the cell to transition to the crystalline
state. On the other hand, to RESET the cell to its high-
resistance amorphous state, a much larger electrical current
is applied in order to increase the temperature above Tmelt.
After the cell has melted, the pulse is abruptly cut off, caus-
ing the melted material to quench into the amorphous state.
To READ the current state of a cell, a small current that
does not perturb the cell state is applied to measure the
resistance. At normal temperatures (< 120◦C ≪ Tcryst),
PCM offers many years of data retention.

2.2 Using PCM in the Memory Hierarchy
To see where PCM may fit in the memory hierarchy, we

need to know its properties. Table 1 compares PCM with
DRAM (technology for today’s main memory), NAND flash
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Figure 2: Candidate main memory organizations
with PCM.

(technology for today’s solid state drives), and HDD (hard
disk drives), showing the following points:

• Compared to DRAM, PCM’s read latency is close to
that of DRAM, while its write latency is about an
order of magnitude slower. PCM offers a density ad-
vantage over DRAM. This means more memory capac-
ity for the same chip area, or potentially lower price
per capacity. PCM is also more energy-efficient than
DRAM in idle mode.

• Compared to NAND Flash, PCM can be programmed
in place regardless of the initial cell states (i.e., with-
out Flash’s expensive “erase” operation). Therefore,
its sequential and random accesses show similar (far
superior) performance. Moreover, PCM has orders of
magnitude higher write endurance than Flash.

Because of these attractive properties, PCM is being incor-
porated in mobile handsets [24], and recent computer ar-
chitecture and systems studies have argued that PCM is a
promising candidate to be used in main memory in future
mainstream computer systems [9, 15, 22].

Figure 2 shows three alternative proposals in recent stud-
ies for using PCM in the main memory system [9, 15, 22].
Proposal (a) replaces DRAM with PCM to achieve larger
main memory capacity. Even though PCM is slower than
DRAM, clever optimizations have been shown to reduce ap-
plication execution time on PCM to within a factor of 1.2
of that on DRAM [15]. Both proposals (b) and (c) include
a small amount of DRAM in addition to PCM so that fre-
quently accessed data can be kept in the DRAM buffer to
improve performance and reduce PCM wear. Their differ-
ence is that proposal (b) gives software explicit control of the
DRAM buffer [9], while proposal (c) manages the DRAM
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buffer as another level of transparent hardware cache [22].
It has been shown that a relatively small DRAM buffer (3%
size of the PCM storage) can bridge most of the latency gap
between DRAM and PCM [22].

2.3 Challenge: Writes to PCM Main Memory
One major challenge in effectively using PCM is overcom-

ing the relative limitations of its write operations. Com-
pared to its read operations, PCM writes incur higher energy
consumption, higher latency, lower bandwidth, and limited
endurance, as discussed next.

• High energy consumption: Compared to reading a PCM
cell, a write operation that SETs or RESETs a PCM
cell draws higher current, uses higher voltage, and
takes longer time (Figure 1). A PCM write often con-
sumes 6–10X more energy than a read [15].

• High latency and low bandwidth: In a PCM device,
the write latency of a PCM cell is determined by the
(longer) SET time, which is about 3X slower than a
read operation [15]. Moreover, many PCM prototypes
support “iterative writing” of a limited number of bits
per iteration in order to limit the instantaneous cur-
rent level. Several prototypes support ×2, ×4, and ×8
write modes in addition to the fastest ×16 mode [3].
This limitation is likely to hold in the future as well, es-
pecially for PCM designed for power-constrained plat-
forms. Because of the limited write bandwidth, writ-
ing 64B of data often requires several rounds of writ-
ing, leading to the ∼ 1 µs write latency in Table 1.

• Limited endurance: Existing PCM prototypes have a
write endurance ranging from 106 to 108 writes per
cell. With a good wear-leveling algorithm, a PCM
main memory can last for several years under realistic
workloads [21]. However, because such wear-leveling
must be done at the memory controller, the wear-
leveling algorithms need to have small memory foot-
prints and be very fast. Therefore, practical algo-
rithms are simple and in many cases, their effective-
ness significantly decreases in the presence of extreme
hot spots in the memory. For example, even with the
wear-leveling algorithms in [21], continuously updat-
ing a counter in PCM in a 4GHz machine with 16GB
PCM could wear a PCM cell out in about 4 months
(without wear-leveling, the cell could wear out in less
than a minute).

Recent studies proposed various hardware optimizations to
reduce the number of PCM bits written [8, 15, 31, 32].
For example, the PCM controller can perform data com-
parison writes, where a write operation is replaced with a
read-modify-write operation in order to skip programming
unchanged bits [31]. Another proposal is partial writes for
only dirty words [15]. In both optimizations, when writ-
ing a chunk of data in multiple iterations, the set of bits to
write in every iteration is often hard-wired for simplicity; if
all the hard-wired bits of an iteration are unchanged, the
iteration can be skipped [7]. However, these architectural
optimizations reduce the volume of writes by only a fac-
tor ∼ 3. We believe that applications (such as databases)
can play an important role in complementing such architec-
tural optimizations by carefully choosing their algorithms
and data structures in order to reduce the number of writes,
even at the expense of additional reads.

Table 2: General Terms.

Term Description Example

Erb Energy consumed for reading a PCM bit 2 pJ
Ewb Energy consumed for writing a PCM bit 16 pJ
Tl Latency of accessing a cache line from PCM 230 cycles
Tw Additional latency of writing a word to PCM 450 cycles
C size in bytes of the largest CPU cache 8 MB
L Cache line size in bytes 64B
W Word size used in PCM writes 8B
Nl Number of cache line fetches from PCM -
Nlw Number of cache line write backs to PCM -
Nw Number of words written to PCM -
γ Avg number of modified bits per modified word -

3. PCM­FRIENDLY DB ALGORITHMS
In this section, we consider the impact of PCM on database

algorithm design. Specifically, reducing PCM writes be-
comes an important design goal. We discuss general con-
siderations in Section 3.1. Then we re-examine two core
database techniques, B+-tree index and hash joins, in Sec-
tions 3.2 and 3.3, respectively.

3.1 Algorithm Design Considerations
Section 2 described three candidate organizations of fu-

ture PCM main memory, as shown in Figure 2. Their main
difference is whether or not to include a transparent or
software-controlled DRAM cache. For algorithm design pur-
poses, we consider an abstract framework that captures all
three candidate organizations. Namely, we focus on a PCM
main memory, and view any additional DRAM as just an-
other (transparent or software-controlled) cache in the hier-
archy. This enables us to focus on PCM-specific issues.

Because PCM is the primary main memory, we consider
algorithm designs in main memory. There are two tradi-
tional design goals for main memory algorithms: (i) low
computation complexity, and (ii) good CPU cache perfor-
mance. Power efficiency has recently emerged as a third
design goal. Compared to DRAM, one major challenge in
designing PCM-friendly algorithms is to cope with the asym-
metry between PCM reads and PCM writes: PCM writes
consume much higher energy, take much longer time to com-
plete, and wear out PCM cells (recall Section 2). Therefore,
one important design goal of PCM-friendly algorithms is to
minimize PCM writes.

What granularity of writes should we use in algorithm
analysis with PCM main memory: (a) bits, (b) words, or (c)
cache lines? All three granularities are important for com-
puting PCM metrics. Choice (a) impacts PCM endurance.
Choices (a) and (c) affect PCM energy consumption. Choice
(b) influences PCM write latency. The drawback of choice
(a) is that the relevant metric is the number of modified
bits (recall that unmodified bits are skipped); this is dif-
ficult to estimate because it is often affected not only by
the structure of an algorithm, but also by the input data.
Fortunately, there is often a simple relationship between (a)
and (b). Denote γ as the average number of modified bits
per modified word. γ can be estimated for a given input.
Therefore, we focus on choices (b) and (c).

Let Nl (Tl) be the number (latency, resp.) of cache line
fetches (a.k.a. cache misses) from PCM, Nlw be the num-
ber of cache line write backs to PCM, and Nw (Tw) be the
number (latency, resp.) of modified words written. Let Erb

(Ewb) be the energy for reading (writing, resp.) a PCM bit.
Let L be the number of bytes in a cache line. (Table 2 sum-
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marizes the notation used in this paper.) We model the key
PCM metrics as follows:

• TotalWear: NumBitsModified = γNw

• Energy = 8L(Nl + Nlw)Erb + γNwEwb

• TotalPCMAccessLatency = NlTl + NwTw

The total wear and energy computations are straightfor-
ward. The latency computation requires explanations. The
first part (NlTl) is the total latency of cache line fetches
from PCM. The second part (NwTw) is the estimated im-
pact of cache line write backs to PCM on the total time.
In a traditional system, the cache line write backs are per-
formed asynchronously in the background and often com-
pletely hidden. Therefore, algorithm analysis typically ig-
nores the write backs. However, we find that because of the
asymmetry of writes and reads, PCM write latency can keep
PCM busy for a sufficiently long time to stall front-end cache
line fetches significantly. A PCM write consists of (i) a read
of the cache line from PCM to identify modified words then
(ii) writing modified words in possibly multiple rounds. The
above computation includes (ii) as NwTw, while the latency
of (i) (NlwTl) is ignored because it is similar to a traditional
cache line write back and thus likely to be hidden.

3.2 B+­Tree Index
As case studies, we consider two core database techniques

for memory-resident data, B+-trees (in the current subsec-
tion) and hash joins (in the next subsection), where the main
memory is PCM instead of DRAM.

B+-trees are preferred index structures for memory-resident
data because they optimize for CPU cache performance.
Previous studies recommend that B+-tree nodes be one or a
few cache lines large and aligned at cache line boundaries [5,
6, 12, 23]. For DRAM-based main memory, the costs of
search/insertion/deletion are similar except in those cases
where insertions/deletions incur node splits/merges in the
tree. In contrast, for PCM-based main memory, even a nor-
mal insertion/deletion that modifies a single leaf node can
be more costly than a search in terms of total wear, energy,
and elapsed time, because of the writes involved.

We would like to preserve the good CPU cache perfor-
mance of B+-trees while reducing the number of writes.
A cache-friendly B+-tree node is typically implemented as
shown in Figure 3(a), where all the keys in the node are
sorted and packed, and a counter keeps track of the number
of valid keys in the array. The sorted key array is maintained
upon insertions and deletions. In this way, binary search can
be applied to locate a search key. However, on average, half
of the array must be moved to make space for insertions
and deletions, resulting in a large number of writes. Sup-
pose that there are K keys and K pointers in the node, and
every key, every pointer, and the counter have size equal
to the word size W used in PCM writes. Then an inser-
tion/deletion in the sorted node incurs 2(K/2) + 1 = K + 1
word writes on average.

To reduce writes, we propose two simple unsorted node
organizations as shown in Figures 3(b) and 3(c):

• Unsorted: As shown in Figure 3(b), the key array
is still packed but can be out of order. A search has
to scan the array sequentially in order to look for a
match or the next smaller/bigger key. On the other
hand, an insertion can simply append the new entry to

5 2 4 7 8 9

pointers

keysnum

5 8 2 9 4 7

pointers

keysnum

pointers

keysbitmap

8 74921011
1010

(a) Sorted (b) Unsorted (c) Unsorted w/ bitmap

Figure 3: B+-tree node organizations.

Table 3: Terms used in analyzing hash joins.
Term Description

MR, MS Number of records in relation R and S, respectively
LR, LS Record sizes in relation R and S, respectively

NhR
Number of cache line accesses per hash table visit
when building the hash table on R records

NhS
Number of cache line accesses per hash table visit
when probing the hash table for S records

HashTablelw Number of line write backs per hash table insertion
HashTablew Number of words modified per hash table insertion
MatchPerR Number of matches per R record
MatchPerS Number of matches per S record

the end of the array, then increment the counter. For
a deletion, one can overwrite the entry to delete with
the last entry in the array, then decrement the counter.
Therefore, an insertion/deletion incurs 3 word writes.

• Unsorted with bitmap: We further improve the un-
sorted organization by allowing the key array to have
holes. The counter field is replaced with a bitmap
recording valid locations. An insertion writes the new
entry to an empty location and updates the bitmap,
using 3 word writes, while a deletion updates only the
bit in the bitmap, using 1 word write. A search incurs
the instruction overhead of a more complicated search
process. For 8-byte keys and pointers, a 64-bit bitmap
can support nodes up to 1024 bytes large, which is
more than enough for supporting typical cache-friendly
B+-tree nodes.

Given the pros and cons of the three node organizations,
we study the following four variants of B+-trees:

• Sorted: a normal cache-friendly B+-tree. All the non-
leaf and leaf nodes are sorted.

• Unsorted: a cache-friendly B+-tree with all the non-
leaf and leaf nodes unsorted.

• Unsorted leaf: a cache-friendly B+-tree with sorted
non-leaf nodes but unsorted leaf nodes. Because most
insertions/deletions do not modify non-leaf nodes, the
unsorted leaf nodes may capture most of the benefits.

• Unsorted leaf with bitmap: This variant is the
same as unsorted leaf except that leaf nodes are orga-
nized as unsorted nodes with bitmaps.

Our experimental results in Section 4 show that the unsorted
schemes can significantly improve total wear, energy con-
sumption, and run time for insertions and deletions. Among
the three unsorted schemes, unsorted leaf is the best for in-
dex insertions and it incurs negligible index search overhead,
while unsorted leaf with bitmap achieves the best index dele-
tion performance.

3.3 Hash Joins
One of the most efficient join algorithms, hash joins are

widely used in data management systems. Several cache-
friendly variants of hash joins are proposed in the litera-
ture [1, 4, 27]. Most of these algorithms are based on the
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Algorithm 1 Existing algorithm: simple hash join.

Build phase:

1: for (i = 0; i < MR; i++) do
2: r= record i in Relation R;
3: insert r into hash table;

Probe phase:

1: for (j = 0; j < MS ; j++) do
2: s= record j in Relation S;
3: probe s in the hash table;
4: if there are match(es) then
5: generate join result(s) from the matching records;
6: send join result(s) to the upper-level operator;

Algorithm 2 Existing algorithm: cache partitioning.2

Partition phase:

1: htsize = MR∗ hash table per entry metadata size;
2: P = ⌈(MRLR + MSLS + htsize)/C⌉;
3: for (i = 0; i < MR; i++) do {partition R}
4: r= record i in Relation R;
5: p= hash(r) modulo P ;
6: copy r to partition Rp;
7: for (j = 0; j < MS ; j++) do {partition S}
8: s= record j in Relation S;
9: p= hash(s) modulo P ;

10: copy s to partition Sp;

Join phase:

1: for (p = 0; p < P ; p++) do
2: join Rp and Sp using simple hash join;

following two representative algorithms. (Table 3 defines the
terms used in describing and analyzing the algorithms.)

Simple Hash Join. As shown in Algorithm 1, in the build
phase, the algorithm scans the smaller build relation R. For
every build record, it computes a hash code from the join
key, and inserts the record into the hash table. In the probe
phase, the algorithm scans the larger probe relation S. For
every probe record, it computes the hash code, and probes
the hash table. If there are matching build records, the al-
gorithm computes the join results, and sends them to upper
level query operators.

The cost of this algorithm can be analyzed as in Table 4
with the terms defined in Table 3. Here, we assume that the
hash table does not fit into CPU cache, which is usually the
case. We do not include PCM costs for the join results as
they are often consumed in the CPU cache by higher-level
operators in the query plan tree.

The cache misses of the build phase are caused by reading
all the join keys (min(MRLR

L
, MR)) and accessing the hash

table (MRNhR). When the record size is small, the first
term is similar to reading the entire build relation. When
the record size is large, it incurs roughly one cache miss
per record. Note that because multiple entries may share a
single hash bucket, the lines written back can be a subset of
the lines accessed for a hash table visit. For the probe phase,
the cache misses are caused by scanning the probe relation
(MSLS

L
), accessing the hash table (MSNhS), and accessing

matching build records in a random fashion. The latter can
be computed as shown in Figure 4. The other computations
are straightforward.

Algorithm 3 Our proposal: virtual partitioning.2

Partition phase:

1: htsize = MR∗ hash table per entry metadata size;
2: P = ⌈((MR + MS)2 + MR(LR − 1 + L) + MS(LS − 1 +

L) + htsize)/C⌉;
3: initiate ID lists RList[0..P − 1] and SList[0..P − 1];
4: for (i = 0; i < MR; i++) do {virtually partition R}
5: r= record i in Relation R;
6: p= hash(r) modulo P ;
7: append ID i into RList[p];
8: for (j = 0; j < MS ; j++) do {virtually partition S}
9: s= record j in Relation S;

10: p= hash(s) modulo P ;
11: append ID j into SList[p];

Join phase:

1: for (p = 0; p < P ; p++) do {join Rp and Sp}
2: for each i in RList[p] do
3: r= record i in Relation R;
4: insert r into hash table;
5: for each j in SList[p] do
6: s= record j in Relation S;
7: probe s in the hash table;
8: if there are match(es) then
9: generate join result(s) from the matching records;

10: send join result(s) to the upper-level operator;

L−x+1 cases

x−1 cases

cache line boundaries x−1 x1 L

Figure 4: Computing average number of cache
misses for unaligned records. A record of size =
yL+x bytes, y ≥ 0, L > x ≥ 0, has L possible locations
relative to cache line boundaries. Accessing the
record incurs on average x−1

L
2+ L−x+1

L
+y = size−1

L
+1

cache misses.

Cache Partitioning. When both input relation sizes are
fixed, if we reduce the record sizes (LR, LS), then the num-
bers of records (MR, MS) increase. Therefore, simple hash
join incurs a large number of cache misses when record sizes
are small. The cache partitioning algorithm solves this prob-
lem. As shown in Algorithm 2, in the partition phase, the
two input relations (R and S) are hash partitioned so that
every pair of partitions (Rp and Sp) can fit into the CPU
cache. Then in the join phase, every pair of Rp and Sp are
joined using the simple hash join algorithm.

The cost analysis of cache partitioning is straightforward
as shown in Table 4. Note that we assume that modified
cache lines during the partition phase are not prematurely
evicted because of cache conflicts. Observe that the number
of cache misses using cache partitioning is constant if the
relation sizes are fixed. This addresses the above problem
of simple hash join.

2For simplicity, Algorithm 2 and Algorithm 3 assume perfect par-
titioning when generating cache-sized partitions. To cope with
data skews, one can increase the number of partitions P so that
even the largest partition can fit into the CPU cache. Note that
using a larger P does not change the algorithm analysis.
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Table 4: Cost analysis for three hash join algorithms.
Algorithm Cache Line Accesses from PCM (Nl) Cache Line Write Backs (Nlw) Words Written (Nw)

Simple
Hash

Build min( MRLR

L
, MR) + MRNhR MRHashTablelw MRHashTablew

Probe MSLS

L
+ MSNhS + MSMatchPerS(LR−1

L
+ 1) 0 0

Cache
Partition

Partition 2( MRLR

L
+ MSLS

L
) MRLR

L
+ MSLS

L

MRLR

W
+ MSLS

W

Join MRLR

L
+ MSLS

L
0 0

Virtual
Partition

Partition MRLR

L
+ MSLS

L
+ (MR + MS) 2

L
(MR + MS) 2

L
(MR + MS) 2

W

Join (MR + MS) 2

L
+ MR(LR−1

L
+ 1) + MS(LS−1

L
+ 1) 0 0

(a) Cache accesses (Nl) (b) Total wear (c) Energy (d) Total PCM access latency

simple hash join cache partitioning virtual partitioningsimple hash join cache partitioning virtual partitioning

Figure 5: Comparing three hash join algorithms analytically. (LS = LR, MatchPerS = 1, γ = 0.5; the hash
table in simple hash join does not fit into cache; hash table access parameters are based on experimental
measurements: NhR ≃ NhS = 1.8, HashTablelw = 1.5, HashTablew = 5.0.) For configurations where virtual
partitioning is the best scheme, contour lines show the relative benefits of virtual partitioning compared to
the second best scheme.

However, cache partitioning introduces a large number
of writes compared to simple hash join: it is writing the
amount of data equivalent to the size of the entire input re-
lations. As writes are bad for PCM, we would like to design
an algorithm that reduces the writes while still achieving
similar benefits of cache partitioning. We propose the fol-
lowing variant of cache partitioning.

New: Virtual Partitioning. Instead of physically copy-
ing input records into partitions, we perform the partitioning
virtually. As shown in Algorithm 3, in the partition phase,
for every partition, we compute and remember the record
IDs that belong to the partition for both R and S.3 Then
in the join phase, we can use the record ID lists to join the
records of a pair of partitions in place, thus avoiding the
large number of writes in cache partitioning.

We optimize the record ID list implementation by storing
the deltas of two subsequent record IDs to further reduce the
writes. As the number of cache partitions is often smaller
than a thousand, we find using two-byte integers can encode
most deltas. For rare cases with larger deltas, we reserve
0xFFFF to indicate that a full record ID is recorded next.

The costs of the virtual partitioning algorithm is analyzed
in Table 4. The costs for the partition phase include scan-
ning the two relations as well as generating the record ID
lists. The latter writes two bytes per record. In the join

3We assume that there is a simple mapping between a record
ID and the record location in memory. For example, if fixed
length records are stored consecutively in an array, then the array
index can be used as the record ID. If records always start at 8B
boundaries, then the record ID of a record can be the record
starting address divided by 8.

phase, the records are accessed in place. They are essen-
tially scattered in the two input relations. Therefore, we
use the formula for unaligned records in Figure 4 to com-
pute the number of cache misses for accessing the build and
probe records. Note that the computation of the number of
partitions P in Algorithm 3 guarantees that the total cache
lines accessed per pair of Rp and Sp fit into the CPU cache
capacity C.

Comparisons of the Three Algorithms. Figure 5 com-
pares the three algorithms analytically using the formulas
in Table 4. We assume R and S have the same record size,
and it is a primary-foreign key join (thus MatchPerS = 1).
From left to right, Figures 5(a) to (d) show the comparison
results for four metrics: (a) cache accesses (Nl), (b) total
wear, (c) energy, and (d) total PCM access latency. In each
figure, we vary the record size from 1 to 500 bytes, and the
number of matches per R record (MatchPerR) from 1 to
50. Every point represents a configuration for the hash join.
The color of a point shows the best scheme for the corre-
sponding configuration: blue for simple hash join, red for
cache partitioning, and green for virtual partitioning. For
configurations where virtual partitioning is the best scheme,
the contour lines show the relative benefits of virtual parti-
tioning compared to the second best scheme.

Figure 5(a) focuses on CPU cache performance, which is
the main consideration for previous cache-friendly hash join
designs. We see that as expected, simple hash join is the best
scheme when record size is very large and cache partition-
ing is the best scheme when record size is small. Compared
to simple hash join, virtual partitioning avoids the many
cache misses caused by hash table accesses. Compared to
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cache partitioning, virtual partitioning reduces the number
of cache misses during the partition phase, while paying ex-
tra cache misses for accessing scattered records in the join
phase. As a result, virtual partitioning achieves the smallest
number of cache misses for a large number of configurations
in the middle between the red and blue points.

Figures 5(b) to (d) show the comparison results for the
three PCM metrics. First of all, we see that the figures
are significantly different from Figure 5(a). This means
that introducing PCM main memory can significantly im-
pact the relative benefits of the algorithms. Second, very
few configurations benefit from cache partitioning because
it incurs a large number of PCM writes in the partition
phase, adversely impacting its PCM performance. Third, in
Figure 5(b), virtual partitioning achieves the smallest num-
ber of writes when MatchPerR ≤ 18. Virtual partitioning
avoids many of the expensive PCM writes in the partition
phase of the cache partitioning algorithm. Interestingly,
simple hash join achieves the smallest number of writes
when MatchPerR ≥ 19. This is because as MatchPerR
increases, the number of S records (MS) increases propor-
tionally, leading to a larger number of PCM writes for virtual
partitioning, while the number of PCM writes in simple hash
join is not affected. The cross-over point is 19 here. Finally,
virtual partitioning presents a good balance between cache
line accesses and PCM writes, and it excels in energy and
total PCM access latency in most cases.

4. EXPERIMENTAL EVALUATION
We evaluate our proposed B+-tree and hash join algo-

rithms through cycle-accurate simulations in this section.
We start by describing the simulator used in the experi-
ments. Then we present the experimental results for B+-
trees and hash joins. Finally, we perform sensitivity analysis
for PCM parameters.

4.1 Simulation Platform
We extended a cycle-accurate out-of-order X86-64 sim-

ulator, PTLsim [20], with PCM support. PTLsim is used
extensively in computer architecture studies and is currently
the only publicly available cycle-accurate simulator for out-
of-order x86 micro-architectures. The simulator models the
details of a superscalar out-of-order processor, including in-
struction decoding, micro-code, branch prediction, function
units, speculation, and a three-level cache hierarchy. PTL-
sim has multiple use modes; we use PTLsim to simulate
single 64-bit user-space applications in our experiments.

We extended PTLsim in the following ways to model PCM.
First, we model data comparison writes for PCM writes.
When writing a cache line to PCM, we compare the new
line with the original line to compute the number of modi-
fied bits and the number of modified words. The former is
used to compute PCM energy consumption, while the latter
impacts PCM write latency. Second, we model four paral-
lel PCM memory ranks. Accesses to different ranks can be
carried out in parallel. Third, we model the details of cache
line write back operations carefully. Previously, PTLsim as-
sumes that cache line write backs can be hidden completely,
and does not model the details of this operation. Because
PCM write latency is significantly longer than its read la-
tency, cache line write backs may actually keep the PCM
busy for a sufficiently long time to stall front-end cache line
fetches. Therefore, we implemented a 32-entry FIFO write

Table 5: Simulation Setup.

Simulator PTLsim enhanced with PCM support
Processor Out-of-order X86-64 core, 3GHz

CPU
cache

Private L1D (32KB, 8-way, 4-cycle latency),
private L2 (256KB, 8-way, 11-cycle latency),
shared L3 (8MB, 16-way, 39-cycle latency),
all caches with 64B lines,
64-entry DTLB, 32-entry write back queue

PCM
4 ranks, read latency for a cache line: 230 cycles,
write latency per 8B modified word: 450 cycles,
Erb = 2 pJ, Ewb = 16 pJ

queue in the on-chip memory controller, which keeps track
of dirty cache line evictions and performs the PCM writes
asynchronously in the background.

Table 5 describes the simulation parameters. The cache
hierarchy is modeled after the recent Intel Nehalem pro-
cessors [14]. The PCM latency and energy parameters are
based on a previous computer architecture study [15]. We
adjusted the latency in cycles according to the 3GHz pro-
cessor frequency and the DDR3 bus latency. The word size
of 8 bytes per iteration of write operations is based on [8].

4.2 B+­Tree Index
We implemented four variants of B+-trees as described in

Section 3.2: sorted, unsorted, unsorted leaf, and unsorted
leaf with bitmap. Figure 6 compares the four schemes for
common index operations. In every experiment, we popu-
late the trees with 50 million entries. An entry consists of
an 8-byte integer key and an 8-byte pointer. We populate
the nodes 75% full initially. We randomly shuffle the entries
in all unsorted nodes so that the nodes represent the sta-
ble situations after updates. Note that the total tree size is
over 1GB, much larger than the largest CPU cache (8MB).
For the insertion experiments, we insert 500 thousand ran-
dom new entries into the trees back to back, and report
total wear in number of PCM bits modified, PCM energy
consumption in millijoules, and execution time in cycles for
the entire operation. Similarly, we measure the performance
of 500 thousand back-to-back deletions for the deletion ex-
periments, and 500 thousand back-to-back searches for the
search experiments. We vary the node size of the trees. As
suggested by previous studies, the best tree node sizes are
a few cache lines large [5, 12]. Since a one-line (64B) node
can contain only 3 entries, which makes the tree very deep,
we show results for node sizes of 2, 4, and 8 cache lines.

The sub-figures in Figure 6 are arranged as a 3x3 ma-
trix. Every row corresponds to a node size. Every column
corresponds to a performance metric. In every sub-figure,
there are three groups of bars, corresponding to the inser-
tion, deletion, and search experiments. The bars in each
group show the performance of the four schemes. (Note that
search does not incur any wear.) We observe the following
points in Figure 6.

First, compared to the conventional sorted trees, all the
three unsorted schemes achieve better total wear, energy
consumption, and execution time for insertions and dele-
tions, the two index operations that incur PCM writes. The
sorted trees pay the cost of moving the sorted array of en-
tries in a node to accommodate insertions and deletions. In
contrast, the unsorted schemes all save PCM writes by al-
lowing entries to be unsorted upon insertions and deletions.
This saving increases as the node size increases. Therefore,
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Figure 6: B+-tree performance. (50 million entries in trees; 75% full; “insert”: inserting 500 thousand
random keys; “delete”: randomly deleting 500 thousand existing keys; “search”: searching for 500 thousand
random keys)

the performance gaps widen as the node size grows from 2
cache lines to 8 cache lines.

Second, compared to the conventional sorted trees, the
scheme with all nodes unsorted suffers from slower search
time by a factor of 1.13–1.46X because the hot, top tree
nodes stay in CPU cache, and a search incurs a lot of in-
struction overhead in the unsorted non-leaf nodes. In con-
trast, the two schemes with only unsorted leaf nodes achieve
similar search time as the sorted scheme.

Third, comparing the two unsorted leaf schemes, we see
that unsorted leaf with bitmap achieves better total wear,
energy, and time for deletions. This is because unsorted
leaf with bitmap often only needs to mark one bit in a leaf
bitmap for a deletion (and the total wear is about 5E5 bits
modified), while unsorted leaf has to overwrite the deleted
entry with the last entry in a leaf node and update the
counter in the node. On the other hand, the unsorted leaf
with bitmap suffers from slightly higher insertion time be-
cause of the instruction overhead of handling the bitmap
and the holes in a leaf node.

Overall, we find that the two unsorted leaf schemes achieve
the best performance. Compared to the conventional sorted
B+-tree, the unsorted leaf schemes improve total wear by

a factor of 7.7–436X, energy consumption by a factor of
1.7–2.5X, and execution time by a factor of 2.0–2.5X for
insertions and deletions, while achieving similar search per-
formance. If the index workload consists of mainly insertions
and searches (with the tree size growing), we recommend the
normal unsorted leaf. If the index workload contains a lot
of insertions and a lot of deletions (e.g., the tree size stays
roughly the same), we recommend the unsorted leaf scheme
with bitmap.

4.3 Hash Joins
We implemented the three hash join algorithms as dis-

cussed in Section 3.3: simple hash join, cache partitioning,
and virtual partitioning. We model in-memory join opera-
tions, where the input relations R and S are in main mem-
ory. The algorithms build in-memory hash tables on the R
relation. To hash a R record, we compute an integer hash
code from its join key field, and modulo this hash code by
the size of the hash table to obtain the hash slot. Then we
insert (hash code, pointer to the R record) into the hash
slot. Conflicts are resolved through chained hashing. To
probe an S record, we compute the hash code from its join
key field, and use the hash code to look up the hash ta-
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Figure 7: Hash join performance. (50MB R table joins S table, varying the record size from 20B to 100B
and varying the number of matches per R record from 1 to 8.)

ble. When there is an entry with the matching hash code,
we check the associated R record to make sure that the join
keys actually match. The join results are sent to a high-level
operator that consumes the results. In our implementation,
the high-level operator simply increments a counter.

Figure 7 compares the three hash join algorithms. The
R relation is 50MB large. Both relations have the same
record size. We vary the record size from 20B to 100B in
Figures 7(a)–(c). We vary the number of matches per R
record (MatchPerR) from 1 to 8 in Figures 7(d)–(f); in
other words, the size of S varies from 50MB to 400MB. We
report total wear, energy consumption, and execution times
for every set of experiments.

The results in Figure 7 confirm our analytical comparison
in Section 3.3. First, cache partitioning performs poorly
in almost all cases because it performs a large number of
PCM writes in its partition phase. This results in much
higher total wear, higher energy consumption, and longer
execution time compared to the other two schemes.

Second, compared to simple hash join, when varying record
size from 20B to 100B, virtual partitioning improves total
wear by a factor of 4.7–5.2X, energy consumption by a factor
of 2.3–1.4X, and execution time by a factor of 1.24–1.12X.
When varying MatchPerR from 1 to 8, virtual partitioning
improves total wear by a factor of 8.6–1.5X, energy con-
sumption by a factor of 1.61–1.59X, and execution time by
a factor of 1.19–1.11X.

Overall, virtual partitioning achieves the best performance
among the three schemes in all the experiments. Compared
to cache partitioning, virtual partitioning avoids copying
data in the partition phase by remembering record IDs per
partition. Compared to simple hash join, virtual partition-
ing avoids excessive cache misses due to hash table accesses.
Therefore, virtual partitioning achieves good behaviors for
both PCM writes and cache accesses. Note that the record

size and MatchPerR settings in the experiments fall in the
region where virtual partitioning wins in Figure 5. There-
fore, the experimental results confirm our analytical com-
parison in Section 3.3.

4.4 PCM Parameter Sensitivity Analysis
In this section, we vary the energy and latency parameters

of PCM in the simulator, and study the impact of the pa-
rameter changes on the performance of the B+-tree and hash
join algorithms. Note that we still assume data comparison
writes for PCM write.

Figure 8 varies the energy consumed by writing a PCM
bit (Ewb) from 2pJ to 64pJ. The default value of Ewb is
16pJ, and 2pJ is the same as the energy consumed by read-
ing a PCM bit. From left to right, Figures 8(a)–(c) show
the impact of varying Ewb on the energy consumptions of
B+-tree insertions, B+-tree deletions, and hash joins. First,
we see that as Ewb gets smaller, the curves become flat; the
energy consumption is more and more dominated by the
cache line fetches for reads and for data comparison writes.
Second, as Ewb gets larger, the curves increase upwards be-
cause the larger Ewb contributes significantly to the overall
energy consumption. Third, changing Ewb does not quali-
tatively change our previous conclusions. For B+-trees, the
two unsorted leaf schemes are still better than sorted B+-
trees. Among the three hash join algorithms, virtual parti-
tioning is still the best.

Figure 9 varies the latency of writing a word to PCM
(Tw) from 230 cycles to 690 cycles. The default Tw is 450
cycles, and 230 is the same latency as reading a cache line
from PCM. From left to right, Figures 8(a)–(c) show the
impact of varying Tw on the execution times of B+-tree in-
sertions, B+-tree deletions, and hash joins. We see that as
Tw increases, the performance gaps among different schemes
become larger. (The performance gap between simple hash
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Figure 8: Sensitivity analysis: varying energy consumed for writing a PCM bit (Ewb).
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Figure 9: Sensitivity analysis: varying latency of writing a word to PCM (Tw).

join and virtual partitioning is 6% when Tw is 230 cycles.)
We find that previous conclusions still hold for B+-trees and
hash joins.

5. RELATED WORK

PCM Architecture. As discussed in previous sections,
several recent studies from the computer architecture com-
munity have proposed solutions to make PCM a replacement
for or an addition to DRAM main memory. These studies
address various issues including improving endurance [15,
21, 22, 32], improving write latency by reducing the number
of PCM bits written [8, 15, 31, 32], preventing malicious
wear-outs [26], and supporting error corrections [25]. How-
ever, these studies focus on hardware design issues that are
orthogonal to our focus on designing efficient algorithms for
software running on PCM.

PCM-Based File Systems. BPFS [9], a file system de-
signed for byte-addressable persistent memory, exploits both
the byte-addressability and non-volatility of PCM. In addi-
tion to being significantly faster than disk-based file sys-
tems (even when they are run on DRAM), BPFS provides
strong safety and consistency guarantees by using a new
technique called short-circuit shadow paging. Unlike tradi-
tional shadow paging file systems, BPFS uses copy-on-write
at fine granularity to atomically commit small changes at
any level of the file system tree. This avoids updates to the
file system triggering a cascade of copy-on-write operations
from the modified location up to the root of the file system
tree. BPFS is a file system, and hence it does not consider
the database algorithms we consider. Moreover, BPFS has
been designed for the general class of byte-addressable per-
sistent memory, and it does not consider PCM-specific issues
such as read-write asymmetry or limited endurance.

Battery-Backed DRAM. Battery-backed DRAM (BB-
DRAM) has been studied as a byte-addressable, persistent
memory. The Rio file cache [16] uses BBDRAM as the buffer
cache, eliminating any need to flush dirty data to disk. The

Rio cache has also been integrated into databases as a per-
sistent database buffer cache [18]. The Conquest file sys-
tem [29] uses BBDRAM to store small files and metadata.
eNVy [30] placed flash memory on the memory bus by us-
ing a special controller equipped with a BBDRAM buffer
to hide the block-addressable nature of flash. WAFL [13]
keeps file system changes in a log in BBDRAM and only
occasionally flushes them to disk. While BBDRAM may
be an alternative to PCM, PCM has two main advantages
over BBDRAM. First, BBDRAM is vulnerable to correlated
failures; for example, the UPS battery will often fail ei-
ther before or along with primary power, leaving no time
to copy data out of DRAM. Second, PCM is expected to
scale much better that DRAM, making it a better long-term
option for persistent storage [3]. On the other hand, using
PCM requires dealing with expensive writes and limited en-
durance, a challenge not present with BBDRAM. Therefore,
BBDRAM-based algorithms do not require addressing the
challenges studied in this paper.

Main Memory Database Systems and Cache-Friendly
Algorithms. Main memory database systems [11] maintain
necessary data structures in DRAM and hence can exploit
DRAM’s byte-addressable property. As discussed in Sec-
tion 3.1, the traditional design goals of main memory algo-
rithms are low computation complexity and good CPU cache
performance. Like BBDRAM-based systems, main mem-
ory database systems do not need to address PCM-specific
challenges. In this paper, we found that for PCM-friendly
algorithms, one important design goal is to minimize PCM
writes. Compared to previous cache-friendly B+-trees and
hash joins, our new algorithms achieve significantly better
performance in terms of PCM total wear, energy consump-
tion, and execution time.

6. CONCLUSION
A promising non-volatile memory technology, PCM is ex-

pected to play an important role in the memory hierarchy
in the near future. This paper focuses on exploiting PCM

30



as main memory for database systems. Based on the unique
characteristics of PCM (as opposed to DRAM and NAND
flash), we identified the importance of reducing PCM writes
for optimizing PCM endurance, energy, and performance.
Specifically, we applied this observation to database algo-
rithm design, and proposed new B+-tree and hash join de-
signs that significantly improve the state-of-the-art.

As future work in the PCM-DB project, we are interested
in optimizing PCM writes for different aspects of database
system designs, including important data structures, query
processing algorithms, and transaction logging and recovery.
The latter is important for achieving transaction atomicity
and durability. BPFS proposed a different solution based
on shadow copying and atomic writes [9]. It is interesting
to compare this proposal with conventional database trans-
action logging, given the goal of reducing PCM writes.

Moreover, another interesting aspect to study is the fine-
grain non-volatility of PCM. Challenges may arise in hierar-
chies where DRAM is explicitly controlled by software. Be-
cause DRAM contents are lost upon restart, the relationship
between DRAM and PCM must be managed carefully; for
example, pointers to DRAM objects should not be stored in
PCM. On the other hand, the fine-grain non-volatility may
enable new features, such as “instant-reboot” that resumes
the execution states of long-running queries upon crash re-
covery so that useful work is not lost.
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ABSTRACT
Database appliances offer fully integrated hardware, storage, oper-
ating system, database, and related software in a single package.
Database appliances have a relatively long history but the advent of
multicore architectures and cloud computing have facilitated and
accelerated the demand for such integrated solutions. Database ap-
pliances represent a significant departure from the architecture of
traditional systems mainly because of the cross layer optimizations
that are possible. In this paper we describe SwissBox, an architec-
ture for data processing appliances being developed at the Systems
Group of ETH Zurich. SwissBox combines a number of innova-
tions at all system levels – from customized hardware (FPGAs),
an operating systems that treats multicore machines as distributed
systems (Barrelfish), to an elastic storage manager that takes ad-
vantage of both muticores and clusters (Crescando)– to provide a
completely new platform for system development and database re-
search. In the paper we motivate the architecture with several use
cases and discuss each one of its components in detail, pointing
out the challenges to solve and the advantages that cross-layer op-
timizations can bring in practice.

1. INTRODUCTION
Database appliances optimize the design, operation, and mainte-

nance costs of data processing solutions by integrating all the com-
ponents into a single system. Thus, an appliance typically uses
customized hardware and storage, an operating system tailored to
the application, and software highly optimized to the underlying
platform. The advantage of such an approach is that cross-layer
optimization and a high degree of customization can significantly
improve the behavior and characteristics of the system over what is
possible using independent, off-the-shelf components.

The recent interest in appliances is the result of a combination
of factors. First, applications such as cloud computing and social
networks have raised the bar for performance and scalability re-
quirements. Second, existing cluster-based solutions implementing
multi-tier architectures have proven to be both costly and difficult
to maintain, opening the door for tightly integrated, closed systems
maintained by the vendor. Third, the advent of multicore and fast

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA.

networks allows enormous processing capacity to be packaged in
just such a box. Last but not least, the enormous cost of today’s in-
frastructure gives users plenty of motivation to consider customized
solutions rather than using general purpose systems, creating the
opportunity for highly tailored approaches focused on narrow ver-
tical markets, or even on single use cases in large enough systems.

These trends, combined with the requirements from a number
of real use cases, are the motivation for SwissBox: an architecture
for data processing appliances we are developing in the Systems
Group at ETH Zurich. SwissBox has two broad goals. First, we
are addressing the challenges in engineering new appliances in the
face of diverse and rapidly changing hardware and workloads.

Second, we are exploring the full ramifications of the freedom
granted by the appliance model to re-architect the entire data pro-
cessing stack from the hardware up to the application.

1.1 Background: Database appliances
The concept of a database appliance, broadly understood, has a

long history. There are, however, important differences between
current and past approaches to building appliances. Today’s appli-
ances use common off-the-shelf components (blade servers, oper-
ating systems, database engines, etc.) combined into a customized
architecture. In contrast, previous, appliances like the Gamma data-
base machine [4] were built using specialized hardware, with the
consequence that their performance could be soon outstripped by
rapidly advancing commodity systems. To illustrate this point, we
briefly discuss three representative modern appliances: SAP’s Busi-
ness Warehouse Accelerator, the Netezza TwinFin, and Oracle’s
Exadata.

SAP’s Business Warehouse Accelerator (BWA) speeds up ac-
cess to a data warehouse by exploiting column stores, indexes in
main memory, and multicore data processing. It consists of an array
of computing blades plus storage nodes connected through a high-
speed network switch. The data is read from the original database
and reorganized into a star schema, reformatted as a column store,
indexed, compressed, and written to the storage nodes. Query pro-
cessing is done in the main memory of independent cores using
on-the-fly aggregation, with the indexes also kept in main memory.

Oracle’s Exadata combines “intelligent storage nodes” and data-
base processing nodes in a shared disk configuration (based on Or-
acle RAC) connected by Infiniband. Exadata pushes relational op-
erators like projections and join filtering to the storage nodes, thus
reducing I/O overhead and network traffic. This is implemented
with a function shipping module that complements the data ship-
ping capability of the (conventional) database engine. To further
reduce access latency, Exadata uses a Flash-based cache between
the storage and the database nodes for hotspot data.

Netezza’s TwinFin is based on a grid of “S-Blades” with a re-
dundant front-end node. The grid is based on a custom IP-based
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network fabric. Each S-Blade is a multicore processor where each
core has an associated FPGA and disk drive. Data is streamed from
the disks to the cores, with the FPGAs acting as filters which de-
compress the data and also execute relational operators such as se-
lection and projection. In this way, an important part of the SQL
processing is offloaded from the CPUs. TwinFin does not distin-
guish storage and data processing nodes, allowing for tighter inte-
gration of layers and, presumably, more optimized query execution.

Common to all these platforms is the combination of off-the-
shelf components and a customized architecture that also includes
specialized hardware. SwissBox is built in a similar fashion, but
aims to explore in general the many cross-layer optimizations and
alternative data processing techniques that become feasible in these
new platforms.

1.2 Background: Use cases
SwissBox is motivated by real use cases provided by our indus-

trial partners in the Enterprise Computing Center at ETH Zurich
(www.ecc.ethz.ch). These emphasize the limitations of exist-
ing systems and suggest that a custom appliance could be a better
approach to address them. Here, we focus on two such cases that
underline the importance of cross layer optimizations.

The first is from Amadeus, the leading airline reservation provider.
Amadeus acts as a cloud provider to the travel industry. Airlines,
airports, travel agencies, and national authorities access reservation
information through data services. Consequently, all queries have
strict response time requirements (less than 2 seconds), and up-
dates must also be propagated under tight time constraints. These
guarantees must be maintained even under peak load (e.g., when a
storm closes multiple airports in a region and a large wave of can-
cellations, re-bookings, and flight changes take place within a very
short period). Furthermore, the query load does not consist solely
of exact match queries: there is an increasing need for supporting
complex queries under the same latency guarantees (for example,
queries related to security).

As we have shown [16], the combination of tight latency guaran-
tees and wide variety of loads cannot be handled with existing en-
gines. The approach of materializing a view and using customized
indexes for each data service quickly reaches a limit on scalability,
not to mention the excessive maintenance cost associated with the
full set of views and indexes necessary in a system of this size.

The challenge of the Amadeus use-case is combining OLTP and
OLAP in a single system under very tight response time constraints.
The requirements are as follows: deterministic and predictable be-
havior under a range of query complexity and update loads without
the maintenance effort of complex tuning parameters, scaling to a
large number of processing nodes, and enough reliability for con-
tinuous operation.

Existing commercial appliances address some, but not all, of
these. All aim at reducing administration costs by removing tun-
ing options: BWA automates schema organization and index cre-
ation, while TwinFin simply does without them. However, none
of the commercial appliances we discuss provide, e.g., predictable
response times or support for heavy update loads.

The second use case comes from the banking industry, and arises
from the combination of increasing volumes of automated trading
and the increasing complexity of regulations governing such trades.
Algorithmic trading results in a high volume trade stream where the
latency between placing the order and the order being executed is
a key factor in the potential earnings. Existing systems can neither
cope with the volume nor process the data fast enough to keep the
latency to an acceptable minimum [13]. The need to inspect these
real time streams for breaches of regulations, unauthorized trades,

and violations of risk thresholds is a daunting but critical task.
The biggest challenge here is processing large volumes of data

under tight latency constraints, with the processing involved be-
coming increasingly complex and sophisticated over time. The re-
quirements we draw from the banking use case are: wire-speed data
processing, low latency responses, dealing with data high volumes
in real time, and scaling in both bandwidth and query complexity.

As above, commercial appliances at best address these require-
ments partially. Both TwinFin and Exadata emphasize the use of
specialized networks to speed up operations, as the network quickly
becomes the main bottleneck in such systems. Both appliances also
move some processing to the storage layer (Exadata) or to network
data path (TwinFin) to reduce the amount of data rate through the
CPUs. However, none of these appliances support on-the-fly pro-
cessing of data streams and they only provide hardware offload for
simple operations.

1.3 Contributions
Motivated by these uses cases and the lack of a suitable solution,

in this paper we outline SwissBox. SwissBox is a blueprint for data
processing appliances that combines several innovative ideas into a
single, tightly integrated platform. A key design principle of Swiss-
Box is that extensive cross-layer optimizations (particularly across
more than two layers) are a key high-level technique for meeting
the requirements of modern application scenarios.

The importance of such techniques have been mentioned be-
fore. For instance, as part of the data stream processing carried out
along complex and geographically distributed computational trees
(an idea best captured by the Berkeley HiFi project [6]). In other
areas of systems research, cross-layer techniques have also been the
motivation for new designs of operating system [5] and proposals
for changes to the Internet Architecture [11].

The appliance model allows cross-layer optimization to be ap-
plied to an entire stack within a single box. As such, the appliance
model offers tremendous potential for gains from such optimiza-
tions. The corresponding challenge, however, is that essentially all
layers of these systems need to be redesigned to both adapt them
to the new hardware platforms and to open them up for a better in-
teraction across layers, if their full potential is to be realized. The
optimizations we propose in SwissBox represent an important step
forward in the co-design of all systems layers.

In the short term, SwissBox is a practical way to address the chal-
lenges of predictability and scaleout presented by our use cases, in a
way simply not possible with traditional database engines or cloud
infrastructures. Longer term, SwissBox is a vehicle for exploring
the wider possibilities opened up by the appliance concept. The
model of custom configurations of COTS hardware within a closed
appliance allows us to optimize across many layers in the software
and hardware stack, by adopting novel designs of query processor,
operating system, storage manager, hardware acceleration, and in-
terconnect. We see SwissBox as a first step in this direction.

In the rest of the paper we describe our provisional design for the
SwissBox architecture, and discuss lessons learned and research
directions arising from our work so far.

2. SWISSBOX
SwissBox is a modular architecture for building scalable data

processing appliances with predictable performance. The archi-
tecture consists of a flexible model of the underlying hardware,
together with a functional decomposition of software into layers
(though, as with network protocol stacks, this does not necessarily
imply a layered implementation).

Many of the design decisions in SwissBox have been made both
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Figure 1: The architecture of SwissBox

to take advantage of current hardware and also to facilitate the
adoption of new hardware developments as they become available.
A SwissBox appliance consists of a cluster of commodity multi-
core computational nodes, each of which has multiple network in-
terfaces attached to a scalable interconnect fabric. In turn, some
of these interfaces will include programmable FPGAs on the data-
path. SwissBox is agnostic as to the processor core types, and we
expect a mix of general-purpose cores, GPU-like processors, and
additional FPGAs to be used depending on the configuration. A
promising candidate for the fabric is a 10 Gigabit OpenFlow [14]
switch, which would provide plenty of opportunities for optimiza-
tion across routing and forwarding layers inside the appliance, but
Infiniband is a viable alternative. The fabric also has multiple exter-
nal network ports for connecting the appliance to client machines.

The software architecture of SwissBox is shown in Figure 1.
As in BWA and Exadata, SwissBox distinguishes between storage
and data processing nodes. Storage nodes are multicore machines
which implement the storage manager completely in main mem-
ory, removing the need for block-granularity operations and mak-
ing it easier to adopt byte-addressable persistent storage technol-
ogy such as Phase Change Memory as it becomes available. As in
Exadata and TwinFin, storage nodes can themselves execute query
operators close to the data. Reliability and availability is achieved
by replicating the data across different nodes, while data partition-
ing provides scaling. The storage nodes also provide the basis for
predictable performance by delivering tight guarantees on the time
needed to access any data. Data processing nodes are also mul-
ticore machines configured as a cloud of dynamically provisioned
resources. These nodes run complex query operators shared among
concurrent queries and are deployed at the level of cores.

The layers in the software stack are described in detail in the
sections which follow. At the lowest level, the Barrelfish research
operating system [2] manages heterogeneous multicore machines
and provides scheduling, job placement, interprocess communica-
tion, and device management to upper layer software. The storage
layer is a distributed version of Crescando [16] (represented as a
clock scan in each core in Figure 1), a main memory storage man-
ager with precise latency guarantees that supports basic projection
and selection as well as exact match and range queries.

The storage nodes are coordinated by a distribution layer using

a novel agreement protocol call e-cast to enforce delivery and or-
dering guarantees while supporting dynamic reconfiguration. Be-
tween the distribution layer and the data processing nodes, a hard-
ware acceleration layer uses FPGAs to pre-process data streams,
building on our previous results in this area [17, 13]. Finally, the
data processing layer implements high-level operators (join, sort,
group-by, etc.) and scales using techniques such as result sharing
across queries and orthogonal deployment of operators over cores.

3. OPERATING SYSTEM LAYER
An OS for SwissBox faces several key challenges.
One is traditional: there has always existed a tension between

operating systems and database management systems (see, for ex-
ample, Gray [9]) over resource management. To somewhat over-
simplify, an OS is usually designed to multiplex the machine be-
tween processes based on some global policy, and present an ab-
stract “virtual machine” interface to applications which hides the
details of resource management. This is generally useful, but for
databases it obstructs the application from making optimizations
based on resource availability, and denies it the mechanisms to in-
ternally manage and multiplex the resources allocated to it.

Other challenges are specific to neither databases nor appliances,
but are consequences of recent hardware trends. The advent of mul-
ticore computing, where the number of cores on a die now roughly
follows Moore’s law, has lead to scaling challenges in conventional
OSes like Windows or Linux. Such systems are based on coherent
shared memory, and suffer in performance as core count increases
due to contention for locks, and (more significantly) the simple cost
of moving cache lines between cores and between packages. Such
scaling effects can be, and are, mitigated in traditional OS kernels,
but at a huge cost in software engineering [2]. Worse, these expen-
sive measures are typically rendered obsolete by further advances
in hardware, requiring further re-engineering. for appliances.

Furthermore, traditional OS structures are simply unable to inte-
grate heterogeneous processing cores (instruction set variants, GPUs,
etc.) within a single management framework, nor will they func-
tion on future machines without coherent caches or shared memory,
which are being discussed by chip vendors [10].

Commercial appliances use off-the-shelf OS kernels, which the
vendors then specialize to their hardware platform. This takes ad-
vantage of the freedom given in the appliance model to optimize
layers of software without undue concern for strict compatibility,
and using commodity software dramatically reduces time-to-market.
However, it does not fully meet the emerging challenges outlined
above, most of which arise from the basic architecture of the OS. In
addition, the approach does not exploit the opportunities to rethink
the software stack across layers.

In contrast, the OS in each node of SwissBox is Barrelfish [2],
a research operating system specifically designed to manage het-
erogeneous, multicore environments. Barrelfish is a “multikernel”:
an OS structured as a distributed system whose cores communicate
exclusively via message-passing. This provides a sound founda-
tion for scalability in the future by completely replacing the use of
shared data structures with replication and partitioning techniques.
By separating efficient messaging from core OS functionality, Bar-
relfish is less reliant on short-lived hardware-specific optimizations
for multicore performance. As a distributed system, Barrelfish also
easily handles heterogeneous processing elements and machines
without cache coherence.

We also expect Barrelfish to be a better fit for data process-
ing applications. On each core, the OS is structured as an Ex-
okernel [5], minimizing resource allocation policy in the kernel
and delegating management of resources to application as much as
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possible. Barrelfish extends this philosophy to the multicore case
through the use of distributed capabilities. The resulting OS re-
tains responsibility for securely multiplexing resources among ap-
plications, but presents them to applications in an “unabstracted”
form, together with efficient mechanisms to support the applica-
tion managing these resources internally. To take two examples
very relevant to databases, CPU cores are allocated to an applica-
tion through upcalls, rather than transparently resuming a process,
allowing fine-grained and efficient application-level scheduling of
concurrent activities, and page faults are vectored back to appli-
cations, which maintain their own page tables, enabling flexible
application management of physical memory.

Beyond this, the use of a flexible research OS within SwissBox
opens up the exciting possibility of OS-Database codesign: archi-
tecting both the operating system and the data processing applica-
tion at the same time. Such opportunities are rare, and the design of
the appropriate interface between an OS and the data storage and
processing layers in SwissBox is an exciting research direction. For
instance, the SwissBox storage layer knows well the read/write pat-
terns it generates, and we are exploring how to pass that informa-
tion to the OS so that the OS can made intelligent decisions rather
than getting on the way or having to “second guess” the applica-
tion. Similarly, from those patterns the OS could derive copy on
write optimizations to facilitate recovery and seamless integration
of the main memory storage layer with a file system.

4. STORAGE LAYER
The storage layer in SwissBox is based on Crescando, a data

management system designed for the Amadeus use case [16]. In
SwissBox, we use a distributed version of Crescando as the storage
layer because of its predictable performance and easy scalability.
It also establishes the basis for exploring completely new database
architectures that provide high consistency, exploit the availability
of main memory, while still enabling the levels of elasticity and
scalability needed in large applications.

In SwissBox, the interface to the storage manager is at the level
of tuples rather than at the level of disk/memory blocks. Simi-
larly, rather than simple get and puts over blocks, the storage is
accessed via predicates over tuples. This greatly facilitates pushing
part of the query processing down to the storage layer and makes
the storage manager an integral part of the data processing system
not just an abstraction over disk storage. This design choice is cru-
cial to make SwissBox open to further hardware developments and
to provide the same interface regarding of the hardware (or hard-
ware layers) behind the storage manager.

Briefly described, Crescando works as a collection of data pro-
cessing units at the core level. The storage manager works entirely
in main memory, using clusters of machines for scalability and
replication for fault tolerance. Each core continuously scans its
main memory (hence the name clock scan), using an update cursor
and a read cursor where queries and updates are attached in every
cycle. Instead of indexing the data, Crescando dynamically indexes
the queries to speed up checking each record against all outstand-
ing queries. The latency guarantees of Crescando are determined
by the time it takes to complete a scan. In current hardware, Cres-
cando can scan 1.5 GBytes per core in less than a second, answer-
ing thousands of queries per cycle and core, even under a heavy
update load. Within a scan, Crescando maintains the equivalent of
snapshot isolation, with consistency across the whole system being
maintained by e-cast, an agreement protocol specifically developed
for Crescando (see below).

Crescando partitions the data into segments that are placed into
the local memory of a single core. The segments can be replicated

across cores and/or across machines, depending on the configura-
tion chosen. For availability, Crescando maintains several copies of
each segment across different machines so that if one fails, the seg-
ment is still available at a different node. Recovery in Crescando
only requires to place the corresponding data in the memory of the
recovered machine.

To understand the advantages of Crescando, it is important to
understand how it differs from a conventional engine. For single
queries over indexed attributes, Crescando is much slower than a
conventional engine. However, as soon as a query requires a full
table scan or there are updates, Crescando performs much better
and with more stability than conventional engines. In other words,
Crescando trades-off single, one at a time query performance for
predictability (in Crescando all queries and updates are guarantee
to complete within a scan period) and throughput (Crescando is
optimized for running thousands of queries in parallel).

When compared to existing appliances, the storage layer of Swiss-
Box offers several advantages.

As in Exadata, Crescando is an intelligent storage layer that can
process selection and projection predicates, as well as exact match
and range queries. This eliminates a lot of unnecessary traffic
from the network and offers the first opportunity within SwissBox
for pushing down operators close to the source. Unlike Exadata,
in SwissBox we do not need an extra function shipping module
or extra code at the storage layer. The storage layer is built di-
rectly as a query processor that can be easily tuned to match any
latency/throughput requirements with two simple parameters (the
size of a scan and the level of replication).

Like in SAP’s BWA, the storage layer of SwissBox processes
data in main memory, avoiding the overhead of data transfer from
disk. In SwissBox, indexes are not used and the database admin-
istrator does not need to worry about identifying which ones are
needed. This is an important point as one of the motivations for,
e.g., SAP’s BWA is to provide performance in spite of the fact that
users are likely to chose the wrong indexes and data organization
(and this is why BWA reorganizes the data). In the future, the main
memory approach of SwissBox is ideally suited to quickly adopt
Phase Change Memory, thereby combining the advantages of in
memory processing with persistent storage.

In terms of cross layer optimizations, the design of Crescando
fits very well with the premises behind Barrelfish. Crescando can
use the interfaces provided by Barrelfish to make runtime decisions
on placement and scheduling. The data storage layer can also be
combined with modern networking techniques such as RDMA (Re-
mote Direct Memory Access) [7]. Through RDMA, a node can
place data directly in the memory of another node without involv-
ing the operating system and minimizing copying of the data. This
is a feature that is commonly available in high end networks like
Infiniband (the network used in Oracle Exadata) but that is now
available through special network cards also for Ethernet networks.
Using RDMA, recovery of nodes, data reorganization, and dynamic
creation of copies can be greatly accelerated over traditional ap-
proaches. For instance, there is some initial work on rethinking the
processing of data joins using RDMA [8].

As an alternative design option, we are also exploring using a
similar one-scan-per-core approach but on a column store (as in
SAP’s BWA). Initial experiments indicate that column stores in
main memory allow interesting and quite effective optimizations
even if no disk access is involved. An intriguing idea that can be
easily supported by the SwissBox storage layer is to store the data
both row-wise and column-wise, routing queries to the most appro-
priate representation.
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5. DISTRIBUTION LAYER
The distribution layer of SwissBox is one of its distinct features

that differentiate it from existing appliances and that confers Swiss-
Box very interesting properties. Such a layer is commonly found
in cloud solutions, particularly in distributed key value stores, e.g.,
[1], but we are not aware of any database appliance using anything
similar.

In SwissBox, this layer is implemented on the basis of a new
agreement protocol, e-cast, that distributes reads and writes across
the storage layer nodes. E-cast combines results from virtual syn-
chrony [3] and state machine replication [12, 15] to provide a highly
optimized protocol that maintains consistency across replicated,
partitioned data. Aside of the performance and configuration ad-
vantages it offers, e-cast supports dynamic reorganization for both
transparent fail-over and elasticity. Through these features, Swiss-
Box is in a position to easily scale up and down its storage layer,
something that is not possible as far as we are aware with existing
appliances.

The distribution layer offers many opportunities for research and
exploring new architectural designs. For instance, E-cast works
across nodes of the storage layer. Barrelfish does something simi-
lar but across the cores of a multicore machine. As part of ongoing
work, we are analyzing the characteristics of multicore machines
as distributed systems and taking advantage of their special prop-
erties (e.g., messaging implemented as shared memory, synchro-
nized clocks) to develop a suite of agreement protocols specially
tailored to multicore machines. An interesting design option would
be to interface e-cast and Barrelfish so that the two of them act as
seamless extensions of each other. This is particularly interesting in
SwissBox because both the storage management and data process-
ing layers are organized in terms of independent units of execution
allocated to one core. The resulting protocol would act as a hierar-
chical network that would allow SwissBox to treat a pool of mul-
ticore machines not as a series of independent nodes but as a pool
of cores with the distance between them (the network overhead) as
the parameter to use for query optimization.

The elasticity provided by e-cast will also play a crucial role in
the automatic configuration of SwissBox. As pointed out above, a
key parameter in tuning the response time of the storage manager
is the size of a clock scan. The smaller the scan, the faster the
storage layer but the more nodes are needed. With e-cast we have a
way to easily reorganize the storage layer: consolidating the data in
few nodes if the response time constraints allow it or expanding the
storage layer across many nodes if the size of the scan needs to be
reduced or the level of replication needs to be increased to meet the
given performance requirements. E-cast provides here the logic to
maintain consistency in the face of dynamic reconfigurations while
techniques like RDMA provide the mechanisms for quickly migrat-
ing, copying, or reorganizing the independent work units allocated
to cores.

6. HARDWARE ACCELERATION LAYER
Both the use case from the financial industry discussed above

and the emphasis of commercial appliances in fast networks point
to one of the major bottlenecks encountered today by cluster based
solutions: the network. SwissBox is no exception in this regard.
The problem is twofold. On the one hand, concurrent accesses
compete for bandwidth and the network latency is higher than on
a local disk. On the other hand, using a network card typically in-
volves the operating system, additional data copies, and a reduced
capacity to process data at the speed it arrives from the network.

In SwissBox we use an additional layer of FPGAs for process-

ing the data streams as they travel from the storage layer to the data
processing layer. The hardware acceleration layer offers a second
tier to which operators and parts of queries can be pushed down.
This layer is similar in functionality to that found in TwinFin and
can be used for a variety of purposes: aggregation, decompression,
dictionary translation and expansion, complex event detection, or
filtering of tuples. The key advantage of this layer is that we have
shown it can process data at wire speed, something that conven-
tional network interfaces cannot do unless the number of packets
from the network is drastically reduced [17].

An interesting aspect of the hardware acceleration layer is that
the implementation of data processing algorithms in hardware re-
quires very different techniques than those commonly used in CPU
based systems. For instance, in [17] we have shown that the func-
tionality of a hash table can be implemented in hardware with a
pipelined circuit that can process multiple elements in parallel, rea-
ching a much higher throughput than in a CPU based system. Such
fundamental differences in the underlying algorithms raise ques-
tions about the ability to compile queries where operators will be
placed in different tiers and one of those tiers involves hardware
based operators. Both Exadata and TwinFin claim that they place
operators on different layers (the intelligent storage of Exadata, or
the FPGAs of TwinFin) although the query compilation process
and the cost optimization functions that guide the query compila-
tion are not obvious. From the available information, these systems
place only simple operators such as selection, projection, and de-
compression in the lower layers. A question that we aim at answer-
ing as part of the evolution of SwissBox is whether more complex
operators can also be pushed down to the lower layers and what
are the cost models to use as part of the query optimization process
[13]. To do this, an ongoing research effort around SwissBox is
how to characterize data processing operators so that we can pro-
vide a uniform interface to those operators regardless of where they
are located in the data processing hierarchy within an appliance.

7. DATA PROCESSING LAYER
The layers described so far can only execute relative simple que-

ries. To support the full of SQL or even generic data process-
ing operators written in other languages, SwissBox incorporates
a data processing layer where operators for more complex queries
are executed. These operators are allocated to cores as indepen-
dent work units in nodes running Barrelfish (in a similar configu-
ration as the storage nodes). The scalability and elasticity in the
design comes from the fact that the operators can be deployed in
arbitrary cores/machines (similar to TwinFin and BWA), with the
placement controlled by the query plan optimization. Unlike in ex-
isting systems, these operators do not work one query at a time.
They have been designed to be shared by many concurrent queries
(in the thousands) and make heavy use of intermediate result shar-
ing. The way this is achieved is by using the Crescando storage
nodes –which also process queries concurrently– to label a stream
of results with the id’s of the queries for which the record is in-
tended. These result sets are streamed to the corresponding data
processing node (after filtering through the FPGA layer), which
then performs the operation concurrently for all queries, separat-
ing the results only afterwards. This design increases the possible
throughput considerably and also helps to reduce the data traffic
across the system since records that are in the result set or interme-
diate result set of many queries are sent only once rather than once
for each outstanding query.

Note that the data processing operators can be placed on data
processing nodes or they can also be placed on the core of storage
nodes. This gives SwissBox another degree of freedom for deploy-
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ing highly optimized query plans. For instance, operators such as
sort, group by, and aggregation can be easily placed on cores next
to Crescando cores. The result is that there is no traffic over the
network as, in many cases, the entire query can be pushed down to
the storage layer. This design mirrors somewhat that of TwinFin
in that it blurs the separation between data processing and storage
nodes. Unlike TwinFin, however, we can eliminate the traffic over
the network entirely for some queries and we can choose to place
the operators in the data processing nodes instead for scalability
and elasticity purposes.

The advantage of the data processing layer approach is that we
can maintain the predictability of the system by ensuring the ex-
ecution of a part of a query that runs on these nodes has a well
defined upper bound. The overall cost of a query would then be
the time to get the data from the storage layer (which is accurately
defined thanks to the Crescando approach), the transmission over-
head of the network if any, and the processing overhead of the high
level SQL operators in the data processing nodes. We believe that
the unique architecture of SwissBox allows to place tight bounds
on these overheads and to capture these bounds with very few pa-
rameters. This opens up the possibility of tools for automatic con-
figuration of all layers of SwissBox given a set of response time
requirements. Note that such tools will make heavy use of the open
interface of Barrelfish, the well defined tuning parameters of Cres-
cando, and the elasticity of the data processing layer, with the hard-
ware acceleration and the possibility of pushing down operators
close to the storage layer providing additional leverage to address
the problem.

8. CONCLUSIONS
SwissBox is intended both as a data appliance to be deployed in

real settings and as a vehicle for research to enable the complete
redesign of the software stack.

As an appliance, SwissBox has a number of unique features that
make it very suitable to the use cases described earlier as well as
in a wide range of other environments. In SwissBox, there is no
locking or read-write contention at the storage layer, allowing us
to support very high update rates without impacting the read rates.
Moreover, all layers of the system but specially the storage manager
–which is traditionally the main problem in this regard– provide
predictable performance for both reads and writes. This allows us
to build systems that by design can meet tight response time con-
straints.

When compared to key-value stores like Cassandra [1], Swiss-
Box provides full data consistency, elasticity, and the ability to per-
form complex SQL queries, thereby establishing a completely new
point in the design space. When compared to existing appliances,
SwissBox’s multi-query optimization strategies at all levels and the
organization of work into independent units mapped to cores pro-
vide a degree of flexibility and scalability that cannot be achieved
with disk based systems. In SwissBox we can benefit from many of
the same hardware optimizations used in existing appliances (e.g.,
SSD storage, FPGA processing) but we can also exploit many other
cross-layer optimizations that are not possible in today’s appliances
thanks to the use of Barrelfish as the underlying operating system.

As a research platform, SwissBox gives us the opportunity to
completely redesign the data processing stack from the ground up,
exploring at the same time how to best take advantage of new de-
velopments in hardware. This is a rather urgent matter given the
pace at which key elements of the data processing infrastructure are
evolving. That SwissBox is an appliance makes it possible to ap-
ply cross-layer optimizations within a single box, thereby opening
up the possibility of taking these cross-layers optimizations much

further than it has been possible in distributed platforms. At the
same time, it will allow us to rethink the interfaces and role of the
different layers of a data processing system in terms of meeting
new requirements like predictable performance or elasticity. Our
intention is to make SWissBox open source -even the hardware
architecture- to provide an open platform for experimentation and
education where new data processing techniques can be tested and
compared free from the limitations and legacy constraints of exist-
ing database engines.
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ABSTRACT
Large knowledge bases, the Linked Data cloud, and Web
2.0 communities open up new opportunities for deep ques-
tion answering to support the advanced information needs of
knowledge workers like students, journalists, or business an-
alysts. This calls for going beyond keyword search, towards
more expressive ways of entity-relationship-oriented query-
ing with graph constraints or even full-fledged languages like
SPARQL (over graph-structured, schema-less data). How-
ever, a neglected aspect of this active research direction is
the need to support also query refinements, relaxations, and
interactive exploration, as single-shot queries are often in-
sufficient for the users’ tasks. This paper addresses this is-
sue by discussing the paradigm of Iterative Querying, IQ
for short. We present two instantiations for IQ, one based
on keyword search over labeled graphs combined with struc-
tural constraints, and another one based on extensions of the
SPARQL language. We discuss the suitability of these ap-
proaches for knowledge-centric search tasks, and we identify
open research problems that deserve greater attention.

1. INTRODUCTION
Advanced users such as journalists or analysts have in-

formation needs which are often expressed (even in natural
language) as a mix of vague, precise, and implicit require-
ments. For example, consider the following queries: i) “I
want to know something about classical music composers
who have composed music for western movies.” ii) “Could
the H1N1 vaccine interfere with blood-pressure medications
such as Metolazone?” iii) “How are Israel and Italy related
to each other, for example, by some international organiza-
tions?”

Although Web search engines now have limited and spe-
cialized support for natural-language questions and are mov-
ing towards more expressive entity-oriented search (e.g., by
understanding product names or locations), the above ques-
tions cannot be answered easily. Recently emerging knowl-
edge engines [5, 4] or knowledge-base search services such

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA.
.

as WolframAlpha1, Google Squared2, or sig.ma cannot cope
with such complex queries either. Some of them seem to per-
form entity-oriented information extraction on-the-fly, while
others harness large knowledge bases such as DBPedia3,
Freebase4, True Knowledge5, or the CIA WorldFactbook6.
These contain billions of RDF triples about entities and re-
lationships, but cannot retrieve the necessary facts for an-
swering the above queries or lack inferencing capabilities
for composing proper answers. For example, trueknowledge
provides a browser plug-in that supplements keyword-search
results from Google or Bing with fact-retrieval answers from
their knowledge base. This is good enough for returning the
correct birth place of Barack Obama, but still far from han-
dling our examples.

So neither Web search engines nor knowledge-base en-
gines can directly answer such advanced questions. How-
ever, there is often a solution if the user is willing to engage
in an entire workflow of query refinement, query relaxation,
exploration of intermediate results, combining different re-
sults, etc. This is tedious but often works. The point is that,
instead of running a single-shot query, we need a process of
iterative querying, IQ for short. In fact, this is what search-
engine users often end up doing, but there is not much sup-
port by the engine. Moreover, while IR researchers are advo-
cating interactive retrieval for many years [13] (without com-
pelling impact), in the structured-data world of knowledge
bases and inference engines, the expectation by DB folks is
that everything can be expressed in a single query of some
super-powerful language (be it SQL, XQuery, SPARQL, or
whatever).

An IQ task with a Web search engine would involve the
following steps:
i) exploration: retrieving initial results by keyword search,
ii) filtering: refining the results with additional constraints,
iii) aggregation: combining results into a concise answer.

These steps may themselves have to be iterated. For ex-
ample, for the composer question, one could proceed as fol-
lows: i) find a list of classical music composers; again i) find
a list of composers for western movies; ii) pick out com-
posers of western movies who also compose classical music;
once more i) find biographies for each of the interesting com-
posers; ii) ensure that the biographies match the list of com-

1wolframalpha.com
2google.com/squared/
3dbpedia.org
4freebase.com
5trueknowledge.com
6www.cia.gov/library/publications/the-world-factbook/
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posers (as keyword search can easily return wrong results);
iii) aggregate multiple pages about the same composer into
a compact summary.

For the world of structured knowledge bases, this kind of
IQ process seems totally neglected so far and widely open
for research. Knowledge portals such as dbpedia.org or free-
base.com offer APIs that support only single-shot querying,
by means of SPARQL calls; their UIs, on the other hand,
are merely Web-pages with fancy rendering but tedious nav-
igation for the user. The irony is that despite semantically
structured data, there is poor support for advanced ques-
tions about factual knowledge.

In this paper, we advocate the IQ paradigm for search
against semantic knowledge bases or the linked-data cloud
(linkeddata.org) [3] of structured data on the Web. We dis-
cuss the requirements for the exploration, filtering and ag-
gregation steps, describe the development of effective tools in
two case studies and identify challenges for future research.

2. DATA MODEL
The diversity of data available in different kinds of knowl-

edge bases, linked data on the Web, as well as text in the
form of contextual information, requires a very general and
flexible data model. The natural choice is to use a directed
graph where each node is allowed to have: a name (identifier
or short string describing, for example, an entity name or a
paper title), a type (the class to which the node belongs), and
a context (additional text that is associated with the node).
Similarly, each edge is allowed to have: a name (identifier),
a type (a label denoting, for example, a relationship type),
and a context (textual information, for example, denoting
the context in which the fact denoted by the edge and its
two end points was extracted from).

This unified model captures all the different approaches
to graph search. It can represent, for example, XML (nodes
labeled, edges unlabeled), RDF triples (nodes and edges la-
beled), relational databases (records as nodes, foreign-key
relationships as edges), etc. Note that in general, there is
no schema for these knowledge bases, apart from a generic
triple representing an edge in the data graph (referred to as
subject, predicate and object in RDF).

3. THE IQ PARADIGM
As in the case of current day Web search, we envision iter-

ative querying as being composed of a combination of three
steps: exploration, filtering and aggregation. However, un-
like Web search where there is no structure at all, and unlike
relational databases where the schema is fixed, in our data
model there are entities (nodes) and relationships (edges),
but there is no fixed schema. Therefore, the exploration, fil-
tering and aggregation steps of the IQ paradigm should allow
the user to work in two dimensions. First, the user should
be able to select desired structural patterns (i.e., schemas)
of answers and secondly, she should be able to select the
relevant instances of those patterns.

Figure 1 illustrates our framework. Users query data in
the underlying knowledge-bases through a UI. A system
built on the IQ framework and supporting the exploration,
filtering and aggregation steps interacts with the API and
returns results back to the user. The goal of an IQ sys-
tem should be to automate as many tasks as possible, and
to involve the user only at certain critical steps when her

Knowledge Bases & Linked Data

API
Web (HTML, JSON, etc.)

UI

IQ: Iterative Querying

Explore     

Filter

Aggregate

Figure 1: The IQ Paradigm

feedback is essential.
Clearly, while the UI has to be simple and intuitive, the

API should ideally be expressive enough to handle com-
plex tasks, including aggregation. The IQ system provides
a bridge between the UI and API, and in certain cases may
have to extend the API to support the needed functionality.

In the rest of this section, we describe the key ideas of
each step, and defer technical details of how they could be
achieved to the case studies in Sections 4 and 5.

Exploration. The first step is to help the user express her
information need in a precise manner. A natural way to start
the exploratory step is for the user to enter some relevant
keywords, or phrases and for the system to return possible
connections between them. For example, for the query on
classical composers, a starting point is for the user to enter
“classical music”“composer” and “westerns” or for the query
on the relationship between Israel and Italy, to enter “Israel”
and “Italy”. It is now up to the system to search for possible
connections between these keyphrases.

Given a set of diverse connections from the underlying
data graph, the user would prioritize certain structural con-
straints while disallowing certain other kinds of connections.
The system repeats the query with these additional (posi-
tive and negative) constraints. At the end of this iterative
process, a precise query of the form “classical composer X
composed for western Y” is formulated, where X and Y have
to be substituted with a person and a movie, respectively.
This query could then be mapped onto the API for a struc-
tured query language.

However, this may not be the end of the exploration step.
Perhaps there are other closely related queries such as “clas-
sical musician X composed for western Y”or“classical music
conductor X directed music for western Y”, which can addi-
tionally be suggested to the user. Once the user converges
on a subset of precise queries as representative of her infor-
mation need, the system can now move on to the filtering
step.

Filter and Refine. While the exploratory step helps users
narrow in on possible interesting queries, the filtering step
allows users to specify exactly which items in a result set are
interesting. The system runs the queries formulated in the
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previous step directly on the knowledge-base and returns a
set of qualifying results. The user now refines her query in
order to filter out the results of interest to her. The filtering
could be as straightforward as selecting certain interesting
results, or there may now be additional refinements (in the
form of constraints) to restrict the size of the result set.
For example, movies with a certain plot-line (say, involving
“soldiers”), or musicians born in a particular continent, etc.
Additionally, after seeing this set of results, the user may
also disallow certain queries formulated in the previous step
or give additional weight to certain other queries. Iteratively
processing these refined queries may finally lead to a satis-
factory result list. Alternatively, the user could repeat the
exploration step if the results are still unsatisfactory to her.

Aggregation. Our data model (Section 2) is general enough
to accommodate a wide variety of data including a combina-
tion of structured triples and unstructured text. Aggregat-
ing results can thus take on different meanings, ranging from
a simple ranking of results (famous composers first), group-
ing of results (composers grouped by their nationalities),
diversifying the top results, etc. to type-specific aggrega-
tions such as summarization of text (for example, biography
summarization for composers).

Aggregating results from a single knowledge-base is com-
plex enough by itself, but the situation becomes more com-
plicated if there are multiple knowledge-bases which need to
be queried. A likely scenario is that the local knowledge-base
has insufficient information to answer the query, but has
multiple pointers to other knowledge-bases (in the linked-
data spirit) which are likely to contain the missing informa-
tion. The system now has to decide whether and how the
query should be split (perhaps there is overlapping infor-
mation in the knowledge-bases which can be leveraged) and
subsequently, how to merge the (partial) results. Both tasks
are non-trivial because on-the-fly entity disambiguation [9]
may be required due to different vocabularies.

With this overview of the IQ paradigm, we now illustrate
two case studies of how a system built on these principles
would work. In the first case study, the user starts the ex-
ploration step with SPARQL queries, and refines queries by
adding keywords to the structured queries. In contrast, in
the second case study, the user initially does not have any
knowledge about the structure of the data graph. Hence, she
starts the exploration of the knowledge-base with keywords,
while the refinement step involves selecting and unselecting
suitable structures showing the interconnections between the
keywords. The selected interconnections can then be con-
verted to SPARQL to further the search. Finally, the ag-
gregation step for each case study highlights a different kind
of aggregation—ranking and grouping of results in the first
study, and merging results from multiple knowledge-bases in
the second. In principle, however, both types of aggregation
are applicable to either one of the two case studies.

4. CASE STUDY 1:
IQ WITH EXTENDED SPARQL

The W3C-endorsed query language SPARQL is a natural
starting point for searching knowledge bases or the world
of linked-data Web sources. SPARQL is designed for struc-

tured RDF data, but does not need a prescriptive schema for
its data, and can cope with high heterogeneity. The basic
building block in a SPARQL query is a triple pattern: es-
sentially an SPO triple with one or several of the S, P, and
O components replaced by variables. Multiple triple pat-
terns are combined in a conjunctive manner, thus support-
ing select-project-join queries. The key point, compared to
traditional database querying, is that even properties—the
counterparts of relation or attribute names—can be vari-
ables. For example, when searching for composers of film
music, we may not know how exactly the relationship be-
tween composer and movie is named, e.g., composed, isCom-

poserOf, wroteMusicFor, contributedToSoundtrack, etc. Or the
data may be so heterogeneous that no single property name
is suitable for high recall. With SPARQL, we could express
a sub-query for the composers question as follows:
SELECT ?c, ?m

WHERE {
?c hasType composer . ?m hasType movie .

?m hasGenre Western . ?c ?prop ?m . }
where variables start with a question mark and the appear-
ance of the same variable in different triple patterns denotes
a join condition.

Exploration. Despite the schema-agnostic option for query
formulation, users (or programmers on behalf of users) still
need some awareness of the underlying RDF structures. If
composers are first related to their compositions, say by a
property composedPieceOfMusic, and the compositions are in
turn related to movies by a property appearedInSoundtrackOf,
even the wildcard pattern ?c ?prop ?m would not return any
matches as all variable bindings need to come from a sin-
gle RDF triple. Fortunately, it is not too difficult to extend
SPARQL, to support these cases while preserving the gen-
eral flavor of SPARQL. Following the proposal by [2], we
could introduce variables that can be bound to entire paths
in the RDF triples graph. Moreover, as we do not simply
want connectivity but have semantic requirements, we would
combine this with filter conditions on the property names in
the qualifying paths. For our example, this could be phrased
as follows:
SELECT ?c, ?m

WHERE {
?c hasType composer . ?m hasType movie .

?m hasGenre Western . ?c ??prop ?m .

Filter regex(??prop, {”compose”}) .

Filter pathlength(??prop, 3) . }
where ??prop is a path variable (note the two question marks),
regex is a regular expression (simple substring matching in
our case) on the path of property names bound to ??prop, and
the last condition sets an upper bound on the path length.
The Filter construct is standard SPARQL, to include con-
ditions beyond exact-match on URIs or literals. Here we
deliberately use it for extensibility.

Further, the system could support query relaxation, and
suggest close-and-related queries. For example, for the swine-
flu vaccine question, a user formulation like
SELECT ?c, ?d

WHERE {
?c hasType H1N1vaccine .

?c interferesWith ?d.

?d hasType BPMedication . }
could be automatically relaxed into:
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Figure 2: Western movies: i) filtered by “soldier”,
ii) unfiltered

SELECT ?c, ?d

WHERE {
?c hasType H1N1vaccine .

?c (interferesWith|notRecommendedWith|createsRiskWith) ?d .

?d hasType BPMedication . }

Filter and Refine. The exploratory step works reason-
ably well when everything the user wants can be expressed
in triple patterns, but is somewhat inflexible. It may not
be possible to express certain kinds of constraints using just
triple patterns, or the user may not know how to (for exam-
ple, Westerns with a particular plot line involving soldiers).
On the other hand, the knowledge base itself does not have
every conceivable property. For example, there may be a lot
of facts about compositions, but no predicates with classical
music.

The key to overcoming this obstacle is to extend the knowl-
edge base with textual contexts from the Web. For every
RDF triple in the database, we can reach out to the Web
and gather text snippets where the triple occurs.

Now we associate words and phrases from these textual
“witnesses” with each triple, and make them queryable as
if they were a fourth dimension added to the three SPO di-
mensions. Inspired by XQuery Full-Text, we have developed
such a SPARQL extension with the following specific syntax
[6, 7]:
SELECT ?c, ?m

WHERE {
. . . ?c composed ?m{”classical music”} . }

where “classical music” is a phrase to be matched in one or
more of the witnesses for the triples that qualify for the triple
pattern. Similarly, filtering Westerns with a particular plot
line involves adding the appropriate keywords. An exam-
ple from our system [7] is shown in Figure 2—the order in
which results are shown differs on whether a filter condition
(“soldier”) has been added to the triple pattern or not.

However, it now seems that the user must be familiar with
the specific terminology “classical music” in the witnesses.
But, the query relaxation for SPO patterns introduced pre-
viously, can naturally be extended to keyphrases as well if
the user wishes to explore this. First, we could offer a dialog
to the user with suggestions on related words and phrases
such as“operas”,“symphonies”,“cantatas”,“string quartets”,
etc. In IR this is known as query expansion; it can be done
with explicit user involvement, or transparently to the user.
The semantics for a qualifying triple is that its witnesses

should contain at least one of the text terms, not necessar-
ily all. We can plug in a suitable ranking model based on
IR principles.

Aggregate. The results of the previous steps may over-
whelm the user with too many answers (especially if query
relaxation is used). Therefore, it is crucial to aggregate the
results into an easily digestible form. Grouping and ranking
are obvious ideas, and can even be utilized together.

Different groups (clusters) have different statistical evi-
dence for their validity and informativeness. In the example
question about swine-flu vaccines, there are definitely many
conflicting sources, and a good answer needs to be backed
by statistical mass and/or authoritative sources. This issue
is important for aggregation into groups, but also shows up
for ranking individual answers. A good answer needs to re-
flect salient entities and properties rather than exotic facts
about long-tail entities. Estimating salience is non-trivial,
especially if the corpus does not have redundancy—that is,
confidence in a fact can no longer be estimated using fre-
quency measures on the corpus.

Moreover, if the system has to handle “close-but-related”
queries as well as textual conditions (both of which users
can specify in the filter-and-refine step), developing an effi-
cient ranking mechanism which integrates all these features
becomes challenging. Recent efforts in this direction include
[6, 7].

5. CASE STUDY 2: IQ WITH
GRAPH-BASED KEYWORD SEARCH

In the previous case study, the user needs to have some
knowledge about the structure of the data graph. For in-
stance, in the composer example above, the user needs to
know that there are triples matching the pattern ?c ?prop

?m. Even with the extension ?c ??prop ?m that supports path
variables, it is still assumed that the path is from a composer
(which is bound to ?c ) to a movie (which is bound to ?m ).
It is possible, however, that the data graph is heterogeneous
and in some cases, the edges are reversed, namely, there are
triples matching ?m ?prop ?c. In such cases, the path vari-
able will not assist in finding existing answers (unless more
patterns are added). In summary, it is rather hard to start
a search with the approach of the previous case study, when
the user lacks any knowledge about the structure of the data
graph.

In this case study, we assume that the user has either no
knowledge or a very limited one about the underlying data
graph. Thus, the query is just a set of keywords. The API
may include, in addition to those keywords, some control
characters for advanced search. From the user point of view,
the search is carried out in two dimensions, namely, the types
(i.e., schemas) of answers and their particular instantiations.
For example, for the keywords “Italy” and “Israel,” there are
several types of answers. One is that the two countries are
members in some organization. Another type is that the two
countries are located on the shores of the same sea.

The data model is a directed graph, as described in Sec-
tion 2. An answer is a non-redundant subtree t of the graph,
such that t contains all the keywords of the given query.
Containment means that each keyword may appear any-
where in the tree, that is, in the name, type or context of a
node (or an edge). Non-redundancy means that an answer
does not have a proper subtree that also contains all the
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keywords of the query. Note that non-redundancy does not
imply minimality, and a query could have a large number
of answers. The schema of an answer is the tree obtained
by ignoring the names and contexts, that is, each node (and
edge) has only a type.

In this section, we consider the system demonstrated in [1],
which is based on [8]. There are other systems for keywords
search over data graph [11], but only [1] facilitates search in
both dimensions, namely, answers and their schemas.

Exploration. A major problem with typical keyword search
over data graphs is that the user may be inundated with too
many answers that have the same “flavor” (i.e., schema).
For example, both Italy and Israel are members in many
international organizations. Hence, for the query “Italy Is-
rael,” there are going to be many answers—one for each
organization. The user might have to browse through many
pages until she gets something different. In [1], there are
search options that enable the user to zoom in on the “fla-
vors” of her choice. In particular, the user can choose an
answer and specify that either she does not want to see
more similar answers or all she needs are additional simi-
lar answers (“similar” means “with the same schema”). She
can also specify that subsequent answers should not include
particular names or types (i.e., labels). Figure 3(a) shows
an answer for the query “Italy Israel.” Note that names
are capitalized, whereas labels (identifying types) are not;
in addition, a label is shown inside parentheses when there
is also a name. The schema of the answer, in Figure 3(a),
connects two countries through membership in some orga-
nization. (In the data model of [1] only nodes have names,
types and contexts.) By checking the option “show similar
answers,” the user can browse through all organizations in
which both Italy and Israel are members. Alternatively, the
user can exclude the labels “organization” and “members”
so that subsequent answers will not include them. Conse-
quently, the user will immediately get an answer that does
not show any information about members of organizations.
One such answer is shown in Figure 3(b), where the two
countries are linked due to the fact that Israel and an island
of Itlay are located on the shores of the Mediterrannean Sea.
There is a subtle difference between choosing the option “ex-
clude similar answers” versus excluding the labels “organiza-
tion” and “members.” The former, but not the latter, allows
subsequent answers to be about organizations and members
as long as their schemas are not identical to the one already
seen.

In [1], there is also a mechanism for diversifying answers.
The main idea is to apply adaptive ranking that takes into
account similarity to answers that have already been shown
to the user. Two answers are similar if they have the same
schema, or if they have two subtrees that are identical or
have the same schema. The ranking function is augmented
with a parameter that takes the degree of similarity into
account, and as a result, the next page of answers is likely
to show results that are substantially different from previous
ones. This mechanism does not require user intervention
(other than turning it on). The user, however, has the option
of tweaking the parameters that measure similarity.

A query may contain keywords that do not appear in the
data graph. For example, the user is interested in “Italy”
and “Israel” in the context of “music,” but the data graph
only contains the first two keywords. Similarly to Section 4,

(a) Members in the same organization

(b) Located on the shores of the same sea

Figure 3: Two answers with diverse schemas for the
query “Italy Israel”

we can extend the data graph with textual context from the
Web. But now there is a need for a suitable ranking function
that also takes the context into account. One approach is
to first explore the data graph without the context, while
ignoring the keywords of the query that appear only in the
context. Once some specific schemas are selected, the rank-
ing takes all the keywords of the query into account and
uses textual “witnesses” (as described in Section 4). How-
ever, this approach may not be as effective and quick as
an exploration that uses all the keywords from the outset.
An alternative is to extend the ranking technique of [8] by
applying IR methods to the textual context.

Filter and Refine. The exploratory options described
above (e.g., “show similar answers”) are effective in prac-
tice, but are quite rudimentary. A more expressive way is
to use trees (of answers produced thus far) in order to cre-
ate SPARQL queries, similar to the approach of Section 4.
There is a natural corresponds between a tree and a con-
junction of triple patterns. There is, however, some latitude
when creating triple patterns from a tree. We can use the
names of the nodes and edges of the given tree, thereby cre-
ating a conjunction that matches just that particular tree.
Alternatively, for some nodes and edges, we can take just
the type or use a variable, and consequently, the generated
SPARQL query would match many answers. We can also
use the contexts of the nodes and edges in order to create
additional selection criteria, as described in Section 4. The
user need not be aware of this translation into a SPARQL
API, because the system would do it automatically based
on some interaction with the user through a high-level UI.
Note that the SPARQL queries of Section 4 correspond, in
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general, to graphs and not just trees. Thus, the user can ac-
tually construct a SPARQL query corresponding to a graph,
based on the insight she has obtained from several answers
with diverse schemas.

Aggregate. We focus here on how to combine results that
come from different data sources. As an example, consider
the query “find movies that were shot in countries that bor-
der Italy.” We can decompose it into two sub-queries. (1)
“?X = find countries that border Italy,” and (2) “find movies
that were shot in ?X.” The first sub-query could be executed
on the CIA World Factbook, and the second—on the IMDB
(i.e., Internet Movie Database).

In general, the challenge is how to decompose the orig-
inal query, and how to join the results of the sub-queries.
One approach is to add support in the UI for decomposing
the query into several subsets of keywords, according to the
available data graphs, and join the results of the sub-queries
as follows. Initially, the user executes the first sub-query,
which is “countries that border Italy” in our example. Once
she zooms in on the relevant answers, she selects specific
nodes that are used for creating instantiations of the next
query. In the above example, each country returned by the
first sub-query is used to instantiate ?X in the second sub-
query “movies shot in ?X.”

6. CHALLENGES AND OUTLOOK
The IQ paradigm for search is a natural consequence of

the complexity of the information needs of users as well as
the underlying data. There has been a considerable amount
of research on the many different aspects that a system built
on this paradigm should support. Indeed, examples of these
were illustrated in our case studies. However, there are still
several hard problems which need to be solved. We list a
few of these below.

Exploration. In order to make user interactions as easy
as possible, the system has to understand natural-language
questions—a hard problem on which some progress has been
made in the last few years (see, for example, [10, 12]). The
questions need to be mapped to a query language in or-
der to make the processing more precise and efficient, but
there will be parts of the question which may not map to
any structure. We believe that data models such as the
text-augmented RDF where both the structured, as well as
unstructured text are queriable in a unified manner can help
in more robust translations. One way to leverage this is, for
example, to map the question into structured triple patterns
when possible, and leave the rest as keywords attached to
certain triple patterns. The triple patterns themselves may
in turn be automatically derived by doing a keyword search
on graphs and extracting the most interesting patterns from
it.

Even in the case of expert users who may enter formal
queries directly, there is still the issue of query correctness
and whether the query will return a non-empty result set.
Interactions in the form of close-but-correct query sugges-
tions may be needed to guide the user.

Deriving these queries over a single knowledge-base is hard
enough, and even more challenging is the case when there
are several (possibly overlapping) sources. Choosing the ap-
propriate set of sources itself becomes difficult, unless the
user is in the loop.

Filter and Refine. Learning the history of the user allevi-
ates user frustration, by providing, for example, a personal-
ized ranking of results, from which the user can quickly select
interesting ones. Moreover, answers can be tuned based on
whether the user asking a query is an expert or a child.

On-the-fly personalization, where the system learns as the
user goes through the search process is also a challenge. For
example, the query on composers of western music could
return a long list. But as the user chooses one or two com-
posers who also compose classical music, the system could
immediately change the ranking and return classical com-
posers higher up.

Aggregate. The notion of whether two results are identi-
cal is important in some of the aggregations that we men-
tioned. For example, we may need to perform joins on re-
sults returned by two different knowledge sources, or group
near-duplicate results into clusters.

Even in cases of joins involving just entities, there has
to be an implicit entity disambiguation step. Are the two
attributes the same entity despite having different names,
or are they different entities despite having the same name?

In the universe of knowledge rather than Web pages, the
notion of duplicates is more involved. For example, we may
find the same composer related to operas in one answer and
to symphonies in another answer. Since both operas and
symphonies are considered classical music, are these two
results duplicates? Apart these semantic issues, there is
also no support for grouping in SPARQL, and the notion of
grouping in text-augmented RDF data is totally unexplored.
We doubt that generic clustering methods are suitable here.

User Interface. UI issues play a big role in identifying
the basic functionality of the system. For example, consider
the connection between doing aggregation of results and the
display of results. Suppose a user asks for countries border-
ing Italy. Rather than seeing one answer for each bordering
country, she would like to see all the bordering countries in
one answer. However, if the user also wants a typical food
recipe for each country, then aggregating all the countries
and their recipes in one answer might create a display which
is too cluttered. In general, there is a tradeoff between many
similar answers and one aggregated answer. The former has
a simple and clear display of each answer, but the list of
those answers could be long. An aggregated answer might
be too cumbersome to display neatly. So, it is not clear how
aggregation can be carried out automatically at the level
that is most suitable to the user.

Not all browsing and searching happens while a user sits
at her machine, nor is every user patient enough to follow
through on each step. How does the system need to adapt,
if, for example, the only interface between the user and the
system is a cell-phone? The obvious consequence of this
is that no user would start with an exploration step, but
rather convey her entire information need in one shot, and
in speech. Apart from having to translate from speech to
text, the system has to automatically determine when user
feedback is needed and to minimize the interactions as much
as possible.

7. CONCLUSIONS
Iterative querying is a natural paradigm for users with

advanced information needs and users already do this with
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search engines. Our goal in this paper has been to explore
some of the issues involved in building a system supporting
this paradigm in the context of structured knowledge-bases.
We showed how this could be done with a couple of case
studies and highlighted some of the tools which can already
be used to implement this kind of system.

In conclusion, there is already considerable excitement
over the availability of large and structured knowledge-bases.
The main bottleneck is to figure out how to make use of them
effectively. We believe that studying the problems of itera-
tive querying, both at the conceptual as well as the user level
will substantially advance the process of finding answers to
questions (of any complexity!).

Acknowledgements. This work was partially supported
by The German-Israeli Foundation for Scientific Research &
Development (Grant 973–150.6/2007).

8. REFERENCES
[1] H. Achiezra, K. Golenberg, B. Kimelfeld, and

Y. Sagiv. Exploratory keyword search on data graphs.
In SIGMOD, 2010.

[2] K. Anyanwu, A. Maduko, and A. P. Sheth. Sparq2l:
towards support for subgraph extraction queries in rdf
databases. In WWW, 2007.

[3] C. Bizer, T. Heath, and T. Berners-Lee. Linked data -
the story so far. Int. J. Semantic Web Inf. Syst., 5(3),
2009.

[4] M. Cafarella. Extracting and querying a

comprehensive web database. In CIDR, 2009.

[5] A. Doan et. al. Information extraction challenges in
managing unstructured data. SIGMOD Record, 37(4),
2008.

[6] S. Elbassuoni, M. Ramanath, R. Schenkel, M. Sydow,
and G. Weikum. Language-model-based ranking for
queries on RDF-graphs. In CIKM, 2009.

[7] S. Elbassuoni, M. Ramanath, R. Schenkel, and
G. Weikum. Searching rdf graphs with SPARQL and
keywords. IEEE Data Engineering Bulletin, 33(1),
2010.

[8] K. Golenberg, B. Kimelfeld, and Y. Sagiv. Keyword
proximity search in complex data graphs. In
SIGMOD, 2008.

[9] S. Kulkarni, A. Singh, G. Ramakrishnan, and
S. Chakrabarti. Collective annotation of wikipedia
entities in web text. In KDD, 2009.

[10] Y. Li, H. Yang, and H. V. Jagadish. Nalix: A generic
natural language search environment for xml data.
ACM Trans. Database Syst., 32(4), 2007.

[11] B.-C. Ooi, editor. Special Issue on Keyword Search.
IEEE Data Eng. Bull., March 2010.

[12] J. Pound, I. Ilyas, and G. Weddell. Expressive and
flexible access to web-extracted data: a keyword-based
structured query language. In SIGMOD, 2010.

[13] A. Schaefer, M. Jordan, C.-P. Klas, and N. Fuhr.
Active support for query formulation in virtual digital
libraries: A case study with daffodil. In ECDL, 2005.

44



DBease: Making Databases User­friendly and Easily
Accessible

Guoliang Li Ju Fan Hao Wu Jiannan Wang Jianhua Feng
Department of Computer Science, Tsinghua University, Beijing 100084, China

{liguoliang, fengjh}@tsinghua.edu.cn; {fan­j07, haowu06, wjn08}@mails.thu.edu.cn

ABSTRACT
Structured query language (SQL) is a classical way to access
relational databases. Although SQL is powerful to query re-
lational databases, it is rather hard for inexperienced users
to pose SQL queries, as they are required to be familiar with
SQL syntax and have a thorough understanding of the un-
derlying schema. To provide an alternative search paradigm,
keyword search and form-based search are proposed, which
only need users to type in keywords in single or multiple
input boxes and return answers after users submit a query
with complete keywords. However users often feel “left in
the dark” when they have limited knowledge about the un-
derlying data, and have to use a try-and-see approach for
finding information. A recent trend of supporting autocom-
plete in these systems is a first step towards solving this
problem. In this paper, we propose a new search method
DBease to make databases user-friendly and easily acces-
sible. DBease allows users to explore data “on the fly” as
they type in keywords, even in the presence of minor errors.
DBease has the following unique features. Firstly, DBease
can find answers as users type in keywords in single or mul-
tiple input boxes. Secondly, DBease can tolerate errors
and inconsistencies between query keywords and the data.
Thirdly, DBease can suggest SQL queries based on lim-
ited query keywords. We study research challenges in this
framework for large amounts of data. We have deployed
several real prototypes, which have been used regularly and
well accepted by users due to its friendly interface and high
efficiency.

1. INTRODUCTION
Structured query language (SQL) is a database language

for managing data in relational database management sys-
tems (RDBMS). SQL supports schema creation and modifi-
cation, data insertion, deletion and update, and data access
control. Although SQL is powerful, it has a limitation that
it requires users to be familiar with the SQL syntax and have
a thorough understanding of the underlying schema. Thus

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro­
vided that you attribute the original work to the author(s) and CIDR 2011.

5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9­12, 2011, Asilomar, California, USA.

SQL is rather hard for inexperienced users to pose queries.
To provide an easy way to query databases, keyword search

and form-based search are proposed. Keyword search only
needs users to type in query keywords in a single input box
and the system returns answers that contain keywords in any
attributes. Although single-input-box interfaces for keyword
search are easy to use, users may need an interface that al-
lows them to specify keyword conditions more precisely. For
example, a keyword may appear in different attributes, and
multiple keywords may appear in the same attribute. If a
user has a clear idea about the underlying semantics, it is
more user-friendly to use a form-based interface with multi-
ple input boxes to formulate queries.

However existing keyword-search-based systems and form-
based systems require users to compose a complete query.
Users often feel “left in the dark” when they have limited
knowledge about the underlying data, and have to use a try-
and-see approach for finding information. Many systems are
introducing various features to solve this problem. One of
the commonly used methods is autocomplete, which predicts
a word or phrase that the user may type in based on the
partial string the user has typed. As an example, almost all
the major search engines nowadays automatically suggest
possible keyword queries as a user types in partial keywords.

One limitation of autocomplete is that the system treats
a query with multiple keywords as a single string, and it
does not allow these keywords to appear at different places.
For instance, consider the search box on Apple.com, which
allows autocomplete search on Apple products. Although a
keyword query “itunes” can find a record “itunes wi-fi

music store,” a query with keywords “itunes music” can-
not find this record (as of October 2010), simply because
these two keywords are not adjacent in the record.

To address this problem, recently search-as-you-type [22,
17, 16, 13, 6, 3, 1, 2, 8] is proposed in which a user types
in keywords letter by letter, and the system finds answers
that include these keywords (possibly at different places).
For instance, if a user types in a query “cidr database

sear” with a partial keyword “sear,” search-as-you-type
finds answers that contain complete keywords “cidr” and
“database,” and a keyword with the partial keyword “sear”
as a prefix, such as “search.” Note that the keywords may
appear at different places (possibly in different attributes).

In this paper, to improve user experience of querying
databases and make databases user-friendly and easily accessible,
we propose a new search method, called “DBease,”1 to im-
prove keyword-search, form-based search, and SQL-based

1
http://dbease.cs.tsinghua.edu.cn
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(a) Keyword Search (PubMed) (b) Form-based Search (DBLP)

count database author

(c) SQL-based Search (DBLP)

Figure 1: Screenshots of prototypes implemented using our techniques (http://dbease.cs.tsinghua.edu.cn).

search by supporting search-as-you-type and tolerating mi-
nor errors between query keywords and the underlying data.
DBease has the following unique features. Firstly, DBease
searches the underlying data “on the fly” as users type in
keywords. Secondly, DBease can find relevant answers as
users type in keywords in a single input box or multiple
input boxes. Thirdly, DBease can tolerate inconsistencies
between queries and the underlying data. Fourthly, DBease
can suggest SQL queries from limited keywords.
We study research challenges in this framework for large

amounts of data. The first challenge is search efficiency to
meet the high interactive-speed requirement. Each keystroke
from the user can invoke a query on the backend server.
The total round-trip time between the client browser and
the backend server includes the network delay and data-
transfer time, query-execution time on the server, and the
javascript-execution time on the client browser. In order
to achieve an interactive speed, this total time should not
exceed milliseconds (typically within 100 ms). The query-
execution time on the server should be even shorter. The
second challenge is to provide “on-the-fly join” for form-
based search, as it is rather expensive to “join” keywords
in multiple attributes. The third challenge is to infer users’
query intent, including structures and aggregations, from
limited keywords. To achieve a high speed for search-as-
you-type, we develop novel index structures, caching tech-
niques, search algorithms, and ranking mancinism. For ef-
fective SQL suggestion, we propose queryable templates to
model the structures of promising SQL queries and a proba-
bilistic model to evaluate the relevance between a template
and a keyword query. We generate SQL queries from tem-
plates by matching keywords to attributes. We devise an
effective ranking model and top-k algorithms to efficiently
suggest the best SQL queries. We have deployed several
real prototypes using our techniques, which have been used
regularly and well accepted by users due to its friendly in-
terface and high efficiency. Figure 1 gives three prototypes
implemented using our techniques, which are available at
http://dbease.cs.tsinghua.edu.cn.

1.1 Related Work
There have been many studies on predicting queries and

user actions [19, 14, 9, 21, 20] in information search. With
these techniques, a system predicts a word or a phrase the
user may type in next based on the sequence of partial in-
put the user has already typed. Many prediction and au-
tocomplete systems2 treat a query with multiple keywords

2
The word “autocomplete” could have different meanings. Here we

use it to refer to the case where a query (possibly with multiple key-
words) is treated as a single prefix.

as a single string, thus they do not allow these keywords to
appear at different places in the answers. The techniques
presented in this paper focus on “search on the fly,” and
they allow query keywords to appear at different places in
the answers. As a consequence, we cannot answer a query
by simply traversing a trie index (Section 2.1). Instead, the
backend intersection (or “join”) operation of multiple lists
requires more efficient indexes and algorithms.

Bast et al. proposed techniques to support “Complete-
Search,” in which a user types in keywords letter by letter,
and the system finds records that include these keywords
(possibly at different places) [2, 3, 1, 5]. Different from Com-
pleteSearch[3], we propose trie-based index structures and
incremental search algorithms to achieve a high interactive
speed. Chaudhuri et al. [6] also studied how to extend auto-
completion to tolerate errors. Different from [6], we support
answering multi-keyword queries.

In addition, there have been some studies on keyword
search in relational databases [12, 11, 10, 18]. However they
cannot support search on-the-fly.

2. IMPROVING KEYWORD SEARCH
This section improves keyword search by supporting search-

as-you-type and tolerating errors between query keywords
and the underlying data. We first give an example to show
how search-as-you-type works for queries with multiple key-
words in a relational table. Our method can be extended to
support search-as-you-type on documents [13], XML data [15],
and multiple relational tables [16]. Assume a relational ta-
ble resides on a server. A user accesses and searches the
data through a Web browser. Each keystroke that the user
types invokes a query, which includes the current string the
user has typed in. The browser sends the query string to
the server, which computes and returns to the user the best
answers ranked by their relevancy to the query. We treat
every query keyword as a partial (prefix) keyword3.

Formally consider a set of records R. Each record is a
sequence of words (tokens). A query consists of a set of
keywords Q = {p1, p2, . . . , pℓ}. The query answer is a set of
records r in R such that for each query keyword pi, record
r contains a word with pi as a prefix. For example, consider
the data in Table 1, which has ten records. For a query
{“vldb”, “l”}, record 7 is an answer, since it contains word
“vldb” and a word “luis” with a prefix “l”.

Different from exact search-as-you-type, the query answer
of fuzzy search-as-you-type is a set of records r in R such

3
Clearly our techniques can be used to answer queries when only the

last keyword is treated as a partial keyword, and the other keywords
are treated as completed keywords.

2
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Table 1: A set of records
ID Record

1 EASE: An Effective 3-in-1 Keyword Search Method for Unstructured, Semi-structured and Structured Data. Guo-
liang Li, Beng Chin Ooi, Jianhua Feng, Jianyong Wang, Lizhu Zhou. SIGMOD, 2008.

2 BLINKS: Ranked Keyword Searches on Graphs. Hao He, Haixun Wang, Jun Yang, Philip S. Yu. SIGMOD, 2007.
3 Spark: Top-k Keyword Query in Relational Databases. Yi Luo, Xuemin Lin, Wei Wang, Xiaofang Zhou. SIGMOD,

2007.
4 Finding Top-k Min-Cost Connected Trees in Databases. Bolin Ding, Jeffrey Xu Yu, Shan Wang, Lu Qin, Xiao

Zhang, Xuemin Lin. ICDE, 2007.
5 Effective Keyword Search in Relational Databases. Fang Liu, Clement T. Yu, Weiyi Meng, Abdur Chowdhury.

SIGMOD, 2006.
6 Bidirectional Expansion for Keyword Search on Graph Databases. Varun Kacholia, Shashank Pandit, Soumen

Chakrabarti, S. Sudarshan, Rushi Desai, Hrishikesh Karambelkar. VLDB, 2005.
7 Efficient IR-Style Keyword Search over Relational Databases. Vagelis Hristidis, Luis Gravano, Yannis Papakon-

stantinou. VLDB, 2003.
8 DISCOVER: Keyword Search in Relational Databases. Vagelis Hristidis, Yannis Papakonstantinou. VLDB, 2002.
9 DBXplorer: A System for Keyword-Based Search over Relational Databases. Sanjay Agrawal, Surajit Chaudhuri,

Gautam Das. ICDE, 2002.
10 Keyword Searching and Browsing in Databases using BANKS. Gaurav Bhalotia, Arvind Hulgeri, Charuta Nakhe,

Soumen Chakrabarti, S. Sudarshan. ICDE, 2002.

that for each query keyword pi, record r contains a word
with a prefix similar to pi. In this work we use edit distance
to measure the similarity between two strings. The edit dis-
tance between two strings s1 and s2, denoted by ed(s1, s2),
is the minimum number of edit operations (i.e., insertion,
deletion, and substitution) of single characters needed to
transform the first one to the second. We say a word in a
record r has a prefix w similar to the query keyword pi if the
edit distance between w and pi is within a given threshold
τ .4 For example, suppose the edit-distance threshold τ = 1.
For a query {“vldb”, “lvi”}, record 7 is an answer, since it
contains a word “vldb” (matching the query keyword “vldb”
exactly) and a word “luis” with a prefix “lui” similar to query
keyword “lvi” (i.e., their edit distance is 1, which is within
the threshold τ = 1).
A search-as-you-type based system works as follows. The

client accepts a query through the user interface, and checks
whether the cached results are enough to answer the query.
If not, the client sends the query to the server. The sever
answers queries based on the following components. The
Indexer component indexes the data as a trie structure with
inverted lists on leaf nodes (Section 2.1). For each query,
Searcher checks whether the query can be answered using
the cached results (Section 2.2). If not, Searcher answers the
query using the cache and indexes, and caches the results
for answering future queries. Ranker ranks results to return
the best answers (Section 2.2).

2.1 Indexer
We use a trie to index the words in the data. Each word

w corresponds to a unique path from the root of the trie to a
leaf node. Each node on the path has a label of a character
in w. The nodes with the same parent are sorted by the
node label in their alphabetical order. Each leaf node has
a unique word ID for the corresponding word. The word
ID is assigned in the pre-order. Each node maintains the
range of word IDs in its subtree: [minKeyID,maxKeyID],

4
For simplicity, we assume a threshold τ on the edit distance between

similar strings is given. Our solution can be extended to the case
where we want to increase the threshold τ for longer prefixes.

and the word IDs of leaf nodes under this node must be
in [minKeyID,maxKeyID], and vice versa. For each leaf
node, we store an inverted list of record IDs that contain
the corresponding word5. In order to improve search perfor-
mance, optionally we can also maintain a forward index for
the records. For each record, the forward index keeps the
sorted word IDs in the record. For instance, Figure 2 shows
a partial index structure for publication records in Table 1.
The word “luis” has a node ID of 16. Its word ID is 7 and
its inverted list includes record 7. The word ID of node 11
is 3. The word range of node 11 is [3,5]. That is the IDs of
words starting with “li” must be in [3,5]. The forward list
of record 7 includes word IDs 2, 7, and 8.
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Figure 2: The trie structure and the forward index.

5
In the literature a common “trick” to make sure each leaf node on a

trie corresponds to a word and vice versa is to add a special mark to
the end of each word. For simplicity we do not use this trick in the
figure, and a leaf node refers to a word in the data.
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2.2 Searcher

2.2.1 Exact Search
Consider a single-keyword query c1c2 . . . cx, in which each

cj is a character. Let pi = c1c2 . . . ci be a prefix query
(1 ≤ i ≤ x). Suppose ni is the trie node corresponding to
pi. After the user types in a prefix query pi, we store node
ni for pi. For each keystroke the user types, for simplicity,
we assume that the user types in a new character cx+1 at the
end of the previous query string.6 To incrementally answer
the new query, we first check whether node nx that has
been kept for px has a child with a label of cx+1. If so,
we locate the leaf descendants of node nx+1, and retrieve
the corresponding complete words. Finally we compute the
union of inverted lists of complete words using a heap-based
merge algorithm. The union is called the union list of this
keyword. Obviously the union list is exactly the answer.
For instance, assuming a user has typed “l” and types in a
character “i,” we check whether node 10 (“l”) has a child
with label “i.” We find node 11, retrieve complete words
(“li, lin, liu”), and compute answers (records 1, 3, 4, 5).
It is possible that the user modifies the previous query ar-

bitrarily, or copies and pastes a completely different string.
In this case, for the new query, among all the keywords
typed by the user, we identify the cached keyword that
has the longest prefix with the new query. Formally, con-
sider a cached query with a single keyword c1c2 . . . cx. Sup-
pose the user submits a new query with a single keyword
p = c1c2 . . . cidi+1 . . . dy. We find pi = c1c2 . . . ci that has a
longest prefix with p. Then we use the node ni of pi to incre-
mentally answer the new query p, by inserting the characters
after the longest prefix of the new query (i.e., di+1 . . . dy)
one by one. In particular, if there exists a cached keyword
pi = p, we use the cached records of pi to directly answer
the query p. If there is no such a cached keyword, we answer
the query from scratch.
For a multi-keyword query, we first compute the union

list of each keyword, and then intersect these union lists to
compute the results. We can use two methods to compute
the results. The first one is to use a merge-join algorithm to
intersect the (pre-sorted) lists. Another method is to check
whether each record on the shortest lists appears on other
lists by doing a binary search. The latter method has been
shown to achieve a higher performance in our experiments.

2.2.2 Fuzzy Search
In the case of exact search, there exists only one trie node

corresponding to a partial keyword kj . However, to support
fuzzy search, there may be multiple prefixes similar to the
keyword. We call the nodes of these similar prefixes the ac-
tive nodes for keyword kj . Thus for a single-keyword query,
we first compute its active nodes, and then locate the leaf
descendants of the active nodes. Finally we compute the
union list of this keyword by computing union of inverted
lists of all such leaf descendants. Obviously the union list is
exactly the answer of this keyword. For example, consider
the trie in Figure 2. Suppose τ = 1 and a user types in a
keyword “li.” The words “li,” “lin,” “liu,” “lu,” and “lui” are
all similar to the keyword, since their edit distances to “li”

6
In the general case where the user can modify the current query

arbitrarily, we find the cached keyword that has the longest prefix
with the input keyword, and use the same method to incrementally
compute the answers.

are within a threshold τ = 1. Thus nodes 11, 12, 13, 14,
and 15 are active nodes. We find the leaf descendants of the
active nodes as the similar complete words (“li,” “lin,” “liu,”
“lu,” and “luis”). We compute the union of inverted lists of
these complete words as answers (records 1, 3, 4, 5, and 7).

Next we study how to incrementally compute active nodes
for a keyword as the user types in letters. Given a keyword
kj , different from exact search which keeps only one trie
node, we store a set of active nodes. We compute kj ’s active-
node set based on that of its prefix. The idea behind our
method is to use the prefix pruning. That is, when the user
types in one more letter after kj , only the descendants of the
active nodes of kj could be active nodes of the new query,
and we need not consider other trie nodes. We use this
property to incrementally compute the active-node set of a
new query, and refer to [13] for more details.

For a multi-keyword query, we first compute union list
of each keyword, and then intersect the union lists to com-
pute the answers. Note that as a keyword may have many
active nodes and large numbers of complete words, if the
sizes of these lists are large, it is computationally expensive
to compute these union lists. Various algorithms can be
adopted here. Specifically, we can use two methods. The
first one is to use a merge-join algorithm to intersect the
lists, assuming these lists are pre-sorted. Another method
is to check whether each record on the short lists appears
on other long lists by doing a binary search. The second
method has been shown to achieve a high performance [13].
Figure 3 (a) illustrates an example in which we want to an-
swer query “li database vld” using the first-union-then-
intersection method.

To improve the performance, we propose a forward-index
based method, which only computes the union list for a sin-
gle keyword. We choose the keyword with the shortest union
list, and only compute its union list. We use the forward in-
dex to check whether each candidate record on the shortest
union list contains similar prefixes of other keywords. If so,
this record is an answer. For each of other keywords, for the
word range of each of its active node, for example [l, u], we
check whether the candidate record contains words in [l, u].
We use a binary-search method to find the word ID in the
corresponding forward list, and get the smallest word ID on
the list that is larger than or equal to l. Then we check
whether the word ID is smaller than u. If so, this candidate
contains a word in [l, u], that is the record contains a prefix
similar to the keyword. Thus we can use this method to
compute the answer. Figure 3 (b) illustrates the forward-
list-based method to answer query “li database vld”.

2.3 Ranker
In order to compute high-quality results, we need to de-

vise a good ranking function to find the best answers. The
function should consider various factors such as the edit dis-
tance between an active node and its corresponding query
keyword, the length of the query keyword, the weight of
each attribute, and inverted document frequencies. If edit
distance dominates the other parameters, we want to com-
pute the answer with smaller edit distances. If there are no
enough top answers with edit distance τ , we then compute
answers with an edit distance τ +1, and so on. Thus, when
computing the union lists, we always first compute those
of the active nodes with smaller edit distances. If there are
enough top answers in the intersection list of such union lists,
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Figure 3: Two methods for answering a keyword query “li database vld”

we can do an early termination. We can also develop Fagin
algorithms [7] to efficiently compute the top-k answers.

2.4 Additional Features
We have implemented two prototypes for keyword search

on PubMed and DBLP. Figure 1(a) shows a screenshot on
PubMed. In addition to the features of search-as-you-type
and tolerating errors, we demonstrate the following features.

Highlighting Similar Prefix: We show how to highlight
a prefix in the results that best matches a keyword. High-
lighting is straightforward for the case of exact matching,
since each keyword must be a prefix of the matching word.
For the case of fuzzy matching, a query keyword may not
be an exact prefix of a similar word. Instead, the query key-
word is just similar to some prefixes of the complete word.
Thus, there can be multiple similar words to highlight. For
example, suppose a user types in “lus,” and there is a sim-
ilar word “luis.” Both prefixes “lui” and “luis” are sim-
ilar to “lus.” There are several ways to highlight “luis,”
such as “luis” or “luis.” We highlight the longest matched
one (“luis”).

Using Synonyms: We can utilize a-priori knowledge about
synonyms to find relevant records. For example, in the
domain of person names, “William = Bill” is a synonym.
Suppose in the underlying data, there is a person called
“William Kropp.” If a user types in “Bill Cropp,” we can
also find this person. To this end, on the trie, the node cor-
responding to “Bill” has a link to the node corresponding
to “William,” and vise versa. When a user types in “Bill,”
in addition to retrieving the relevant records for “Bill,” we
also identify those of “William” following the link. In this
way, our method can be easily extended to utilize synonyms.

3. IMPROVING FORM­BASED SEARCH
Note that keyword search cannot support aggregation queries,

and form-based search can address this problem. This sec-
tion improves form-based search by supporting search-as-
you-type and faceted search. To allow users to search on
different attributes, we partition the original table into sev-
eral local tables. A local table stores the distinct values of
an attribute. Each record in a local table is called a local
record, and is assigned with a local id. Accordingly, the orig-
inal table is called the global table, in which each record is

called a global record and is assigned with a global id. We
associate each local table with one or more input boxes in
the form. For each query triggered by a keystroke in an in-
put box, the system returns to the user not only the global
ids (called the global results), but also the matched local ids
in the corresponding local table (called the local results).
For example, in Figure 11(b), if we type in keywords “wei
wang” in the Author input box, the system returns the names
of matched authors below the form (local results), such as
Wei Wang and Weixing Wang, and their publications on the
right side (global results). Next we extend the architecture
for search-as-you-type to support form-based search.

3.1 Indexer
We first read the global table stored in the disk and split

it into local tables. For each local table, we tokenize each
record into words, and build the following index structures.

1. A trie structure with inverted lists on the leaf nodes. In
the trie structure, a path from the root to a leaf corre-
sponds to a word. The local ids for the word are added
to the inverted list of the corresponding leaf node. These
structures are used to efficiently retrieve the local-id lists
according to query keywords.

2. A local-global mapping table. This table is used to map
a local id to its corresponding global ids, so that we can
retrieve the global results based on the local results. The
ℓ-th row of the mapping table stores the ids of all the
global records containing the ℓ-th local record. Given a
set of local ids, we can obtain the corresponding global ids
using this table. Take Figure 11(b) as an example. The
local result “Wei Wang” has a local id. Its corresponding
global records are the first and third publications. These
two global results can be retrieved using the local-global
mapping table.

3. A global-local mapping table. This table is used to map
a global id to its local ids, so that we can get the local
results based on the global results. The g-th row of the
table stores the ids of all local records contained in the
g-th global record. This table is used for the synchroniza-
tion operations which are necessary as the local results
are also affected by other attributes. For example, when
the focus of input boxes is changed, we need to retrieve
the correct local results of the focus based on the current
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global results. For instance, in Figure 11(b), when the
focus is changed to Title from Author, we need to update
the local results of Title based on the global results using
this mapping table.

3.2 Searcher
A query of a form-based interface can be segmented into

a set of fields, each of which contains the query string of
the corresponding input box. When a query is submitted,
the system first checks whether the query can be answered
from the cached results. If the query can be obtained by
extending a field of a cached query with one or more letters,
then we have a cache hit. We call this cached query the
base query and cached results the base results. The Searcher
performs an incremental search based on base results if there
is a cache hit. Otherwise, we do a basic search as follows.

Basic search. When we cannot find cached results to an-
swer the query, we split the query into a sequence of sub-
queries, in which each query appends a word to the previous
query. Thus the sequence starts from an empty query and
ends with the issued query. The final results can be cor-
rectly calculated if we use each of these queries one by one
as the input of the incremental search algorithm (described
below). For example, if a user inputs “jiawei han” in the
Author input box and none prefix of the query is cached, we
split it into three sub-queries, ϕ, jiawei, jiawei han. We
send them one by one to the incremental-search algorithm.

Incremental search. This type of search uses previously
cached results to answer a query.

Step 1. Identify the difference between the base query and
the new query. We use fi to denote the currently
edited field (the i-th field), and use w to denote the
newly appended keyword.

Step 2. Calculate the local ids of fi based on the query
string in fi, by first merging the id lists of all leaf
descendants of the trie node corresponding to keyword
w and then intersecting the merged list with the local
base results of fi.

Step 3. Compute the global results, by first calculating the
set of global ids corresponding to the local results of
fi (Step 2) using the local-global mappings and then
intersecting the set with the global base results.

Step 4. Calculate the local results of fi, called “synchro-
nization,” by first calculating the set of local ids cor-
responding to the global results using the global-local
mapping table and then intersecting it with the local
base results of fi.

Note that we need to calculate the aggregations of each
local result. Using the local-global mapping table, we can
easily calculate the number of occurrences of a local result in
the global result. For example, in Figure 11(b), the number
“13” on the right of the entry “Wei Wang” means that “Wei
Wang” appears 13 times in the global results. Next we discuss
how to rank the local results and global results so as to
return top-k answers. The design of the ranking function
depends on the application. For example, we can rank the
results according to the values of an attribute, e.g., Year or
Rating. Ranking functions will be added in the final paper.

3.3 Improvements
In step 3, to obtain the global results, we map the local

ids calculated in step 2 to lists of global ids, merge these
lists, and then intersect the merged list with the global base
results. The number of lists to be merged is equal to the
number of local ids. If there are many local ids, the merge
operation could be very time consuming. To address this
problem, we propose another index dual-list tries by attach-
ing an inverted list of global ids to each of the corresponding
trie leaf nodes. In this way, given a keyword prefix, we can
identify the global record that contain the keyword without
any mapping operation. In addition, the number of lists to
be merged is the number of complete words, which is often
much smaller than the number of local ids. A smaller num-
ber of lists leads to faster merge operations. Using dual-list
tries, the overall search time can be reduced compared with
using original tries (called single-list tries).

Since we can identify the global ids using dual-list tries,
those local-global mapping tables are no longer needed. In
addition, we propose an alternative method to calculate the
aggregations without using those local-global mapping ta-
bles. Given both local results and global results, we assign
each local result a counter, initialized as 0. We first map
each global id back to a list of local ids using the global-
local mapping table. Then, if a local result appears in the
mapped list, its corresponding counter, i.e., its occurrence
number, is increased by 1. Using this method to compute
the aggregations, the local-global mapping tables are not
needed and we can remove them to reduce the index size.

3.4 Additional Features
We have implemented two prototypes for form-based search

on DBLP and IMDB datasets. Figure 1(b) shows a screen-
shot of a system on the DBLP dataset. We describe the
following main features of our form-based search systems.

Precise search paradigm: Suppose a user wants to find
papers written by Wei Wang whose titles contain the word
pattern. If she types in “wei wang pattern” in keyword-
search system, many returned results are not very relevant.
In contrast, if she types in wei wang and pattern in different
input boxes in our system, she can find high-quality results.

Search-as-you-type: Suppose the user wants to find the
movie titled The Godfather made in 1972 using the IMDB
Power Search interface. She is not sure if there is a space
between the word god and the word father, so she fills in
the Title input box with god father. Unfortunately, she
can not get relevant result. So she has to try several new
queries. In contrast, in our system, she can modify the query
and easily find the results.

Faceted search and aggregation:. Suppose a user has
limited prior knowledge about the KDD conference and wants
to know more about it. At first, she wants to know how
many papers were published in this conference each year.
She types in kdd in the Venue input box and then changes the
editing focus to the Year input box. The listed local results
show the years sorted by the number of published papers.
Next, she wants to know the number of published papers
of each author in KDD 2009. She chooses the year 2009
by clicking on the list, and changes the focus to the Author
input box. The list below the form shows the authors, and
she can see the most active authors. After several rounds
of typing and clicking, she can get a deeper understanding
about the KDD conference.
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4. IMPROVING SQL­BASED SEARCH
SQL-based method is more powerful than keyword search

and form-based search, and in this section we improve SQL-
based search to combine the user-friendly interface of key-
word search and the power of SQL. As users type in key-
words, we on-the-fly suggest the top-k relevant SQL queries
based on the keywords, and users can select SQL queries to
retrieve the corresponding answers. For example, consider
a database with tables “paper, author, write” in Table 2,
where “paper” contains paper information (e.g., title), “au-
thor” contains author information (e.g., author name), and
“write” contains paper-author information (e.g., which au-
thors write which papers). Suppose an SQL programmer
types in a query “count database author.” We can sug-
gest the following SQL queries.

1) SELECT COUNT( P.title ), A.name
FROM Paper as P, Write as W, Author as A
WHERE P.title CONTAIN “database” AND

P.id = W.pid AND A.id = W.aid
GROUP BY A.name

2) SELECT P.title, A.name
FROM Paper as P, Write as W, Author as A
WHERE P.title CONTAIN “database” AND

P.title CONTAIN “count”
P.id = W.pid AND A.id = W.aid

where CONTAIN is a user-defined function (UDF) which
can be implemented using an inverted index. The first SQL
is to group the number of papers by authors, and the second
one is to find a paper as well as its author such that the
title contains the keywords “database” and “count” . We
can provide graphical representation and example results to
each suggested SQL as shown in Figure 1(c). The user can
refine keywords as well as the suggested queries to obtain
the desired results interactively.
Compared with Candidate Networks (CNs) [18, 4, 12, 10]

which only generate SPJ (Selection-Projection-Join) queries,
our method has the following advantages. (1) We can not
only suggest SPJ queries, but also support aggregate func-
tions. (2) We can group the results by their underlying
query structures, rather than mixing all results together.
Our SQL-suggestion method has the following unique fea-
tures. Firstly, it helps various users (e.g., administrators,
SQL programmers) formulate (even complicated) structured
queries based on limited keywords. It can not only reduce
the burden of posing queries, but also boost SQL coding
productivity significantly. Secondly, it helps users express
their query intent more precisely than keyword search and
form-based search, especially for complex queries. Thirdly,
compared with keyword search, our method has performance
superiority as we only need to first generate SQL queries and
then return answers after users select an SQL query.

4.1 Overview
Our work focuses on suggesting SQL queries for a rela-

tional databaseD with a set of relation tables, R1, R2, . . . , Rn,
and each table Ri has a set of attributes, Ai

1, A
i
2, . . . , A

i
m.

To represent the schema and underlying data of D, we define
the schema graph and the data graph respectively.
To capture the foreign key to primary key relationships

in the database schema, we define the schema graph as an

undirected graph GS = (VS , ES) with node set VS and edge
set ES : 1) each node is either a relation node correspond-
ing to a relation table, or an attribute node corresponding
to an attribute; 2) an edge between a relation node and an
attribute node represents the membership of the attribute
to the relation; 3) an edge between two relation nodes rep-
resents the foreign key to primary key relationship between
the two relation tables.

Similarly, we define the data graph to represent the data
instances in the database. The data graph is a directed
graph, GD = (VD, ED) with node set VD and edge set ED,
where nodes in VD are data instances (i.e., tuples). There
exists an edge from node v1 to node v2 if their corresponding
relation tables have a foreign key (v1) to primary key (v2),
and the foreign key of v1 equals to the primary key of v2.

Paper Write Author

title

booktitle

year

name

id=pid aid=id

id

idaidpid

(a) Schema graph.

P5 A10W20W13A7

W19

(b) Data graph.

Figure 4: Schema graph and data graph [8].

Table 2 provides an example database containing a set
of publication records. The database has three relation ta-
bles, Paper, Author, and Write, which are respectively
abbreviated to P, A and W in the rest of the paper for
simplicity. Figure 4(a) shows the schema graph of the ex-
ample database. In the graph, the relation Paper has four
attributes (i.e., id, title, booktitle, and year), and has an
edge to another relation Write. Figure 4(b) shows the data
graph. In this graph, an instance of Paper (i.e., P5) is re-
ferred by three instances of Write (i.e., W13, W19, and
W20).

We focus on suggesting a ranked list of SQL queries from
limited keyword queries. Note that the query keywords can
be very flexible that they may refer to either data instances,
the meta-data (e.g., names of relation tables or attributes),
or aggregate functions (e.g., the function COUNT). For-
mally, Given a keyword query Q = {k1, k2, . . . , k|Q|}, the
answer of Q is a list of SQL queries, each of which con-
tains all keywords in its clauses, e.g., the WHERE clause,
the FROM clause, the SELECT clause, or the Group-By
clause, etc. Since there may be many SQL queries cor-
responding to a keyword query, we propose to rank SQL
queries by their relevance to the keyword query. For exam-
ple, consider the example database in Table 2 and a keyword
query “count database author” . We can suggest two SQL
queries as follows.
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Table 2: An example database (Join Conditions: Paper.id = Write.pid and Author.id = Write.aid).
(a) Paper (b) Author (c) Write

id title booktitle year
P1 database ir tois 2009
P2 xml name count tois 2009
P3 evaluation database theory 2008
P4 database ir database theory 2008
P5 database ir xml ir research 2008

id name
A6 lucy
A7 john ir
A8 tom
A9 jim
A10 gracy

id pid aid id pid aid
W11 P2 A6 W16 P3 A6

W12 P1 A7 W17 P4 A7

W13 P5 A7 W18 P4 A8

W14 P2 A9 W19 P5 A9

W15 P3 A10 W20 P5 A10

1) SELECT COUNT( P.id ), A.name
FROM P, W, A
WHERE P.title CONTAIN “database” AND

P.id = W.pid AND A.id = W.aid
GROUP BY A.id

2) SELECT P.title, P.booktitle, A.name
FROM P, W, A
WHERE P.title CONTAIN “database” AND

P.title CONTAIN “count” AND
P.id = W.pid AND A.id = W.aid

Observed from the above SQL queries, the first one is to
group the number of papers with titles containing “database”
by authors, and the second one is to find a paper as well as its
author such that the title contains the keywords, “database”
and “count” .
As query keywords may refer to either data instances of

different relation tables, relation or attribute names, or ag-
gregate functions, there could be large numbers of possibly-
relevant SQL queries. Thus it is a challenge to suggest SQLs
based on keywords. To suggest the best SQL queries, we
propose a two-step method: (1) Suggest query structures,
called queryable templates (“template” for short), ranked
by their relevance to the keyword query; (2) Suggest SQL
queries from each suggested template, ranked by the degree
of matchings between keywords and attributes in templates.

Template

Matcher

Data Source
Template

Repository

SQL

Generator

Translator
&

Visualizer

Template

Generater

Template Index

Template

Indexer

Keywords Templates matchings

SQL queries with graphic representation Online

Offline

Templates Raw data

Templates

User

KeywordToAttribute Mapping

Data

Indexer

Raw data

Schema

Figure 5: Architecture of SQL Suggestion [8].

Figure 5 shows the architecture of an SQL-suggestion-
based system. Template Generator generates templates from
Data Source and stores them in Template Repository. As
there may be many templates, especially for complex schema,
Template Indexer constructs Template Index for efficient on-
line template suggestion. Since keywords may refer to data

instances, meta-data, functions, etc., Data Indexer builds
KeywordToAttribute Mapping for mapping keywords to at-
tributes. Given a keyword query, Template Matcher sug-
gests relevant templates based on the index structures. Then
SQL Generator generates SQL queries from suggested tem-
plates by matching keywords to attributes. Translator & Visualizer
shows SQL statements with graphical representation.

Paper Write Author

title

booktitle

year id

id=pid aid=id

name

id

(a) A suggested template.

Paper Write Author

id

booktitle

year id

id=pid aid=id

paper

σ

ircount

Φ π

name

title

(b) A matching between keywords and attributes.

Figure 6: An example for query “count paper ir”.

4.2 Template Suggestion
Template. The template is used to capture the struc-
tures of SQL queries, e.g., which entities are involved in
SQL queries and how the entities are joined together. A
template is an undirected graph, where nodes represent en-
tities (e.g., Paper) or attributes (e.g., year). An edge be-
tween entities represents a foreign-primary relationship (e.g.,
Paper.id=Write.pid), and an edge between an entity and an
attribute represents that the entity has the attribute. For-
mally, a template is defined as follows.

Definition 1 (Queryable Template). A template is
an undirected graph, GT (VT , ET ) with the node set VT and
the edge set ET , where nodes in VT are:

• entity nodes: relation tables, or

• attribute nodes: attributes of entities,

and edges in ET are:

• membership edges: edges between an entity node and
its attribute nodes, or

• foreign-key edges: edges between entity nodes with
foreign keys and the entity nodes referred by them.

In particular, templates with only one entity node are called
atomic-templates.
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For example, Figure 6(a) shows a template which involves
three entities (Paper, Author and Write) and their attributes.
Compared with CNs (trees of joined entities) [12, 11], the
templates can be generated and indexed offline for fast tem-
plate suggestion, and can effectively capture the relevance
between keyword queries and structures.

Template Generation. Given a database, there could
be a huge amount of templates that capture various query
structures. We design a method to generate them using the
schema graph. The basic idea of the method is to expand
templates to generate new templates. To this end, the al-
gorithm firstly generates atomic-templates, and takes them
as bases of template generation. Then, we use an expan-
sion rule to generate new templates: A template can be
expanded to a new template if it has an entity node that
can be connected to a new entity node via a foreign-key
edge. For example, consider an atomic template, P. It can
be expanded to P−W according to the expansion rule. Since
a template may be expanded from more than one template,
we eliminate duplicated templates. Furthermore, we exam-
ine the relationship between relation tables. For example,
since the two relation tables, P and W, have a 1-to-n rela-
tionship, i.e., an instance of W has at most one instance of
P. Hence, the template, P−W−P is invalid.

Table 3: Templates for our example database (γ=5).
Size ID Template

1
T1 P
T2 A
T3 W

2
T4 P − W
T5 A − W

3
T6 P−W−A
T7 W−P−W
T8 W−A−W

4

T9 P−(W,W,W)
T10 A−(W,W,W)
T11 W−P−W−A
T12 W−A−W−P

5
T13 P−W−A−W−P
T14 A−W−P−W−A
. . . . . .

Apparently, the above-mentioned expansion rule may lead
to a combinatorial explosion of templates. To address this
problem, we employ a parameter γ to restrict the maxi-
mal size of templates (i.e., the number of entities in a tem-
plate), which is also used in CN-based keyword-search ap-
proaches [12, 11]. The motivation here is that templates
with too many entities are meaningless, since the corre-
sponding query structures are not of interests to users. Ta-
ble 3 provides the templates generated for our example database
under γ = 5, where P−(W,W,W) represents that P is con-
nected with three W entities. Even if we restrict the maxi-
mal size of templates, there still are many templates due to
complex relationships between tables. We can devise an ef-
ficient top-k template ranking algorithm to avoid exploring
the entire space of searching templates.

Template Suggestion Model. We propose a scoring func-
tion to measure the relevance between keywords and tem-
plates, which considers two factors: 1) the relevance between
a keyword q and the entity R in a template T , denoted by

Pr(q,R), and 2) the importance of the entity R, denoted by
I(R). Pr(q,R) can be taken as the probability that the en-
tity R contains the keyword q. We use the relative frequency
that R contains q to estimate this probability. We treat the
entity R as a virtual document and estimate the likelihood
of sampling keyword q from the “document” using term fre-
quency and inverse document frequency. In particular, the
virtual document R does not only have words in tuples, but
also contains words in meta-data (e.g., attribute names, en-
tity names, etc.). We use the number of tuples to estimate
Pr(q,R), if q refers to the meta-data of R. The importance
of an entity R in a template T , I(R), is computed using a
graph model. We compute the PageRank of tuples on the
data graph [18], and take the average value as template im-
portance. Given a query Q and a template T , we combine
the two factors to evaluate its score S1(Q,T ):

S1(Q,T ) =
∑
q∈Q

∑
R∈T

I(R) · Pr(q,R). (1)

Top-k Ranking Algorithm. As the number of templates
could be very large for complex schemas, it is expensive
to enumerate the templates. A straightforward way to ad-
dress this problem is to calculate the ranking score for every
template according to our template ranking model. Un-
fortunately, since the number of templates is exponential,
this approach becomes impractical for real-world databases.
Therefore, an efficient top-k ranking algorithm is rather nec-
essary to avoid exploring all possible templates. To address
this problem, we devise a threshold algorithm (TA) [7] to
compute top-k templates efficiently.

Our basic idea is to scan multiple lists that present dif-
ferent rankings of templates for an entity, and aggregate
scores of multiple lists to obtain scores for each template
(Pr(q,R)). For early termination, the algorithm maintains
an upper bound for the scores of all unscanned templates. If
there are k scanned templates whose scores are larger than
the upper bound, the top-k templates have been found. In-
terested readers are referred to [8] for more details.

4.3 SQL Generation from Templates
Given a query and a template, to generate SQLs, we need

to map each keyword to an attribute in the template. This
section proposes an SQL-suggestion model to suggest SQLs.

SQL Generation Model. To map keywords to a tem-
plate, we construct a set of keyword-to-attribute mappings
between keywords and attributes. A matching is a set of
mappings which covers all keywords. Then we evaluate the
score of each matching, find the best matching with the high-
est score, and generate SQL queries based on the matching.

SQL Ranking. We measure the score of each matching by
considering two factors: 1) the degree of each keyword-to-
attribute mapping in the matching; and 2) the importance
of the mapped attributes. The degree of a mapping from
a keyword q to an attribute A with a type t, denoted as
ρt(q,A), is used to determine whether q is relevant to A.
We consider three types of keyword-to-attribute mappings,
i.e., 1) the selection type (denoted as σ): q refers to data
instances of A; 2) the projection type (denoted as π): q
refers to the name of A; 3) the aggregation type (denoted
as ϕ): q refers to an aggregate function of A. We use the
relative frequency that A contains q to estimate ρσ(q,A)
and ρπ(q,A). ρϕ(q,A) = 1 if q is a function name (e.g.,
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COUNT, MAX).
We employ the entropy to compute the importance of an

attribute A, I(A). Let V = {v1, v2, . . . , vx} denote distinct
values of A and let fi denote the relative frequency that A
has value vi, and I(A) = −

∑x
i=1 fi · log fi.

Combining the two factors, we present the scoring func-
tion as follows. Consider a keyword queryQ = {q1, q2, . . . , q|Q|}
and a set of attributes A = {A1, A2, . . . , An} in a suggested
template T . Let M = {M1,M2, . . . ,M|M|} be a matching
between Q and T , where M ∈ M is a keyword-to-attribute
mapping of keyword qM and attribute AM . The score is

S2(M) =
∑

M∈M

I(AM ) · ρt(qM , AM ). (2)

Thus we first find the best matching (i.e., an SQL query)
from a template, which can be formulated as a weighted set-
covering problem and can be solved using a polynomial-time
greedy approximation algorithm. Then, we extend the al-
gorithm to generate top-k SQL queries by finding k best
matchings with highest scores in a greedy manner. Inter-
ested readers are referred to [8] for more details.
In summary, given a keyword query, we first find relevant

templates for the keywords using the threshold-based algo-
rithms. Then for each template, we generate corresponding
SQL queries using the keyword-to-attribute mappings.

4.4 Additional Features
We have implemented two prototypes for SQL-based search

on DBLP and DBLife datasets. For example, Figure 1(c)
shows a screenshot of a system on the DBLP dataset. We
describe the main features as follows.

Predicting the query intent from limited keywords:
Unlike existing SQL assistant tools and keyword-search meth-
ods, DBease focuses on predicting the query intent from
keywords and translating them into structured queries. Sup-
pose a user wants to find a paper with title containing “data”
and booktitle containing “icde” which is written by an au-
thor “wang.” After she issues a keyword query “wang data icde”
to the system, the system returns SQL queries, user-friendly
representation, and sample answers instantly. This search
paradigm is more expressive and powerful than the conven-
tional keyword search.

Assisting users to formulate SQL queries efficiently:
To reduce the burden of writing SQL queries without the loss
of expressiveness, we propose an effective ranking mecha-
nism to suggest the most relevant SQL queries to users. Sup-
pose that a user issues a query “count person stanford,”
she would be presented with the following SQL queries: (i)
Find the number of people whose organization is Stanford;
(ii) Find the number of people who give talks to Stanford;
(iii) Find the number of people who are related to Stanford.
The above SQL queries are useful for users to navigate the
underlying data, and can reduce the burden of posing queries
from several complex SQL statements to 3 keywords.

Improving the effectiveness of data browsing: Users
can browse the data by typing keywords and selecting sug-
gested SQL queries. In our systems, the answers are natu-
rally organized based on their corresponding SQL queries.
Each SQL query represents a group of records with the same
structure, which could help users find similar and relevant
records in one group and browse other potentially relevant
records in other groups.

5. EXPERIMENTAL RESULTS
We have implemented our techniques on several real datasets,

PubMed7, DBLP8, IMDB9, and DBLife10.
All the codes were implemented in C++. We conducted

the experiment on a Ubuntu machine with an Intel Core 2
Quad X5450 3.00GHz CPU and 4 GB RAM.

5.1 Improving Keyword Search
We evaluated the performance of search-as-you-type by

varying the edit-distance threshold τ . We used two datasets:
DBLP and PubMed. We selected 1000 queries from query
logs from our deployed systems. We implemented our best
algorithms and computed the answers in two steps: (1) com-
puting similar prefixes, and (2) computing answers based on
similar prefixes. Figure 7 shows the results. Our methods
could answer a query within 50 ms. The variant of our
method was about 8 ms.
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Figure 7: Efficiency of search-as-you-type.

5.2 Improving Form­based Search
We evaluated the performance of form-based search. We

used two datasets: DBLP and IMDB. We used a workload
of 40 thousand queries collected from our deployed system.
Figure 8 shows the comparison of average search time per
query of four algorithms: (1) SL-BF, which uses Single-
List tries and Brute-Force synchronization (do synchroniza-
tion for each keystroke), (2) SL-OD, which uses Single-List
tries and On-Demand synchronization (do synchronization
when search focus is changed), (3) DL-BF, which uses Dual-
List tries and Brute-Force synchronization, and (4) DL-OD,
which uses Dual-List tries and On-Demand synchronization.
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Figure 8: Efficiency of form-based search (IMDB).

We can see that both the dual-list tries and on-demand
synchronization can improve the search speed. If we use
these two together, the DL-OD algorithm can answer a query
within 50 milliseconds. Moreover, compared with search-as-
you-type, this method supports on-the-fly faceted search.

7
http://www.ncbi.nlm.nih.gov/pubmed

8
http://dblp.uni-trier.de/xml/

9
http://www.imdb.com/interfaces

10
http://dblife.cs.wisc.edu/
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5.3 Improving SQL­based Search
We evaluated effectiveness and efficiency of our method

(SQLSugg) and compared with Discover-II [11]. We used
two datasets: DBLP and DBLife. We selected ten queries
for each dataset [8]. We evaluated the precision of template
suggestion (Figure 9(a)) and that of returned answers (Fig-
ure 9(b)) on the DBLife dataset. We see that our method
outperforms Discover-II significantly. For example, the
precision of our method is much better than that of Discover-
II. The improvement of our method is due to the following
reasons. Firstly, compared with Discover-II, our method
allows users to search the meta-data (i.e., names of rela-
tion tables, or attributes), while Discover-II only supports
full-text search. Secondly, we group the answers based on
structures and employ a more effective ranking function.
We examined the efficiency of our SQL suggestion meth-

ods, and compared the query time with Discover-II. Fig-
ure 9(c) shows the experiment results on the DBLife dataset.
The results show that our methods outperform Discover-
II significantly. For example, consider the query time for a
keyword query with length 6 in Figure 9(c). Our method
outperforms Discover-II by an order of magnitude. More-
over, the query time of our method is very stable, and is
always smaller than 100 milliseconds. It indicates that our
method can suggest SQL queries in real time.
The improvement of our methods is mainly attributed to

the top-k template ranking algorithm. Discover-II exploits
a keyword-to-attribute index to find tuple sets that may
contain query keywords, and on-the-fly generates candidate
networks. Since the amount of candidate networks could be
large, especially for complex schemas, Discover-II is inef-
ficient to generate all candidate networks. For example, the
query time of Discover-II is hundreds of milliseconds on
the DBLife dataset with 14 tables. In contrast, our method
focuses on suggesting top-k templates according to our rank-
ing model. The result shows that the algorithm is very effi-
cient and can suggest template in real time.

5.4 Scalability
We tested the scalability of our methods for different search

paradigm. Figure 10 shows the scalability of efficiency of our
methods. We see the search time increased linearly as the
dataset increased. All average search time is less than 60
milliseconds and the variant is about 10 milliseconds. The
index size also increased linearly as the dataset increased,
as shown in Figure 11.

6. CONCLUSION
In this paper, we have studied a new search methodDBease

to make databases user-friendly and easily accessible. We
developed various techniques to improve keyword search,
form-based search, and SQL-based search for enhancing user
experiences. Search-as-you-type can help users on-the-fly
explore the underlying data. Form-based search can provide
on-the-fly faceted search. SQL suggestion can help various
users to formulate SQLs based on limited keywords.
We believe this study on making databases user-friendly

and easily accessible opens many new interesting and chal-
lenging problems that need further research investigation.
Here we give some new open research problems.

Supporting Ranking Queries Efficiently: Our proposed
techniques need to first compute all candidates and then
rank them to return the top-k answers. If there are larger

numbers of answers, these methods are expensive. To ad-
dress this problem, it calls for new techniques to support
ranking queries efficiently. Different from traditional search
paradigm, in search-as-you-type, there are multiple corre-
sponding complete keywords and inverted lists for each pre-
fix keyword. Existing threshold-based methods [7] need to
scan the elements in each inverted list to compute the top-k
answers and they are expensive if there are large numbers
of inverted lists. We have an observation that some inverted
lists can be pruned if the corresponding complete keywords
are not very relevant. Especially, we can prune the inverted
lists of complete keywords with larger edit distances. Thus
we have an opportunity to prune some inverted lists and
thus improve the search performance for ranking queries.

Supporting Non-string Data Types: Our proposed tech-
niques only support string data types and do not support
other data types, such as Integer and Time. Consider the
case where we have a publication database, and a user types
in a keyword “2001”. Based on edit distance, we may find
a record with a keyword “2011”. On the other hand, if we
knew this keyword is about the year of a publication, then
we may relax the condition in a different way with edit dis-
tance, e.g., by finding publications in a year between 1999
and 2002. This kind of relaxation and matching depends on
the data type and semantics of the corresponding attribute,
and requires new techniques to do indexing and searching.
Similarly, to support approximate search, we also want to
support other similarity functions, such as Jaccard.

Supporting Personalized Search: Different users may
have different search intentions, and it is challenging to sup-
port personalized search for various users. We can utilize
user query logs and mine search interests for different users
so as to support personalized search.

Client Caching: We can not only support server caching,
but also use client caching to improve search performance.
We can cache results of users’ previous queries and use the
cached results to answer subsequent queries. However it is
very challenging to support client cache, since it is hard to
predicate subsequent queries of users. We need to study how
to cache previous queries and corresponding results.
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Here are my Data Files. Here are my Queries.
Where are my Results?
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ABSTRACT
Database management systems (DBMS) provide incredible
flexibility and performance when it comes to query process-
ing, scalability and accuracy. To fully exploit DBMS fea-
tures, however, the user must define a schema, load the
data, tune the system for the expected workload, and answer
several questions. Should the database use a column-store,
a row-store or some hybrid format? What indices should
be created? All these questions make for a formidable and
time-consuming hurdle, often deterring new applications or
imposing high cost to existing ones. A characteristic exam-
ple is that of scientific databases with huge data sets. The
prohibitive initialization cost and complexity still forces sci-
entists to rely on “ancient” tools for their data management
tasks, delaying scientific understanding and progress.

Users and applications collect their data in flat files, which
have traditionally been considered to be “outside” a DBMS.
A DBMS wants control: always bring all data“inside”, repli-
cate it and format it in its own “secret” way. The problem
has been recognized and current efforts extend existing sys-
tems with abilities such as reading information from flat files
and gracefully incorporating it into the processing engine.
This paper proposes a new generation of systems where the
only requirement from the user is a link to the raw data files.
Queries can then immediately be fired without preparation
steps in between. Internally and in an abstract way, the
system takes care of selectively, adaptively and incremen-
tally providing the proper environment given the queries at
hand. Only part of the data is loaded at any given time and
it is being stored and accessed in the format suitable for the
current workload.

1. INTRODUCTION
Database systems can only achieve excellent query re-

sponse times given a number of low-level designing and tun-
ing steps, which are a prerequisite for the system to start
processing queries. A significant part of the initialization
cost is due to loading the data into files or raw storage ac-

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works,
provided that you attribute the original work to the author(s) and CIDR
2011.

5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA.

cording to a format specified by the DBMS, and to physically
designing and tuning the data set for the expected workload,
i.e., creating the proper indices, materialized views, etc. Flat
files of raw data are considered “outside” the DBMS, within
which data is viewed and massaged in specific formats. De-
spite that the assumption of control over the data placement
and format entails design advantages for the database sys-
tem, such a restriction prevents the wide adoption of DBMS
technology to new application areas, increases the bootstrap
time of a new application and leads to systems that either
are appropriate for only one scenario or need to be perenni-
ally re-tuned.

1.1 Accessing Flat Files
Both the research community and the commercial world

recognize the problem and several crucial steps have already
been addressed. For example, many commercial and open-
source database systems already offer a functionality that
allows a database system to immediately query a flat file.
The DBMS essentially links a given table of a schema with
a flat file and, during query processing, parses data from
the flat file on-the-fly. Oracle, for instance, offers an option
to have “external tables” while MySQL enables the “CSV
engine”. As a result, data can be queried without having
to explicitly load the raw data into the DBMS. In practice,
however, flat files are still “outside” the DBMS as there is
no support for indices, materialized views or any other ad-
vanced DBMS optimization. Query processing performance
is therefore lower when compared to the the performance of
queries running on “internal” tables, so the systems mostly
offer external flat files as an alternative way for the user to
load/copy data into normal DBMS tables rather than for
query processing. Consequently, even though current flat
file functionality is a significant step forward, the problem
is still an open one as there is still a long way to go towards
systems that require zero initialization overhead.

1.2 Motivating Example
Typically, scientific databases grow on a daily basis as

the various observation instruments continuously create new
data. Thus, the optimal storage and access patterns may
change even on a daily basis purely depending on the new
data, its properties, correlations, as well as the ways that
the scientists navigate through the data and the ways their
understanding and data interpretation evolve. In such sce-
narios, no up-front physical design decision can be optimal
in light of a completely dynamic and ever-evolving access
pattern. Therefore, people often rely on Unix-based tools
or on custom solutions in order to achieve bread-and-butter
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functionality of a DBMS.
Paying a heavy preparation cost for the unknown is pro-

hibitive if needed on a daily basis. Even simply loading the
data in the database is a significant investment and delay
for large data sets. Alternatively, one can write a quick
Awk script and immediately query any part of the data,
avoiding all hassle associated with designing schema, load-
ing data and tuning. Here follow a few example reactions
from scientists:

1. Why do I have to wait multiple hours for loading and
tuning? I am getting another Terabyte of data tomor-
row and I just want to quickly find out if the current
data is of any interest so that I go ahead and analyze
it.

2. Why should I have to load the whole data set? I just
need a small part now; I do not know if, or when, I
will need the rest.

3. How can I decide what indices to build or whether to
use column- or row-stores? I won’t understand the
data properties until after I’ve looked at it! Worse,
tomorrow could be a different story.

4. How should I know how to set-up a complex DBMS? I
am not a computer scientist. Hiring DB experts to set-
up and re-tune the system on a daily basis is extremely
expensive.

1.3 Contributions
In this paper, we argue towards a new generation of sys-

tems that provide a hybrid experience between using a Unix
tool and a DBMS; all they need as a start-up step is a pointer
to the raw data files, i.e., the flat files containing the data,
for example in CSV format. There is zero initialization over-
head as with a scripting tool but at the same time all ad-
vanced query processing capabilities and performance of a
DBMS are retained. The key idea is that data remains in
flat files. The user can edit or change a file at any time.
When queries arrive, the system will take care of bringing
the proper data from the file, and it will store it and evaluate
it in an appropriate way.

We first demonstrate the initialization overhead of DBMS
and the flexibility of using a scripting language. Then, we
demonstrate the suitability of a DBMS for data exploration,
when a quick glimpse over the data is not the only goal, i.e.,
when a user wants to repeatedly query the same data parts.
Finally, we describe our vision in detail. Various policies are
studied regarding how data can be fetched, cached, reused
and how this whole procedure can happen on-the-fly, inte-
grated with query processing in a modern DBMS. We pro-
vide a prototype implementation and evaluation over Mon-
etDB. Our results clearly show the potential and benefits of
the approach as well as the opportunity to further study and
explore this topic.

2. TO DB OR NOT TO DB?
This section provides more concrete motivation of why us-

ing DBMS can be of significant importance in new scenarios
like scientific databases, as well as of the fact that drastic
changes are needed, and ends by discussing our vision and
research challenges.

As a starting point we perform a study of how using a
DBMS compares against using Unix tools for query process-
ing. We compare the popular and powerful Awk scripting
language with a state of the art open-source column-store
DBMS, MonetDB. We use a 2.4 GHz Intel Core2 Quad CPU
equipped with one 32 KB L1 cache per core, two 4 MB L2
caches, each shared by 2 cores, and 8 GB RAM and two
500 GB 7200 rpm SATA hard disks configured as software-
RAID-0. The operating system is Fedora 12.

The set-up is as follows. The data set consists of a four-
attribute table, which has as values unique integers ran-
domly distributed in the columns. The queries are always
10% selective, and follow the template below (Q1):

select sum(a1),min(a4),max(a3),avg(a2)

Q1 from R

where a1>v1 and a1<v2 and a2>v3 and a2<v4

Figure 1 shows the results for various different input sizes
and two kinds of costs: the loading cost and the query pro-
cessing cost. For Awk there is no loading cost, while for the
DBMS, the complete loading cost has to be incurred before
we can process any data. For the query processing perfor-
mance of the DBMS, we report both hot and cold runs, as
well as evaluation over an adaptive indexing scheme. In the
next two subsections, we study these results from two per-
spectives; In the first part, we discuss clear disadvantages for
the DBMS, while in the second part we discuss clear DBMS
advantages. The third subsection then introduces our vision
for a hybrid system.

2.1 Why Not Databases
Let us first discuss the disadvantages of using a DBMS.

Loading Overhead. With the term“loading”we refer to
the procedure of copying the data from the flat files into the
DBMS. Our flat files are in CSV format. To process even a
single query in a DBMS we first have to incur the complete
loading cost. Thus, the first query response time can be seen
as the cost to load the data plus the cost to run the actual
query. Figure 1 shows that the loading cost of the DBMS
represents a significant bottleneck when it comes to large
data sizes. In other words, loading the data and evaluating
a query with the DBMS is much slower than simply firing
an Awk script. If we add the loading cost and the query
processing cost of the DBMS for the case of 1 Billion tuples,
it is 800 seconds higher than that of running an Awk script.
And of course, here we ignore the expert knowledge and time
required to set-up the DBMS (e.g., with the proper physical
design).

In addition, while the query processing performance of
Awk scales perfectly with input sizes, this is far from true for
the loading cost of the DBMS. Recall that the loading cost is
to be considered as part of the first query in a DBMS. What
actually happens is that for the smaller sizes everything fits
quite comfortably in memory and is never written to disk
during the experiment. For the input of the 1 Billion tuples
table, however, the system reaches the memory limits and
needs to write the table back to disk; exactly then, we pay
the significant cost of the loading procedure.

Not a “Quick Look” to the Data. This experiment
represents the ideal scenario for a DBMS, i.e., the query is
interested in all 4 attributes of the table. This way, even
for the case of 1 Billion tuples where loading is a significant
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cost, the DBMS did not do any extra work, i.e., it did not
load any unnecessary columns.

In scenarios like scientific databases though, it is typical to
have hundreds or even thousands of columns, while a query
might be interested in only a few of those. A DBMS has
to first load all columns before it can process any queries.
It has to own and replicate the complete data set. On the
contrary, a scripting tool like Awk can provide a quick and
“painless” gateway to the data. We can explicitly identify
the data parts we are interested in, while zero preparation
or pre-processing is required. We do not need to replicate
the data and we can actually edit the data with a text editor
directly at any time and fire a query again.

The above observations make scripting languages like Awk
a much more flexible and useful tool than a DBMS for in-
specting and quickly initiating explorations over large data
sets.

2.2 Why Databases
The previous section argues that Awk is great for a quick

glimpse of the data. The DBMS is not. For repeated queries
over the same data, however, Awk lacks the smarts to im-
prove performance; this is where the DBMS shines! Here,
we discuss these DBMS benefits.

Performance Gains After Loading. Let us ignore the
loading costs and concentrate purely on the query processing
costs in Figure 1. For all sizes, we see a consistent pattern
with the DBMS being significantly faster than the pure per-
formance the optimized Awk script can provide. No matter
if we look at cold or hot queries the DBMS is much stronger.
The indexed DB curve indicates an even better performance
using an optimized physical design, where storage is adapted
to the queries via index creation (in this case selections
and tuple reconstruction are significantly improved using
database cracking [12]). Especially as the data grows, the
DBMS is one order of magnitude faster. By having the data
loaded and stored in a proper format, the DBMS does not
have to go through an expensive tokenization and parsing
procedure again and again; it only pays this cost during
loading. Consequently, even the non-indexed DBMS runs
can materialize significant benefits over Awk that always
has to go through the flat files.

Exploratory Behavior Benefits. Advanced data man-
agement scenarios like the analysis of scientific data is far
from an one query task. It typically involves a lengthy se-
quence of queries which dynamically adapts based on how
the scientist interprets the data, continuously zooming in
and out of data areas representing an exploratory behavior.
A scripting tool has a constant performance that cannot im-
prove over time. A DBMS, on the other hand, has an one-
time up-front cost and from there on performance is very
good making it a great fit for when we know we are going
to query again and again the same data parts. In addition,
indices, optimizers and advanced operator implementations
guarantee near-optimal usage and exploitation of hardware
and workload properties. A DBMS can be tuned to prop-
erly scale to hundreds of nodes or CPUs, it can be tuned to
adapt to skew of data or queries, etc. On the other hand,
scripts typically are single threaded processes without the
notion of optimization and adaptation.

Fast Evaluation of Complex Queries. Experiments
with more complex queries show even bigger benefits. For
example a join query with a few aggregations on two 108

tuples tables (1 to 1 join) takes 387 seconds on a hash join
implementation in Awk, while it takes 247 seconds if we sort
the data (using the Unix sort tool) and then implement a
merge join in Awk (a 100 lines script). On the contrary, a
cold DB run takes 39 seconds while a hot one only 5!

Declarative SQL Interface. Expressing queries in the
declarative SQL language is a major benefit of a DBMS for
flexibility and query reuse/editing. On the contrary, with
Awk one has to be an expert in scripts. In addition, work-
load knowledge is needed for optimal performance. Our
scripts “match” the techniques used in an optimized DB
plan, i.e., push down selections, perform the most selec-
tive filtering first, etc. Even though using Awk in every-
day scripting is an invaluable tool, the overhead of writing
complex scripts to match SQL expressiveness should not be
underestimated. Our experience shows that, even for an ex-
pert, it requires several hours to produce efficient scripts.
A simple 1-2 line SQL query needs several tenths or hun-
dreds of lines in a scripting language. Thus, the even harder
part becomes that of maintenance and reuse. In our inter-
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action with scientists in EPFL, several of them admit that
they have numerous scripts that they either never attempt
to edit or they do not remember any more what they do.

We repeat the above experiments using also Perl instead
of Awk. This was two times slower than the Awk scripts.
Another heavily used tool is Matlab. It specializes in sce-
narios where heavy computation is needed. We did not try
it out in our experiments but nevertheless the argumenta-
tion remains the same as with all scripting and low level
languages. Similarly, one may actually write pure C code
which is expected to be faster for targeted queries than a
generic DBMS.

None of the methods above provides the flexibility and
scalability of a DBMS and of course they require expert tech-
nical knowledge as well as a good understanding of the data.
DBMS were built based upon this motivation; generic, ab-
stract and declarative usage of an information management
system that can actually perform very well. The users need
to care only about what they want to obtain from the system
and not about how to obtain it.

2.3 Vision & Challenges
The previous sections showed both major advantages and

disadvantages for using a DBMS. Here, we discuss our vision
towards a hybrid system that blends the best of scripting
tools and DBMSs.

2.3.1 The Vision
The ultimate goal is a system that avoids all the initial-

ization steps and hassles of a DBMS, but at the same time
it maintains and even enhances the potential performance
gains.

All you need to do to use it, is point to your data and you
can start querying immediately with SQL queries.

Without any external administration or control and with-
out any preparation steps, the system is immediately ready
to answer queries. It selectively brings data from the flat
files into the database during query processing. It adap-
tively stores these data into the proper format, adjusting its
access methods at the same time, all driven by the current
hot workload needs. Column-store, row-store and hybrid
storage and execution patterns all co-exist even for the same
or overlapping parts of the data set.

2.3.2 Challenges
The challenge is to make all this continuous and ever

evolving process as transparent as possible to the user via
lightweight adaptation actions and rapid response times.
Conceptually we strive to blend the immediate and interac-
tive feeling and simplicity of using Unix-like tools to explore
data with the flexibility, performance and scalability of us-
ing a DBMS. Some of the main research questions we have
to answer are the following.

1. When and how to load which parts of the data?

2. How to store each data part we load?

3. How to access each data part?

The first one represents a completely new problem. Up
to now in order to use a DBMS we need to completely load
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Figure 2: System Architecture

the data. There is no notion of partial, incremental and
adaptive loading.

For questions 2 and 3 the database community has done
extensive research to find the optimal storage and access
patterns for specific workloads and scenarios. Nevertheless,
there is no notion of an adaptive, ever changing, dynamic
storage and execution kernel.

2.3.3 Basic Components
The above goals open a broad research landscape, which

touches every corner of core database systems design. Load-
ing, storage and execution, they all need to adopt a self-
organizing nature, capable of adapting to the workload, re-
quiring zero or minimum human effort. The key to our re-
search path is that:

Queries become the first class citizen that define loading,
storage and execution patterns and strategies.

The components of the envisioned architecture as well as
the ways that these components interact can be seen in Fig-
ure 2.

An adaptive loading component will be responsible to al-
ways make sure that just enough data is loaded but also that
we can easily access the rest of the data if needed.

An adaptive store component will make sure that data is
stored in ways that fit the workload.

In the same philosophy, an adaptive kernel will at any
time contain multiple different execution strategies to best
suit the observed workload.

In the rest of this paper, in Sections 3 and 4, we provide an
initial study and an implementation prototype of adaptive
loading. This is the first critical component needed to realize
this vision. In addition, it probably represents the most
provocative of all challenges given that database systems
always like to fully control and manage the data in their
own format and environment as opposed to relying on flat
files. Section 5 sketches the research landscape. It discusses
in more detail the challenges and opportunities associated
with the adaptive store and the adaptive kernel concepts.
We also provide an extensive discussion of how several core
database design problems need to be rethought in this vision,
e.g., issues that have to do with updates, concurrency control
and robustness.
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3. ADAPTIVE PARTIAL LOADING
In this section, we study adaptive loading in more detail,

providing a series of techniques as well as an implementation
in a complete system.

3.1 Adaptive Loading Techniques
The goal for adaptive loading is to avoid the expensive

and resource consuming procedure of loading the complete
data set when this is not necessary. The direction is then
to only partially load data and the questions to answer are:
when we load, how much we load every time and of course
how we load.

For this initial study we will for simplicity assume a colum-
nar layout to focus purely on the loading part. This way,
here when we refer to data loading, this happens at the
granularity of columns (or parts of it) resulting purely in an
array-based storage form underneath. Row-store formats
and hybrids, they all pose slightly different challenges waiv-
ing away some of the problems a column format poses but at
the same time adding new ones. The analysis below demon-
strates the potential of adaptive loading and indicates po-
tential benefits from further detailed studies.

3.1.1 When
Assuming dynamic and evolving scenarios without up-

front clear knowledge of what to expect, the decision is to
load dynamically and partially during query processing. This
way, we achieve the zero cost initialization property as all
loading responsibility is transferred to queries, just as it is
with scripting tools.

3.1.2 How Much
Again, assuming no workload knowledge, the decision is

to do the minimum possible investment at every time. This
way, for each query we process, we make sure we have all
necessary data in order to correctly and completely answer
it. In other words, incoming queries not only trigger loading
but also define how much we load based purely on their
needs.

One direction here is to load complete columns at a time,
having only the hot columns loaded. When a query comes,
make sure that all needed columns are there and if any are
missing, then go back to the flat file to load the needed part.

A second direction is to only partially load columns in
order to reduce the loading overhead even more. This can
be thought of as pushing selections down into the loading
phase. Loading only qualifying data ensures a minimum
possible per query overhead and a minimum possible storage
footprint. This is ideal for exploratory scenarios where the
user “walks” through the data space, periodically zooming
in and out of specific data areas. However, an extra cost
and complexity is involved in needing to maintain a table
of contents so that we know what portions of a column are
loaded. Naive strategies might have to go back to the flat
file too often.

3.1.3 How
We can identify two topics here. First, how do we fit these

techniques in the software stack of a DBMS. Second, how
do we actually access the flat files in an efficient way.

We design new adaptive loading operators which are plugged
into query plans and are responsible to bring the missing
data. These operators mimic the pure loading procedure of

a DBMS. The difference is that they can selectively bring
data from a file. Such an operator can load, on-the-fly, any
combination of columns from a flat file. We also experi-
mented with operators that load only one column at a time.
This is simpler to design but it turns out to be much more
expensive due to the need to touch the flat file multiple times
within a single query plan. For each column, we also keep
additional metadata information that indicates whether this
column is loaded or not, and if it is loaded then we maintain
the information of which parts are already loaded and where
and how they are stored. A tree structure that organizes the
data parts of each column based on values is sufficient, e.g.,
an AVL-tree or a B-tree.

The general idea is that after all optimization of the origi-
nal query plan is finished, a new optimizer module/rule takes
over to rewrite the optimized plan into a query plan that
properly contains the new loading operators. For each col-
umn that is marked as not fully loaded we potentially need
to act. For each table referenced in the plan, the optimizer
will add one adaptive load operator to bring in one go all
missing columns or parts of them based purely on which
columns or parts we miss for the current query. This way,
the system can handle in the same query plan both kinds
of tables (already loaded or not), as well as combinations of
columns and tables which have different portions loaded at
any given time.

In our current implementation and query plans, these op-
erators are plugged in as close as possible to the operators
that need the relevant data. Although this is a very reason-
able first approach, one can think of optimization scenar-
ios where the loading operators are plugged in dynamically
while the query is running, when the system realizes that it
has the resources to do some of the extra I/O and processing
necessary. In addition, here, for simplicity we assume that
the original DBMS optimizer rules are optimal for the new
kernel as well. Naturally, this may not be true (at least not
always) opening a research line that introduces specific opti-
mizer rules and plans for such adaptive systems. Taking into
account the expected costs and delays of adaptive loading
operators, with respect to the actual work that they need
to do for the current query, might lead to different decisions
early in the optimizer pipeline.

3.2 Experimental Results
Here we provide early results of our implementation in

an open-source column-store, MonetDB. We test our imple-
mentation against the normal MonetDB system and against
the MySQL CSV engine. The latter is a recent engine op-
tion of MySQL which allows to directly query flat CSV files.
It provides the flexibility of querying a flat file with SQL
but it does not provide the DBMS benefits as it resembles
a Unix-tool like Awk in that it needs to read the data again
and again for every new query, i.e., it does not load the data
in any way, optimize the layout, etc.

We implemented new adaptive loading operators and query
plans in MonetDB. These operators can be plugged in query
plans to provide on-the-fly loading of only the necessary
data. From a high level point of view the operators work
as follows. The flat file is split into multiple portions hori-
zontally. Then, multiple threads take over to tokenize each
portion. Tokenization is done in two steps for each file por-
tion. First, we identify where each row begins. Then, within
each row we find out where the relevant columns are. While
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tokenizing a given row to identify the needed columns, once
all required columns are found the tokenization for this row
can stop., i.e., there is no need to tokenize any columns not
needed for this query. In addition, if the where clause is
pushed into the loading operator, then once a needed at-
tribute is tokenized, it is parsed and the relevant predicate,
if any, is applied on-the-fly. This allows us to abandon the
tokenization of a row as soon as a predicate fails to qualify
for this row. After all tokenization is done, then multiple
threads take over to parse the values and put the proper
values in the proper columns and in the proper order. The
process continues until all horizontal portions are read.

Figure 3 shows results on a 108 tuples table. It contains
4 attributes of unique integers and we use Q2 queries as
follows.

select sum(a1),avg(a2)

Q2 from R

where a1>v1 and a1<v2 and a2>v3 and a2<v4

Each query uses two attributes and is 10% selective. Here
we first run 10 random queries that use the first two at-
tributes of the file and then we run another 10 that use the
last two attributes.

The MonetDB curve represents the normal database be-
havior where everything is fully loaded up-front. Here, the
complete loading cost is attached to the very first query,
representing a significant delay. Every query after that is
fast as it exploits the already loaded data (no indices are
created here). The CSV engine of MySQL demonstrates a
stable performance. Having to read and analyze the com-
plete flat file for every query brings a constant response time
throughout the query sequence. The Column Loads curve
represents our new query plans in MonetDB that on-the-fly
load the needed columns missing from the current storage.
The cost of the first query is roughly half the cost of the
normal database query representing a significant gain. The
next 9 queries enjoy very good performance similar to that of
plain MonetDB. These queries also need the same attributes
as the first one, so all needed data is already there and no
extra actions are needed, leading to similar performance as
that of MonetDB. Query 11 though needs a completely dif-

ferent set of data and thus it on-the-fly needs to load the
missing columns. However, again this is much faster than a
complete load and all queries after that can exploit this to
gain good performance. Overall, both the MonetDB curve
and the Column Loads curve spent similar amount of time
in loading. However, the Column Loads curve spends this
cost only when it is needed, allowing for faster initializa-
tion of data exploration. The cost is spent only when and if
necessary, i.e., if the workload never demanded some of the
columns of the file, those would never be loaded.

Finally, the Partial Loads curve represents query plans
with loading operators that can perform filtering on-the-fly.
Only the values that qualify the where clause are loaded,
allowing the loading operators to shed extra cost by mini-
mizing the actions on non-qualifying data. Complete tuples
in the flat file can be ignored as soon as one of the predi-
cates in the where clause fails for a given tuple which allows
the adaptive operator to immediately stop any further pars-
ing and loading actions in this row. This kind of partial
adaptive loading has the side-effect of creating intermediate
results that are identical to what a selection operator over
the complete column would create. This way, the query plan
can then continue from this point on, avoiding all the where
clause operators.

For this specific experiment, Partial Loads throws away
the data immediately after every query. Thus, this rep-
resents the potential benefits of the most lightweight direc-
tion of never “really loading” anything, never paying the I/O
cost to write the data back to disk and always reading just
enough from the file by exploiting early tuple elimination
while parsing. However, given that we have to go back to the
file for every query, as MySQL does, performance remains
quite stable with no room for improvement. Multiple varia-
tions of the above are possible, shaping up an optimization
problem. In the next section, we present a variation where
Partial Loads does not throw data away and future queries
can actually reuse them if they overlap.

4. DYNAMIC FLAT FILE ADAPTATION
The previous section showed some very promising results.

Loading can be done incrementally and it can be added in
the software stack of a modern DBMS. Given though the
inherent costs of reading and analyzing flat files, these results
indicate that a significant cost is involved every time we need
to read from a file due to missing data. Here, we study this
problem and sketch a solution that goes even more beyond
the traditional loading schemes.

4.1 Split Files On-the-fly

4.1.1 I/O Overhead
Going back over and over to the full file has the inherit cost

of requiring to bring the complete file from disk, tokenize and
parse a part of it over and over again. When the complete
file needs to be loaded, it is justified to pay this cost. In our
case, though, we are incrementally loading the data and we
have to go back to the file at multiple occasions; flat files are
organized in rows but the queries ask for specific columns.
Thus, this is exactly the same problem as in the typical row-
/column-store environment where a column-store has the
advantage of selectively reading only the necessary columns
for a query, while a row-store needs to read everything no
matter what the query needs are.
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4.1.2 Tokenization Overhead
A second problem with a monolithic flat file is that ev-

ery time we need to load a different attribute or part of it,
we need to tokenize all attributes that appear before our
target in the file. For example, if we want to locate the
5th attribute in each row of the file, we need to tokenize
the previous 4 so that we know when we reach the 5th one,
even though these attributes are not relevant for the cur-
rent query. If for a future query we need to load part of
attribute 6, then again we need to tokenize all previous 5.
Maintaining information on where each attribute starts is
prohibitive as this is different for each row; assuming fixed
length attributes is unrealistic in general. Even if we had
such knowledge, we still have the inherit cost of needing to
read the complete raw file from disk even if only a few of
the values are needed.

4.1.3 Splitting Flat Files
The direction to follow here is to try to amortize the load-

ing cost over the sequence of queries, making sure that we
do not perform the same actions over and over again. To
achieve this, we have to eliminate the need to repeatedly
read the complete file. At the same time, we want to avoid
tokenizing the same part multiple times. Both of these goals
can be achieved if we incrementally and adaptively split the
file during the loading phase such as future loading steps can
locate the needed data much easier.

For example, say we need to load column A. With the
techniques of the previous section, we have to go through
every row of the file and tokenize it until we locate column
A. Then, we parse and load this value and ignore the rest
of the row. Thus, for every row of the file, we have paid the
cost of tokenizing every attribute before A, but we have not
tokenized any attribute after A.

4.1.4 Dynamic File Partitioning
To exploit our current efforts in future queries, one direc-

tion is to on-the-fly create a few supporting structures as a
side-effect of loading. For example, here we can create one
new flat file for each attribute we tokenized and one flat file
for all attributes we did not tokenize. This way, when in fu-
ture queries we need to load any attribute which is already
tokenized, we can simply read the respective input file con-
taining only the needed values. The befit is twofold. First,
we completely avoid the overhead of reading the rest of the
input data. Second, loading the column becomes much sim-
pler since the file contains only the needed column and thus
tokenization involves only separating the values by recogniz-
ing the end of each row. Even if we need an attribute from
the non-tokenized ones, again we gain by reading and ana-
lyzing only part of the flat file and thus progressively making
the loading cost less and less as we gain more knowledge.

4.1.5 Learning
Conceptually this can be thought of as “file cracking”, i.e.,

similar to database cracking [12] that dynamically reorga-
nizes columns inside a DBMS based on queries, file cracking
dynamically reorganizes flat files to fit the workload needs
and ease future requests. The concept of cracking is to learn
as much as possible when touching data and with lightweight
actions reflect this knowledge. The same mentality can be
applied here with several research directions to study to-
wards on-the-fly maintaining a more sophisticated table of
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contents over the flat files. Every time we touch a file, we
learn a bit more about its structure, e.g., the physical posi-
tion of certain rows and attributes. Solutions that provide a
more active reorganization of the flat files are also possible
in order to introduce even more knowledge. Identifying and
exploiting this knowledge in the future can bring significant
benefits.

4.2 Experimental Results
We implemented the split file functionality in our Mon-

etDB implementation of adaptive loading. During tokeniza-
tion, the already seen columns which do not qualify for the
current query are not ignored as before. Instead, pointers
to the values of each column are collected into arrays and
once all tokenization is finished, they are written in one go
in one separate file per column. The non tokenized columns
are written in a single separate file. The system then has
to update its table of contents regarding where subsequent
queries can find each column.

Figure 4 shows the results. We use a 12 column table of
1 billion tuples and Q2 queries. Every 2 queries we use 2
different attributes of the table until all attributes have been
used, running 12 queries in total. In order to emphasize
the best and the worst case for each technique, the second
query in each run is simply a rerun of the first, i.e., we run
6 different queries, and each query runs twice. The y-axis in
Figure 4 is trimmed at 3.5∗103 seconds while the first query
of MonetDB reaches 11∗103 seconds. In addition, for better
presentation the x-axis shows the first 7 queries as the rest
of the sequence maintains the same performance patterns.

The performance of MonetDB and Column Loads is sim-
ilar to our previous experiment; MonetDB loads the data
completely with the first query, while Column Loads loads
incrementally whenever missing columns are needed. With
Column Loads we load only the necessary columns every
time essentially amortizing the loading cost across the work-
load. Query 1 loads fully 2 of the columns. Then Query 2,
needs the same columns and thus it can provide a perfor-
mance similar to MonetDB as no extra actions are needed;
not all data is loaded but all necessary data is there. The
Partial Loads V2 manages to produce smaller peaks by se-
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lectively loading only the necessary values. Unlike the ex-
periment in Section 3, here Partial Loads maintains the data
between queries providing incremental loading.

The effect of the Split Files technique is that it can pro-
duce even smaller peaks. In this case, in order to emphasize
the best and worst behavior, the very first query asks for
the two attributes that appear last in the flat file. This way,
it is the first query that does all the heavy work of split-
ting the complete file and thus demonstrates the worst first
query case. Even so, the start-up cost is roughly 4 times
smaller than that of MonetDB. In the general case, the split
file efforts will be amortized among many queries and thus
the performance of the first query will be even more attrac-
tive. If we look at what happens after the first query, then
Split Files achieves an ultimate performance similar to that
of MonetDB and thus providing all performance a modern
DB can promise. In addition, compared to Partial Loads
and Column Loads it reduces the cost of dynamically going
back to the flat file, i.e., it is 2 times faster than Partial
Loads and 5 times faster than Column Loads. The gain
comes purely by the need for less I/O and parsing effort.
Every time something is missing, Column Loads and Par-
tial Loads have to go back to the complete raw file, while
Split Files can just read the individual files containing the
minimal subset needed for the query. This time, this rep-
resents the best possible behavior given that the first query
has already done all the file splitting.

4.2.1 Summary and Research Questions
The analysis above demonstrates a clear potential. It also

raises several research questions, e.g., how much of the flat
file should we bring inside the DBMS? By bringing more
data than a query needs, we penalize single queries with
actions that might never prove useful. By bringing exactly
what a query needs, we have higher chances of needing to go
again back to the flat file, penalizing queries that represent
a shift of the workload. Splitting the file dynamically helps
but it potentially doubles the needed storage budget and
loses (or makes more complex) the ability to directly edit
the flat files via any text editor and immediately fire an
SQL query. Quantifying and modeling the various actions
is also needed to take educated actions.

5. RESEARCH LANDSCAPE
In this paper, we set a challenging goal towards fully au-

tonomous systems that consider flat files as an integral part
of their structure. The goal is to achieve a zero initialization
overhead; just point to the data and start firing SQL queries,
progressively achieving similar performance with that of a
modern DBMS.

The initial designs and experimentation shown in the pre-
vious section verify that this is indeed a feasible direction.
We clearly show that what is considered as a given fact in
modern database systems regarding complete and expensive
up-front data loading can be reconsidered.

The task of a complete study of this vision expands over
several core database topics and requires an in depth anal-
ysis. In this section, we sketch the most important of these
topics towards our vision and we provide initial ideas and
discussion for the adaptive storage module, the adaptive ker-
nel module as well as for updates, concurrency control, ro-
bust performance, etc.

5.1 Adaptive Store
The storage layout is of critical importance. In our vision,

storage is created on-the-fly as data is incrementally brought
from the flat files into the system. In fact, the storage layer
consists of two parts: (a) the flat data files and (b) the data
that the engine creates to fit the workload, the Adaptive
Store.

5.1.1 Continuous Adaptation
The adaptive store is an ever changing layer that contin-

uously adapts to the workload. The key point here is that
all this happens on-line when we actually have information
that we can exploit towards making these decisions. The
queries themselves provide this information. This way, we
can continuously create the “optimal” representation for the
query at hand.

In the adaptive store the notions of base data, index,
materialized view and projection are blurred. The adap-
tive store may contain data in any format, i.e., row-store,
column-store, as well as PAX and its variations. For exam-
ple, while loading data dynamically and partially, instead
of merely creating columns to store the data, the system
can choose the optimal format for the current query that
triggered this loading action.

Multi-format Data. In the same spirit as with the
above observations, it is not necessary that all data for a
given table follows the same format. On the contrary, dif-
ferent parts of a table may follow completely different for-
mats. Queries dictate the format of the data parts they need
and different parts of the same table may be of interest to
different queries. By letting independent queries make inde-
pendent decisions on how to store the missing relevant data
and how to exploit existing already loaded relevant data, the
system self-organizes to match the workload.

Multi-format Copies. The same part or overlapping
data parts may be replicated multiple times in multiple dif-
ferent formats in order to service different kinds of queries.

Multi-file Data. A single data instance in the adaptive
store may contain snippets from multiple raw data files, ef-
fectively providing partial denormalization as needed by the
queries.

Data Padding. Data padding is a powerful tool to fully
exploit modern hardware. For example, [15] shows that data
padding techniques can successfully be integrated with exe-
cution strategies that are aware of the padding and through
bitwise operations provide efficient database query process-
ing. A system that can exploit proper padding in an adap-
tive way and combine this with the rest of the data place-
ment and execution decisions discussed above, leads to an
optimal performance, adapting to its hardware potential.

5.1.2 Strategies
There are two extreme strategies one may implement re-

garding how to manage the adaptive store. In the first one,
we target for simplicity, i.e., for every incoming query that
is not fully covered by the data which is already loaded, we
blindly treat this query as if all the tuples it needs are miss-
ing. This means that we will fetch everything from the flat
files, including tuples that potentially are already loaded.
Then, we create a completely new view to store the newly
loaded data. In the second extreme, we always try to min-
imize the footprint of the adaptive store, i.e., for every in-
coming query we identify the missing tuples and we load
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only those. Then, we have to update the proper structures
in the adaptive store to reflect the new information as well
as combine the existing relevant tuples such as to answer the
current query.

Naturally, the second approach is more complex than the
first but it gives more flexibility to exploit the adaptive store
and cover a bigger percentage of the active workload. The
research challenges here are in designing efficient techniques
to implement strategies like the one described above as well
as study the field between those two extremes.

5.1.3 Life-time
Multiple interesting scenarios may be studied regarding

how long we need to keep data alive. Data parts loaded via
adaptive loading and stored in any format may be thrown
away at any time. The only cost is that of having to reload
this data part if it is needed again in the future.

For example, one approach can be that the adaptive store
is purely memory resident. In this case, loaded data is never
written to disk and stay alive only as long as there is enough
memory. Once a more “useful” piece of data is needed, an
old one is thrown away. Alternative approaches may exploit
flash disks as an intermediate layer such as to minimize the
effort when data needs to be reloaded.

Designing efficient strategies and algorithms on how to
maintain data is of significant importance as it can affect
drastically run time performance.

5.2 Adaptive Execution
Proper data placement adapted to query processing can

give significant boost in performance by optimizing I/O and
cache performance. However, in a system that supports mul-
tiple data layout formats, we also need multiple processing
strategies to fully exploit the potential of the different lay-
outs.

For example, a pure column-store uses a drastically dif-
ferent execution strategy than a pure row-store in order to
benefit even more from the columnar layout. This trans-
lates to different operators and different data flows, leading
to very different implementations of the DBMS kernel as
well as the optimizer. Pure column-store operators, operate
on one or at most two columns at a time. Their advantage
is simple code, data locality and a single function call per
operator. The disadvantage is that they need to materialize
intermediate results which may prove fairly expensive when
for example we need to operate on multiple columns of a
single table. Row-store operators, on the other hand, op-
erate in a volcano style passing one tuple at a time from
one operator to the next. No materialization is needed but
numerous function calls are required.

5.2.1 Adaptive Kernel
In the same philosophy as with the adaptive store en-

visioned above, here we argue towards an adaptive kernel
where at any given time multiple different execution strate-
gies are possible to better fit the workload.

The kernel may contain any kind of operator implementa-
tions that better fit the data in the adaptive store based on
the query patterns. And should be able to create any kind
of query plan to better exploit those operators.

5.2.2 Hybrid Operators
Other than using pure row-store or column-store opera-

tors, there is also a clear space for hybrid operators. For ex-
ample, when we need to compute an aggregation over three
attributes, a new operator that in one go computes the total
aggregation would provide the best result, i.e., operating in
a column-store like fashion but with a row-store like input.

Combined with optimal hybrid storage, hybrid operators
are expected to have a significant impact on system behav-
ior as it essentially means that we always get the optimal
storage and access patterns.

5.3 Auto-tuning
The adaptive store and the adaptive kernel envisioned in

the previous sections aim in always maintaining the best
possible layout and execution mechanisms as the workload
evolves. The adaptive loading procedures keep feeding the
store and the kernel with just enough data as needed.

Several challenges arise to satisfy all these requirements.
Probably the most challenging of all is the question of how
the system reaches a good set-up as well how it adapts when
the requirements change again. Up-front materialization of
all possible storage patterns is not feasible given the nu-
merous combinations leading to storage and maintenance
problems. Similarly, up-front implementation of all possible
operators/access patterns is not possible given the numer-
ous combinations of inputs and operations to be considered.
This way, a dynamic mechanism is needed to on-the-fly cre-
ate not only the appropriate data layout but also the appro-
priate operators and plans to match the current workload.

The main challenge is to define and develop the adaptation
mechanisms and steps that transform the raw data and the
initially “ignorant” kernel into the best fit system for a given
workload. Other than the technical challenges, for this we
first need to answer the following (high level) questions:

1. What is the best execution pattern for a query set?

2. What is the best storage layout for a query set?

3. How and when we actually adapt?

5.3.1 Identifying Optimal Strategies
Questions 1 and 2 require an extensive benchmarking of

all possible hybrid storage and execution patterns to under-
stand and model the performance. Even though extensive
and important research was introduced in recent years, still
one cannot argue with certainty which storage and execu-
tion strategy is the best for a given scenario especially when
hybrids strategies and execution are thrown in the equation.
This is an open research question.

5.3.2 Adaptation Triggers
Question 3 goes deep into the new architecture character-

istics and of course hide numerous more fine-grained ques-
tions. As we discussed earlier, in order to assist the adap-
tive nature, the initial choice is to trigger adaptation based
purely on the query needs. Changes in the storage or exe-
cution layer become a side-effect of query processing. Nev-
ertheless, several issues naturally arise regarding what can
trigger and guide adaptation. One could consider multiple
queries at a time, system and hardware parameters, etc.

5.3.3 Re-organization
The adaptive store and the adaptive kernel are ever evolv-

ing structures. They continuously change their shape to fit
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the workload but also to adapt to restrictions, e.g., stor-
age restrictions. Data in the adaptive store may be refor-
matted on-the-fly if the workload indicates towards a more
fine-tuned storage layout. Similarly, the kernel may alter its
execution strategies to follow such changes.

Furthermore, existing data and operators may be thrown
away at any time to make room for new ones based on the
workload. This may be done, either to deal with storage
restrictions, to ease updates or simply to lead to a more
lightweight and thus better performing system.

5.4 Updates and Concurrency Control
Updates and concurrency control is one of the hardest top-

ics in database design. In our proposed vision these topics
become slightly more complex due to the continuous data
reorganization. There is though a plethora of interesting
ways to resolve these issues.

Regarding updates, the issue is how to update an already
loaded table R. There are two reasons why we would like
to update such a table. The first one is that the flat file
has changed, e.g., because the user updated it via editing
with a text editor. The second one is that we might want to
extend R with more data. Recall that in our design loaded
tables are partial views of the actual data that belong in a
table. The data materialized reflect the workload needs and
it is based on design choices. For example, we have seen
techniques in this paper, where in a column-store architec-
ture we do full or partial loads. When we do full loads, this
means that the very first query that requests a column A,
will completely load column A, while with partial loads it
will only load the portion of A needed. The second choice
means that future queries needing A and not covered by
the loaded portions, will need to update the existing struc-
tures. The second scenario brings concurrency control issues
as well. Multiple queries might be asking for the same col-
umn at the same time, meaning that these queries have to
touch and update the same loaded table with data brought
from the flat file.

One easy solution to all the update and concurrency con-
trol scenarios is to treat each request independently and each
table as a completely auxiliary data structure that we are
not afraid to lose. For example, each incoming query that
is not fully covered with whatever is already loaded in the
database will be treated as if it is the first query for the data
needed. This way, it will create its own table portions but
without incurring any conflicts on the way. Similarly, every
time a flat file is updated, we can simply drop all relevant
tables that have been created with data from this file.

The advantage of the above approach is simplicity. The
research challenge here is to investigate differential methods
and proper locking strategies for updates such as to avoid
extensive data replication, share as much work as possible
between concurrent queries and to avoid extensive trips back
to the flat files.

5.5 Robust Performance
Any adaptive method may suffer from a non robust per-

formance. For example, the worst case scenario in a system
with adaptive loading is one where the data parts loaded
are never used. Say, we have a memory limit of X bytes.
Queries arrive and start creating more and more tables and
feed them with data from the flat files. Say that no query is
covered by any existing table and thus all queries have to go

back to the flat files. Then, we reach the storage limit and
we start dropping tables. Thus, all the effort of incremental
loading is wasted.

Another similar scenario is the case of incrementally load-
ing a column with partial loads where each query brings
from the flat file only the portions that it needs. Individu-
ally each query is much faster than one with full loads as we
saw in our experiments. However, in the worst case scenario
we will have to go back to the flat files as many times as the
tuples in a column. Say for a column of N tuples we receive
N queries one after the other where each query fetches only
one of the N tuples. In this case, doing a full load with
the first query is a much better approach as it avoids the
extensive I/O.

Thus, the challenge, for providing a robust performance
relates to a continuous process to monitor the system perfor-
mance and the workload trends such as we can continuously
adjust critical decisions that may significantly affect perfor-
mance, i.e., how much data to fetch from the flat files with
every query, whether to replicate tables or use a single in-
stance of each one, whether split the flat files or not, etc.

5.6 Schema Detection
Another important research topic is automatic schema dis-

covery. When the user links a collection of flat files to the
database, a schema should be defined. Ideally, this should
be done without any input from the user. Following a simple
strategy, each flat file can be mapped to a table. In the to-
kenization phase, the columns of a given row are identified,
each column becomes an attribute of the table and we ex-
amine each attribute to figure out its proper data type. This
task is performed only once during the first query execution.

Nevertheless, all schemas are not equally good; many times
integrity constraints and functional dependencies are impor-
tant. Advance techniques such as database normalization,
data de-duplication and data cleaning can be considered and
we cannot expect that the structure of the flat files reflects
a good schema for the query workload indented.

6. RELATED WORK
There have been several important milestones in the re-

search literature that brought us to this research line. In this
section, we briefly discuss related work that inspired the vi-
sion of this paper. There has been related work in multiple
aspects of database research, mainly related to external ta-
bles functionality, self-organization and hybrid storage lay-
outs.

6.1 External Tables
Flat files were always considered “outside” the DBMS en-

gine. The general guideline is that a DBMS has to load the
data completely before it can do anything fancy with it. Re-
cently, there have been a number of efforts both in industry
and in academia to partially attack this problem.

FlatSQL [16] claims the usefulness of using SQL to ex-
press queries over flat files. The main motivation is that one
can use SQL, i.e., a declarative language as opposed to a
scripting one to interact with the system. Under the covers,
FlatSQL translates SQL to Awk scripts so it can actually
query the flat files. This work was mainly motivated by
scientific applications and it shows that the motivation for
using a DBMS is not only raw performance but also several
of the features that make DBMSs friendly to the user.
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In [22], the SciDB project presents a collection of essential
features needed for modern scientific databases with huge
data loads. The ability to query raw data by minimizing
the overhead of loading was included as one of these features
that modern DBMSs need to support so they can be useful
for scientific data analysis.

More recently, several open source and commercial database
systems include the functionality of external tables. The
idea is that the system can read directly from flat files trig-
gered by an SQL query. Nevertheless, current designs do not
support any advanced DBMS functionality. In other words,
they provide the same benefits as with FlatSQL but without
the need to call Awk. In terms of performance though, this
cannot match a normal DBMS as it needs to continuously
parse the data.

The vision provided in this paper goes multiple steps fur-
ther. By allowing not only to access flat files via SQL but
also to selectively and dynamically load part of the data
and store it in what essentially is an index-like format, we
can combine both the ease of using SQL and the superior
performance of exploiting a traditional database engine.

6.2 Self-organization
Self-organization has been studied in multiple problems of

database research. The main goal of any technique in this
front is to reduce or eliminate the need to tune the system
which in turn significantly reduces both the user input re-
quired and the time needed to reach a highly tuned system.
Typically, this means an effort to automatically select and
create indices, materialized views, etc.

Auto-tuning Tools. For example, there has been a sig-
nificant line of work in the area of auto-tuning tools, e.g.,
[1, 3, 4, 20, 23, 25]. These tools automatically select the
proper indices given a representative workload. They can
even take into account the available storage budget that we
can devote in the auxiliary structures, the cost of updates,
etc. Nowadays, these are invaluable tools when setting up a
new system. This is typically an off-line approach, i.e., it re-
quires a priori workload knowledge and enough idle time to
analyze the representative workload. More recently, there
have been efforts in adapting these tools towards a more
on-line approach [4, 20]. In this case, the system can start
with zero indices, then monitor incoming queries and per-
formance and eventually come up with a set of candidate
indices that match the running workload.

Adaptive Indexing. A second line of work is adaptive
indexing, i.e., database cracking and adaptive merging [7, 8,
9, 14, 12, 13]. With such adaptive indexing techniques, index
selection and index creation happens as a side-effect of query
processing. The user does not have to initiate any tuning
or provide a representative workload. At any given point in
time, an adaptive index is only partially optimized and par-
tially materialized such as to fit the current workload and
storage budget. As queries arrive, the index representation
adapts at the physical level to fit the workload. For example,
the basic cracking techniques can be seen as an incremental
quick sort whereas the basic adaptive merging techniques
can be seen as an incremental external sort. For example,
in the MonetDB implementation of database cracking and
adaptive merging in a column-store, each operator (a se-
lection, a join, etc.) physically reorganizes the arrays that
represent its input columns using the query predicates as an
advice of how the data should be stored.

Blink. Another recent research path is the Blink project
from IBM [15, 19, 17]. Recognizing that index selection, ex-
ploitation and tuning is a major hurdle, Blink completely re-
moves these steps. The motivation is that the system should
be usable with minimum tuning; there are no indices and
there is no optimizer. Blink combines several novel tech-
niques to deliver high performance out of the box. Some of
the core technologies include denormalization, compression
via frequency partitioning and a run-time kernel that can
operate directly on compressed data. Frequency partition-
ing allows to create multiple partitions of the data, collect-
ing similar values from each attribute in the same partition
and compressing them with fixed length codes per parti-
tion. This way, Blink achieves both high compression and
high performance, since at run time the kernel can exploit
vectorized query processing. In addition, Blink packs several
tuples into CPU registers and operates on blocks of tuples
at a time even in compressed form. The end result is high
performance with zero or minimal tuning; the user needs to
simply load the data.

Our Approach. All research effort described above, re-
lates to ours in that it tries to improve the user experience
regarding the tuning effort needed. However, our vision goes
a significant step further to introduce the self-organization
flavor all the way to the very beginning of the user experi-
ence, i.e., before even loading the data. All existing efforts
help only after the data is completely loaded. We expect
that several of these ideas will apply to our vision as well.

6.3 Storage Layout
Trying to create a hybrid store has been the subject of sev-

eral seminal papers over the years, e.g., [2, 10, 18, 11, 21, 24].
Lately, the issue has received wide recognition by the com-
mercial world as well, with big vendors and new start-ups
pushing out hybrid technologies, e.g., Oracle, Greenplum,
Vertica and Vectorwise. Previous work was mainly focused
on improving the way data is stored, bringing the I/O or
cache benefits of a column-store design to a row-store setting
but leaving the execution part as is, i.e., using N-ary process-
ing. Other work [26] also demonstrates that significant bene-
fits may come from combining the NSM and DSM execution
strategies. Building on top of a pure column-oriented stor-
age layout, it shows that it is beneficial to change between
NSM and DSM execution strategies on-the-fly. In fact, at-
tempts for hybrid designs began even earlier when vertical
partitioning was the main tool to improve performance with
respect to the I/O, e.g., [5].

More recently [6] proposes a declarative language interface
to explicitly define storage patterns and data layouts. Such
an interface would be of significant importance since it can
simultaneously simplify and model the interaction with the
lower storage level. It still requires, however, a set-up step
which assumes a good grasp of the query and data workload.
Thus, this is orthogonal to our vision here.

Contrary to the above literature, we sketch the vision of
an adaptive store that automatically feeds itself from flat
files, making sure that data fits the workload both in terms
of which data parts are loaded and also in terms of which
storage and access pattern is being used for each data set.

7. CONCLUSIONS
This paper sets a challenging vision; the user should just

give the raw data files as input and the system should be
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immediately usable. Flat files should not be considered out-
side the DBMS anymore. Here, we sketch this research path
and provide an analysis of how a system can adaptively and
dynamically load only parts of the input data, and keep feed-
ing from flat files whenever this is necessary. Hybrid storage
and execution techniques will further enable this vision that
opens a research line towards systems where each incoming
query is treated as a guideline of how to load, how to store
and how to access data.

In addition to opening up a new line of research, we ex-
pect a significant impact by enabling wide database systems
usage across multiple domains. Scientists benefit from faster
and (more) complete data analysis thanks to shorter query
response times. At the same time, several other application
domains can benefit ranging from large corporate set-ups to
everyday personal applications. The latter should not be ig-
nored! For example, a person’s music or photo collection is
typically stored in a file hierarchy, manually organized. With
personal data growing in massive numbers and ranging over
numerous areas, e.g., music, photo, digital books, movies,
agendas, maps, etc., personal data management quickly be-
comes a horrendous task – but a single user will never go
into the trouble of putting his/her data into a DBMS due to
the initialization trouble and expert knowledge required (the
interface should also change from SQL to natural language
but this is an orthogonal issue).

Thus, the path of truly adaptive and autonomous databases
applies to a vast range of scenarios and has the potential to
have a significantly positive effect on modern life.
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1. INTRODUCTION
The vast majority of database-driven web applications

perform, at a logical level, fundamentally simple INSERT
/ UPDATE / DELETE commands. In response to a user
action on the browser, the web application executes a pro-
gram that transitions the old state to a new state. The
state is primarily persistent and often captured in a single
database. Additional state, which is transient, is maintained
in the session (e.g., the identity of the currently logged-in
user, her shopping cart, etc.) and the pages. The programs
perform a series of simple SQL queries and updates, and de-
cide the next step using simple if-then-else conditions over
the state. The changes made on the transient state, though
technically not expressed in SQL, are also computationally
as simple as basic SQL updates.

Despite their fundamental simplicity, creating web appli-
cations takes a disproportionate amount of time, which is ex-
pended in mundane data integration and coordination across
the three layers of the application: (a) the visual layer on
the browser, (b) the application logic layer on the server,
and (c) the data layer in the database.
Challenge 1: Language heterogeneities. Each layer
uses different and heterogeneous languages. The visual layer
is coded in HTML / JavaScript; the application logic layer
utilizes Java (or some other language, such as PHP); and
the data layer utilizes SQL. Even for pure server-side /
pure HTML-based applications, the heterogeneities cause
impedance mismatch between the layers. They are resolved
by mundane code that translates the SQL data into Java
objects and then into HTML. When the front end issues a
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request, code is again needed to combine memory-residing
objects of the session and the request with database data.
Consequently, developers write a lot of “plumbing” code.

As a data point, in a UCSD web development class taught
by the authors, the students built a web application of their
choice. A class project averages 4700 lines of code and con-
figuration, but for 1 line of SQL, there is a modest 1.5 lines
of Java used for business logic, and 61 lines of Java used
for plumbing.1 That is a lot of plumbing code to write for
the computationally simple functionality that is typically
required by the majority of web applications!
Challenge 2: Updating Ajax pages with event-driven
imperative code. Since 2005, Ajax led to a new genera-
tion of web applications characterized by user experience
commensurate to desktop applications. The heavy usage of
JavaScript code for browser-side computation and browser /
server communication leads to superior user experience over
pure server-side applications, comprising

• performance gains through partial updates of the page

• more responsive user interfaces through asynchronous
requests, and

• rich functionality through various JavaScript compo-
nent libraries, such as maps, calendars and tabbed di-
alogs.

For example, consider the web application page of Figure
1, where each user submits proposal reviews, reads the re-
views provided by the other reviewers and also views a bar
chart of the average grades for each proposal. In a pure
server-side model, submitting a review for a single proposal
will cause the entire page to be recomputed. Indeed, queries
will be issued for the reviews and average grades of all pro-
posals, not only for the reviewed proposal. Furthermore,
the browser will block synchronously and blank out while

1We count as business logic Java lines that decide the control
flow of the application. We count as plumbing the Java lines
responsible for binding SQL to Java and Javascript and vice
versa, plus all code responsible for managing language and
data structure heterogeneities.
A contributing factor to the huge plumbing to business logic
ratio is the best practice usage of MVC frameworks such as
Struts, which is encouraged by the class and promotes code
modularity and reuse by separating the data model, business
logic and user interface, but in turn creates more layers to
copy data between.
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Figure 1: The review page of the running example

it waits for the new page from the server. Finally, vari-
ous aspects of the browser state, including the data of non-
submitted form elements, cursor positions, scroll bar posi-
tions and the state of JavaScript components will be lost
and re-drawn, thus disorienting the user.

For an Ajax page, however, a developer will typically op-
timize his code to realize the benefits of Ajax and solve the
pure server-side problems listed in the previous paragraph.
The same user action (e.g., the review submission) causes
the browser to run an event handling JavaScript function
collecting data from the page’s components relevant to the
action (i.e. the proposal id, the review text and grades), and
send an asynchronous Xml Http Request (XHR) with a re-
sponse handler callback function specified. On the server,
the developer implements queries that only compute the
changed data (i.e. the newly inserted review and the av-
erage grade of the corresponding proposal), to take advan-
tage of more efficient queries, as well as to conserve memory
and bandwidth. While the asynchronous request is being
processed, the browser keeps showing the old page instead
of blanking out, and even allows additional user actions and
consequent requests to be issued. When the browser receives
the response, the response handler uses it to partially update
the page’s state. The partial update retains non-submitted
forms, scroll bar positions, etc, therefore allowing the user
to retain his visual anchors on the page.

The page state primarily consists of the browser DOM,
which captures the state of HTML form components such as
text boxes and radio buttons, and the state of the JavaScript
variables, which are often parts of third-party JavaScript
components. Therefore, the developer implements the re-
sponse handler by writing imperative code that navigates
the DOM and JavaScript components, and invokes JavaScript
methods causing the DOM and components to incrementally
render to the browser.

The Ajax optimizations demand a serious amount of ad-
ditional development effort. For one, realizing the benefits
of partial update requires the developer to program custom

logic for each action that partially updates the page, which
was not the case in pure server-side programming. In par-
ticular, in a pure server-side implementation, the developer
needs to write code for the effect of each individual action
on the database, but writes only one piece of code that gen-
erates the page according to the database state and session
state. For example, suppose that the page of Figure 1 also
provides a “Delete” (Review) button. The developer will
have to write two pieces of code that modify the database
when “Submit” is clicked and when “Delete” is clicked, re-
spectively. The former issues an INSERT or UPDATE com-
mand while the latter issues a DELETE. Both of them share
the same piece of code that generates the page showing the
list of proposals, their reviews and the average grades. This
piece of code is independent of what user action caused the
re-generation of the page.

In contrast, in an Ajax application, each user action needs
its own code to partially update the page. This piece of code
consists of server-side code that retrieves a subset of the data
needed for the page update, and browser-side JavaScript
code that receives the data and rerenders a sub-region of
the page. In the running example of Figure 1, a different
piece of code would be needed for the “Submit” and the
“Delete” (Review) buttons.

Such event-driven programming (which also occurs in Flash
etc.) is well-known to be both error-prone and laborious
[12], since it requires the developer to correctly assess the
data flow dependencies on the page, and write code that cor-
rectly transitions the application from one consistent state
to another. Moreover, in a time-sensitive collaborative ap-
plication (similar to Google Spreadsheet) where many users
work concurrently, these dependencies may extend beyond
the page of the reviewer who submitted the review, and
into the pages of other reviewers who are viewing the same
proposal on their browsers. For example, if the developer
had issued a query for Average Grade, but not Reviews,
the page will display inconsistent data if another review had
been concurrently inserted into the database.
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Further compounding the custom logic required for each
action is the amount of imperative code that needs to be im-
plemented on the browser. Whereas the developer of a pure
server-side application needs to understand only HTML, the
developer of an Ajax application needs to integrate JavaScript
as yet another language, understand the DOM in order to
update the displayed HTML, and write code that refreshes
the JavaScript components’ state based on the nature of
each partial update. Since there is no standardization be-
tween the component interfaces between different third-party
libraries, the developer is left to manually integrate across
these disparate component interfaces.
Challenge 3: Distributed computations over both
browser-side and server-side state. In response to a
user action, the browser sends a HTTP request to the server
and activates a program, which needs access to relevant data
on the page in order to perform computations that involve
such page data and the database. Writing code that involves
both page data and server-side data was already mundane
and time consuming in pure server-side applications and be-
came even more so in Ajax and Flash.

In a pure server-side application, the browser is essen-
tially stateless since all state is lost when the new page is
loaded. Using HTML markup such as <input type="text"

name="review" />, the developer declaratively specifies the
value collected by the textbox will appear as the parameter
review in the HTTP request. The good news about pure
server-side programming is that when a user action causes
an HTTP request, the browser is responsible for navigating
the DOM, and marshalling the request parameters accord-
ing to the HTML specification. The bad news is that, on
the server-side, the application first unmarshalls the request
parameters by using Java (or PHP, etc.), and then typically
issues SQL queries where the request parameters become pa-
rameters of an SQL statement. Overall, lines of Java code
are expended in such trivial “extract parameter from the
request, plug it in the query” tasks. With Ajax it gets much
worse, as discussed next, since the marshalling of request
parameters is no longer automatic.

In particular, in an Ajax application the browser main-
tains state across HTTP requests. Consequently, the state of
the web application becomes distributed between the browser
and the server. The developer is responsible for defining a
custom marshalling format for the XHR request, typically
in XML or JSON, and for writing imperative code to navi-
gate over the DOM and marshall the relevant page data that
must be sent to the server along with each HTTP request.
The usage of JavaScript components (calendars, etc.) on
the page further complicates the issue by requiring custom
code that converts between the state of the component and
the marshalling format. On the server-side, the developer
writes custom code to unmarshall the request parameters,
and then continues along the usual path, plugging such pa-
rameters into SQL statements.

A select few web application frameworks, such as Echo2
[7] and Microsoft’s ASP.NET [2], mitigate the issue of dis-
tributed application state by automatically maintaining a
mirror of the browser state on the server. Such synchro-
nization can occur efficiently, using reduced bandwidth, by
having the server send to the browser only the difference
between the previous page state and the new page state.
Yet, mirroring is only a half-solution, since the mirror made
available on the server contains the exact and full state of

the browser, despite the fact that each request cares about
a different subset of page data. For example, the submis-
sion of a review for the first proposal of Figure 1 requires
the data collected by the top editor and sliders, while the
submission of a review for the second proposal requires the
data of the bottom editor and sliders. Furthermore, the mir-
rored browser state include visual styling details, which do
not matter when form data are collected, yet they trouble
collection. For example, to read the values of the three slid-
ers Depth, Impact and Overall in Figure 1, using a mirror-
based Ajax framework, the developer will need to navigate
through its ancestor <div> and <table> HTML elements
that are used purely to specify visual layout. The net effect
of these issues is that the developer’s code includes many
mundane lines that navigate around the extraneous infor-
mation in order to obtain the relevant data for the request.

1.1 FORWARD’s Declarative Solution
The data management field has recently applied with suc-

cess and great promise declarative data-centric techniques
in network management and games. In a similar fashion,
FORWARD adopts an SQL-based, declarative approach to
Ajax web application implementations, going beyond prior
approaches such as Strudel [8] and WebML [3] that focused
on pure server-side data publishing applications. In par-
ticular, FORWARD removes the great amount of Java and
JavaScript code, which is written to address the challenges
above, and replaces them with the use of SQL-based lan-
guages to facilitate integration and enable automatic opti-
mization. The objective is to “make easy things easy and
difficult things possible”.2

FORWARD is a rapid web application development frame-
work. The web application’s pages are declaratively speci-
fied using page configurations. The programs that run when
a request is issued are also declaratively specified, using pro-
gram configurations. Both page configurations and program
configurations are based on a minimally enhanced version
of SQL, called SQL++, which provides access to the unified
application state virtual database that, besides the persis-
tent database of the application, includes transient memory-
based data (notably session data and the page’s data). The
application runs in a continuous program / page cycle: An
HTTP request triggers the FORWARD interpreter to exe-
cute a program specification. The program reads and writes
the application’s unified state and possibly invokes services
that have side effects beyond the unified application state.
(e.g., send an email). The program typically ends by identi-
fying which page will be displayed next. FORWARD’s inter-
preter creates a new page according to the respective page
configuration. The page specification also specifies programs
that are invoked upon specified user events. The invocation
of a program restarts the program / page cycle.

The key contributions of FORWARD are:

• The use of SQL++ allows unified access to browser
data and server-side data, including both the database
and application server main memory (e.g., session). In
conventional web application programming, such ac-
cess would require Java and Javascript. FORWARD

2This objective is not followed by today’s web application
development frameworks. Paradoxically, powerful Turing-
complete low-level imperative languages (such as Java and
PHP) accomplish tasks that can be easily accomplished by
appropriate SQL-based declarative languages.
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eliminates Java and JavaScript from the majority of
web applications, therefore resolving Challenges 1 and 3.

• The page configurations are essentially rendered views
that visualize dynamic data generated by SQL++ and
are automatically kept up-to-date by FORWARD. The
specifications enable Ajax pages that feature arbitrary
HTML and (pre-packaged) Ajax / JavaScript visual
units (e.g. maps, calendars, tabbed windows), simply
by tagging the data with tags such as <map>, calendar,
etc. The AJAX pages are automatically and efficiently
updated by the FORWARD interpreter by appropri-
ately extended use of incremental view maintenance.
The FORWARD developer need not worry about coor-
dinating data from the server to the page’s Ajax com-
ponents, which resolves a “Challenge 2” problem.

• The business logic layer is specified by program config-
urations, where business logic decisions and the trans-
fer of data between the database and services are ex-
pressed in SQL++, or, even simpler, in mappings,
which are translated to SQL++. The program config-
urations have easy unified access to both the browser
data and the database, because FORWARD guaran-
tees that the browser’s page data are correctly reflected
into the unified application state’s page data before
they are used by the programs. The automatic reflec-
tion resolves Challenge 3.

• The page and program configurations have unified ac-
cess to the persisted database, the page and the ses-
sion via a single language (SQL++), therefore resolv-
ing Challenge 1. JavaScript needs to be written only
if one needs to create a custom visual unit. Java needs
to be written only for computations not easily express-
ible in SQL. For example, one can build the entire Mi-
crosoft CMT in the SQL++ based page and program
configurations, except for the reviewer/paper match-
ing step, which requires a Java-coded stable matching
algorithm to assign papers to reviewers according to
their bids.

We argue for the effectiveness of the approach by provid-
ing a demo that shows an order of magnitude lines-of-code
reduction. Furthermore, Section 5 describes ongoing and
future work that will further push the advantages of declar-
ative computation by automating optimizations.

The FORWARD project was recently licensed by app2you
Inc, which is a provider of a Do-It-Yourself (DIY) platform
[11]. App2you’s DIY platform is being refactored so that it
produces FORWARD code as the user builds pages with the
DIY tool. In the meantime, app2you Inc has recently de-
ployed earlier versions of FORWARD in three human-centric
business process management applications and is currently
in the process of deploying the presently-described FOR-
WARD version in (a) an analytics-oriented large-scale busi-
ness intelligence application in the pharmaceutical area, and
(b) a business process management application involving
hundreds of pages collecting data via smart forms.

2. RUNNING EXAMPLE
The running example, which is also the accompanying

CIDR demo, is a proposal reviewing Ajax application. The
paper focuses on its review page (see Figure 1), where the

reviewers submit reviews that consist of a comment collected
using a web-based text editor, and depth, impact and over-
all grades collected using slider Javascript components. The
editor appears either in edit mode (e.g. first proposal of
Figure 1) or in display mode (e.g. second proposal). The
page reports the titles of the proposals as hyperlinks that
lead to the proposals’ pdf, the full set of reviews using a
Javascript component with the familar “More” and “Less”
buttons, and a bar chart with the average grades.

The full version of the reviewing application is available
online at demo.forward.ucsd.edu/reviewing, where instruc-
tions are provided on how to use it in any of the three
roles it supports (namely, “applicant”, “reviewer”, “chair”).
The application’s FORWARD specification is available at
demo.forward.ucsd.edu/reviewing/code. Online instruc-
tions on demo.forward.ucsd.edu also teach how to create
your own FORWARD application.

The implementation of the discussed review page required
102 lines of FORWARD page specification and the imple-
mentation of review submission required 42 lines of FOR-
WARD action specification. Building the same required
1,642 lines of HTML, Java, Javascript and SQL code in a
“quick-and-dirty” Ajax application where the code is com-
pact, often against the principles of good MVC coding, which
requires separation of the control flow part of the code from
the visual/interactive part of the code. In a disciplined
MVC-based implementation it would take even more.3

3. CREATING AN APPLICATION
A developer creates an application by providing to the

FORWARD interpreter source configurations, schema defi-
nitions, page configurations and program configurations.

3.1 Sources, Objects and Schemas
The source configurations dictate the type of the sources

(e.g., relational database, LDAP server, spreadsheet) and
how to connect to them. As a convenience for the devel-
opment of cloud-based applications and databases, FOR-
WARD implicitly provides to each application an SQL++
database source named db. In the running example, db pro-
vides the full persistent data storage of the application.

A FORWARD application’s programs and pages also have
access to the request, window and session main memory-
based sources, which in the spirit of the session-scoped at-
tributes provided by application servers, have limited life-
times and there may be more than one instances of them at
any time. For example, the session source lives for the du-
ration of a session. All the pages of a browser session and all
the programs initiated by http requests of the browser ses-
sion have access to the same instance of the session source,
while pages and actions of other browser sessions have their
own session instances. Similarly the request source lives
for the duration of processing an http request by a program
(as discussed in Section 3.2) and each in-progress program
has its own request instance. A window source lives for the
duration of a browser window and becomes available to all
pages and programs of such window.

3 Note that current MVC frameworks interact very poorly
with Ajax due to their literal adherence to the program-page
cycle. In light of the MVC frameworks’ mismatch to Ajax
functionalities we did not attempt measuring how many lines
of Struts or Spring would be required to build the running
example.
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Figure 2: The FORWARD interpreter hosts applications
that consist of pages and programs

Each source stores one or more objects. Each object has a
name, schema and data. The schema may be explicitly cre-
ated with the Data Definition Language (DDL) of SQL++
or may be imported from the source. For example, the
schema of a relational database source is imported from its
catalog tables. The DDL of SQL++ is a minimal extension
of SQL’s DDL.

3.2 Operation: The Program/Page Cycle
In the spirit of MVC-based frameworks such as Struts and

Spring, a FORWARD application’s operation is explained by
program-page cycles. (In that sense FORWARD’s programs
correspond to Struts’ actions.) An http request triggers the
interpreter to run the program configuration that is associ-
ated with the request’s URL. The program reads and writes
the application’s unified state (i.e., database, request data,
session data) and possibly invokes services that have side
effects beyond the application’s state (e.g., sends an email).
The program’s run typically ends with identifying which
page p will be displayed next. Conceptually, FORWARD’s
intepreter creates a new page according to p’s page configu-
ration, which may be thought of as a rendered SQL++ view
definition, and displays it on the browser. A displayed page
typically catches browser events (such as the user clicking
on a button, mousing over an area, etc; or a browser-side
timer leading to polling) that lead to action invocations (via
http runs) therefore continuing the program-page cycle.

Notice that FORWARD enforces the full separation of the
Controller functionality from the View functionality, which
current MVC frameworks only encourage but do not enforce:
The page configurations are literally views, unable to side
effect the application state.

3.3 The Page Configuration
A page configuration is an XHTML file with added:

1. FORWARD units, which are specified as XML ele-
ments in the configuration and are rendered as maps,

calendars, tabbed windows and other Javascript-based
components. Internally FORWARD units use compo-
nents from Yahoo UI, Google Visualization and other
libraries and wrap them so that they can participate
in FORWARD’s pages without any Javascript code re-
quired from the developer.

2. SQL-based inlined expressions and for and switch

statements, which are responsible for dynamic data
generation.

Figure 3 provides the page configuration of the review

page. Figure 3 excludes a few parts, which are marked by
<!-- in demo --> and can be found on the online demo.
The complete page configuration’s size is 102 lines.

Lines 2-6 of the page configuration list the HTML that
generates the top of the page and contains the FORWARD
unit funit:table.4 Notice that a unit may contain other
units; e.g., the funit:table (line 6) contains the funit:bar chart

(line 19), the funit:editor (line 33) and the funit:slider

(line 55). A unit may also contain XHTML, which may, in
turn, contain other units.

A fstmt:for statement evaluates its query and for each
tuple in the result (conceptually) outputs an instance of its
body configuration, i.e., of the XHTML within the opening
and closing fstmt:for tags. For example, the fstmt:for

on line 11 outputs for each proposal one instance of the tr

element on line 15 and its content.
The syntax and semantics of the fstmt:for and fstmt:switch

statements are deliberately similar to the forEach and choose

core tags of the popular JSP Standard Tag Library (JSTL)
[10]. The same applies for FORWARD expressions and
JSTL expressions. However, FORWARD’s fstmt:for iter-
ates directly over a query, whereas JSTL’s forEach iterates
over vectors generated by the Java layer, which are in turn
produced by iterating over query results. Besides the obvi-
ous code reduction resulting from removing the Java mid-
dleware, we will see many more important benefits that are
delivered because FORWARD analyzes the queries behind
the dynamic data of the page.

FORWARD’s page configurations enable nested, corre-
lated structures on the pages. In particular, the query of
a fstmt:for statement found within the body configura-
tion of an enclosing fstmt:for may use attributes from the
output of the query of the enclosing fstmt:for. For exam-
ple, the table reviews has a foreign key proposal. For each
“proposal” instance the correlated query on line 20 produces
a tuple with the average grades of its reviews by using the
proposal id attribute of its enclosing query. Furthermore,
the page configurations allow variability (e.g., the current
user’s review appears either in edit mode or in display mode)
utilizing the fstmt:switch statement (line 34).

Expressions, which are enclosed in { }, can reference at-
tributes of the query’s output. Furthermore, an expression
may be itself a query. In the interest of flexibility, which has
been the norm in tools and languages for web page creation,5

FORWARD coerces the types produced by the expressions
to the types required by the FORWARD units or XHTML,
depending on where the expression appears. Therefore, the

4Its syntax is identical to the standard HTML table but,
unlike the HTML table, it aligns the columns of its nested
tables.
5For example, JSP pages convert JSP expressions into
strings whenever possible.
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Figure 3: The page configuration of review

developer need not worry about fine discrepancies between
the types used in the database (which are dictated by the
business logic and are often constrained) and the types used
for rendering, which are often as general as they can be.
For example, the expression that feeds the value attribute
of the funit:slider on line 56 is a tuple that has a single

integer attribute. However, it is coerced into a float, which
is the type of argument that the funit:slider expects.
The page as an automatically updated rendered view
Conceptually, the page configuration is evaluated after ev-
ery program execution. While such an explanation is simple
to understand, it is only conceptual. If the page that is dis-
played on the browser window before and after a program’s
execution is the same, then FORWARD will incrementally
update only the parts of it that changed, therefore achiev-
ing the user-friendliness and efficient performance of Ajax
pages, where the page does not leave the user’s screen (and
therefore avoids the annoying blanking out while waiting
for the page to reload) but rather incrementally re-renders
in response to changes. [9] explains how FORWARD utilizes
incremental view maintenance in order to efficiently and au-
tomatically achieve pages as incrementally rendered views.
To XQuery or not to XQuery The page configuration
syntax and semantics of FORWARD closely resemble those
of XQuery, as they both enable nesting, order, variabil-
ity and coercions. Indeed, FORWARD allows similarity to
XQuery to become even more obvious by allowing omission
of the SELECT clause of the queries, which is tantamount
to an automatic SELECT *. We have chosen SQL for three
reasons:

1. The typical query input is the application’s database,
which is almost always relational and therefore we do
not need to complicate the query language semantics
with conventions on how the relational database is
wrapped into XML. In that sense, the page configu-
ration language is close to the SQL/XML relational
input and XML output approach.

2. A main audience of our approach are SQL developers
who feel frustrated by how hard it is to create a ren-
dered view. There is no significant number of XQuery
Web developers yet.

3. Numerous processing, optimization and consistency check-
ing algorithms around the page configuration are amenable
to cleaner reductions to respective SQL problems, with-
out subtle complications that XQuery’s semantics in-
troduce.

Nevertheless, a limited XQuery implementation is also in
the plans, as XQuery provides high power in certain cases,
such as XQuery-Text.
Summary The page configuration is essentially an SQL
view embedded into a visual template, consisting of HTML
and funit tags. Therefore the page configuration resolves
Challenge 1, since it enables the production of pages with-
out requiring Java and javascript code in addition to SQL.
Furthermore, it is implemented as an Ajax page that is au-
tomatically updated to reflect the database state, therefore
resolving Challenge 2 of Ajax application programming.

3.4 Unified Application State
The FORWARD unified application state, in addition to

the conventional persistent data that an application has, also
includes transient application data, such as an automatically-
created logical-level representation of page data, which are
heavily used in web application programming.

Structurally, the unified application state consists of the
set of all sources, such as the session, db and core, which
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are described by an SQL++ schema. In order to accom-
modate the needs of pages, of session data and of other
data typically occurring in web application programming,
SQL++ is a minimal extension of SQL, whereas each schema
is a tuple. An attribute of the tuple may be either a scalar
type or a table, whose tuples have attributes that may re-
cursively contain nested tables. Notice that standard SQL
corresponds to the case where a schema is simply a tuple of
tables (think of SQL’s table names as being the attribute
names of the top level tuple) and each table’s tuples may
only have scalars (as opposed to nested tables). In order to
allow variability in the spirit of XQuery and OQL, SQL++
also supports an OQL-like union construct.

An example of a schema that uses the extra features of
SQL++ is the session, which in the running example is sim-
ply a tuple containing only the standard scalar attributes
session id, user and role that are set by FORWARD’s
session management and authentication/authorization util-
ities (not shown). The expression {session.user} on line 5
is a SQL++ query accessing the attribute user of the tuple
of the session schema. A key integration contribution of
FORWARD, which attacks Challenges 1 and 3, is the ability
of SQL++ to combine persistent data with transient data
using just a single SQL++ query. For example, consider the
queries on lines 36 and 39 that combine the session.user

with the table reviews of the persistent schema db to pro-
duce the reviews of the currently logged-in user in just three
lines of SQL. More integration contributions are made by the
core schema and data, discussed next.

The core schema captures in an SQL++ schema the subset
of page data that have been named by the developer, using
the special tag name, in the page configuration. Therefore
the core enables the developer to resolve part of Challenge 3,
by enabling him to create a data structure encompassing
the data of interest to the programs as opposed to, say, vi-
sual details. FORWARD infers the core schema by inspec-
tion of the page configuration. In the running example, the
core schema, which happens to fall within standard SQL,
is a table of the proposals that appear on the screen along
with their reviews and grades. In particular, it is a table
named proposals (due to the fstmt:for on line 11) with a
string attribute named my review (due to line 33) and float
attributes depth, impact and overall due to the sliders
(the last two not shown in Figure 3). The table proposals

also has the key attribute proposal id so that one can as-
sociate the data collected by the multiple instances of the
editor and the sliders with proposals. Mechanically, FOR-
WARD infers this attribute to be the key of the query that
feeds proposals using a straightforward key inference algo-
rithm. Notice that such inference relies on the underlying
db.proposals table having a known key, which is an un-
avoidable assumption of the running example, no matter
what technologies one uses to implement it.

Notice that the algorithm that infers the core schema uti-
lizes statements and queries of the page configuration, i.e.
the page’s logical aspects, while it mostly ignores the unit
structure and XHTML (the visual aspects). The only unit
aspect that matters is the types of data collected by the
user, i.e., string from the funit:editor and floats from the
funit:sliders. This is a key advantage over page mirror-
based frameworks, such as Microsoft’s ASP.NET, that of-
fer to the developer a server-side mirror of the page data,
so that the developer does not have to code in Javascript.

Unfortunately, the structure of the mirror follows the (typ-
ically very busy) visual structure of the page, as opposed
to the data structure that best fits the database (a typi-
cal “Challenge 3” problem). In the running example, had
we followed ASP.NET’s approach, instead of having three
attributes names named depth, impact and overall, cor-
responding to the three sliders, we would have a hard-to-
use nested table whose first tuple would be implicitly as-
sumed to contain the depth, its second tuple to contain the
impact, etc. The fact that FORWARD’s page configuration
enables extracting the core data is testimony of the power
of a declarative approach fueled by logical statements and
queries.

An important piece of data in the core is information
about which program was invoked. In the running exam-
ple, the page invokes the program save review (line 62),
and therefore it is important to know upon invocation which
one of the many instances of the save review was invoked.
There are as many instances as proposals on the page. The
core identifies the proposal id for the invoked save review.

FORWARD guarantees that the core data is automati-
cally up-to-date when a program starts its execution. This
is a key contribution towards resolving Challenge 3. In a
conventional Ajax application, Javascript and Java code has
to be written to establish a copy of relevant page data on
the server, in a way that they can be subsequently combined
with the database.

The name attribute convention is reminiscent of the HTML
standard’s convention to allow a name to be associated with
each form element and consequently generate request pa-
rameters with the provided names. Drawing further the
similarities to HTML’s request parameters, the request ob-
jects keep only the tuple of the core that correspond to the
invoked program.

Mappings (Section 3.5) raise the level of programming
even higher by allowing the developer to select, project and
combine data utilizing a mapping interface.

3.5 The Program Configuration
A program configuration is a composition of synchronous

services in an acyclic structure with a single starting ser-
vice, which is where the program’s execution starts. For
example, Figure 2 shows the graphical representation of the
save review program configuration, which is composing ser-
vices replace data and email, among others.

Services input data from the unified application state. For
example, the starting service replace data takes as input
data indicated by the mapping of Figure 4. The invocation
of a service has one or more possible outcomes, and each out-
come (1) generates a corresponding service output, which
becomes part of the unified application state, and (2) leads
to the invocation of a consequent service or the end of the
program. The replace data service has a success outcome
and a failure one. The former adds the replaced tuple

to the unified application state and the latter adds a failure
message in order to facilitate the invocation of the conse-
quent email service, which will email the failure message to
the application administrator.

FORWARD offers a special service called page (depicted
by the page icon in Figure 2) that programs use to instruct
the FORWARD interpreter of which page to display next.

The transactional semantics of services differentiate the
ones that have side effects from the ones that do not. A
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Figure 4: Building the save review program configuration

service has side effects if it makes changes observable by the
outside world, be it by updating the unified application state
or by invoking an external service, such as sending an email
or charging a credit card. The replace data and email are
examples of services having side effects and are graphically
depicted by a rectangle in Figure 2. A service with no side
effects is depicted by a rhombus and merely chooses what
service will be invoked next. For example, if the outcome of
replace data is success, then the program will invoke the
last review service, which simply checks if the review just
saved was the last one to be submitted, and hence does not
have any side effects. If so, another page service will set the
next page to be the home page of the application. Otherwise,
the next page will be the same as the current review page.

Building a program configuration is greatly simplified by
SQL++ access to the unified application state. It is further
simplified bythe FORWARD mapping language. In princi-
ple, the service input data can be generated by a SQL++
query. In practice though, the developer rarely does so since
the input data of services can be specified much easier using
mappings. Figure 4 demonstrates how mappings are visually
designed inside FORWARD’s development environment be-
tween the unified application state and the input schema of
the replace data service. Notice that the developer seam-
lessly draws mappings from the persistent database state db,
the request data and the session data to the input schema
of the service. For consequent services, the developer is also
able to draw mappings from the program data generated by
previous services invocations.

3.6 The Scope of FORWARD Applications
The SQL++ based program and page configurations have

limitations, when compared against programs and pages
written using combinations of Java, Javascript and SQL. We

argue that these limitations are within the spirit of “make
easy things easy and difficult things possible”: Still every
application is doable, while common applications are much
easier to write.

In the case of programs, notice that a program is an acyclic
graph.Therefore programs comprise (1) sequencing of ser-
vices, most of which are plain SQL statements, and (2)
if-then-else control. However, programs lack explicit loop
structures. The restriction is much less severe than it ini-
tially appears to be because there are implicit loops in the
service implementations. For example, the email service of
the example sends an email to each of the many recipients.
Nevertheless, the limitation raises three key questions:

First, what percentage of applications do not require ex-
plicit loops? Database theorists had introduced the rela-
tional transducer [1], which described the program executed
after a user interaction by a plain sequence of SQL com-
mands, and essentially conjectured that the business process
of most web applications is describable within the expres-
sive power of SQL (notably without recursion). Later, the
WAVE project showed that this conjecture applies to well-
known web applications, such as dell.com [5]. The authors
have collected an interesting piece of evidence pointing in
the same direction: Two of the authors have given a web
application development class, at SUNY Buffalo and UCSD
respectively, asking students to specify and build a web ap-
plication of their choice as a class project. The vast majority
of student applications avoid the limitation. For example,
in the Winter 2010 UCSD offering of the class, all student
projects avoided the limitation.

The next question is how can the limitation be overcome
when explicit loops are truly needed in a program? In such
cases the developer may write a service in Java and enjoy
the full power of Java. Indeed, the developer may write the
whole program in Java.

Finally, what are the benefits of the no-loops limitation?
The lack of explicit loops simplifies the semantics of ser-
vice compositions to the point that a program is simply
plugging together services via mapping a service’s output
to other services’ input. The practical failure of prior visual
programming tools and business process languages that at-
tempted to capture the full extent of programming makes
us believe that visual programming should be limited to the
simple cases, while Java provides the “bail-out”.

4. INTERNAL ARCHITECTURE
The internal architecture of the FORWARD interpreter

is illustrated in Figure 5, which displays internal modules
(labelled with red numbers) in association with developer-
visible concepts of Figure 2. For efficiency of storage and
communications, FORWARD maintains a visual page state,
which provides an abstraction over the browser state by in-
cluding the externally visible state of visual units, but ex-
cluding their implementation details. Two copies of the vi-
sual page state lazily mirrored between the browser and the
server.

When the user performs interactions such as typing in a
text box, the HTML DOM and the JavaScript variables of
visual components change in the browser state. The respec-
tive state collectors of each FORWARD unit synchronize the
appropriate part of the browser state with the correspond-
ing part of the browser-side visual page state. When the
user eventually triggers an event that leads to invoking a
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Figure 5: Internal FORWARD Architecture

program, such as clicking the submit button of Figure 1,
the program invoker guarantees that the browser-side vi-
sual page state has been fully mirrored onto the server-side
before the program executes. This guarantee is efficiently
implemented via incremental writes to the prior visual page
state.

Using the program invocation context and page configu-
ration, the interpreter calculates (1) the core data, by pro-
jecting only the named attributes of the visual page state,
and (2) the request data. As services within the program
read from and write to the unified application state, the sys-
tem also uses a modification log to intercept all changes to
the unified application state. By using the modification log
in combination with the unified application state, the inter-
preter employs incremental view maintenance optimizations
to incrementally maintain the current visual page state to
the next visual page state [9]. The current implementation
uses an off-the-shelf relational database without modifica-
tion to the database engine. It intercepts changes by instru-
menting database-related services. By storing the modifica-
tion log as well as transient parts of the unified application
state in memory-resident tables of the RDBMS, the current
implementation issues incremental queries that are more ef-
ficient than the original queries in the page configuration,
since they retrieve data primarily from the memory-resident
tables. As illustrated in [9], incremental view maintenance
can speed up the evaluation of page queries by more than
an order of magnitude.

Finally, the interpreter uses data diffs to efficiently reflect
changes back to the browser-side visual page state. The
same data diffs are also provided to the respective incremen-
tal renderers of each visual unit, which, in turn, program-
matically translates the data diff of the visual page state into
updates of the underlying DOM elements or method calls of
the underlying JavaScript components. Essentially, the in-
cremental renderers modularize and encapsulate the partial
update logic necessary to utilize Javascript components, so

that developers do not have to provide such custom logic for
each page. Also illustrated in [9], in addition to performance
gains due to less DOM elements / JavaScript components
being initialized, incremental rendering also delivers a better
user experience by reducing flicker and preserving unsaved
browser state such as focus and scroll positions.

To convert between the different schemas of the core data
and the visual page state, the compilation of the page con-
figuration automatically produces a mapping between these
two schemas. For example, as discussed in Section 3.2, the
core data comprises three (flat) attributes depth, impact

and overall, whereas the visual page state represents the
corresponding sliders nested within a table unit, thus the
mapping language mitigates such structural differences in-
cluding extraneous attributes (by projection) and nested tu-
ples (by flattening). Mappings are also used to produce type
coercions, such as automatically converting an integer at-
tribute in the core data to a float attribute in the visual
page state, and vice versa.

5. FUTURE WORK ON OPTIMIZATIONS
As the history of SQL-based systems has shown, a key

benefit of declarative approaches is the enablement of (i)
automatic optimizations and (ii) static analysis that can
improve the operation of the system or detect possible er-
roneous behaviors. As discussed in Section 4, the efficient
incremental maintenance of the Ajax pages is a derivative of
the declarative SQL-based approach. FORWARD ongoing
and future work will extend the benefits of the declarative
approach towards the following optimizations and function-
alities, which would otherwise require programmer efforts
to be accomplished. Notice that the declarative approach
reduces each of the following problems into an extension or
specialization of respective problems where the data man-
agement community has delivered automatic optimization
techniques.
Page query optimization The obvious (according to the
semantics) way to collect the data needed by a page config-
uration is not necessarily the most efficient. For example,
the data needed for the page of the running example can be
collected by running the outer query of Lines 12-14, which
returns proposals, and then, for every proposal tuple, in-
stantiate the proposal id and run the query of Lines 20
to 24, which returns their grades. A more efficient way to
collect proposals and grades is by sending a single query.
Research in OQL and XQuery has ran into similar issues
and has provided a list of rewritings that can be employed
for performance gains in such situations.
Pub-sub optimizations for updating myriads of open
pages Consider a popular application where there are myr-
iads of pages open at any point in time. When the database
data change, these pages have to be correspondingly up-
dated. For example, when a Facebook user changes his sta-
tus, the currently open pages of his friends must be updated.
FORWARD’s reduction of the data reported by a page into
essentially a rendered view, opens the gate to leveraging
database work (e.g., [4, 6]) for the rapid update of only the
relevant open pages.
Location transparency, browser side operation and
mobility The SQL++ queries over the unified application
state are location transparent in the sense that they do
not dictate whether they are executed fully at the server
or whether they are executed partially at the server and
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partially at the browser. While the current version of FOR-
WARD mirrors the browser data on the server and runs
SQL++ fully on the server, alternate methods are also pos-
sible. A possibility that is beneficial to mobile applications
is to create caches of the parts of the application state on
the browser. Then certain queries and programs will be able
to operate on a disconnected browser.
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ABSTRACT

We explore the problem of managing information leakage
by connecting two hitherto disconnected topics: entity res-
olution (ER) and data privacy (DP). As more of our sen-
sitive data gets exposed to a variety of merchants, health
care providers, employers, social sites and so on, there is
a higher chance that an adversary can “connect the dots”
and piece together our information, leading to even more
loss of privacy. For instance, suppose that Alice has a so-
cial networking profile with her name and photo and a web
homepage containing her name and address. An adversary
Eve may be able to link the profile and homepage to con-
nect the photo and address of Alice and thus glean more
personal information. The better Eve is at linking the in-
formation, the more vulnerable is Alice’s privacy. Thus in
order to gain DP, one must try to prevent important bits
of information being resolved by ER. In this paper, we for-
malize information leakage and list several challenges both
in ER and DP. We also propose using disinformation as a
tool for containing information leakage.

1. INTRODUCTION
In this paper we explore the connections between two hith-

erto disconnected topics: entity resolution and data privacy.
In entity resolution (ER), one tries to identify data records
that refer to the same real world entity. Matching records
are often merged into “composite” records that reflect the
aggregate information known about the entity. The goal of
data privacy (DP) is to prevent disclosure to third parties of
sensitive user (entity) data. For instance, sensitive data can
be encrypted to make it hard for a third party to obtain, or
the sensitive data can be “modified” (e.g., changing an age
24 to a range “between 20 and 30”).

We will argue that in a sense ER and DP are opposites:
the better one is at ER, them more one learns about real
world entities, including their sensitive information. And to
achieve DP, one must try to prevent the bits of information
that have been published about an entity from being glued
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together by ER.
To illustrate, we present a simple motivating example.

Consider an entity (person) Alice with the following infor-
mation: her name is Alice, her address is 123 Main, her
phone number is 555, her credit card number is 999, her so-
cial security number is 000. We represent Alice’s information
as the record: { 〈N, Alice〉, 〈A, 123 Main〉, 〈P, 555〉, 〈C, 999〉,
〈S, 000〉 }. Suppose now that Alice buys something on the
Web and gives the vendor a subset of her information, say
{〈N, Alice〉, 〈A, 123 Main〉, 〈C, 999〉}. By doing so, Alice has
already partially compromised her privacy. We can quantify
this “information leakage” in various ways: for instance we
can say that the vendor has 3 out of 5 of Alice’s attributes,
hence the recall is 3

5
. We view leakage as a continuum, not

as all-or-nothing. Low leakage (recall in our example met-
ric) is desirable, since the vendor (or third party) knows less
about Alice, hence we try to minimize leakage. (Note we
can actually weight attributes in our leakage computation
by their sensitivity.)

Next, say Alice gets a job, so she must give her employer
the following data: {〈N, Alice〉, 〈A, 123 Main〉, 〈P, 555〉, 〈S,
000〉}. In this case the leakage is 4

5
. This is where ER comes

into play: If the employer and vendor somehow pool their
data, they may be able to figure out that both records refer
to the same entity. In general, in ER there are no unique
identifiers: one must analyze the data and see if there is
enough evidence. In our example, say the common name and
address (and the lack of conflicting information) imply that
the records match and are combined (and say the attributes
are unioned). Then the third party has increased leakage
(recall) to 1.

If Alice wants to prevent this increase in leakage, she may
release disinformation, e.g., a new record that prevents the
resolution that increased leakage. For example, say that
Alice somehow gives the vendor the following additional
record: {〈N, Alice〉, 〈A, 123 Main〉, 〈P, 666〉, 〈C, 999〉}.
(Note the incorrect phone number.) Now the vendor re-
solves this third record with its first record, reaching the
conclusion that Alice’s phone number is 666. Now, when
the vendor and employer pool their information, the differ-
ent phone numbers lead them to believe that records cor-
respond to different entities, so they are not merged and
leakage does not increase. The incorrect phone number also
decreases another metric we will consider, precision, since
now not all of the third party’s data is correct. Thus, leak-
age can decrease, not just by knowing less about Alice, but
by mixing the correct data about Alice with incorrect data.

Before proceeding with the main body of our paper, we

1
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highlight the key features of our approach, which we believe
make it well suited for studying ER and DP:

• Although not illustrated in our example, our model cap-
tures data confidences and multiple attribute values, both
which arise naturally in ER. In particular, we believe less
information has leaked if a third party is uncertain about
Alice’s attributes, as opposed to the case where the third
party is certain.

• In most DP work, privacy is all-or-nothing, while as men-
tioned above, our leakage ranges between 0 (no informa-
tion known by third party) to 1 (all information, and only
correct information, is known). We believe that our con-
tinuous leakage model is more appropriate in our case:
Alice must give out some sensitive data in order to buy
products, get jobs, and so on. We cannot guarantee full
privacy in this context; we can only quantify (and hope-
fully minimize) leakage. Furthermore, we are able to cap-
ture the notion that more leaked attributes is worse than
fewer. For example, if a third party only knows our credit
card number, that by itself is not a great loss. If the third
party also learns our card expiration date, that is a more
serious breach. If in addition they know our name and
address, the information leakage is more serious.

• So far we have phrased leakage as a bad thing, something
to be minimized. However, our model can also be used
to study the mirror problem, where a good analyst is us-
ing ER to discover information about “bad guys”. Here
the goal is to maximize leakage, i.e., to discover how to
perform ER so we can learn the most correct information
about adversaries.

As we will show, our framework can help us answer fun-
damental questions on information leakage, for instance:

• Alice needs to give certain information to a store. She
may want to know the impact of this release: Will the
new information allow the store to “connect the dots”
and piece together many previously released records? Or
will the leakage increase be minimal?

• An analyst may want to understand what ER algorithms
are best to increase information leakage.

• Alice may want to use disinformation to reduce the impact
of previously leaked information. By adding some bogus
information about herself, it becomes more costly for Eve
to resolve Alice’s correct information.

In this short paper we present a relatively brief summary
of our work on the convergence of ER and DP. Our technical
report [5] contains full details. In a nutshell, our contribu-
tions are two-fold:

(1) We propose a framework for measuring information leak-
age (summarized in Section 2 of this paper), and

(2) We study how the framework can be used to answer a
variety of questions related to leakage and entity resolu-
tion. Section 3 of this paper briefly describes two of the
questions we have studied (exemplified by the first and
third bullets immediately above).

2. MODELS AND ALGORITHMS
We assume a database of records R = {r1, r2, . . . , rn}.

The database could be a collection of social networking pro-
files, homepages, or even tweets. Or we can also think of R

as a list of customer records of a company. Each record r

is a set of attributes, and each attribute consists of a label
and value. (In Section 2.4 we extend the model to values
with confidences.) We do not assume a fixed schema because
records can be from various data sources that use different
attributes. As an example, the following record may repre-
sent Alice:

r = {〈N, Alice〉, 〈A, 20〉, 〈A, 30〉, 〈Z, 94305〉}

Each attribute a ∈ r is surrounded by angle brackets and
consists of one label a.lab and one value a.val. Notice that
there are two ages for Alice. We consider 〈A, 20〉 and 〈A,
30〉 to be two separate pieces of information, even if they
have the same label. Multiple label-value pairs with iden-
tical labels can occur when two records combine and the
label-value pairs are simply collected. In our example, Alice
may have reported her age to be 20 in some case, but 30 in
others. (Equivalently, year of birth can be used instead of
age.) Although we cannot express the fact that Alice has
only one age (either 20 or 30), the confidences we introduce
in Section 2.4 can be used to indicate the likelihood of each
value.

2.1 Record Leakage
We consider the scenario where Eve has one record r of

Alice in her database R. (We consider the case where R
contains multiple records in Section 2.2.) In this scenario,
we only need to measure the information leaked by r in
comparison to the “reference” record p that contains the
complete information of Alice. We define Lr(r, p) as the
record leakage of r against p.

While leakage can be measured in a variety of ways, we
believe that the well known concepts of precision and recall
(and the corresponding F1 metric) are very natural for this
task. We first define the precision Pr of the record r against

the reference p as |r∩p|

|r|
. Intuitively, Pr is the fraction of

attributes in r that are also correct according to p. Suppose
that p = {〈N, Alice〉, 〈A, 20〉, 〈P, 123〉, 〈Z, 94305〉} and
r = {〈N, Alice〉, 〈A, 20〉, 〈P, 111〉}. Then the precision
of r against p is 2

3
≈ 0.67. We next define the recall Re

of r against p as |r∩p|

|p|
. The recall reflects the fraction of

attributes in p that are also found in r. In our example,
the recall of r against p is 2

4
= 0.5. We can combine the

precision and recall to produce a single metric called F1 =
2×Pr×Re

Pr+Re
. In our example, the F1 value is 2×0.67×0.5

0.67+0.5
≈ 0.57.

It is straightforward to extend our definitions of precision
and recall to weighted attributes, where the weight of an
attribute reflects its sensitivity.

2.2 Query Leakage
We now consider the case where Eve has a database R

containing multiple records. These records can represent
information on different entities, and can be obtained di-
rectly from the entities, from public sources, or from other
organizations Eve pools information with.

When Eve had a single record (previous section), we im-
plicitly assumed that the one record was about Alice and
we computed the resulting leakage based on what Eve knew
about Alice. Now with multiple records, how does Eve know
which records are “about Alice” and leak Alice’s informa-
tion? And what happens if multiple database records are
about Alice?

To address these questions, we now define leakage, not
as an absolute, but relative to a “query”. For instance, Eve
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Rec. Type Attributes
r1 Social 〈N, Alice〉 , 〈P, 123〉 , 〈B, Jan. 10〉
r2 Homepage 1 〈N, Alice〉 , 〈C, Google〉, 〈A, 30〉
r3 Homepage 2 〈N, Alice〉, 〈E, Stanford〉 , 〈A, 20〉
r4 Homepage 3 〈N, Alice〉, 〈C, Boggle〉, 〈A, 50〉

Table 1: Records of Alice on the Web

may pose the query “What do I know about {〈N, Alice〉, 〈A,
123Main〉}”. In this case, Eve is saying that the attributes
“name: Alice” and “address: 123Main” identify an entity of
interest to her, and would like to know what else is known
about this entity. Note that this pair of attributes is not
necessarily a unique key that identifies entity Alice; the two
attributes are simply how Eve thinks of entity Alice. They
may be insufficient to uniquely identify Alice, they may be
more than is needed. Furthermore, there could be different
attributes that also identify Alice.

Our next step is to compute leakage (relative to this query)
by figuring out what Eve knows related to {〈N, Alice〉, 〈A,
123Main〉}. But which database records are related to this
query? And how are all the related records combined into
what Eve knows about Alice?

To answer these questions, we introduce what we call the
match and the merge functions in ER. A match function M
compares two records r and s and returns true if r and s

refer to the same real-world entity and false otherwise. A
merge function µ takes two matching records r and s and
combines them into a single record µ(r, s).

To illustrate how we use these functions to evaluate leak-
age, consider the database of Table 1, owned by Eve. Sup-
pose that Eve identifies Alice by the query q={〈N, Alice〉,
〈C, Google〉} (i.e., the Alice that works at Google). What
else does Eve know about this Alice? We use a process called
dipping to discover database records that match (defined by
our function) the query record. That is, we first look for
a database record that matches the query. When we find
it, we merge the matching record with the query, using our
merge function. In our example, say record r2 matches q,
so we obtain rq = µ(q, r2). Then we look for any database
record that matches rq, the expanded query, and merge it to
our expanded record. For instance, say M(rq, r1) evaluates
to true, so we replace rq by µ(rq, r1). We continue until no
other database record matches. This process is called dip-
ping because it is analogous to dipping say a pretzel (the
query) into a vat of melted chocolate (the database). Each
time we dip the pretzel, more and more chocolate may ad-
here to the pretzel, resulting in a delicious chocolate-covered
pretzel (or an expanded query with all information related
to Alice). Note that dipping is a type of entity resolution,
where records in the database match against one record (the
pretzel), as opposed to any record in the database.

At the end of the dipping process, rq represents what Eve
knows about Alice (q), so we evaluate the leakage by com-
paring rq to Alice’s private information p, as before. Note
that we will get different leakage for different queries. For in-
stance, if Eve thinks of Alice as q={〈N, Alice〉}, more records
will conglomerate in our example, which may lead to lower
leakage (if r3 and r4 actually refer to different Alices) or
higher leakage (if r3 and r4 are the same Alice as r1 and r2).

In the remainder of this section we define the dipping
process more formally. We start by defining two properties

that match and merge functions generally have (and that
we assume for our work).

We assume two basic properties for M and µ – commu-
tativity and associativity. Commutativity says that, if r
matches s, then s matches r as well. In addition, the merged
result of r and s should be identical regardless of the merge
order. Associativity says that the merge order is irrelevant.

• Commutativity: ∀r, s, M(r, s) = true if and only if M(s, r)
= true, and if M(r, s) = true, µ(r, s) = µ(s, r)

• Associativity: ∀r, s, t, µ(r, µ(s, t)) = µ(µ(r, s), t)

We believe that most match and merge functions will nat-
urally satisfy these properties. Even if they do not, they can
easily be modified to satisfy the properties. To illustrate the
second point, suppose that commutativity does not hold be-
cause M(r, s) only compares r and s if r has an age smaller
or equal to s and returns false otherwise. In that case, we
can define the new match function M ′(r, s) to invoke M(r, s)
if r’s age is smaller or equal to s’s age and invoke M(s, r) if
s’s age is smaller than r. In the case where the two proper-
ties are not satisfied, we only need to add a few more lines
in our dipping algorithms for correctness.

Before defining the dipping result of a set of records, we
define the “answer sets” for Alice. Throughout the paper, we
use the short-hand notation µ(S) for any associative merge
function µ as the merged result of all records in the set of
records S (if S = {r}, µ(S) = r).

Definition 2.1. Given a query q, a match function M ,
a merge function µ, and a set of record R, the collection of
answer sets is A = {S1, . . . , Sm} where each Si ∈ A is a set
of records that satisfies the following conditions.

• q ∈ Si

• Si ⊆ R ∪ {q}

• The records in Si − {q} can be reordered into a sequence
[r1, . . . , rm] such that M(q, r1) = true, M(µ(q, r1), r2) =
true, . . . , M(µ({q, r1, . . . , rm−1}), rm) = true

For example, suppose we have a database R = {r1, r2}
where r1 and r2 are clearly not the same person and have
the names Alice and Alicia, respectively. However, say the
query q matches either r1 or r2 because it contains both
names Alice and Alicia and no other information. Then the
answer set is A = {{}, {q, r1}, {q, r2}}. Notice that in this
example the set {q, r1, r2} is not in A because r1, even after
it merges with q, does not match r2.

A dipping result of R is then the merged result of a “maxi-
mal” answer set from Definition 2.1 that has no other match-
ing record in R.

Definition 2.2. Given the collection of answer sets A, a
match function M , and a merge function µ, rq = µ(S) is a
dipping result if S ∈ A and ∀r ∈ R−S, M(r, µ(S)) = false.

Continuing our example from above, the dipping result rq

can be either µ(r1, q) or µ(r2, q) because once q merges with
r1 (r2), it cannot merge with r2 (r1). Notice that we exclude
the case of merging multiple records with rq at a time. For
example, even if rq matches with the merged record µ(r, s),
but not with r or s individually, then we still cannot merge
rq with r and s.

While Definition 2.2 assumes that one record is added
to q at a time, it can easily be extended to capture more
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sophisticated dipping such as adding multiple records to q

at a time.
We define the query leakage Lq(p, q, M, µ, R) of Alice as

the maximum value of Lr(p, rq) for all possible dipping re-
sults rq that can be produced using the match and merge
functions M and µ on the database R. In general, deriving
the query leakage is an NP-hard problem (see our technical
report [5] for a proof).

Properties. We identify two desirable properties for M and
µ: representativity and negative representativity. Represen-
tativity says that a merged record µ(r, s) “represents” r and
s and matches with all records that match with either r or
s. Intuitively, there is no “negative evidence” so merging r
and s cannot create evidence that would prevent µ(r, s) from
matching with any record that matches with r or s. It can
be shown that representativity guarantees the uniqueness of
a dipping result and is needed for efficient dipping. Nega-
tive representativity says that two records r and s that do
not match will never match even if r or s merges with other
records. That is, there is no “positive evidence” where r and
s will turn out to be the same entity later on. The nega-
tive representativity property also enables efficient dipping.
Note that the two properties above do not assume that r
matches with s. We can show that none of the properties
imply each other.

• Representativity: If t = µ(r, s), then for any u where
M(r, u) = true, we also have M(t, u) = true

• Negative Representativity: If t = µ(r, s), then for any u

where M(r, u) = false, we also have M(t, u) = false

We illustrate a match function called Mc and merge func-
tion called µu that satisfy both representativity and negative
representativity (the proof that Mc and µu satisfy the prop-
erties and more examples of match and merge functions can
be found in our technical report [5]). The Mc function uses
a single “key set” for comparing two records. A key set k is
a minimal set of attribute labels {l1, . . . , lm} that are suffi-
cient to determine if two records are the same using equality
checks. All records are assumed to have values for the key-
set attributes. The Mc function then matches r and s only
if they have the exact same key-set attributes. For example,
given the key set k = {A, B}, the record r = {〈A, a〉, 〈B, b〉}
matches with s = {〈A, a〉, 〈B, b〉, 〈C, c〉}, but not with t =
{〈A, a〉, 〈A, a′〉, 〈B, b〉}. As another example, the record r =
{〈A, a1〉, 〈A,a2〉, 〈B, b〉} matches with s = {〈A, a1〉, 〈A,a2〉,
〈B, b〉}, but not with t = {〈A, a1〉, 〈B, b〉}. The merge func-
tion µu unions the attributes of r and s (i.e., µ(r, s) = r∪s).
For instance, if r = {〈A, a〉, 〈B, b〉} and s = {〈A, a〉, 〈C, c〉},
then µ(r, s) = {〈A, a〉, 〈B, b〉, 〈C, c〉}.

Dipping Algorithms. In our technical report [5], we ex-
plore various dipping algorithms that exploit properties. (Ta-
ble 2 in Section 2.5 summarizes their complexities.)

2.3 Database Leakage
What happens if we do not know how Eve identifies Alice,

i.e., if we do not have a specific query q? In such a case, we
may assume that Eve can think of any one of the records
in R as “Alice’s record”. Thus, for each R record we can
compute a leakage number, and by taking the maximum
value we can obtain a worst case leakage, representing what
Eve can potentially know about Alice.

More formally, we define the database leakage Ld(p, M, µ, R)
as maxq∈R Lq(p, q, M, µ, R − {q}). That is, for each record
q ∈ R, we compute the dipping of q on R − {q} (i.e., the
database without q) and choose the worst-case query leak-
age of Alice as the entire database leakage. In our technical
report [5], we explore various algorithms that compute the
database leakage of R (Table 2 in Section 2.5 summarizes
their complexities) as well as techniques to further scale the
algorithms.

2.4 Uncertain Data
As we argued in the introduction, data confidence plays

an important role in leakage. For instance, Eve “knows more
about Alice” if she is absolutely sure Alice is 50 years old
(correct value), as opposed to thinking she might be 50 years
old with say 30% confidence, or thinking Alice is either 30
or 50 years old. To capture this intuition, we extend our
model to include uncertain data values. Note that there are
many ways to model data uncertainty, and our goal here is
not to use the most sophisticated model possible. Rather,
our goal is to pick a simple uncertainty model that is suf-
ficient for us to study the interaction between uncertainty
and information leakage.

Thus, in our extended model, each record r in R con-
sists of a set of attributes, and each attribute contains a
label, a value, and a confidence (from 0 to 1) that captures
the uncertainty of the attribute (from Eve’s point of view).
Any attribute that does not exist in r is assumed to have a
confidence of 0. As an example, the following record may
represent Alice:

r = {〈N, Alice, 1〉, 〈A, 20, 0.5〉, 〈A, 30, 0.4〉, 〈Z, 94305, 0.3〉}

That is, Eve is certain about Alice’s name and age, but
is only 50% confident about Alice being 30 years old, 40%
confident in Alice being 30 years old, and 30% confident
about Alice’s zip code 94305. For each attribute a ∈ r, we
can access a’s label a.lab, a single value a.val, and confidence
a.cnf . In Table 1, the outdated record r3 of Alice can be
viewed to have a lower confidence than the up-to-date record
r2. We assume that attributes in the reference p always have
a confidence of 1. We require that no two attributes in the
same record can have the same label and value pair.

The confidences within the same record are independent
of each other and reflect “alternate worlds” for Eve’s belief
of the correct Alice information. For example, if we have
r = {〈name, Alice, 1〉, 〈age, 20, 0.5〉, 〈phone, 123, 0.5〉},
then there are four possible alternate worlds for r with equal
probability: {〈name, Alice〉}, {〈name, Alice〉, 〈age, 20〉},
{〈name, Alice〉, 〈phone, 123〉}, and {〈name, Alice〉, 〈age,
20〉, 〈phone, 123〉}.

We show one example on how our record leakage met-
rics in Section 2.1 can be extended to use confidences. We
first define the notation IN(r, s) for two records r and s as
{a ∈ r | ∃a′ ∈ s s.t. a.lab = a′.lab∧a.val = a′.val}. That is,
IN(r, s) denotes the attributes of r whose label-value pairs
exist in s. The precision Pr or a record r against the ref-

erence p is defined as
Σt∈IN(r,p)t.cnf

Σt∈rt.cnf
. Compared to the pre-

vious definition in Section 2.1, we now sum the confidences
of the attributes in r whose label-value pairs are also in p
and divide the result by the total confidence of r. The recall

Re of r against p is defined as
Σt∈(r∩p)t.cnf

Σt∈pt.cnf
. This time, we

divide the sum of confidences of the attributes in r whose
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Confidence Properties Query Database
No (none) NP-hard NP-hard
No Representativity O(N2) O(N3)

No
Neg. Representativity

O(N) O(N2)
Representativity

Yes (none) NP-hard NP-hard

Yes
Representativity

O(N2) O(N3)Monotonicity
Increasing

Yes

Neg. Representativity

O(N) O(N2)
Representativity

Monotonicity
Increasing

Table 2: Summary of Leakage Measurements

label-value pairs are also in p by the total confidence of p.
We define the record leakage Lr as the F1 metric 2×Pr×Re

Pr+Re
.

In our technical report [5], we elaborate on how to extend
our leakage algorithms to take into account confidences. In
addition, we discuss two properties (called monotonicity and
increasing) for the extended match and merge functions that
can be exploited to compute leakage efficiently.

2.5 Summary of Contributions
As mentioned earlier, Table 2 summarizes the scenarios

we have considered in our work. The first column shows
whether or not the adversary (which we call Eve) uses con-
fidences in the leakage model. The second column shows
properties that are satisfied by the match and merge func-
tions. For each scenario (row) we have developed an algo-
rithm that computes either query or database leakage (given
a reference record p for Alice, and a database R held by
Eve), and columns 3 and 4 show the complexity of these
algorithms. As one can see in the table, the more properties
that hold, the more efficiently we can compute leakage.

The properties depend on the data semantics, and dif-
ferent applications (e.g., commercial products, publications,
personal information) will have different properties. To show
that the properties are achievable in practice, for each sce-
nario in Table 2 we have developed simple match and merge
functions that satisfy the corresponding properties. These
functions, as well as the algorithms, are all detailed in our
technical report [5].

3. USING OUR FRAMEWORK
Our framework can be used to answer a variety of ques-

tions, and here we illustrate two questions. As we use our
framework, it is important to keep in mind “who knows
what”. In particular, if Alice is studying leakage of her in-
formation (as in the two examples we present here), she
needs to make assumptions as to what her adversary Eve
knows (database R) and how she operates (the match and
merge functions, and dipping algorithm Eve uses). These
types of assumptions are common in privacy work, where
one must guess the sophistication and compute power of an
adversary. On the other hand, if Eve is studying leakage she
will not have Alice’s reference information p. However, she
may use a “training data set” for known individuals in order
to tune her dipping algorithms, or say estimate how much
she really knows about Alice.

3.1 Releasing Critical Information
Suppose that Alice wants to purchase a cellphone app

from one of two stores S1 and S2, and is wondering which
purchase will lead to a more significant loss of privacy. Both
stores require Alice to submit her name, credit card number,
and phone number for the app. However, due to Alice’s pre-
vious purchases, each store has different information about
Alice. In particular:

• Alice’s reference information is p = {〈N, n1, 1〉, 〈C, c1,
1〉, 〈C, c2, 1〉, 〈P, p1, 1〉, 〈A, a1, 1〉} where N stands for
name, C for credit card number, P for phone, and A for
address.

• Store S1 has one previous record R1 = {r = {〈N, n1, 1〉,
〈C, c1, 1〉, 〈A, a1, 1〉}}. That is, Alice bought an item
using her credit card number and shipping address. (We
omit the item information in any record for brevity.)

• Store S2 has two previous records R2 = {s = {〈N, n1, 1〉,
〈C, c1, 1〉, 〈P, p1, 1〉}, t = {〈N, n1, 1〉, 〈C, c2, 1〉, 〈A, a1,
1〉}}. Here, Alice has bought items using different credit
cards. The item of s could be a ringtone that required a
phone number for purchasing, but not a shipping address.

• Both S1 and S2 require the information u = {〈N, n1, 1〉,
〈C, c2, 1〉, 〈P, p1, 1〉} for the cellphone app purchase. Since
Alice is purchasing an app, again no shipping address is
required.

To compute leakages, say Alice is only concerned with
the previously released information, so she assumes that
the database at store S1 only contains record r, while the
database at store S2 only contains s and t. (The stores are
not colluding in this example.) Alice also assumes that two
records match if their names and credit card numbers are the
same or their names and phone numbers are the same, and
that merging records simply performs a union of attributes.

Under these assumptions, before Alice’s app purchase, the
database leakage for both stores is 3

4
. For the first store,

R1 only contains one record r, so the database leakage is

Lr(p, r) = 2×1×3/5

1+3/5
= 3

4
. For the second store, R2 contains

two records s and t, so we need to take the maximum of the
query leakages of s and t. Since s and t do not match with
each other (i.e., they do not have the same name and credit
card or name and phone combination), the dipping result of
s is s while the dipping result of t is t. Hence, the database
leakage is max{Lr(p, s), Lr(p, t)} = max{ 3

4
, 3

4
} = 3

4
.

If Alice buys her app from S1, then its database will con-
tain two records, r and u. In this case, the database leakage
at S1 is still 3

4
because r and u do not match and thus

have the same query leakage 3

4
(the maximum query leak-

age is thus 3

4
). On the other hand, if Alice buys from S2, the

database at S2 will contain s, t, and u. Since u matches with
both s and t, the dipping result of u is µ({s, t, u}), which is
identical to p. Hence, the database leakage becomes 1.

To compare Alice’s two choices, it is useful to think of the
incremental leakage, that is, the change in leakage due to
the app purchase. In our example, the incremental leakage
at S1 is 3

4
− 3

4
= 0 while the incremental leakage at S2 is

1− 3

4
= 1

4
. Thus, in this case Alice should buy her app from

S1 because it preserves more of her privacy.

3.2 Releasing Disinformation
Given previously released information R, a match func-

tion M , and a merge function µ, Alice may want to release
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either a single record or multiple records that can decrease
the query or database leakage. We call records that are used
to decrease the database leakage disinformation 1 records.
Of course, Alice can reduce the query or database leakage
by releasing arbitrarily large disinformation. However, dis-
information itself has a cost. For instance, adding a new
social network profile would require the cost for registering
information. As another example, longer records could re-
quire more cost and effort to construct. We use C(r) to
denote the entire cost of creating r.

We define the problem of minimizing the database leakage
using one or more disinformation records. Given a set of
disinformation records S and a maximum budget of Cmax,
the optimal disinformation problem can be stated as the
minimization function presented below:

minimize Ld(p,M, µ, R ∪ S)
subject to Σr∈SC(r) ≤ Cmax

The problem of minimizing the query leakage can also be
stated by replacing Ld by Lq in the above formula. The set
of records S that minimizes the database leakage within our
cost budget Cmax is called “optimal” disinformation.

A disinformation record rd can reduce the database leak-
age in two ways. First, rd can perform self disinformation
by directly adding the irrelevant information it contains to
the dipping result rq that yields the maximum query leak-
age. For example, given the database R = {r, s, t} and a
reference p, suppose the database leakage is Lr(p, µ(r, s)).
Then rq can be created to match with µ(r, s) and to con-
tain bogus data not found in p, thus decreasing database
leakage to Lr(p, µ({r, s, rd})). Second, rd can perform link-
age disinformation by linking irrelevant records in R to rq .
For example, say that t contains totally irrelevant informa-
tion of the target p. If rd can be made to match with both
µ(r, s) and t, then the database leakage could decrease to
Lr(p, µ({r, s, t, rd})) because of rd. Of course, rd can also
use both self and linkage disinformation.

When creating a record, we use a user-defined function
called Create(S, L) that creates a new minimal record that
has a size less or equal to L and is guaranteed to match all
the records in the set S. If there is no record r such that
|r| ≤ L and all records in S match with r, the Create func-
tion returns the empty record {}. A reasonable assumption
is that the size of the record produced by Create is pro-
portional to |S| when L > |S|. We also assume a function
called Add(r) that appends a new attribute to r. The new
attribute should be “incorrect but believable” (i.e., bogus)
information. We assume that if two records r and s match,
they will still match even if Add appends bogus attributes
to either r or s. (Notice that this property is similar to the
representativity property for match and merge functions.)
The Create function is assumed to have a time complexity
of O(|S|) while the Add function O(|r|). In our technical re-
port [5], we list more details to consider when adding bogus
attributes to rd using the function Add.

We propose disinformation algorithms in our technical re-
port [5], both for the case we release a single disinformation
record (S is size 1) and the case where we release multiple
1A classic example of disinformation occurred before the
Normandy landings during World War II where British in-
telligence convinced the German Armed Forces that a much
larger invasion was about to cross the English Channel from
Kent, England.

records. In addition, we consider scenarios where different
properties hold. If both representativity and negative rep-
resentativity hold, one can show that a new record can only
use self-disinformation to lower the database leakage, which
enables efficient algorithms that return the optimal disin-
formation. If the properties do not hold, a new record can
also use linkage disinformation, and we might have to con-
sider all possible combinations of irrelevant records in the
worst case (which makes the disinformation problem NP-
hard). Thus, we also propose a heuristic algorithm that
searches a smaller space, where we either combine two ir-
relevant records and use self disinformation or use self dis-
information only. As more properties are satisfied by the
match and merge functions, the more efficient the disinfor-
mation algorithms become. Similar results can be obtained
when using confidences and the monotonicity and increasing
properties for the extended match and merge functions.

4. RELATED WORK
Many works have proposed privacy schemes for data pub-

lishing in the context of linkage attacks. Various models
including k-anonymity [3] and l-diversity [1] guarantee that
linkage attacks on certain attributes cannot succeed. In con-
trast, we assume that the data is already published and that
we want to manage the leakage of sensitive information.

Several closely related products manage information leak-
age. A service called ReputationDefender [2] manages the
reputation of individuals, e.g., making sure a person’s cor-
rect information appears on top search results. TrackMeNot [4]
is a browser extension that helps protect web searchers from
surveillance and data-profiling by search engines using noise
and obfuscation. In comparison, our work complements the
above works by formalizing information leakage and propos-
ing disinformation as a general tool for containing leakage.

5. CONCLUSION
We have proposed a framework for managing information

leakage and studied how the framework can be used to an-
swer a variety of questions related to ER and DP. The algo-
rithms for computing leakage become more efficient as the
match and merge functions satisfy more properties. We have
studied the problems of measuring the incremental leakage
of critical information and using disinformation as a tool for
containing information leakage. We believe our techniques
are preliminary steps to the final goal of truly managing
public data, and that many interesting problems remain to
be solved.
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ABSTRACT
Social networks have been receiving increasingly greater at-
tention. As they stand now, users are required to upload
their content to make it available to others. Typically, this
involves releasing ownership and control. As a result, bat-
tles have begun regarding the ownership, exploitation, and
control of content between users and social network owners.
Further, given the rates of growth witnessed recently, ques-
tions about the scalability of the social network services are
being raised. Therefore, the following questions naturally
emerge: Is it possible to architect, design, and implement
decentralized social networking services that ensure scala-
bility and efficiency, while, respecting users’ control of their
content? Can this be achieved while content can be available
to others for viewing and commenting, and permit key so-
cial networking activities like tagging? This paper presents
eXO, a completely decentralized, scalable system that offers
fundamental social networking services. We describe the ar-
chitecture of eXO and its key components which encompass
(i) techniques for content indexing, (ii) novel algorithms for
ranked retrieval, (iii) appropriate similarity definitions that
consist of a ’content’ and a ’social’ part, (iv) novel algo-
rithms for efficient distributed content retrieval, (v) novel
techniques that efficiently and scalably facilitate tagging and
exploit tags to enrich query results, and (vi) novel scalable
methods which permit the creation of personal networks,
which allow for more “intimate” sharing and associations
between users. We report on our evaluation which showcases
its efficiency and scalability characteristics. eXO source code
will be freely available to all, to use and test.

Categories and Subject Descriptors
H.3.4 [Systems & Software]: Distributed Systems, Query
Processing

General Terms
Algorithms, Design, Performance

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR’11)
January 9–12, 2011, Asilomar, California, USA

Keywords
Social networks, peer-to-peer, tagging, similarity, top-k

1. INTRODUCTION
Social networking services and entrepreneurship have been

growing steadily and rapidly. User-generated content (main-
ly multimedia, such as images, videos, etc) is being produced
at high rates. Interestingly, people show a great desire to
share their content, view content shared by others, tag (com-
ment on) it, search for content of interest and/or other users
with specific profiles, and make ’friends’ (become members
of specialized groups sharing common interests). This is not
all new. Since Napster appeared, a large number of con-
tent sharing applications have been implemented, providing
a variety of options and actions to the user. Nowadays,
users have moved on, creating large scale social network ap-
plications, such as Facebook, MySpace, YouTube, Flickr,
etc. These applications run on centralized sites facilitat-
ing different kinds of social network sharing. The heart of
these applications are users’ interactions: content sharing
and viewing experiences are being enriched, taking into ac-
count the profiles of those contributing the content and of
those who have tagged it.

As they now stand, social network services force users to
upload their content to a specific site in order to make it
available to others. Typically, this involves releasing own-
ership/control of uploaded content. After a few years of
tremendous growth in popularity and use, already some is-
sues have been raised and battles have begun regarding the
ownership and exploitation of content between users and so-
cial network site owners. Further, given the rates of growth
witnessed recently, the scalability of the social network ser-
vices becomes increasingly doubtful. Therefore, the follow-
ing questions naturally emerge: Is it possible to architect,
design, and implement decentralized social networking ser-
vices that ensure scalability and efficiency? In addition, can
users be allowed to retain full control of their content and ef-
ficiently make it available to others for viewing, sharing, and
commenting? And, all this, while permitting other key so-
cial networking activities like tagging, so to enrich the users’
querying experiences?

Our interest in future social network services is to ensure
two key characteristics: highly decentralized social network
functionality and with full user control when sharing. First,
we wish to “go distributed”. Already our community has
produced a great wealth of knowledge for highly decentral-
ized, efficient, and scalable content sharing – see for exam-
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ple P2P network architectures (such as those built on top of
DHTs). We wish to build upon these efforts and answer the
questions whether the scalability of the underlying network
can be leveraged to ensure scalable social network sharing
and accessing and whether this can be done efficiently. Sec-
ond, so far content providers may lose control over their
data. We believe it is important for users to maintain con-
trol over their data: for instance, they should be able to
control who accesses their data, when and how their con-
tent is replicated, if at all, and to which sites, etc.

These goals bear a number of important implications for
system design which, in turn, create new research challenges.
First, to respect autonomy, content must not be stored re-
motely. Further, to facilitate sharing, this content must be
indexed appropriately so that users can search for it and lo-
cate it. This index must be distributed for scalability and
efficiency reasons. Thus, no central organization/site exists,
which is responsible for the content and related metadata,
such as indices. Moreover, great care must be exercised with
respect to how and what will be inserted into this distributed
index, in order to avoid scalability and efficiency barriers,
as has been shown in the realm of P2P search engines [14].
Further, defining appropriate similarity functions must ac-
count for high expense when computing relevant statistical
metadata in distributed settings (despite valiant efforts [2]).

Second, autonomy implies for users the ability to name
content on their own, resulting in a duplicity of names for
the same content. Thus, any particular search query may
be matched to a number of different sources. Our system
must on the one hand efficiently maintain such metadata on
data sources, and on the other, provide efficient algorithms
for retrieving this content.

Third, the semantics of search queries are different. A
query can request one such item, or all of them, or (most
likely) a specific number of items, e.g., running top-k queries
[10]. The ranking of query results must of course take into
account the characteristics of content items and how close
they are to a given query (a la traditional IR environments).
However, in addition, ranking must take into account other
social-network characteristics, such as the profile of the que-
rying user, the profiles of the users who uploaded content
items, and their similarity. Thus, new similarity functions
are needed to facilitate such query-result ranking.

Fourth, running distributed top-k queries is a notoriously
difficult problem. Despite recent advances (for instance [6,
15]), distributed top-k execution can introduce a rather large
cost for the overall system resources (such as number of
messages, network bandwidth, and local per-peer processing
costs) and for the user (large query execution times). As we
shall see, this cost depends on the similarity function. It
is therefore imperative to produce similarity functions that
can both exploit social network information and facilitate
efficient distributed top-k query execution.

Finally, dealing with and exploiting user tags in a decen-
tralized environment is not simple. On the one hand, it
is important for the system to exploit these tags in order
to identify relevant content [8, 13]. However, on the other,
given that tagging is a very popular activity, this must be
done in a way that does not introduce great overheads and
scalability problems. Reconciling these goals is a key under-
taking for any decentralized social network system.

Diaspora1, an open-sourced personal web server imple-
menting decentralized social networking services, is a first
commercial crack at this; the $200k in donations received by
the Diaspora authors and their recent (albeit early alpha-
stage) source code release, testify to the plausibility of and
widespread interest in such systems. Diaspora only imple-
ments the most basic of social networking primitives (that
is, friends and friend groups), lacking any support for more
advanced operations, such as (even simple) system-wide con-
tent/user queries – let alone such features as distributed
top-k operations, tag clouds, personal social networks, etc.

With this work we present eXO, a novel decentralized sys-
tem offering fundamental social networking services, consist-
ing of:
• mechanisms for indexing user-generated content and

related metadata definitions;
• appropriate similarity functions that combine social

networking features with traditional query-to-content
relevance;
• discovery and retrieval of related content via a com-

bination of DHT-based indexing and of unstructured,
query-relevant, social networks,
• efficient top-k algorithms for search-for-content and

search-for-user queries;
• efficient algorithms for retrieving content items exploit-

ing the architecture of the overlay network on the one
hand, and the characteristics of content in social net-
work sharing environments on the other;
• scalable social tagging mechanisms and methods which

can exploit social tags to improve the quality of query
results;
• methods for building social networks; and
• an implementation of the system and a performance

evaluation substantiating the claims for scalability and
efficiency.

To our knowledge, this is the first effort addressing com-
prehensively the design and architecture of decentralized so-
cial network services. The rest of this paper is organized as
follows. First we present a brief overview of DHT basics.
Section 2 discusses the data and query models, and section
3 the system architecture and key design decisions. Sec-
tion 4 discusses query processing chores, presenting our ap-
proach for indexing, similarity definitions, ranking of query
results, and optimized algorithms for retrieving content over
the DHT. Section 5 discusses how we facilitate tagging and
how we exploit it for search and retrieval. Section 6 shows
how to build unstructured (personal) social networks that
can be used to improve search results quality. Section 7 dis-
cusses our implementation and experimental results. Sec-
tion 8 discusses related work and finally sections 9 and 10
conclude this work.

2. THE DATA AND QUERY MODEL
eXO is built upon a network, consisting of a possibly large

number of nodes. Each node runs a routing protocol for a
structured overlay DHT network (such as Pastry [9], Chord
[21], Tapestry [24], CAN [18], etc.) Shareable content and
nodes acquire IDs from the same ID space, using a pub-
lic hash function, such as SHA-1, matching each of them
to a specific position in the ID space. Structured overlay
networks require nodes to maintain routing tables of size

1http://joindiaspora.com/
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logarithmic to the size of the network (i.e., number of partic-
ipating nodes). Further, they ensure that a message will be
delivered to its destination in a logarithmic (again, relative
to the size of the network) number of hops. For instance,
in Pastry[9], the protocols guarantee O(log2b N) hops for
the routing process, where N is the number of nodes in the
network and typically b = 4. In Pastry, this routing process
will also end up pointing to the node with the arithmetically
closest ID to the destination ID (the input ID of routing
function).

In eXO a user is associated with a unique network ID
(UID), which is computed using a hash function (e.g. SHA-
1) on a user-specified string, e.g. an e-mail address. Each
user is connected to a specific node of the network; thus,
a UID plays indirectly the role of a node identifier as well.
Last, we use the term content to refer to every type of data
that can be indexed, retrieved, and stored in the system (in
eXO we are mostly interested in images, audio, and video
content and secondarily in text).

Content & User Profiles. For indexing purposes, each con-
tent item is represented by a set of terms (keywords) that
describe it. We call this set of terms the content profile.
Similarly, each user is described by a set of terms defined by
the users themselves, denoted the user profile. Each term
is associated with an ID (term ID – TID). TIDs are also
computed using a hash function on the term string. For ex-
ample, a content profile term could be the file name of some
multimedia file or words taken from the id3 tag of an mp3
file, while a user profile term may include information about
user interests, expertise in some area, etc. A checksum of the
actual content or user ID is computed to distinguish among
the many different objects with the same profile. Content
items may be replicated from the source to adjacent nodes in
the ID space of the overlay in order to improve content avail-
ability. Content is indexed to appropriate network nodes, so
it can be discovered. Note that when a content item is first
shared, its owner decides on the content’s profile - that is, the
set of terms with which to index it. In any case, the owner
of a content item holds complete power over what tags are
attached to her profile/content items; however, subsequent
tagging by other users (to be discussed shortly) may sway
her selection of index tags and lead to a richer and more ac-
curate indexing. Moreover, user profile terms play a central
role during the ranking of query answers: for example, items
uploaded by users who are either experts in a related area
or whose profile matches a specific input user profile, are
ranked higher than content items uploaded by other users.

Tags. Tags are terms contributed by users to describe a
specific content item or user. Tags are very important in or-
der to help achieve higher query result quality by exploiting
the community’s wisdom. As above, a tag term is associ-
ated with a TID. In eXO tags are stored at the taggee’s side
associated with the tagged content and/or user profile. In
addition, inverted lists for each tag term are maintained at
the tagger’s node, associating each such term with a set of
thus tagged resources. This information can be exploited
appropriately to enhance the searching process as we will
explain later. We refer to social tags as the tags whose tag-
ger is a user other than the owner of the tagged item, as
opposed to self (owners’) tags.

Friends. Friendship is a major aspect in any social net-
work service environment. A user can make friends and
share more private data with them. To support this func-
tionality two users can become friends by a typical hand-
shake process, in which the first user requests a friendship
with another user and the latter can accept or reject this
request. The system stores friend lists (that is, list of friend
UIDs) on the related nodes, updated every time a friend is
added or deleted. The friend list structure is used to locate
friends in the network, to allow access control of the data
and to improve the lookup ranking process. The latter can
be achieved by ranking the friends’ content higher.

Queries. Queries in our model refer to content or user pro-
files indexed in the network. A query is a set of keywords
and the query processing engine is meant to return the top-
k most relevant items to the query, using a data structured
called the “Catalogue” (to be discussed shortly). A query
is a set of keywords which are used to obtain a number of
data sources for the most similar to the keywords catalogue
entries, supported through a similarity matching and a top-
k ranking process. To be more formal, let U = {u1, ..., um},
C = {c1, ..., cn}, T = {t1, ..., to} be the set of all user profiles,
the set of all content profiles, and the set of all terms, re-
spectively. For example, ui = {ti, ..., ta} ∈ U is a single user
profile, and ci = {tj , ..., tb} ∈ C is a single content profile.
A query may contain a content part and a user part and is
given as Q = Qc+Qu, where Qc = {t1, ..., tq1} is the content
part and Qu = {t1, ..., tq2} is the user profile part. In brief,
queries may contain both or either of a content-related part
and a user-related part, where the content (user) part may
be missing when the querying party is specifically interested
in finding user (respectively, content) profiles.

If we search for users, then a user query is formed. In this
case Qu 6= ∅, consisting of the set of terms which are used to
route to the catalogues. Qc is generally ignored in this case.
User queries are used to list the k most similar user catalogue
entries to the querying terms. The returned user catalogue
entries contain user profiles and are also indices of the users’
source nodes, so they can be used to navigate towards the
user nodes in order to browse or tag their content.

On the other hand, content queries are used to find cata-
logue entries of shared content objects. It this case, Qc 6= ∅
is used to route the process to the appropriate catalogue
nodes. If, in addition, Qu 6= ∅ then Qu is used to boost the
scoring of content contributed by similar users in the cat-
alogues. The content profiles are encapsulated in content
catalogue entries together with the content owner’s source
node; thus, in essence these catalogue entries are overlay
“links” to access the shared content.

3. EXO ARCHITECTURE AND DESIGN
Here we discuss the basic components of the system and

its design rationale.

Autonomy and privacy. The system is designed so that
users can exercise full control over their content and their
node’s resources. In eXO, content shared by a user is kept
only on the user’s node (source node). For content availabil-
ity reasons (e.g. for when the user leaves the network due
to either a failure or a graceful disconnection) and at the
user’s discretion, the system can further maintain a number
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Figure 1: Example catalogue data

of content replicas. These replicas are stored only on nodes
adjacent to the user node in the ID space, and their mainte-
nance is performed automatically by the substrate network
(e.g Pastry[9]).

The user can mark her content as public or private to
define which users can access it. Public content items are
indexed in the network and can be seen by anyone in the
overlay network, while private content is not indexed and
is thus non-visible to the public. Instead, it is made visible
and can be accessed only by friends. Similarly, there exists
both a public and a private user profile in the network; the
public user profile is also indexed and may be replicated,
while the private part is stored only on the source node.
Note that owners can reject access requests made by other
users, even for public content. The basis for this rejection
can be any criteria the owner chooses to use (e.g., on the id
of the querying user).

Node roles. The software running on each node takes on a
number of tasks. First, it acts as a front end, serving user
requests and dispatching them to the appropriate peer nodes
in the system (request resolver role). Second, it provides a
network storage interface for the content and profile replicas.
Last, nodes may store indexing data structures for remote
shareable content and user profiles in the system, in which
case they are denoted Catalogue Nodes.

Catalogues. Each term ID is assigned to such a node (using
the DHT’s mapping primitive); that node then stores, for
every TID it is responsible for, a data structure coined the
Catalogue, mapping the TID to a set of related UIDs, along
with (a portion of) the user profile, content profiles, and
optionally other data (e.g. friend lists). Thus, every TID in
the network has its own Catalogue data structure, keeping
track of user nodes storing shareable content or user profiles
containing the TID keyword.

A Catalogue has two parts. First, the User part is used to
store the user profile and the UID of each user whose public
profile contains the relevant term; the user catalogue is used
to answer user-centered requests, such as “find the top-k
similar users”. Second, the Content part (see figure 1) holds
the content profile terms and the user profile of the content
owner, mapped to the content owner UID. This data struc-
ture is used to answer content related queries such as “find
the top-k similar content items”. As an enhancement for
similarity matching, we also store the corresponding owner’s
user profile in each content catalogue entry. This allows to
boost our scoring mechanism by using the comparison of the
owners’ profiles with the querying user profile.

Handling Tags. Social tags are stored only on the tagger
and taggee nodes associated with the annotated object. We
chose not to index tags in the network for that would in-
troduce great overhead costs [11]. Indexing tags, on the
other hand, would provide extra scoring capabilities, e.g.

similarity boosted by tags. To reconcile this trade-off, we
allow the benefits of social tagging for query resolution as
follows: we store locally social tags (avoiding their distribu-
tion and related maintenance overheads) and we use a low
cost mechanism based on query reformulation to enrich our
search results with tag data (to be described shortly).

The public network and Personal Social Networks. The
above rationale leads to a two-pronged approach. The pub-
lic network consists of the DHT and the content and user
profiles which are stored at the DHT nodes and have been
made DHT-indexable and DHT-accessible. On this public
network, users can issue queries specifying user profiles of
interest and thus identifying other interesting users. Ac-
cessing those users’ nodes, a querying user can also identify
and retrieve tags with which the interesting user profiles
have been annotated. Then, a querying user can expand
her query and thus identify more interesting users. Once
identified, the querying user can add them to her friends’
lists, establishing and enriching her personal social network.

Thus, eXO consists of a public, structured network and a
series of private/personal, unstructured networks. Owners
have complete autonomy of what content to share, who to
befriend, what tags to accept, what further functionalities
to perform (e.g., transitively expanding friendship relation-
ships) and exercise it at the per-user level, at the per-content
item level, etc.

4. QUERY PROCESSING
This section describes the indexing and query execution

processes, similarity definitions, the mechanism for ranking
query results, and content retrieval optimizations.

Indexing and Catalogues. Indexing is performed as fol-
lows. First, the object’s (user or content) profile is fetched.
For each term of the profile, the TID is computed and is
used as input to the overlay routing function. An indexing
message is created containing the UID of the source node,
the object’s profile, plus, for content objects, the owner’s
user profile. The message is routed towards the destination
(which is the overlay node responsible for TID). This des-
tination node plays the role of the catalogue node for this
term. Depending on the type of object (user or content
profile), an appropriate catalogue entry is formed from the
message data and stored in the catalogue. The same steps
are taken in parallel for every term in the object’s profile.
For content objects or users which have very large profiles,
indexing of all the terms would be very network-hungry. For
this reason the indexing process may choose not to use all of
the terms in the profile. Here, we must note that real social
data, as shown in section 5 by our crawling efforts, usually
contain user or content profiles of acceptable size.

Similarity and Local Ranking. Search query messages
are delivered to every catalogue node corresponding to the
query terms’ TIDs. There, a local similarity matching pro-
cess takes place to compare the catalogue entries with the
query terms and then a local ranking of the catalogue entries
is performed. This similarity function has a user and a con-
tent part; the former is matched against terms in content
profiles while the latter against terms in user profiles. This
allows us to search for content with specific properties, users
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with specific properties, or a combination of these two (i.e.
content with specific properties shared by users with specific
properties). To compare sets of terms of user profiles and/or
content profiles we use the vector space model. Specifically,
we consider a multidimensional space, where every discrete
term determines just one dimension. Vectors of term weights
are used to map profiles to this multidimensional space, pro-
ducing feature vectors. Vectors are compared by using the
cosine similarity equation, with similar profiles having high
cosine values.

A significant part of this scoring computation is the term
weight formula. Firstly, let U , T , C be the set of all user
profiles, the set of all terms and all content profiles, re-
spectively. u ∈ U is a single user profile, c ∈ C is a sin-
gle content profile and t ∈ T is a single term. Obviously,

T = (∪|U|
i=1ui)

⋃
(∪|C|

j=1cj). In our approach weight wti of
term ti, 0 < i ≤ |T | is computed by the next general ap-
proach reflecting the relations among content, user profile,
and term:

wti = acw
c
ti + auw

u
ti

where wti ∈ [0, 1], wc
ti (wu

ti) denotes the relevant weight of
the content (respectively user) profiles for ti, and ac and
au are coefficients which indicate the significance of each
weight, with ac + au = 1.

We adopt a simplified boolean weight formula to compute
the weights; that is, wc

ti , w
u
ti ∈ {0, 1}, where a value of 1

signifies that the term ti exists in the user/content profile.
Let E = [wt1wt2 ...wtm ] = Ec + Eu be the vector of the
catalogue entry’s weights for the corresponding content pro-
file ce = t1, t2, ..., tmc and user profile ue = t1, t2, ..., tmu ,
where m denotes the number of unique terms in the cat-
alogue entry (|ue ∪ ce| of this entry), Ec is the vector of
content profile weights and Eu is the vector of user profile
weights. Remember that content catalogue entries contain
both a content profile part and a user profile part, while
user catalogue entries contain only a user profile part (i.e.,
for user catalogue entries, it holds that Ec = ∅).

Consider the query vector Q = [wt1wt2 ...wtl ] = acQc +
auQu for the corresponding user profile uq = t1u , t2u , ..., tlu
and content profile cq = t1c , t2c , ..., tlc , where l is the num-
ber of unique query terms, and Qc, Qu are the vectors corre-
sponding to Ec, Eu, respectively. The weights of the query
vector are computed by the same formulas as the catalogue
entries. Using the cosine similarity as scoring function we
get:

Sim[Q,E] =
Q⊗ E

‖Q‖‖E‖ (1)

The Q ⊗ E is the inner product of the two vectors and
‖Q‖‖E‖ is the product of their norms. The denominator
is used for normalization purposes, in order to use unitary
vectors.

Using the previous weights and according to the query
model, we discern two cases.

1. Queries on user profiles. In this case only the user
profile part contributes to the score computation, thus
wti = wu

ti , au = 1, ac = 0, and:

Sim[Q,E] =
Qu ⊗ Eu

‖Qu‖‖Eu‖
=
|uq

⋂
ue|

‖Qu‖‖Eu‖
(2)

2. Queries on content profiles. In this case we allow the
similarity between the sharing and the querying users’

profiles to be taken into account, thus wti = 1
2
wc

ti +
1
2
wu

ti , ac = 1/2, au = 1/2, and:

Sim[Q,E] =
Qc ⊗ Ec + Qu ⊗ Eu

‖Q‖‖E‖ =
|uq

⋂
ue|+ |cq

⋂
ce|

2 · ‖Q‖‖E‖
(3)

A catalogue node receiving a search request, uses the
above formulas to score each catalogue entry, creating a
sorted score table. Note that the above can straightfor-
wardly be enriched with more elaborate social metadata,
such as friends and measures of friendship [19, 20] at least
for “direct” (non-transitive) friends.

Global Ranking. After the similarity processes have ended
in each of the catalogue nodes and a sorted list of catalogue
entries has been created, the appropriate results must be
returned to the querying node. The search mechanism con-
siders a similarity threshold on the obtained results. This
implies a top-k choice of local catalogue entries. As we will
explain and prove in the next section, our scoring process
has each catalogue node compute and return a score that is
a global score for the object represented by the entry for a
query. So it is enough to get only the first k results from
each local sorted list of catalogue entries and send them to
the query origin node in order to get the global top-k list.
This phase is called global ranking. Every catalogue node
returns the top-k catalogue entries from the local sorted list
along with their corresponding score values to the query
source node. The latter then merges all incoming lists and a
new list of catalogue entries is formed, sorted by score, from
which the global top-k result list emerges.

Note that whenever an item is found in more than one
catalogue node lists, its score is not aggregated (summed).
This is so, because each catalogue entry already reflects a
global relevance score. Recalling our similarity definition,
we see that at each catalogue entry, global information is
taken into account to produce the local score; that is, local
scoring accounts for all terms that are contained in the query
and all terms/tags that are contained in the content profile
and the querying user’s and content owner’s profiles. Hence,
the local score is also a global score.

eXO Top-k Query Analysis. The top-k execution pro-
cess outlined above is engineered to be very simple and
lightweight. It requires only a single phase of communi-
cation between the querying node and the catalogue nodes
for the query terms. Key role to this plays the way the sim-
ilarity is defined: on the one hand we want it to take into
account both user-user and query-content similarities, as it
is necessary in a social network. On the other, each local
score of an item to a query is, by construction, also a global
score of that item for this query.

Despite valiant efforts, top-k algorithms in decentralized
environments can be complex and very expensive in two
respects: communication messaging and latency and (disk)
IO latency. For instance, KLEE and TPUT [15, 6] require
at least two communication phases between the querying
node and the nodes holding the index lists and may have to
go very deep into the index lists before yielding the results.
The key difference in our approach is that we store in each
catalogue the whole user and content profiles’ info, and this
provides the flexibility to compute global score values in
every catalogue node. Further, each node only needs to
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send the top k entries, yielding a very small bandwidth cost.
More formally, we can prove the following.

Claim 1. Consider an object, O, indexed using term set
TO. Given a query Q with query term set TQ with |TQ ∩
TO| = n ≥ 2, the similarity score (for the catalogue entry in
each of the n nodes responsible for these TIDs) to the query
Q, is exactly the same.

Proof. Sketch: Remember that we store the profile of
the owner along with every content profile and that each cat-
alogue entry is uniquely defined by its owner’s UID (along
with a content checksum for content entries). Also remem-
ber that the content part of the query is matched against
the content part of catalogue entries, while the user part is
matched against the accompanying user part. Thus, each of
these n nodes would be matching TQ against the same TO,
hence for any given catalogue entry, the scoring function
yields the same score across all n nodes.

Claim 2. The global list with the top-k most relevant en-
tries stored in the catalogue nodes can be computed in one
communication phase, by returning to the querying node the
local top-k entries of each visited catalogue node.

Proof. Sketch: Assume that an entry which has not
been returned to the querying node, belongs to the global
top-k. By the definition of our similarity, it follows that
this entry must belong in at least one of the local top-k lists
returned to the querying node. Then each one of the local
top-k lists must have included the specific entry in its reply
to the querying node. From 1 we showed that in local lists
the scores are global. Hence, it trivially follows that this
entry does not belong to the global top k results.

We employ a boolean weight to compute the cosine sim-
ilarity. This choice was preferred over a more fine-grained
tf-idf weight for two reasons. First, in a social network the
majority of content which is being shared by the users is
multimedia, whose metadata is usually a short set of de-
scriptive terms without big differences in term frequencies
and their body is just binary data. Content profiles created
from these content items are low dimensional. This is in
contrast to text documents which have analyzable bodies
and heavier sets of terms describing their data.

Moreover, to compute a tf-idf weight, global statistics,
such as the size of users and the size of content objects
in the network, should be computed. In fully decentral-
ized environments this is very complex and expensive and
best be avoided. On the other hand, boolean weights as
more coarse-grained, do not need global network informa-
tion. The boolean weight suffers from not taking into ac-
count the term frequencies in profiles. This limits the range
of score values, so can cause many ties in the scoring pro-
cess. But the maintenance gain is very more important and
we will present later alternative techniques to refine search
results.

Content Retrieval Algorithms. After receiving the top-k
results, the content retrieval algorithm uses the UID of each
catalogue entry to route to the content owners nodes and
initiate downloading. As aforementioned, it is unavoidable
that different content will be associated with the same score
with respect to a query. Think of different pictures of the
Acropolis at night, tagged with the terms Acropolis, Athens,

night. A query with these terms does not really care which of
the different photos it receives and all photos with these self-
tags will have identical scores to the query. eXO exploits this
observation to expedite content retrievals, by implementing
a new DHT primitive coined retrieve-m-from-n.

Specifically, assume a user has requested the top-10 results
and eXO responded with, say, the top-50 results sharing
the top-10 scores. The basic idea of the optimized retrieval
algorithms is to, at the first overlay hop, hand over to the
next forwarding node a list of the top-50 IDs of content items
and their scores. Each node thereafter, looks locally to see
to which of the 50 nodes it can route faster. For instance,
in Pastry each node can inspect its routing table to see if
one of 50 destinations is stored there and hence choose that
destination to obtain the desired object. In essence, this
optimization provides the flexibility to route to the closest
10 objects among the 50 possibilities.

5. SOCIAL TAG CLOUDS IN EXO
Remember that “social tags” (i.e., terms submitted by

other users in order to characterize content or users) are
stored on the same node as the original content. More specif-
ically, the set of social tags on some content item is coined
the content tag cloud. Social tags can also be associated
with a specific user, and not just with content items, yield-
ing a user tag cloud. The tags constituting a tag cloud can
be ranked according to some measure and sorted according
to this rank. At this stage, we view this as an orthogonal
issue and we leave it to future work. However, for simplicity,
within user tag clouds, we sort tags by the number of users
having used the specific tag for the same item.

Tagging Process. Social tagging involves two user nodes:
the user doing the tagging (tagger) and the user owning the
tagged object (taggee). A tagger issues a tagging request
with one or more tags and eXO transfers this message to
the taggee’s node. There, an association of the object and
the set of tags is stored, together with the origin user profile
of each tag. The association is formed as a content or user
tag cloud, indicating the significance of each tag. In addi-
tion, on the tagger’s side, an inverted list for each tag term
is maintained. After a successful tagging operation, the in-
verted list is updated with the profile of the tagged object.
Thus, a bidirectional relation is created between a tagger’s
and taggee’s nodes.

Query Enrichment with Social Tagging. The ultimate
goal is to improve query-result quality. Recall the eXO ap-
proach to indexing content and user profiles: only an owner’s
tags (a small number) are used to index each object. This
is a pragmatic concern in order to avoid overburdening the
catalogue nodes with continuous updates to index data, etc.
However, it also introduces the potential of missing impor-
tant items when responding to queries. Consider, for in-
stance, an item with large multi-dimensional semantic con-
tent, which requires a fairly large number of terms in order
to be adequately characterized, or, an item whose impor-
tant ’dimensions’ change with time. Since only a fraction of
these terms may actually be used to index the item within
the catalogue nodes, a query specified with these terms will
not return the item. For example, an important article in-
volving Obama’s high school friends would typically not be
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indexed with the keyword “Obama” and therefore a query
with keywords “Obama”, “youth” will not return the article.

During content (or user-profile) retrieval, eXO provides
the opportunity to not only download the object, but also
to retrieve the social tags (tag cloud) as we visit the content
owner’s node. Hence, the tag cloud for each retrieved object
may be piggybacked onto the response. This way a new set
of terms (i.e. those in the tag cloud), submitted by other
users and reflecting other opinions, can be discovered by the
querying user. Then, a new search query can be formulated,
being enriched by tag cloud terms, with the user selecting
which tag cloud terms to use based on the terms’ relative
rank. If the tag cloud is too big, a threshold is used, choosing
the most dominant tags of the cloud before piggybacking the
cloud onto the response.

Catalogue Updates. Note that the ranking of tags within
a cloud is performed at the owner’s node, reflecting the
owner’s perception of the importance of each cloud term
for his object. When ranks of these terms exceed some
user-perceived importance threshold, our design permits the
owner to update the “owner tags”; that is, utilize high-
ranked social tags, and index the object using these tags
as well. This mechanism is employed in order to cope with
time dynamics, especially for object’s whose important “di-
mensions” change with time. That is, an owner can decide,
based on the tagging activity on an object, that new terms
can be used to index the object and make it visible and
appropriate from now on.

6. PERSONAL SOCIAL NETWORKS
Up to this point, we have elaborated how the DHT-based

catalogue served as the basis for discovering interesting items
when responding to a query and for retrieving these items.
Social networks, however, are ad hoc in their essence, and
basing all functionality upon the DHT may seem too strin-
gent and artificial.

Building Personal Social Networks. To this extent, eXO
harnesses the extra information supplied by the user tagging
activity to further advance the state of the art.

As mentioned earlier, a bidirectional relation between the
tagger’s and taggee’s nodes is created with every tag; this
also holds for tags on user profiles. These couplings exist in
the form of cross-referenced UIDs stored locally on the tag-
ging/tagged nodes and not as separate network connections
or routing table entries. Further, note that users can search
for users similar to their profiles, or for experts in specific
domains, using relevant terms, and so on; then, through the
tag clouds returned by such queries, the users can further
discover new relevant tags and new related users, resulting in
the emergence of and association with specific social groups
(be it of social friends, professional acquaintances, experts
in domains of interest, etc).

These virtual unstructured networks can then materialize
through “connection requests”: the local node sends a be-
friending request to the remote nodes; if such a request is
accepted by the remote user, the two communicating nodes
keep each other’s UID in separate “acquaintance” lists. eXO
users may then opt to share part of their information with
only members of these social groups, or direct queries to-
wards specific groups that are expected to return more and/

or higher quality results.

Querying Personal Social Networks. Putting it all to-
gether, queries in eXO can be of three types: (i) queries
directed to the DHT catalogue nodes only; (ii) queries dis-
seminated through the personal social networks; and (iii)
queries directed in parallel to both of the above mechanisms.

In the first case (see section 4), queries are directed to the
DHT catalogue nodes using which the top-k items for the
query are identified, based on catalogue information (owner
tags). Additionally, querying users can retrieve any tag
clouds associated with the items and reformulate the query
using important social tags. This process can be repeated
until the user is satisfied with the results.

In the second case, queries are directed to the querying
user’s appropriate social network(s). If no appropriate so-
cial network exists, the user can establish it first as out-
lined above and then issue the query. The search query
visits each of the users that are neighbors in the social
net. At each neighbor, the local tagger’s data structure
is searched locally for entries which, like catalogue entries,
contain user/content profiles and UIDs, and they are re-
turned to the querying user. It is likely that these inverted
lists are small, although a similarity processing like the one
we mentioned in the previous subsections, can be applied to
return the most relevant to the query results. Thus, these
results can constitute a complementary list of search results,
which have been obtained by eXO’s similarity query engine,
retrieval algorithms, and tagging metadata. Querying users
can decide how deep into the query-relevant social network
they should delve before they stop.

Finally, in the last case queries are directed in parallel to
both the DHT catalogue nodes and to the relevant unstruc-
tured social network. Thus, a new query can proceed in
parallel to the catalogue nodes and to the nodes making up
the related user-group.

Link prediction. The system, currently, does not perform
link prediction per se. Instead, it is user-centric. Each user
can utilize the public network’s infrastructure to identify
other social links of interest by issuing specific user-profile
queries. Retrieving these profiles and their tags, they can re-
issue more elaborate queries and thus establish/enrich their
PSNs. Having done this, more elaborate algorithms can be
employed to perform link prediction, for example by utilizing
gateway nodes, belonging to more than one PSN, through
which to route befriending requests. Alternatively, as PSN
nodes share elaborate, private profiles of their friends, they
can detect common friends, which are not themselves direct
friends, and advise them to link-up. This is a straightfor-
ward activity facilitated and easily supported by eXO.

7. EXPERIMENTATION
We implemented eXO over FreePastry2. We ran our ex-

periments on an 8-core, 30GB RAM system. Due to space
reasons, we report on only type 1 queries.

Methodology. We used two real datasets from Flickr and
Facebook. The Flickr dataset was formed from the Tagora
Project3, containing associations among users, resources (e.g.

2http://freepastry.org/FreePastry/
3http://www.tagora-project.eu/data/
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photos), and tags. With this we created content profiles
for shared items. We used a slice of around 49,832 content
items corresponding to 1000 users and to 264,379 terms.
Second, we systematically crawled Facebook and formed a
set of user profiles from public user data. Public profiles
contain a sample of users’ friends (at most 8 in our data)
and a collection of users’ interests and tastes, given as hy-
perlinks and phrases. We extracted this information (36,261
user profiles) and placed it in XML files which fed our tests.
Before each experiment starts, every network node was ini-
tialized and allowed to exchange necessary messages to con-
struct its routing table. Then, the indexing phase begun.
The indexing concerned both user and content data. When
the indexing process was completed, the system was ready
to execute the test scenarios. We then composed queries us-
ing real user and content profiles. The first kind of queries
were formed by randomly selecting a set of terms from the
indexed Flickr content items, whereas the second one by
choosing one by one the terms from random user profiles in-
dexed in the network. We varied the number of query terms,
the value of k in each query, and the network size.

Performance Metrics. We measured the average number
of messages (hops) on the network for each search or index
request in relation to the network size. Moreover, the aver-
age number of bytes (bandwidth) for each query result list
was computed. Bytes are counted for all the result list data
returned from the catalogue nodes to the query source node.
Last, we measured the node load, computed as the number
of times each node is visited during query processing. The
load was compared to the document frequency distribution
of each indexed term to appropriately explain the results.
“Document” frequency in our approach refers to the num-
ber of content or user profiles that contain a specific term.
Please note that randomly selecting query terms from the
set of all terms does not result in uniform-random loads,
since different terms have substantially different document
frequencies. Also note that the load balancing issues are
largely orthogonal to this work: any off-the-shelf approach
can be utilized to deal with extremely popular terms, for
example, that could overburden an index node responsible
for this term. Note that such issues are inherent into any
design, be it DHT-based or not, since nodes with popular
content will be hit more frequently than others.

Results. Figure 2(a), depicts the load distribution among
nodes for the Flickr dataset, showing a balance in load, ex-
cept for some relatively mild peaks. The peaks are justified
if we take a look at the Flickr dataset’s “document” fre-
quency distribution graph in figure 2(b). The “document”
frequency, for the Flickr dataset contains a number of terms
which are dominant, explaining the peaks. Please note that,
in any case, any load distribution strategy can be employed
in cases where load balancing issues emerge. Figure 3(a)
presents the load distribution in network nodes for the Face-
book dataset, while 3(b) show the relevant “document” fre-
quency. We observe a fairly balanced distribution of node
hits. Also, the percentage of the total hits that any node
receives, is very low. Thus, we expect no bottlenecks at cat-
alogue nodes, despite the non-uniform distribution of the
terms’ “document” frequency.

The next experiment involves the indexing of 8,000 user
profiles (one per node), and 160,000 queries, for various

Figure 4: Number of messages versus network size

Table 1: Average Bytes Per Query Result
Top-K # Query Terms Bytes

Flickr Dataset
10 2 2.2k
20 2 4.3k
50 2 10.8k
100 2 21.8k

Facebook Dataset
10 1 3.7k
10 2 7.5k
10 3 11.2k
10 4 15.5k
10 5 19.1k

network sizes. We computed the average number of over-
lay messages to the destination catalogue nodes for various
query sizes. Figure 4 shows results for queries with one to
five different keywords. The results confirm the logarithmic
relation between network size and number of messages for
each search request. As mentioned earlier, a search request
initiates a number of parallel routing requests, one request
for every keyword in the query. So we expect to have multi-
ples of the first curve in our graph depending on the number
of query keywords, which we indeed observe.

Finally, table 1 presents the number of bytes communi-
cated between the source and the catalogue nodes. For this
experiment, we issued 20,000 queries per test and computed
the average payload for those queries which returned exactly
the maximum total number of result lists (a multiple of K).
The results show the average size of communicated data per
query to be very low.

Overall, the results confirm that: (i) scalability is ensured
with respect to a growing network, given (a) the relation
between the number of messages and the network size, (b)
the fairly well-balanced load among the network nodes, and
(c) the small size of bandwidth consumption for all queries;
(ii) the parallel nature of the search-query process ensures
that the user-perceived latency will be low, as the results
are computed in just one communication phase.

8. RELATED WORK
The backbone of existing approaches for top-k query pro-

cessing is the classic paper of Fagin, et al.[10], which has
been extended to distributed environments in works such as
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(a) Load Distribution (b) Term “Document” Frequency Distribution

Figure 2: Flickr Dataset

(a) Load Distribution (b) Term “Document” Frequency Distribution

Figure 3: Facebook dataset

KLEE[15] and TPUT[6]. However, all these approaches are
quite expensive. KLEE and TPUT contribute an overhead
of at least two phases of communication among the query
source and destination nodes. In comparison, our approach
requires only a single phase of communication.

Social web search has also been studied in [16], where web
searching results are appropriately enhanced by the social
links’ data. Top-k processing in collaborative tagging sites
has been studied in [23] where user networks are created
(e.g. based on the number of same tags they used for tagged
items, or on the overlap of their tagged items) and uses
generalized versions of Fagin’s algorithms to exploit social
tags. An item is deemed relevant to a query issued by a
user u based on how many users in u’s network have tagged
this item with a query term. [5] presents top-k algorithms
for selecting the most relevant tags given a document. eXO
provides mechanisms to support the building and utilization
of such networks.

In [1] a gossip protocol, is employed so to associate users
with similar tagging behavior and to develop enough state
locally for top-k queries to execute swiftly. This is in con-
trast to our eXO design where a DHT is used for this pur-
pose. Note that using a DHT and our top-k approach will
permit faster retrievals and associations with other users,
but lacks the flexibility afforded by gossiping over a com-
pletely unstructured network.

In [19] top-k processing employs similarity functions tak-
ing into account features such as friends and (friends of
friends), and fine-grained relations of tags to documents and
profiles and tag expansions are defined. In eXO we also pro-
vide similarity definitions that consist of query- and user-
specific parts and can be enhanced by social tags. Although
not allowing for transitive friendships yet, this can be im-
plemented too by visiting direct friends and issuing queries
for their friends etc. However, this will be much costlier in
a decentralized environment than the centralized environ-
ment in [19]. Finally, the top-k algorithm in [19] considers
additional information that is not easily available in decen-
tralized settings, such as all the documents tagged by any
user, all the tags used by any user, etc.

Related work in P2P searching includes the Minerva and
Galanx [3, 22] DHT platforms. Like eXO Minerva main-
tains indices on the DHT. However, these indices index dif-
ferent information than our catalogues, query processing in-
volves a multiphase top-k algorithm to return the appro-
priate results, no special content retrieval algorithms exist,
and there is no support for social tagging, social query ex-
pansion, building personal networks, and relevant scoring
functions. High costs also occur in Tagster[12]: based on
a vector space model, it adds extra overhead for the com-
putation and maintenance of global statistics, such as the
document frequencies. Global statistics are costly to com-
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pute and maintain despite efforts such as [2].
With the exception of [1], none of the above addresses

the issues of decentralized scalable and efficient social net-
working. The gossiping protocols presented in [1] could be
combined with eXO to incorporate the benefits of gossiping-
style discovery and search. This is left for future work.

9. LIMITATIONS AND OPEN ISSUES
This work was a first crack at designing and implement-

ing fully decentralized and widely distributed social net-
working services, bringing the power and burden of con-
tent ownership and sharing to the end users at the edge
of the network. Our system provides efficient decentral-
ized support for the cornerstones of social networks: friend
lists, user/content tagging, and distributed processing of
keyword/profile-aware queries. However, several issues re-
main open for future work.

Privacy and Availability. First and foremost, our work
does not deal with content availability for privately/intimately
shared content. One could devise and advocate some secret-
sharing technique to allow private content to be replicated
across the network so as to boost its availability without
compromising its privacy. Any candidate scheme should be
flexible enough to allow for frequent membership changes,
while imposing a low network overhead; a formidable task
in its own. Replication to “friends” (who already have ac-
cess to private content) would be another attractive route;
this solution would in turn call for a technique to trans-
parently and remotely revoke access rights and replicated
content from “x-friends”. Moreover, even public data repli-
cation is an open issue in its own, if one further desires to
perform it so as to enhance query performance in addition
to data availability.

Meta-services. Second, social network users are accustomed
to a specific “workflow” and meta-services, such as news
feeds and games. The former could easily be implemented
via an elementary publish/subscribe system of sorts; it would
suffice to send notifications of new events to all nodes in the
friend list of a given node. More elaborate schemes may also
be devised (e.g., using dissemination trees or application-
level multicast techniques). Similar solutions could also be
applied to distributed games, albeit the requirements with
regard to the latency of notification propagation will be
much more stringent. All this may stress the network over-
lay, calling for new (possibly hierarchical) structures, such
as those outlined in [17], or even completely novel overlays,
specifically tailored for the needs of decentralized social net-
working.

Gossiping and PSNs. Third applying gossip- or broadcast-
based protocols to the design of our personal social networks
may yield some very interesting results. Directed broadcast
has already been studied in DHTs[7]; further examination
and application of such solutions in our environment remains
an open issue. Similarly, gossiping algorithms may be em-
ployed to traverse the social graph (viewed as the union
of all PSNs) and identify new social links, as is advocated
in [4]. This is an interesting issue. One must decide on
which metrics and features to use in order to establish fur-
ther social ties between users. For example, identifying com-

mon neighbors, aggregating similarity weights across several
traversed PSN links, deciding on the appropriate summary
structures to use to represent such features (which are prop-
agated through PSNs) are open, exciting issues.

Anonymity, Autonomy, and Privacy. These are conflict-
ing goals. Specifically, owners may wish to know the iden-
tity of requesting users, before they grant a request to access
local content. Striking a balance between the goals of au-
tonomy and anonymity is an open issue. However, note that
the decentralized nature of eXO does not create as serious of
an anonymity problem as that of centralized systems. In the
worst case, querying users may have to reveal their identities
to the users whose content they wish to retrieve. However,
there is no globally available record and log which records
a users’ accesses, behaviors, and social ties. Viewed differ-
ently, to uncover private data (e.g., the user’s PSNs, the
content items accessed by her, etc.) a large distributed set
of meta-data must be accessed, which renders the task more
difficult. Even more importantly, there is no single, central
organization which maintains this information and can use
it serendipitously or maliciously.

Distributed collaborative filtering. eXO can be leveraged
to perform collaborative filtering. For instance, to recom-
mend (perhaps using continuous background queries) new
items of interest to users, based on what other users/friends
are doing. In this direction an infrastructure that can per-
form the following tasks would be highly desirable:
• Monitor events of interest (such as when a user ex-

presses an interest on an item, or highly tags/evaluates
an item, etc).
• Collect such behavior information efficiently from the

public network and PSNs.
• Detect when new recommendations can be effectively

made to others (minimum support levels for similarity
and number of event occurrences, etc).
• Make recommendations to those appropriate friends,

based on friends profiles.
• Figuring out what is new to some friends and what

they already know about.
Doing all this in a decentralized manner is a challenging
issue.

Last, there are several information retrieval related issues
that our work has not touched. For example, selection of the
best tags to use for indexing or of the most promising tags
in a tag cloud to use for query enrichment, stopword-like fil-
tering of highly popular tags, and distributed novelty-based
computations on the set of events delivered to recipients of
news feeds, are just a few of them.

10. CONCLUSION
We presented eXO, a novel decentralized social network.

eXO consists of (i) mechanisms for indexing content and re-
lated metadata, (ii) appropriate similarity functions with so-
cial networking and traditional query-to-content relevance,
(iii) efficient top-k algorithms for search-for-user and search-
for-content queries, (iv) efficient overlay algorithms for re-
trieving content, exploiting the architecture of the overlay
network on the one hand, and the characteristics of con-
tent in social network sharing environments on the other,
(v) scalable social tagging mechanisms and methods which
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exploit social tags to improve the quality of query results,
(vi) methods for building social networks, (vii) discovery
and retrieval of related content via a combination of DHT-
based indexing and of unstructured, query-relevant, social
networks and (viii) an implementation of the system and a
performance evaluation substantiating the claims for scala-
bility and efficiency. With this work we have endeavored to
showcase the appropriateness and feasibility of fully decen-
tralized social networking services. The widespread adop-
tion of Diaspora has testified that the users are interested
in and probably ready for such a move. We therefore put
forth this paradigm as our route of choice.
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ABSTRACT

Data privacy issues are increasingly becoming important for
many applications. Traditionally, research in the database
community in the area of data security can be broadly clas-
sified into access control research and data privacy research.
Surprisingly, there is little overlap between these two areas.
In this paper, we open up a discussion that asks if there is
a suitable middle-ground between these areas. Given that
the only infrastructure provided by database systems where
much sensitive data resides is access control, we ask the ques-
tion how the database systems infrastructure can step up to
assist with privacy needs.

1. INTRODUCTION

Data privacy issues are becoming increasingly important
for our society. This is evidenced by the fact that the re-
sponsible management of sensitive data is explicitly being
mandated through laws such as the Sarbanes-Oaxley Act
and the Health Insurance Portability and Accountability
Act (HIPAA). Accordingly, data privacy has received sub-
stantial attention in previous work [3]. The key technical
challenge is to balance utility with the need to preserve pri-
vacy of individual data. Initial work on data privacy fo-
cused on data publishing where an “anonymized” data set is
released to the public for analysis. However, the evidence
increasingly points out the privacy risks inherent in this ap-
proach [9]. It is now believed that a query-based approach
where the database system answers a query in a privacy-

sensitive manner is generally superior from the privacy per-
spective to the data publishing paradigm [9].

However, the only support provided by database systems
where much sensitive structured data reside is the mecha-
nism for access control. Briefly, the idea is to authorize a
user to access only a subset of the data. The authorization
is enforced by explicitly rewriting queries to limit access to
the authorized subset. Such a model of authorization is in-
tuitive to application developers and users of the database
system. The programming model remains the same as be-

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Re-

search (CIDR ’11)
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fore — (1) data is accessed using SQL queries, (2) the results
returned are deterministic, hence the utility of query results
is clear, (3) there is no restriction on the class of queries
that can be executed, and (4) there is no restriction on the
total number of query executions. In other words, an access
control mechanism is fully compatible with the functionality
of a general purpose database system. Not surprisingly, ac-
cess control is supported in all commercial database systems
and the SQL standard. (In fact, some commercial database
systems also support fine-grained access control [11].)

The main limitation of the traditional access control mech-
anism in supporting data privacy is that it is “black and
white”. Consider for example advanced data analysis tasks
such as location-aware services of operational Business In-
telligence that need to stitch together multiple sources of
data such as sales history, demographics and location sensors
many of which have sensitive data. For these examples, ef-
fective analytics needs to leverage many “signals” derived by
aggregating data from sources who have sensitive private in-
formation, at the same time without revealing any sensitive
individual information. But the access control mechanism
offers only two choices — (1) release no aggregate informa-
tion thereby preserving privacy at the expense of utility, or
(2) release accurate aggregates thus risking privacy breaches
for utility.

There is considerable previous work in privacy-preserving
query answering that goes beyond the “black and white”
world of access control [1, 8]. The class of queries is generally
restricted to aggregate queries and the approach adopted
broadly is to add noise to the aggregates. However, non-
aggregate queries are a large class of database queries and
the support for them is rather limited in the above bodies
of previous work.

In this paper, we ask if we can get the best of both
worlds — combine the advantages offered by access control
mechanisms while at the same time going beyond the “black
and white”world by leveraging previous work on privacy pre-
serving query answering. We can break down this question
as follows: (1) What is the database API that combines tra-
ditional access control mechanisms with privacy-preserving
query answering? (2) How do we implement the suggested
APIs in a principled manner? (3) How do we mix and match
both mechanisms to ensure privacy guarantees?

We explore a natural hybrid system that combines (a) a
set of authorization predicates restricting access per user to
only a subset of the data, and (b) a set of “noisy” views that
(as the term suggests) expose perturbed aggregate informa-
tion over data not accessible through the authorization pred-
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icates. For example in an employee-department database,
we could allow employees to see their own employee record
and also publish a “noisy” view exposing the average salary
of the organization. This hybrid potentially has significant
advantages. Accessing data through a set of views is natural
for users of database systems and thus provides a simple ex-
tension to today’s database API. It offers the functionality of
access control for queries that refer only to the database ta-
bles and views, and the privacy guarantees of previous work
for queries that only refer to the “noisy” views. In addition,
we obtain value beyond the sum of the individual parts by
allowing rich queries that refer to both database tables and
“noisy” views.

We implement the“noisy”views by using previous work on
implementing differential privacy [5, 8]. In order to answer
question (3) above, we introduce the notion of differential
privacy relative to an authorization policy and explain its
desirable theoretical properties. We show that the seemingly
ad hoc hybrid system described above satisfies differential
privacy relative to the authorization policy.

We note that it is possible to expose the APIs we propose
by extending libraries supporting differential privacy such as
PINQ with access control mechanisms. However, given that
the recent trend in the industry is to implement data secu-
rity primitives in the database server, our discussion in this
paper is presented as a modification to the database server.
We think of our paper more as a first step in initiating dis-
cussions on how database systems can provide meaningful
support to address privacy concerns. We comment on open
issues, including a critique of state of the art privacy models.

2. REVIEWING ACCESS CONTROL

There has been a lot of work in the area of access con-
trol in databases. The idea with access control is that each
database user gets access to a subset of the database that
the user can query. The current SQL standard allows coarse
grained access both to database tables as well as views.

Recent work [2, 6, 11, 13] has emphasized supporting
predicate based fine-grained access control policies in the
database server. For example, we wish to be able to grant
each employee in an organization access their own record in
the employee table.

In this paper, we consider fine-grained access control poli-
cies. We assume that access control policies expose per user
a subset of each database table (this is the approach adopted
by some commercial systems like Oracle VPD). The policy
is formally captured by specifying for each user and each
database table, an authorization predicate. Since the number
of users can be potentially large, the predicate is specified
succinctly as a parameterized predicate that references the
function userID() that provides the identity of the current
user. For example, we can grant each employee access to
their own record as follows. (We adopt the syntax proposed
in previous work [2].)

grant select on employee
where (empid = userID())

to public

Access can be granted not only to tables but also to views.
In this way, we can expose additional information such as
aggregate information. For example, we can create a view
that counts the total number of employees and grant access
to the view to every employee. For ease of exposition and

DBMS

Query Rewriter
Policy

Q              Result( )

Execution Engine

Figure 1: Leveraging Fine-Grained Access Control

without loss of generality, in the rest of this paper, we re-
strict authorization predicates to only be specified for tables.

We now formalize the notion of an access control policy.

Definition 1. A access control policy P specifies for each
user and for each database table, a corresponding authoriza-
tion predicate. We also refer to an access control policy as
an authorization policy.

We assume that the function auth(T, u) denotes the autho-
rization predicate on table T corresponding to user u. For
instance, in the above example auth(T, u) is the predicate
empid = u.

Let the tables in the database be T1, . . . , Tk. Fix
a database instance A. We refer to the vector
<σauth(T1,u)(T1), . . . , σauth(Tk,u)(Tk)> as evaluated on the
instance A as the authorized subset for user u, denoted
P(u, A). (In all our notation, if the user is clear from the
context, we drop the reference to the user.)

Queries are executed by rewriting them to add the autho-
rization predicates. For example, the query:

select salary from employee

gets rewritten to:

select salary from employee
where empid = userID()

In the same way, update statements are also rewritten to
go only against the authorized subset. For example, the
update:

update employee set nickname = ’Jeff’

is rewritten as follows:

update employee set nickname = ’Jeff’
where empid = userID()

We note that in general, the access control policy can allow a
different “pre-update” authorization predicate than the one
for queries. Further, previously proposed access control pol-
icy languages also support the notion of a “post-update” au-
thorization predicate which checks whether the new values
of the updated rows are authorized. For ease of exposition,
we assume that (1) there is only one authorization predicate
used for both queries and pre-update and that (2) there are
no post-update predicates, while noting that our techniques
and results extend if we relax this assumption.

Figure 1 illustrates the infrastructure supporting access
control mechanisms in a database system.
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2.1 Limitations

As we discussed in Section 1, granting access to accu-
rate aggregations over different subsets of the data can po-
tentially leak information. For instance, in an Employee-
Department database, suppose we grant a data analyst ac-
cess to the number of employees at various levels of the
organizational hierarchy grouped by the department, gen-
der and ethnicity. If the analyst knows an employee with
a rare ethnicity, the level of the employee could potentially
get breached. Basically, the choices offered by access control
mechanisms are “black-and-white”; we can grant access ei-
ther to accurate aggregate information thereby compromis-
ing privacy, or to no aggregate information compromising
utility.

Previous work in data privacy has studied techniques for
releasing information while preserving privacy allowing us a
middle ground in the above scenario. Briefly, the idea is to
add noise to the result of a computation. We next address
the question of how the database API can be extended to
exploit this previous work.

3. NOISY VIEWS

In Section 1, we proposed the notion of noisy views as a
possible abstraction for integrating privacy mechanisms in
a traditional database. The core properties of noisy views
that we support may be summarized as follows:

• Noisy Views are a DDL construct: Noisy views may
be defined by a data provider in the same way a tra-
ditional view is declared, e.g., through a CREATE
VIEW statement.

• Noisy Views are Non-Deterministic: Although the
DDL expression for a noisy view is no different from
that of a traditional view, their semantics is non-
deterministic. Intuitively, they correspond to the re-
sult of executing the DDL associated with the noisy
views but enriched with a random“noise” to ensure no
privacy leaks happen.

• Noisy views and Access Control co-exist: A query can
reference both a noisy view and other authorized ob-
jects.

• Noisy Views are Access Control Aware: Noise is only
added to the part of the result derived from unautho-
rized data. The part derived from authorized data is
not perturbed.

• Noisy Views are Named: To reflect to the appli-
cation developer the fact that noisy views are non-
deterministic, the noisy views need to be explicitly
named, much like views in the SQL standard.

• Traditional DBMS Execution Engine: The DBMS
query execution engine is left unchanged. Only min-
imal changes to the database system are needed:
(1) a noise-injecting function and (2) a modified query
rewriter that rewrites a reference to a noisy view.

• No Change in Data: The privacy-sensitive database
content is left unchanged.

The above properties summarize the core facets of a noisy
view object. The advantages of this approach are that (1) it
builds on the familiar notion of views thereby inheriting the
benefits of access control mechanisms, and (2) by requir-
ing that queries access the noisy views by explicitly naming
them, it clearly separates the deterministic components from

the non-deterministic components of the system. Any query
that does not name the noisy views will have the same be-
havior as with just access control mechanisms.

However, the specific details of the privacy model being
supported determines several additional details: (1) What
subset of SQL can be supported as noisy views? (2) How
exactly is the noise added? (3) What is the additional in-
formation that needs to be specified: for users as well as
queries? (4) What are the privacy guarantees? The answers
to the above questions critically depend on the specific pri-
vacy model that is adopted.

The rest of the paper answers precisely these questions
for the well-known model of differential privacy [5]. We first
review state of the art differential privacy in Section 4 and
then describe our implementation in Section 5. Finally, we
note that the model of noisy views is more general and pro-
vides a template for capturing privacy models in database
systems like the approach adopted by Netz et al. [10] for
encapsulating data mining models in databases.

4. REVIEWING DIFFERENTIAL PRI-

VACY

We now briefly discuss differential privacy [5] which is con-
sidered to be the current state of the art in privacy models.

4.1 Definition

Intuitively, differential privacy requires that computations
be formally indistinguishable when run with and without
any single record. The following definition makes the intu-
ition precise. We denote the symmetric difference between
two data sets A and B as A⊕B (for a database with multi-
ple tables, we take the union of the symmetric difference of
the corresponding tables).

Definition 2. A randomized computation M provides �-
differential privacy if for any two database instances A and
B and any set of possible outputs S ⊆ Range(M):

Pr[M(A) ∈ S] ≤ Pr[M(B) ∈ S]× exp(�× |A⊕B|)

✷

The parameter � quantifies the degree of privacy. A smaller
value of � corresponds to a stronger guarantee — for example
if we set � to be 0, then M is constrained to produce the same
output independent of input. On the other hand, a larger
value of � indicates a weaker guarantee.

Intuitively, differential privacy ensures that adding an in-
dividual record to the database does not reveal much addi-
tional information. Thus, an adversary would not be able to
learn if any particular data item was used as a result of this
computation. Perhaps the biggest advantage of differential
privacy is that it makes no reference to (and hence no as-
sumptions about) background knowledge. It thus relieves us
from the burden of changing privacy models as assumptions
about background knowledge change.

4.2 Implementation Using PINQ

Most techniques implementing differential privacy such as
Privacy Integrated Queries (PINQ) [8] focus on aggregations
(our discussion below is also based on PINQ). Aggregates
are supported by output perturbation — the original aggre-
gate is first computed and then perturbed by adding random
noise (thus the noise corresponds to an absolute error in the
output).
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Figure 2: Leveraging Differential Privacy

Figure 2 illustrates how an application can leverage PINQ.
Each aggregate query AggQ is issued with a privacy param-
eter � (see Definition 2). The query execution algorithm
guarantees �-differential privacy by adding a carefully cho-
sen random noise to the output; the noise is chosen as a
function of � and the aggregation being performed. The
noise added is inversely related to � — a larger value of �
(weaker privacy guarantee) can be accommodated with a
smaller noise, whereas a smaller value of � (stronger privacy
guarantee) requires more noise.

As more queries are run, the overall privacy guarantee
gets weaker. Formally, we have the following previously pub-
lished result [8].

Theorem 1. Let Mi each provide �i-differential privacy.

Then the sequence of Mi provides Σi�i-differential privacy.

Thus, overall the system satisfies Σi�i-differential privacy

where the ith query is run with parameter �i.
There is previous work [4] that formally shows that if an

unbounded number of queries are allowed, then eventually
privacy is breached. Therefore, the notion of a privacy bud-

get B is introduced that bounds the number of queries a user
can run. As each query is run with its privacy parameter �,
the budget is decremented by �. Queries can only be run so
long as permitted by the remaining budget. A larger privacy
budget allows a larger number of queries to be run but with
a greater risk of privacy breach. Thus, both the budget and
the query-specific privacy parameters can be used to trade
off privacy with utility.

PINQ supports differentially private variants for all the
standard SQL aggregations such as sum, count and average.
We refer to the differentially private variants respectively as
noisySum, noisyCount and noisyAvg. The aggregations can
be computed over a restricted class of SQL operations such
as filters and key-key joins. By using a partitioning opera-
tion, it also supports a limited form of grouping. Since the
implementation only adds noise to the output of queries, all
of the query processing can be done using the DBMS exe-
cution engine without modifying the underlying data (this
is in contrast with input perturbation techniques [3]).

4.2.1 Limitations

As noted above, using differential privacy requires the
programmer to set various parameters and also understand
that an unbounded number of queries cannot be run by the
same user. While the meaning of the parameters is intu-
itive, choosing appropriate values for them is non-trivial.
The random noise added is a function not only of the pri-
vacy parameter � but also the sensitivity of the aggregation,
which is the maximum influence any single record can have
on the output of the aggregation. Differential privacy imple-
mentations work best for low-sensitivity computations. For
example, the sensitivity of aggregates such as count is low.
On the other hand, for aggregates such as sum the sensitivity
can be arbitrarily large (that said, when a large number of
records are being summed, a large absolute error can be tol-
erated since it might not correspond to large relative error).
For a given privacy guarantee �, we need to add significantly
more noise as the sensitivity increases. On the other hand,
answering higher sensitivity queries without increasing the
noise reduces the total number of queries that can be exe-
cuted within the privacy budget. Such interactions between
the parameters makes them difficult to set. We note that
the above limitations hold not only for PINQ but for all
previously proposed differential privacy algorithms.

Although differential privacy comes with the above “bag-
gage”, it offers a principled mechanism to navigate the pri-
vacy/utility trade off. This is in stark contrast to the“black-
and-white”world of access control. Further, recent empirical
work has begun to apply differential privacy to several real-
world data analysis tasks successfully [8, 14]. Given this fact,
it is natural to ask if we can implement our noisy view ab-
straction through differential privacy primitives. We study
this question next.

5. DIFFERENTIALLY PRIVATE NOISY

VIEWS

In this section, we discuss how we implement noisy views
based on differential privacy and discuss how it can be in-
tegrated in a database system. We term noisy views im-
plemented using differential privacy as differentially private

views or DPViews in short. We present our system as an en-
hancement of the database server while noting that much of
the functionality can also be supported through middleware
requiring no changes to the server, say by enhancing PINQ
with access control primitives.

Since the class of DPViews we consider is influenced by
our privacy guarantees, we begin this section by discussing
the privacy guarantee we seek to provide.

5.1 Differential Privacy Relative To Views

The main challenge in formalizing the privacy guarantee
is that we do not want to charge the system with protect-
ing the privacy of information that is revealed through the
authorization policy. We illustrate with an example. We
assume that the authorization predicates are known to all
users.

Example 1. Suppose that in an organization, a user is au-
thorized to see the records of all employees whose salary is
greater than $100000. Even though the user is not autho-
rized to see the records of other employees, he/she knows
that their salary is less than or equal to $100000. ✷

A user knows that the underlying database has to be con-
sistent with the authorized subset. This is how information

99



is revealed about the overall data. Accordingly, we introduce
the notion of differential privacy relative to an authorization
policy as follows.

Definition 3. We say a randomized computation M pro-
vides �-differential privacy relative to an authorization pol-

icy P for user u if for any two database instances A and B
such that P(u, A) = P(u, B) and any set of possible outputs
S ⊆ Range(M):

Pr[M(A) ∈ S] ≤ Pr[M(B) ∈ S]× exp(�× |A⊕B|)

✷

We note that the main difference from the usual notion of
differential privacy is that we only consider instance pairs
that agree on the authorized subsets. Definition 3 offers
us a principled way to reason about privacy in the context
of a given access control policy. At one end, if the user is
not granted access to any data, then Definition 3 reduces
to standard differential privacy. By granting access to more
data, the system is only charged with providing a weaker
privacy guarantee.

Finally, we carry out the discussion in this section for a
single user noting that all results generalize to multiple users.
So the references to the user are dropped in the notation.

5.2 Overall Architecture

The overall policy specified to the system initially consists
of an authorization policy and a set of DPViews. We use the
access control infrastructure to grant and/or deny access to
the DPViews in the same way as with traditional views.

In general, a query can reference database tables and
DPViews. An update can only reference database tables.
Queries and updates are executed by rewriting them in a
way that guarantees differential privacy relative to the au-
thorization policy P.

References to database tables are rewritten as described
in Section 2 to reflect the authorization policy. For queries
and updates that do not reference DPViews, the behavior is
identical to only having an authorization policy. The differ-
ential privacy guarantee is obtained via the following result.

Theorem 2. Fix an authorization policy P and a query

that does not refer to DPViews. The rewritten query is

0-differentially private relative to P. Similarly, an update

(that is not allowed to refer to DPViews) when rewritten is

0-differentially private relative to P.

Proof. We can think of the authorization semantics for
queries and updates as follows. The database instance A
is replaced with the authorized subset P(A) and the origi-
nal unrewritten statement (query or update) is run on this
smaller instance. The result follows.

Any reference to a DPView in a query is made with a
privacy parameter � (the � here refers to Definition 3) and
rewritten in a way that guarantees �-differential privacy rel-
ative to the authorization policy. The way in which DPView
references are rewritten is described in Section 5.3.

In general, a query can reference both the database tables
and the DPViews. Such queries are also issued with the
privacy parameter �. We prove below in Theorem 4 that
their rewriting guarantees �-differential privacy relative to
the authorization policy.

DBMS

Q (AggQ, )(Q, )

 Privacy
  Budget (B)

Query Rewriter

Auth
Views
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Views            Policy

Figure 3: Leveraging Access Control and Differential
Privacy

As multiple queries and updates are run, we prove that
the system satisfies Σi�i-differential privacy relative to the

authorization policy where the ith query is run with param-
eter �i.

Theorem 3. Fix an authorization policy P. Let Mi each

provide �i-differential privacy relative to P. Then the se-

quence of Mi provides Σi�i-differential privacy relative to

P.

Proof. The proof is almost identical to the analogous
previously known result [8] (stated in Theorem 1) — we
only have the additional restriction of focusing on instances
A and B with P(A) = P(B).

Together with the following straightforward result, The-
orem 3 can be used to infer that queries that reference
database tables and a DPView with parameter � satisfy �-
differential privacy relative to the authorization policy.

Theorem 4. Fix authorization policy P. Any determin-

istic computation that operates on the output of a compu-

tation that is �-differentially private relative to P is also �-
differentially private relative to P.

We also inherit the notion of a per-user privacy budget
which is maintained in the same way as in PINQ. The overall
architecture is shown in Figure 3.

5.3 Differentially Private Views

We now discuss the class of DPViews we support coupled
with how we rewrite them to yield privacy guarantees. The
class of queries we encapsulate as DPViews is based on the
class of queries for which differentially private algorithms
are known [8]. If differentially private algorithms are de-
veloped for larger classes of queries in the future, we could
correspondingly accommodate a larger class of DPViews.

We note that when the user budget is exhausted, the
DPView expression is always rewritten in accordance with
the authorization policy while signaling to the application
that the privacy budget is exhausted. Thus, the discussion
below focuses on the rewriting method for the case when the
user budget is not exhausted.

5.3.1 Single Table DPViews
We start our discussion with single-table DPViews. Sup-

pose that a user is only authorized to see a subset of table
T . In order to expose privacy-preserving computations on
the unauthorized subset of T we can declare a DPView as
follows.
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create noisy view NoisySelect(agg1,...,aggn) as
(select scalarAgg(A1),...,scalarAgg(An)
from T)

We consider standard SQL aggregations namely sum, count
and average.

A reference to NoisySelect is rewritten as follows if the
user privacy budget is not exhausted. We decompose the
table T into two parts — the authorized subset and the
unauthorized subset. An accurate aggregate is computed
over the authorized subset and a differentially private ag-
gregate over the unauthorized subset. The two aggregates
are combined. The rewriting for the case where there is only
one aggregation and the scalarAgg is count is shown below
in relational algebra-like notation.

count(σauth(T)(T )) + noisyCount�(σ¬auth(T)(T ))

By Theorems 2 and 4, we can see that the above rewriting
guarantees �-differential privacy relative to the authorization
policy.

5.3.2 Incorporating Joins
The main challenge in combining joins with differentially

private aggregations is that joins have a large sensitivity (re-
call from Section 4.2.1 that the sensitivity is the maximum
influence any single record can have on the output of the ag-
gregation.) Even for the special case of key-foreign key joins
the sensitivity can be large since deleting a record from the
“key side” can have an unbounded effect on the output join
cardinality. Therefore, PINQ essentially only supports key-
key joins [8].

In our system, since our goal is to guarantee differential
privacy relative to the authorization policy, we can support
foreign key joins as follows. We introduce the notion of a
stable transformation relative to an authorization policy.

Definition 4. A transformation T is c-stable relative to
authorization policy P if for any two data sets A and B
such that P(A) = P(B),

|T (A)⊕ T (B)| ≤ c× |A⊕B|

Example 2. If we have two tables R and S with R having
a foreign key referencing S, then the join R ✶ σauth(S)S
is 1-stable.

If we perform stable transformations relative to an autho-
rization policy before a differentially private aggregation,
then the overall computation is differentially private rela-
tive to the policy.

Theorem 5. Fix an authorization policy P. Let M pro-

vide �-differential privacy and let T be an arbitrary c-stable
transformation relative to P. The composite computation

M ◦ T provides �× c-differential privacy relative to P.

Proof. Fix data instances A and B with P(A) = P(B).
We have:

Pr[M(T (A)) ∈ S]

≤ Pr[M(T (B)) ∈ S]× exp(�× |T (A)⊕ T (B)|)
≤ Pr[M(T (B)) ∈ S]× exp(�× c× |A⊕B|)

We use Theorem 5 to extend the class of DPViews to
support foreign key joins as follows.

create noisy view NoisyJoin(agg1,...,aggn) as
(select scalarAgg(A1), ..., scalarAgg(An)
from R, S1, ..., Sk
where pJoin and pSelect)

In the above expression, the predicate pJoin captures the
join predicate and pSelect, additional selection predicates.
We require that each Si is joined via a foreign key lookup
from one of R, S1, . . . , Si−1 (the intuition behind the require-
ment is illustrated in Example 2).

We illustrate how the reference to NoisyJoin is rewrit-
ten when the user budget is not exhausted. We always en-
force the authorization on each of the Si. We decompose
the result of σpSelect(R ✶ σauth(S1)(S1) . . . ✶ σauth(Sk)(Sk))
into two parts. The authorized join result is the sub-
set σpSelect(σauth(R)(R) ✶ σauth(S1)(S1) . . . ✶ σauth(Sk)(Sk))
and the rest, i.e. σpSelect(σ¬auth(R)(R) ✶ σauth(S1)(S1) . . . ✶

σauth(Sk)(Sk)) is the unauthorized join result. We decom-
pose the join into the authorized subset and the unautho-
rized subset. An accurate aggregate is computed over the
authorized subset and a differentially private aggregate over
the unauthorized subset. The two aggregates are combined.
The rewriting for the case where there is only scalar ag-
gregate namely count and no predicates pSelect is shown
below.

count(σauth(R)(R) ✶ σauth(S1)(S1) . . . ✶ σauth(Sk)(Sk))+

noisyCount�(σ¬auth(R)(R) ✶ σauth(S1)(S1) . . . ✶ σauth(Sk)(Sk))

Again, it is not hard to see that the above rewriting guaran-
tees �-differential privacy relative to the authorization policy.

5.3.3 Incorporating Group By
Suppose that we wish to also incorporate grouping into the

class of queries that can define a DPView. Specifically we
consider the following expression that extends the DPView
NoisyJoin above with grouping columns g:

create noisy view NoisyGb(g,agg1,...,aggn) as
(select g, scalarAgg(A1), ..., scalarAgg(An)
from R, S1, ..., Sk
where pJoin and pSelect
group by g)

Intuitively, we can think of supporting group by by tak-
ing each distinct value (group) in the grouping columns and
running NoisyJoin with additional predicates to select the
given group. The first thing to note about this strategy is
that a user may not be authorized to see all the groups. So
we modify the strategy to only consider authorized groups
which are the distinct values in the grouping columns in the
authorized join result. Second, since the strategy invokes
NoisyJoin in succession, the privacy guarantee we get is
based on Theorem 3. However, since the groups are disjoint
we can do better as we show below.

Theorem 6. Fix an authorization policy P. Let Mi each

provide �-differential privacy relative to P. Let pi be ar-

bitrary disjoint predicates over the input domain. The se-

quence of Mi(σpi(D)) provides �-differential privacy relative

to P.

Proof. The proof is almost identical to the analogous
previously known result [8] — we only have the additional

101



restriction of focusing on instances A and B with P(A) =
P(B).

We now describe how a reference to NoisyGb is rewritten
(when the budget is not exhausted.) The rewriting logically
invokes NoisyJoin for each authorized group with additional
predicates to select the group. However, Theorems 5 and 6
are used to decrement the user’s budget only once.

Note that our system is designed such that an unbounded
number of queries can be run. So long as the budget per-
mits, the rewriting invokes the unauthorized subset. But
after the budget is exhausted, we fall back to basic access
control mechanisms. Further, we also note that our seman-
tics can be achieved without any changes to the query execu-
tion engine merely by rewriting the reference to the DPView
suitably.

5.4 Integrating Parameters

We now sketch one possible manner in which the privacy
budget and noise parameters can be integrated into our sys-
tem. The privacy budget for DBMS users is set as part of
the policy specification and managed as a part of the user’s
metadata. The noise parameter is passed with each query
as a connection property. For application users, both the
privacy budget and the noise parameter reside in the user
application context [11].

5.5 Illustrative Example

We consider a simplified sales database extending the
Employee-Department database we have used earlier in
the paper. The sales database has the following ta-
bles — Sales(ProductID, EmployeeID, CustomerID,
SalesAmount), Employee(EmployeeID, ManagerID),
Product(ProductID, Category), Customer(CustomerID,
RegionID) and Region(RegionID, NationID).

The authorization policy lets managers access all records
in the Customer, Product and Region tables (note that the
Customer table in our example does not store sensitive cus-
tomer information) and the records of employees that are
direct reports and their corresponding sales records. Under
the above authorization policy, a manager can find the total
sales undertaken by each direct report per product through
the following query:

select E.EmployeeID, S.ProductID, sum(SalesAmount)
from Employee E, Sales S
where E.EmployeeID = S.EmployeeID
group by E.EmployeeID, S.ProductID

We note that the above query is rewritten first before exe-
cution to only reference the rows the manager is authorized
to see. Using the same query above, depending on which
manager logs in, we get different rewritten queries (which is
the point of supporting authorizations within the database
server). In this sub-section, we describe queries as issued by
the application noting that they would be rewritten by the
system before execution.

Suppose that in order to give a better sense of an em-
ployee’s sales we wish to compare them with the total per-
product sales. The above authorization policy does not
grant access to the total per-product sales. We can expose
the total per-product sales using the following noisy view.

create noisy view NoisyPerProductSales as
select S.ProductID, sum(SalesAmount) as TotalSales

from Sales S
group by S.ProductID

Each employee’s per-product sales can be compared with
the total per-product sales by issuing the following query:

select E.EmployeeID, S.ProductID, sum(SalesAmount),
min(NV.TotalSales)

from Employee E, Sales S, NoisyPerProductSales NV
where E.EmployeeID = S.EmployeeID and

S.ProductID = NV.ProductID
group by E.EmployeeID, S.ProductID

Again, just as with the authorization predicates,
NoisyPerProductSales is rewritten differently depend-
ing on which manager logs in. Thus the output of the query
also changes depending on the current user.

Now we consider a different analysis task where a manager
wishes to analyze the sales in her department grouped by
product category and by nation. Issuing the following query
accomplishes this task.

select R.NationID, P.Category, sum(SalesAmount)
from Product P, Sales S, Customer C, Region R
where P.ProductID = S.ProductID
and S.CustomerID = C.CustomerID
and C.RegionID = R.RegionID

group by R.NationID, P.Category

As in the previous case above, in order to compare the sales
from a given department with the overall sales while at the
same time preserving privacy, we can define the following
noisy view.

create noisy view NoisyPerProductPerRegionSales as
select P.Category, R.NationID,

sum(SalesAmount) as TotalSales
from Sales S, Product P, Customer C, Region R
where S.CustomerID = C.CustomerID
and C.RegionID = R.RegionID
and S.ProductID = P.ProductID

group by P.Category, R.NationID

The sales within the department and across all departments
can be compared by issuing the following query.

with DeptSales(NationID,Category,TotalSales) as
(

select R.NationID, P.Category, sum(SalesAmount)
from Product P, Sales S, Customer C, Region R
where P.ProductID = S.ProductID
and S.CustomerID = C.CustomerID
and C.RegionID = R.RegionID

group by R.NationID, P.Category
)
select N.Category, N.NationID,

N.TotalSales, D.TotalSales
from DeptSales D,

NoisyPerProductPerRegionSales N
where D.Category = N.Category
and D.NationID = N.NationID

5.6 Summary

The hybrid architecture we sketched above satisfies the
noisy view properties outlined in Section 3. We can reduce
to the functionality of PINQ using DPViews. On the other
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hand, if have only authorization predicates, we reduce to
standard access control mechanisms. Further, the examples
in Section 5.5 illustrate that we can combine access to au-
thorized and unauthorized portions of data in sophisticated
ways, joining them and aggregating them. This is only made
possible by integrating the mechanisms of access control and
differential privacy (specifically PINQ). In this way, we ob-
tain value beyond the sum of the individual parts. We have
also shown that our architecture, while seemingly ad-hoc is
in fact a principled approach to integrate differential privacy
primitives while preserving its privacy guarantees.

However, we also inherit the baggage associated with
existing differential privacy implementations. Therefore,
the utility of our framework for complex queries over real
datasets remains to be studied. We view our implementation
only as a first step in opening up a debate in our community
on how database systems can provide meaningful support to
address privacy concerns.

6. RELATED WORK

There has been considerable amount of previous work in
data privacy [3] and access control [2, 6, 11, 13]. However,
to the best of our knowledge, ours is the first paper that
studies how access control primitives and privacy preserving
mechanisms can be integrated within a database system in
a principled manner. The previous work that is most closely
related is the Airavat system [14] that combines access con-
trol primitives with differential privacy. However, Airavat
focuses on the cloud setting where the execution engine is
MapReduce. Further, the model of access control considered
is mandatory access control rather than discretionary access
control supported by the SQL standard and addressed in
this paper. Finally, in contrast with Airavat, we formally
analyze the privacy implications of combining access control
with differential privacy.

Other related work includes techniques for access control
over probabilistic data [12] where since the data is proba-
bilistic, the system may not be able to decide whether or
not a user has access to a tuple. This is addressed by re-
turning a perturbed tuple — the noise added is such that
when it is certain that the user has access, the noise added
is 0 and when it is certain that the user does not have access,
the value returned is random.

Recent work [7] has addressed setting privacy policies for
releasing information about search logs. The privacy policy
is implemented using PINQ for differential privacy by setting
different privacy budgets for different users. This work is
complementary to what we study in this paper.

7. CONCLUSIONS

Data privacy issues are increasingly becoming impor-
tant for database applications. However the current “black
and white” world of access control primitives supported by
database systems is clearly inadequate for supporting data
privacy. In this paper, we sketch an architecture for a hy-
brid system that enhances an authorization policy with the
abstraction of noisy views that encapsulate previously pro-
posed privacy mechanisms. Accessing data through a set of
views is natural for users of database systems and thus the
noisy views abstraction represents a natural progression of
the concept of authorization views.

We also discuss how we can implement noisy views based

on differentially private algorithms. A key advantage of the
proposed hybrid system is its flexibility. It can support
queries that refer to both the base tables and the differen-
tially private views thus resulting in a system that is more
powerful than using access control techniques or differential
privacy techniques in isolation. While combining authoriza-
tions and differentially private views in this manner seems
ad-hoc, we show that it is a principled way to integrate dif-
ferential privacy primitives with privacy guarantees.

However, our system also inherits some of the limitations
of state of the art differential privacy. Therefore, the util-
ity of our framework for complex queries over real datasets
remains to be studied. On the whole, we think of our pa-
per as a first step in initiating discussions on how database
systems can provide meaningful support to address privacy
concerns.
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ABSTRACT 
 

Data state in a data management system such as a database is the 
result of the transactions performed on that data management 
system.  Approaches such as single-message transactions and field 
calls [Gray1993] come closer than before/after values to 
expressing the intent of a transaction, the semantic transformation 
that should be performed on the data state even if that state is 
different than what was previously read.  But intent is an even 
higher-level semantic description.  This paper illustrates the use of 
intent-based transactions and processes in several applications, 
and describes the benefits from exploiting transactional intent.  
We provide an application framework for intent, and discuss some 
advanced aspects of intent, including its relationship to apology-
oriented computing [Helland2007]. 

  
Categories and Subject Descriptors 
H.2.4 [Systems]: Concurrency, Distributed databases, Query 
processing, Transaction processing. H.2.8 [Database 
applications].  J.1 [Administrative data processing]: Business, 
Financial, Manufacturing.  D.2.11 [Software Architectures]: 
Data abstraction, Patterns.  D.1.3 [Concurrent Programming]:  
Distributed programming. 

General Terms 
Design, Management, Performance. 

Keywords 
Intent, data management, database, transaction processing, 
metadata, business applications, business processes, optimization, 
supply chain management, supply network collaboration, 
operational business intelligence, apology-oriented computing, 
events, callbacks, compensation. 

1. INTRODUCTION 
 
A data management system such as a database (DB) contains data, 
which at any time has a state.  As transactions are performed, that 
state changes.  Database state is an interesting materialized view 
on the database log.  Some systems store multiple versions of 
some data, in which case all the versions are part of the state.  
Transactions transform the DB state, by doing insert, update and 
delete operations (or utilities such as loads) on rows (or sets of 
rows) in tables.   
IMS FastPath [Gray1993] provided single message transactions 
which transformed IMS state by reading and updating data, only 
holding locks while the transaction was executed.  Field call (e.g., 
increment/decrement) approaches to state transition have this 
same transformational character, describing an operation (possibly 
a program with a series of steps) to be performed, rather than a 
new state.  The advantage of operation-oriented transactions (for 
transactions consisting of a single operation) is that concurrency 
control to isolate one transaction from another is only required 
while the operation is executed, avoiding long-running pessimistic 
locking as well as optimistic concurrency control rollbacks.  
(Short-term conflicts can be addressed by retrying operations.)  
Having transactions consisting of single stored procedures is a 
generalization of this idea. 
Operation-oriented approaches describe state transformations, 
rather than producing a new state assuming (enforced or hoped 
for) assumptions about old state matching expectations.  The 
intent of a transaction can be a series of operations or a 
description mappable to a series of operations.  If the mapping 
from a transaction’s intent to its state transformation is 
deterministic, then a log of the intents for a sequence of 
transactions deterministically defines the transformations 
performed by the sequence of transactions, based on the 
composition of (transformations defined by) the intents of those 
transactions. 
As a very simple (and frequently cited) example, consider an 
inventory transaction whose intent is to change the inventory of a 
bin based on a formula (such as increment/decrement).  The 
semantics of each operation is well-defined, as is the semantics of 
a sequence of such operations.  Normal execution of a sequence of 
transactions in a given state produces the intended semantics.  
However, unless the intent of the transactions is recorded, the 
general semantics of the operations is lost; they were applied in 
the current state correctly, but could not be applied in changed 
circumstances.  A transformation from old inventory of 10 to new 
inventory 0 might have subtracted 10, but it also might have set 
inventory to 0, or doubled it and subtracted 20.   
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However, intent may be more semantically sophisticated than just 
an operation (or a series of operations).  The business intent might 
be to fulfill a sales order from a customer (which happens to be 
for 10 units of a product), possibly taking into account other 
customer orders and maximizing some overall goal (such as total 
profit), a higher level of semantics than the subtraction operation; 
this intent should be recorded, in addition to operations and/or 
data transitions. 
Why record intent if transactions are complete?  As we’ll see in 
the application examples discussed in Section 2, things can go 
wrong and business circumstances change, so compensating 
transactions/apologies [Helland2007] may be needed, sometimes 
including re-execution of transactions in a new state.  Intent can 
be stored in the database just like any other data, allowing it to be 
searched and accessed (subject to authorization).  
Section 3 outlines an application framework for handling intent.  
Section 4 presents an operational business intelligence example, 
and section 5 discusses some aspects of business process intent.  
Section 6 briefly discusses some additional implications and 
considerations for intent motivated by the examples, and section 7 
mentions some related work. 
 

2. APPLICATIONS USING INTENT 
 
This section describes some examples of the use of intent in 
applications. 
 

2.1 Order Entry 
 
When you deal with an on-line merchant and place an order for 
the items in your shopping cart (such as books), you often see a 
screen acknowledging that your order has been received, giving 
you a number identifying the order.  You also often receive an 
email acknowledging that the order has been received.  Before 
your order is taken, there may be preliminary checking to see if 
your items are in stock, perhaps by having an (not necessarily up-
to-date) inventory estimate in individual order entry nodes (which 
have catalogs and local transaction histories, which are 
transmitted to fulfillment services for processing). 
Although some order entry systems “guarantee” that the item you 
ordered is available (e.g., purchases of specific seats), many 
systems merely acknowledge that they recognize your intent, 
which is to purchase your shopping cart items.  There may be 
reasons why your purchase cannot be honored, such as too many 
simultaneous orders of an item (if inventory is not strictly 
managed). 
The separation of order entry from order fulfillment probably 
seems obvious to people, but teaching clients (humans or 
applications) to accept that separation is a significant step, 
separating synchronous capture of the purchaser’s intent from an 
asynchronous response from the merchant system describing 
actions taken to honor that intent.  The response may include the 
dates items will be shipped and indications that some items may 
be delayed.  If a purchaser specifies that certain items should be 
shipped together, then delays in one item will delay associated 
items as well.  Only by capturing purchaser’s explicit/implicit 
intent (from order, profile, etc.) can the transaction (or set of 

transactions) be executed correctly.  Even if a subsequent apology 
is needed (e.g., because a shipment was delayed or a warehouse 
burned), the same intent-based paradigm is applicable. 
 

2.2 Calendar 
 
This is a description of a hypothetical calendar system using 
intent; perhaps some system with these capabilities exists. 
Suppose that I, as manager, want to schedule a Project Review 
meeting.  It must include the project lead and at least 3 out of 4 
staff members, and it must be after an architectural review 
meeting.  The value of the meeting is higher the earlier in the 
week it is scheduled, but it must be scheduled before next Friday. 
This is an intent description that captures constraints and informal 
objective functions (“earlier in the week is better”) for my 
meeting.  If the meeting were scheduled for Tuesday at 2pm 
without capturing the intent, then it wouldn’t be possible to 
automatically reschedule the meeting if the Architectural Review 
were delayed.  Rescheduling might involve moving a lower 
priority meeting for me or one of the other staff members. 
 

2.3 Supply Chain Production Scheduling 
 
SAP Advanced Planning and Optimizer (APO) [Balla2007] does 
planning tasks, such as scheduling machine runs (production 
orders) to produce finished products.  Machines have given 
capacities; jobs require materials (which may have to come from 
other jobs). Constraints (e.g., latest delivery dates) and objective 
functions (weighted combinations of time and costs) are specified, 
and APO optimizes scheduling to maximize (heuristically) the 
objective function while meeting the constraints. 
Requests to APO model intent either to produce product for 
inventory stock, or to deliver products for customers. APO 
acknowledges these requests.  Production jobs to fulfill the 
requests may be scheduled incrementally based on requests taking 
into account existing resource schedules.  Periodically, global 
optimization may be performed across all jobs.  Because intent is 
captured, not just proposed job fulfillment schedules, such 
incremental and global scheduling is possible across all jobs, 
adjusting schedules when necessary for new high priority jobs, 
which may delay previously entered lower priority jobs.  
There is also intent (which we call meta-intent in section 6.3) in 
the way administrators define master data for the scheduling 
algorithm, so that certain customers, products, locations and 
organizations have high priorities. 
 

2.4 Supply Chain Business Interactions 
 
SAP’s Availability-to-Purchase (ATP) [Balla2007] is part of 
Supply Chain Management.  To initiate a purchase, a purchaser 
issues a request for merchandise to a supplier, specifying 
quantities, delivery dates, quality, etc.  The supplier responds with 
a term sheet that may specify multiple alternatives for quantities, 
dates and prices of items that are available to purchase, as well as 
term sheet acceptance deadlines.  The purchaser may submit a 
purchase order based on the term sheet, and the supplier can 
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create an internal sales order and schedule deliveries after the 
purchase order is accepted. 
Each of these steps involves an expression of intent between 
purchaser and supplier, which enables parties to deal with 
exception cases and issue/handle apology events.  For example, 
while waiting for the actual purchase order after sending a term 
sheet, the supplier might choose to reserve quantities only for a 
limited time (or not at all), and the supplier might have to 
apologize to the purchaser if quantities are not available after the 
purchase order is submitted. Later in the process, a supply 
delivery may be delayed due to a manufacturing problem, just as 
merchandise delivery may be delayed in the order entry example.  
Term sheets (describing quotations for items available to 
purchase) may become invalid for business reasons, e.g., because 
the purchaser is no longer eligible for discounts or because they 
time out.  Capturing intent supports both better optimization 
across the set of intents for all sales order, not just based on 
current schedules, as well as compensation actions (which are 
forward actions, not rollbacks) if constraints for a particular sales 
order no longer can be met due to higher priority sales orders. 
 

2.5 Supply Network Collaboration 
 
Applications such as SAP’s Supply Network Collaboration (SNC) 
[Hamady2009] handle collaborative negotiations between 
companies.  For direct material replenishment, price is negotiated 
up-front but terms for delivery times and quantities can frequently 
change from both demand-side and supply-side.  SNC records 
current values and past histories for interactions between 
purchasers and suppliers.  A supplier may send an offer to a 
customer, expressing terms to sell; a purchaser may send an offer 
to a supplier, expressing terms to buy.  These are independent, 
offers.  Either party may propose an agreement based on the terms 
expressed in the other’s offer; for example, the purchaser may 
send an offer to buy on the supplier’s terms. The supplier decides 
whether to confirm the sale on the terms that it offered; business 
conditions may have changed.  If the supplier confirms, then there 
is an agreement… unless one of the parties subsequently cancels, 
requiring handling of that cancellation by the other party. 
The communicating purchaser/supplier state machines for SNC 
record and exploit intent for both business parties (supplier and 
purchaser).  For example, if a supplier does not confirm an 
agreement, or reneges on terms, the purchaser can determine what 
the intent of the purchase is, and decide whether to pursue new 
terms with that supplier or another supplier.  Purchaser-side event 
handlers (which are rule-based) determine which deviations in 
supplier confirmations should automatically be accepted, and 
which a human being needs to review. 
If the purchaser only knew about the planned delivery (data 
derived from negotiations) or about the logical operation 
performed (acceptance of supplier’s terms), there would not be 
enough information to handle the cancellation event (apology) 
properly.   Knowing the purchaser’s intent to obtain delivery of 
merchandise by a given date enables the purchaser’s system to 
deal with the cancellation.  Mechanisms and data for doing this 
are discussed in the next section. 
 

3. APPLICATION FRAMEWORK FOR 
INTENT 
 
Applications and application frameworks exploit the capabilities 
of the data management layer of a system, but are not themselves 
part of the data management layer.  Delivering transactional intent 
for the applications described in section 2 requires an application 
framework supporting intent.  This framework can be built on top 
of existing data management functionality, although optimizing 
data management for intent may be valuable, particularly for some 
of the more advanced capabilities described in section 4. 
This section gives a very informal description of what intent is 
and what the requirements are for an application framework that 
handles intent.  There are many alternative ways that intent can be 
expressed formally, and many frameworks that meet these 
requirements, and a single business application suite can support 
multiple alternative implementations. 
 

3.1 Intent expressions 
 
Definition:  Intent is an expression of the goals and constraints 
that should be met by a business transaction or business process, 
optionally with optimization parameters (e.g., objective function 
parameters or priorities).  There also can be satisfaction 
events/callbacks associated with satisfying the intent and failing 
to satisfy the event, both when the intent is initially satisfied/not 
satisfied, and when there are changes in how/whether the intent is 
satisfied. 
Intent for a given problem domain implementation may be 
expressed using a domain specific language.  The expression of 
intent may be imperative (e.g., explicit code to subtract 10 from 
Inventory as long as result is zero or more), declarative (“schedule 
a meeting having the following participants, occurring after an 
architecture review meeting but before Friday”) or some 
combination of declarative and imperative.  The only requirement 
is that intent be “understood” by the application framework intent 
optimization engine. 
 

3.2 Intent optimization engines 
 
An application framework for executing intent includes an intent 
optimization engine that determines which intents will be 
satisfied and how such intents will be satisfied (intent execution 
plans).  Intent may be regarded as metadata; it doesn’t describe 
what has happened (data) or what is going to happen (plan or 
projections); instead, it describes what the intent submitter 
would like to happen.  Any intent execution plan that achieves the 
intent’s goal while meeting its constraints satisfies that intent, and 
should be acceptable to the intent submitter.  But the intent 
optimization engine heuristically optimizes (based on objective 
functions or priorities) across all intents. 
For example, an intent optimization engine for Supply Chain 
Production Planning would schedule materials and machine runs 
to produce products (production orders).  Optimization parameters 
such as priorities and objective function parameters are used by 
the optimization engine to make scheduling decisions.  A 
scheduling engine that chooses intents based on highest priorities 
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would expect priorities as its optimization parameters.  Other 
intent optimization engines might maximize an objective function 
total across all intents whose constraints are met, perhaps 
subtracting penalties for intents that cannot be satisfied.  For 
example, Supply Chain Product Planning might maximize total 
revenue or profit.  More complex optimization strategies are also 
possible, such as maximizing profit while ensuring that all high 
priority jobs are finished on time.  On the other hand, a very 
simple optimization engine could use a rule-based approach to 
satisfy constraints without using priorities or objective functions. 
Some optimization parameters might be administratively 
determined, such as the business importance of the user, 
organization or the process instance submitting the intent.  Other 
optimization parameters, such as deadlines, and the penalties for 
not meeting an intent’s deadline, might be explicit optimization 
parameters, or could be expressed as metadata. 
When a new intent is submitted to an intent optimizer engine, one 
scheduling approach is to find the best way to satisfy the new 
intent without disturbing existing plans.  Another approach is to 
satisfy new high-value intents (with high priority or large 
objective function contributions) with minimal disruption by 
rescheduling the plans of one or more intents with lower priority.  
Of course, such incremental heuristic approaches may not find the 
maximum utility schedule as determined by the objectives 
function, so periodic global optimization may be appropriate.  In 
Supply Chain Production Scheduling, global optimization can be 
expensive when there are many (tens of thousands) resources, 
products and jobs/intents.  Dealing with “apologies” due to 
rescheduling is another expense, even when products are 
produced sooner than expected. Tradeoffs between incremental 
and global optimization depend on the individual organizations 
and applications involved.  Another common scheduling approach 
(which has both advantages and disadvantages) is to partition the 
problem into smaller sub-problems which are addressed 
independently, e.g., by first assigning a job to a particular factory 
and then doing scheduling within that factory. 
 

3.3 Satisfaction events/callbacks 
 
When an intent optimization engine initially determines how an 
intent will be satisfied (or that it won’t be satisfied), it generates a 
satisfaction event that notifies the intent submitter (and other 
interested parties or authorized event subscribers) about its 
decision.  For example, when a calendar appointment is 
scheduled, people invited to the meeting should receive meeting 
requests.  A simplified approach, which we’ll emphasize, requires 
an intent submitter to specify satisfaction callbacks rather than 
satisfaction events.  Note that there can be separate satisfaction 
and non-satisfaction events (or callbacks) associated with a given 
intent.  If an appointment’s meeting time has to be adjusted 
subsequently due to a scheduling conflict such as a more 
important meeting, then a new satisfaction event/callback would 
be generated.  If the appointment has to be cancelled, or delayed 
past its deadline, than a non-satisfaction event or callback is 
generated.  Such events/callbacks are usually not handled within 
the transaction generating them, but the framework should 
guarantee that they will be executed once and only once (using 
well-known retry and idempotence techniques [Gray1993]). 

The event associated with rescheduling or cancelling a delivery or 
a calendar appointment has been called an apology 
[Helland2007].  Such events may be frequent in flexible planning 
environments requiring frequent intent re-optimization.  When a 
purchasing process in Supply Network Collaboration receives a 
cancellation apology, it must determine how to cope with that 
event.1

 

  The purchasing process would compensate by marking 
the previous agreement as cancelled (and perhaps take other 
actions, such as tracking supplier’s reliability), and then the 
purchasing process would find another way to meet its intent to 
received the merchandise by the given date, perhaps by ordering 
from a different supplier.   

3.4 Change metadata 
 
To perform compensation, the purchaser process must know 
change metadata associated with intents (or more specifically, 
with a plan to satisfy intents), and then perform application-
specific methods for compensation, which are always forward-
going set of actions, not rollbacks.  Change metadata includes 
three elements: 

1. Intents and the intent execution plans for meeting 
those intents, which may involve business objects and 
sub-intents. 

2. A dependency graph between business objects, a 
directed graph labeled with callbacks2

3. Version history for objects, indicating not only value 
changes but also the intents that led to those changes. 

 and conditions 
in which those callbacks should be invoked.  When 
there’s an edge between objects A and B, the callbacks 
are on object B, while the conditions may involve both 
A and B. 

Change metadata describes directed cross-relationships among 
object versions and intents.  As we’ll see, these relationships may 
have been created in different transactions, and even by different 
business processes running different applications. 
 

3.4.1 Change metadata examples 
 
Example:  In the calendar application, meeting M2 may have to 
occur after another specific meeting, M1, so meeting M2 depends 
on the timing of meeting M1, and there’s an edge between M2 
and M2.  If M1 is moved to a later time, then the callback on M2 
associated with the (M1, M2) dependency edge is invoked.3

1 A purchasing process may also receive notice that a supplier has 
reduced its confirmation level, which is a weak form of 
cancellation. 

  The 
intent which created M2 (identified in M2’s version history) 

2 The dependency graph can also be viewed as describing 
subscriptions to object change events, but we’ll mainly use the 
callback approach in this section. 

3 A more sophisticated implementation might invoke that callback 
only if M1 now occurs after M2; a less sophisticated 
implementation might invoke that callback if M1 changes in any 
way, not just its timing. 
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might have specified a deadline.  If the change in M1 means that 
M2 can no longer be scheduled before its deadline, then a non-
satisfaction callback for M2 will be invoked.  The person who 
scheduled the meeting (or a human or software agent for that 
person) will be notified and make take further actions, such as 
moving a higher priority meeting so that M2 can occur on time. 
 
Example:  A sales order may have been created in an 
Availability-to-Purchase application.  In Supply Chain Production 
Scheduling, the dependency graph may include an edge going 
from that sales order to a machine production order that was 
created to help fulfill that sales order.  This edge indicates that the 
production order depends on the sales order.  If the sales order is 
cancelled, then the machine production order should also be 
cancelled, or perhaps redirected to fulfill another sales order, 
which results in a different dependency graph edge.   
But the sales order also depends on the machine production order, 
so in this case there are edges in both directions.4

 

  If the machine 
order cannot be completed because a production line machine 
failed, then the intent execution plan for the sales order needs to 
be revisited. The execution plan for the sales order may involve 
multiple production orders on different machines, each with a sub-
intent created to fulfill the overall intent of fulfilling the sales 
order.  The sub-intent behind the failed machine production order 
could be fulfilled using other production line machines, as long as 
scheduling dependencies among jobs (which create outputs used 
by other jobs) are met.   

3.4.2 Storing /maintaining change metadata 
 
As the production scheduling example above shows, objects 
created by one business application may depend on objects 
created not just by other transactions and business processes but 
even by other business applications.  Hence the change metadata 
tracked, the means of tracking it, and the methods for handling 
callbacks require that the set of applications cooperate in a 
common framework.  Let’s discuss storing and maintenance of the 
three elements of change metadata. 
 

3.4.2.1 Storing/maintaining intent execution plans 
 
Storing intent execution plans is relatively straightforward.  When 
an intent execution engine creates a plan satisfying the intent, it 
stores the intent and the execution plan associated with it.  A plan 
may be hierarchical, involving satisfying sub-intents (such as 
individual product orders used to satisfy a sales order), each of 
which has an execution plan. When a plan is updated due to a 
satisfaction event/callback, the new plan is stored, perhaps 
keeping the old version (and the reason it was updated) for 
auditing, historical data mining and predictive analytics. 
 

4 Although there are edges in both directions, a change in one 
object won’t lead to an infinite loop because changes damp out.  
Infinite loops should be highly unlikely in correct programs 
because of application semantics. 

3.4.2.2 Storing/maintaining dependency graphs  
 
The dependency graph is more difficult to maintain because it is a 
cooperative data structure built across many instances of different 
business processes and applications.  In a sense, the dependency 
graph helps unify different applications.  An application may 
access/update many objects; the application writer (or maintainer) 
must understand which inter-object dependencies matter, as well 
as how they should be addressed.  This knowledge is specific to 
each application domain, but fortunately that knowledge is often 
separable by application.   
A developer who is writing (or changing) application X should 
understand which business objects X depends on, as well as how 
other objects in X depend on those objects.  Objects in X may 
depend on other objects in X (e.g., a production order dependent 
on other production orders) or on objects that are created or 
modified outside application X (e.g., a production order 
dependent on a sales order).  Although a developer writing or 
modifying X5 may need to know how the objects that X depends 
on could change (so that X may react to those changes),6

Writing or maintaining an application requires creating and 
maintaining the dependency graph, including the callbacks (and 
code for handling the callbacks) associated with it.  Although 
there could be tools that help with dependency graphs and 
application separability helps simplify the problem, the creation 
and maintenance of dependency graphs requires application 
domain knowledge and some stylistic conventions.  For example, 
if a production order depends on a particular sales order, then 
including the sales order as a parameter for functions creating or 
modifying the production order helps the developer describe the 
dependency. 

 the 
developer need not know the internals of the applications that 
change the objects X depends on.  However, the intent of the 
changes made by those other applications may be worth knowing 
(and is available in version history, describe in the next 
subsection). 

 

3.4.2.3 Storing/maintaining version history 
 
Version history, like intent execution plans, is relatively 
straightforward.  The version history for business objects is 
similar to versioned data in databases, although it has additional 
information supplied by the application framework.  That 
additional information could identify the intent of the transaction 
that created each data version, and provenance-like descriptions of 
subparts of transactions (like production orders created to fulfill a 
sales order), reflecting their sub-intents.  If intent is stored for 
each transaction, then storing the transaction id for each version 

5 Writers of specific components of application X should only 
need to know about object dependencies involving objects in 
their components. 

6 One coarse way a developer can deal with updates of objects you 
depend on is to treat each of them as a deletion followed by an 
insert, which simplifies the set of changes the developer must 
handle.  In practice, that would be an awkward and inefficient 
approach, hiding the semantics of the update and potentially 
obfuscating its intent. 
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identifies the intent of the transaction, but doesn’t identify higher 
level business process intent (discussed in section 5) or lower 
level sub-intents, such as creating production orders. 
Additional “provenance” that could be stored in version history is 
the events/callbacks processed due to dependencies, including the 
object that changed, the dependent objects and actions taken by 
callbacks (which typically involve one or more transactions and 
intents).  As with intent execution plans, keeping versions of this 
data may be valuable for auditing, historical data mining and 
predictive analytics. 
 

3.5 Some application framework 
implementation considerations 
 
In this section we informally described an application framework 
for intent, including intent expressions, intent optimization engine, 
satisfaction events/callbacks and change metadata.  Change 
metadata is the most complex part of this, particularly dependency 
graphs. 
We emphasize that the capabilities described in this section are all 
at the application layer (application framework plus application 
programming), although the application layer leverages data 
management capabilities to retrieve and update application data 
and metadata.  Of course, transactional techniques should be used 
to ensure atomicity of data/metadata updates, as well as the 
asynchronous events they generate (which are handled outside the 
transaction).  SAP traditionally has handled many aspects of data 
management (buffering, locking, update queues) in an application 
layer outside of the database [Finkelstein2008], only touching the 
database (beyond reads) when transactions commit, and SAP 
implements some aspects of the application framework we 
described in that application layer. 
Stored procedures can improve performance and encapsulation by 
executing code within that data management system.  For 
example, a scheduler could select intents to satisfy, and then 
schedule them using a single transaction running as stored 
procedure at an appropriate isolation level.  This reduces 
pessimistic lock duration significantly, or reduces rollbacks if 
optimistic concurrency control is used in the DB.   
Putting too much code within the DB might make it a bottleneck, 
and would reduce the flexibility of the application layer.  
Balancing database and application tier capabilities is an art with 
some challenging tradeoffs worth further consideration.  We’re 
interested in application (and application framework) specification 
paradigms that support multiple execution bindings to the 
application and database layer, with “best” binding selected by an 
optimizer. 
 

4. OPERATIONAL BUSINESS 
INTELLIGENCE 
 
In this section, we describe another example, an approach to 
operational business intelligence (OBI) using intent that we think 
may (appropriately) do a better job of delivering the actual intent 
of decision-makers better than some other approaches.  We’ll 
explain the problem, then talk about OBI with a single database, 
and finally look at OBI with multiple databases.  That leads us to 

business process intent, which is discussed more generally in the 
section 5. 
 

4.1 The operational business intelligence 
problem 
 
When decision makers or other knowledge workers see reports 
generated from databases, they may detect problems in their 
businesses which they want to address.   Something might be 
wrong that needs to be fixed, such as a (repeatedly) broken 
production line, or there might be a better way of handling an 
issue, such as a customer escalation.  Business intelligence 
involves getting data from one or more databases so that decision 
makers can act on it in a timely way.  At one time such reports 
were generated weekly or nightly, but decision makers 
increasingly want such information immediately, using current (or 
nearly current) data.  Instead of requiring decision makers to ask 
the right questions, active databases may automatically alert 
people when unusual events (or unusual complex events, 
composed from other events, e.g., a sequence of events) occur.  
This allows people (or automated agents) to react quickly to these 
unusual events, handling them as soon as possible. 
However, even if corrective actions are taken very quickly, the 
state of the database that the decision maker observed may have 
significant differences from the state of the database when action 
is taken.  The production line might be under repair by a restart or 
other action that’s underway.  Another decision maker (human or 
automated) might have addressed the production line failure by 
diverting some other production line to deliver high priority 
products assigned to the failed production.  An appropriate 
corrective action in the original state might be completely 
inappropriate in the current state, whether it’s minutes, seconds or 
even fractions of seconds later. 
Moreover, the state of the database and the state of the real world 
aren’t necessarily in agreement.  The observation that the 
production line was broken might be erroneous.  Other production 
lines may have failed, so an appropriate action with only one 
production line down might no longer be appropriate.  Even if the 
database state and the real world are in agreement, good and bad 
things might happen subsequently, such as a new production line 
starting or power going out in a factory.  If the only information 
that is captured from the decision maker is the decision they 
requested, or worst yet, the data operations (and associated real 
world actions) they caused, then it seems impossible to deal with a 
situation different from what was expected when the decision was 
made. 
The operational business intelligence (OBI) problem is 
determining how to use business intelligence to make operational 
business decisions that are appropriate for both the decision time 
and the current database state when the decision is applied. That 
is, decisions should continue to be applicable by application code 
in appropriate ways when the database state changes. 
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4.2 Intent and operational business 
intelligence for one database 
 
Not surprisingly, we believe that intent is an excellent approach 
for OBI.  If the intent of a decision is captured, not just a set of 
actions that effectuate that decision, then the intent optimization 
engine can try to meet that intent in any current (or future) 
database state. 
For example, if a decision maker believes that a production line 
manufacturing a product for a sales order has failed, and product 
delivery is more important than was previously indicated, then the 
decision maker could increase the priority of that production job 
or of the sales order that generated that production job.  If an 
objective function rather than priority is used to schedule machine 
production lines, then the decision maker could bump up the value 
of servicing this particular customer or this particular sales order. 
If the production line has recovered, or if another decision maker 
has taken actions to ensure that this production order will 
complete, then the original decision maker’s action will have no 
effect since their intent was already being met.  The intent 
optimization engine might even be taking action to handle the 
production line failure already, based on the intent originally 
expressed for the sales order.  Changing the priority of this 
production job might cause it to finish more quickly, or might 
have no effect. 
Some decision makers might not understand detailed priorities 
and objective functions, and the impacts these could have on 
production line scheduling.  It would be better if the user 
experience for decision makers were expressed in their own terms, 
where they could request (or require) that job constraints be met, 
possibly with coarse granularity priorities. Alternatively a rules-
based approach could be used. Decision makers should also be 
able to view the intents that can be satisfied and the intents that 
cannot be satisfied with visualizations that match their roles and 
experiences.  For example, if an intent cannot be met, then a 
summary visualization of higher priority intents might be visually 
presented showing revenue, responsible groups and priorities for 
those intents.  For optimization algorithms, this can be achieved 
with explanation components that explain the constraints, and 
ideally also explain the contribution of various elements to the 
target function.7

 
 

4.3 Intent and operational business 
intelligence for multiple databases 
 
Now let’s consider the operational business intelligence problem 
when business intelligence data may come from multiple database 
sources, either via a data warehouse or via queries to these 
databases.  For simplicity, we’ll assume that there are two 
databases.  At first glance, this may seem like the same problem 
that we considered in the previous section.  If actions can be taken 
against both databases using distributed transactions with two-
phase commit, then the problem is essentially the same as in the 

7 See, for example,  APO Supply Network Planning,  
http://help.sap.com/saphelp_ewm70/helpdata/en/87/383e4229f1
f83ae10000000a1550b0/content.htm 

previous section.  However, there are good reasons, such as 
performance and failure handling [Helland2007], for avoiding 
two-phase commit unless both databases are in the same 
management domain, and perhaps even when they are. 
Let’s assume that distributed commit is not acceptable, and the 
decision maker wants to take actions that affect both databases.  
Since we’ve assumed that two-phase commit isn’t acceptable, we 
can’t perform actions against the two databases atomically.  
Instead, however, we can perform actions similar to those in long 
running transactions and sagas [Gray1983, Garcia-Molina1987], 
where transactions are performed against both databases, and both 
must succeed for the saga process to complete successfully.  A 
common example is planning an itinerary for a trip to a city, 
requiring both a roundtrip flight and a hotel, which are booked in 
different databases.  If a traveler books a flight but can’t get a 
hotel for those dates, then the flight will be cancelled, and the user 
may try to book the trip on  different dates (or to a different city). 
In an OBI situation, the traveler may see flights and hotels (and 
their prices) together in a warehouse, and may decide to book a 
particular flight and hotel.  Using intent, the traveler could express 
date, price and hotel location constraints, as well as an objective 
function that trades off price with flight duration and hotel quality.  
The intent optimization engine could choose a flight and hotel for 
the traveler, and might book the flight, only to discover then the 
hotel no longer has rooms available for those dates.  It might 
choose another hotel room, or might cancel the flight and select 
hotel and flight on another date.  In some ways, this is similar to 
the calendar example from section 2, except that multiple 
databases are involved, so an application level business process is 
required, not just a single transaction. 
If a room at a better hotel becomes available cheaply, then a 
satisfaction callback would be executed allowing the traveler to 
switch hotels.  If staying at that hotel requires changing flight 
dates, then the change should only happen if the objective 
function (including flight change penalties) improves; the change 
in flight and hotel should be made carefully, so that the traveler 
doesn’t release existing reservations until the new reservations are 
confirmed.  Other changes, such as a hotel that closes down or a 
travel date change request made by the traveler, could also be 
addressed by a travel application based on the traveler’s intent. 
 

5. BUSINESS PROCESS INTENT 
 
Most of the infrastructure and examples that we’ve discussed so 
far in this paper have involved use of intent for transactions, and 
the title of this paper is “Transactional Intent”.   However, intent 
can also be used for business processes, as illustrated by the 
Supply Chain Business Interactions and the Supply Network 
Interactions examples in section 2, as well as by the multiple 
database travel itinerary example in the previous section. 
In this section, we first describe a practical basic approach to 
decomposing business process intent into transactional intents, 
and then mention some intriguing aspects of intent (internal, 
externalized and predictive intent) for multi-party processes. 
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5.1 Intent decomposition 
 
Addressing business process intent requires decomposing the 
business process and its intent into subparts (such as transactions), 
each of which has its own intent.  Sometimes the decomposition 
into transactions and associated intents may seem clear from the 
definition of the process.  For example, the travel itinerary 
example may be decomposed into multiple transactions in more 
than one way (get flight first and hotel second, or get hotel first 
and flight second).  The transactional intents for the “flight, then 
hotel” decomposition would be “Find best flight meeting 
constraints” and then “Find best hotel meeting constraints, 
including added constraints imposed by the flight”.  But even this 
simple example raises questions:  How were these decompositions 
identified?  Do other plausible decompositions exist?8

Solving the general intent decomposition problem resembles 
solving a general bottom-up goal-directed artificial intelligence 
problem.  We’re not going to try to address such general 
automatic programming problems in this paper.  Practical systems 
are more likely to have one or more decomposition patterns 
identified for each business process, describing the transactions 
and their intents, as well as other application framework aspects 
(e.g., satisfaction callbacks) described in section 2. 

  How were 
the transactions and transactional intents in the decomposition 
determined?  In the example, how were “the added constraints 
imposed by the flight” identified? 

The transaction and intent decomposition patterns for the Supply 
Chain Business Interactions and Supply Network Interactions 
business process examples presented in section 2 are more 
complex and more flexible, involving not only transactions but 
also messages between parties, where each message expresses 
intent.  However, there typically are standard decomposition 
patterns for these business processes; whenever the business 
process initiates a transaction, it can associate an intent with that 
transaction, while also identifying itself and its own intent. 
 

5.2 Multi-party business processes 
 
Processes which involve multiple parties introduce some new 
aspects because the two (or more) parties involved may not fully 
share their actual intents with each other.  A purchaser may 
request a term sheet from a supplier, but its intent may be to 
pressure other suppliers to lower their bids.  We can distinguish 
among the following types of intent in a two party interaction 
between purchaser and supplier: 

• The purchaser’s intent, known only by the purchaser, an 
internal intent. 

• The supplier’s intent, known only by the supplier, also 
an internal intent. 

• The intent which the purchaser expresses in messages to 
the supplier, an externalized intent. 

8 One such decomposition involves selecting multiple good flights 
and hotels independently in parallel, finding the best matching 
pair, and then reserving that flight and hotel, if possible, trying 
again if it’s not. 

• The intent which the supplier expresses in messages to 
the purchaser, also an externalized intent. 

• The intent which the purchaser infers from the 
supplier’s past and current behavior, a predictive intent. 

• The intent which the supplier infers from the 
purchaser’s past and current behavior, also a predictive 
intent. 

The supplier can act based on its own internal intent, the 
purchaser’s externalized intent, and the predictive intent that the 
supplier has inferred from the purchaser’s behavior; a similar 
statement can be made for the purchaser. 
Behind the internal intent expressed in the purchaser and supplier 
software, there is also the intent of the human beings (if any) 
making decisions during the business process.  Predictive intent 
analyzes externalized behavior to try to infer intent, but that intent 
could depend on the specific human beings making process 
decisions.  One reason to store version histories including intents 
is to help with such predictions, although different people may 
have different intents and behaviors. 
 

6. INTENT CONSIDERATIONS AND 
IMPLICATIONS 
 
Section 2 described some applications that use (or could use) 
intent.  Although many of the ideas in this paper have been in use 
in systems for many years, and others ideas, such as apologies, 
have been proposed before, the conceptual framework described 
in section 3 is novel, describing a high-level architecture for 
handling intent.  Section 4 described use of intent for operational 
business intelligence, and section 5 discussed some aspects of 
process intent.  In this section we present some additional 
considerations and implications, which we hope will lead to future 
work on transactional and business process intent. 
 

6.1 Auditing, data mining and predictive 
analytics 
 
Applications following the framework described in section 3 store 
a lot of data and metadata about intent, including data versions, 
intents and sub-intents, execution plans for meeting intent, 
satisfaction events/callbacks that induce re-planning, dependency 
graphs and other intent metadata.   This information is valuable 
for many reasons; it can be used to explain decisions to users and 
partners, as well as for auditing and regulatory requirements.  
Moreover, it may be valuable for data mining and predictive 
analytics concerning decisions.  For example, a supplier who 
frequently reneges on deliveries could be regarded as a risky 
choice for future critical orders, even if that supplier’s terms are 
excellent. Predictions are useful even for single party processes, 
e.g., to predict whether a production run is likely to complete 
before its deadline during a busy time of the month.  More 
generally, the higher level semantics expressed in intent may 
enable deeper data mining and richer predictions than can be 
made based only on data history. 
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6.2 Compensation and change 
 
Utilizing the framework described in section 3, intent supports 
compensation when a submitted request can no longer be 
completed as originally planned.  Intent can be the basis for a 
process exception management approach that is usable either 
within a single company or in B2B contexts, since it captures 
semantics and metadata which value and operation-based 
approaches omit.  Instead of compensating for a failed plan and 
then building a new intent execution plan, these two steps could 
be correlated and combined, so that the old plan is modified rather 
than deleted and replaced.  When it’s workable, this approach 
could be relatively efficient. For example, dependency graph 
edges that exist in both old and new plans might be retained, 
rather than compensated for and then recreated. 
 

6.3 Meta-intent 
 
Intent may be expressed using imperative or declarative 
approaches (e.g., with declarative constraints).  Intent 
optimization engines also may be written using imperative or 
declarative models, or a combination of both.  Using a declarative 
engine makes it easier to specialize incremental or global intent 
optimization algorithms to meet specific circumstances.  Let’s 
consider a supply chain production scheduling example.  One 
manufacturer may have particular policies and algorithms for 
Advanced Planning and Optimizer (APO) that are different than 
those for other manufacturers; these policies and algorithms 
capture that manufacturer’s meta-intent, that is, his intent in 
optimizing the intents of his users.9

Intent scheduling may also be polymorphic for a particular 
manufacturer, with different scheduling algorithms used for 
different classes of users or products. As usual, declarative 
encapsulation makes it easier to introduce, modify or replace such 
algorithms. 

  (APO was described in 
section 2.3.) 

 

6.4 Eventual consistency 
 
Intent can help deliver eventual consistency [Vogels2008] for 
replicated data based on ACID 2.0 (associative, commutative, 
idempotent, distributed) [Finkelstein2009, Helland2009]. For 
example, for scalability, availability and locality, there might be 
multiple sites that handle Advanced Planning and Optimizer 
(APO) requests and schedule jobs for the same factory, with job 
data (unique job names and job intents) replicated asynchronously 
among the sites.  This approach could also be used for eventual 
consistency of multiple order entry sites, or for disconnected 
mobile calendars, which are much more likely uses than APO. 
Assume that: 

a) all job data eventually arrives at all sites, and  

9 Configuration and customization of an installation are metadata 
operations which implicitly or explicitly capture aspects of the 
installation’s intent in processing requests, as opposed to the 
intent of a particular request. 

b) global scheduling is deterministic, based only on the set 
of distinct jobs, not on their order of arrival. 

Then the job data at all sites will eventual converge, and the job 
schedules at the sites will eventually be consistent.  (Timeliness is 
an important issue that we won’t address here.)  At each site, this 
approach to eventual consistency uses the application framework 
(with intent satisfaction events and callbacks) described in section 
3.  It does not require distributed transactions or complex 
replication protocols, only conditions a) and b). 
 

6.5 Cooperating businesses and applications 
 
Business process intent is a particularly important tool at the 
boundaries between worlds described by different applications 
and systems.  For example, intent helps synchronize plans across 
customers and suppliers in a multi-tier supply chain, where 
satisfying an intent request from X to Y may depend on satisfying 
an intent request from Y to Z. 
Intent could also be used to align the delivery schedules of 
multiple distribution centers run on different systems, so that they 
can cooperate to serve worldwide product demand.  
 

6.6 Performance and usability 
 
Used badly, intent may engender poor user experience and heavy 
system load.  For example, if global optimization of a large APO 
system is performed every time a new purchase order is created, 
the performance load and rescheduling instabilities could be 
unreasonable.  Like other optimization schemes, intent 
optimization needs to be properly calibrated; doing incremental 
optimization or partitioned optimization (over a related subset of 
orders) might be a better approach than continual global 
optimization.  Global optimization could still be performed, but 
only infrequently, and its potentially disruptive results might be 
adopted only when they substantially superior to existing 
schedules.10

Other user experience issues include entering intent and writing 
applications using intent.  We discussed ways that decision 
makers might enter intents in their own terms, perhaps using a 
“visual intent” interface.  Programming applications using intent 
has many non-trivial aspects (such as dependency graphs) where 
tools, libraries and programming conventions would help.  But we 
believe that systematic use of intent can make application 
programming easier, requiring less expert knowledge across 
different application domains. 

 

 

7. RELATED WORK 
 
The most closely related work that we know of is Helland’s 
apology-oriented computing [Helland2007], which we’ve already 
discussed.  This paper generalizes ideas in apology-oriented 
computing and proposes a framework for the generalization. 

10 This destabilization problem may be a reason that calendar 
systems don’t follow the approach suggested in section 2.2. 
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Field calls and commutative locks/escrow locks were mentioned 
in the introduction of this paper and are discussed in [Gray 1993], 
but intent is at a very different semantic level.   
Semantic data types are discussed in papers including 
[Schwarz1984, Weihl1988]; intent uses semantics, but in a 
different way and at a different level. 
There have been many papers on long running transactions; a 
number of early works are cited in [Gray1993], including Garcia 
Molina and Salem’s work on sagas with compensating 
transactions [Garcia-Molina1987].  Our paper uses both ideas, 
long running transaction and compensation, but creates a novel 
framework using them. 
Operational transform [Ellis1989] has been discussed recently 
because of its use in Google Wave.  As with intent, the goal is to 
determine what transaction to perform in a changed state.  
Operational transform achieves this either because operations 
(such as appends to a thread) commute, or by inferring the 
operation from a state transformation.  Intent does not require 
operation inference; it explicitly represents requested semantics, 
and it does this for a transaction, not just a single operation. 
A number of papers (e.g., [Agrawal2009, Sadikov2010]) have 
examined the problem of meeting the intents of users performing 
web search, but although the word “intent” is used, these papers 
are addressing a very different problem than we are.  Our 
predictive intent has an indirect connection to web search intent 
because both involve mining and prediction. 
 
 
This document contains research concepts from SAP®, and is not 
intended to be binding upon SAP for any particular course of 
business, product strategy, and/or development.  SAP assumes no 
responsibility for errors or omissions in this document.  SAP does 
not warrant the accuracy or completeness of the information, text, 
graphics, links, or other items contained within this material. 
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ABSTRACT 

A stream warehouse is a Data Stream Management System 
(DSMS) that stores a very long history, e.g. years or decades; or 
equivalently a data warehouse that is continuously loaded.  A 
stream warehouse enables queries that seamlessly range from real-
time alerting and diagnostics to long-term data mining.  However, 
continuously loading data from many different and uncontrolled 
sources into a real-time stream warehouse introduces a new 
consistency problem: users want results in as timely a fashion as 
possible, but “stable” results often require lengthy synchronization 
delays.  In this paper we develop a theory of temporal consistency 
for stream warehouses that allows for multiple consistency levels. 
We show how to restrict query answers to a given consistency 
level and we show how warehouse maintenance can be optimized 
using knowledge of the consistency levels required by 
materialized views. 

1. INTRODUCTION 
Many real-world enterprises generate streams of information 
about their operations and require real-time response for their 
maintenance. Examples include financial markets, 
communications networks, data center management, and vehicular 
road networks.  Data Stream Management Systems (DSMSs) have 
been developed to provide real-time analysis and alerting of these 
and other data streams, typically by processing events in-memory 
and over a short time window.  However, users often want to 
perform longer-term analyses over large time windows on the data 
streams, e.g. to determine the conditions that should raise alerts. 

While it is possible to build separate systems for either real-time 
or long-term data analysis, a system which provides both 
capabilities is more useful.  The window of data used for queries 
can seamlessly range from short term to very long term, making it 
difficult to decide where to divide the systems.  Furthermore, 
historical data can provide a context for interpreting new data [2].   
A stream warehouse bridges the short-term vs. long-term gap by 
loading data continuously in a streaming fashion and warehousing 
them over a long time period (e.g. years).  Stream warehouse 
systems, such as Moirae [2], latte [22], DataDepot [11], Everest 

[1], and Truviso [10], have been applied to monitoring 
applications such as data centers [2], RFID [23], web complexes 
[1], highway traffic [22], and wide-scale networks [14]. 

A DSMS normally monitors a nearly-instantaneous and ordered 
data feed of, e.g., network packets [8], financial tickers or sensor 
measurements.  However, a stream warehouse operates on longer 
time scales, and, instead of processing data from a localized 
source, it receives a wide range of data feeds from disparate, far-
flung, and uncontrolled sources.  For example, the Darkstar 
network management system [14] (built using DataDepot) 
receives more than 100 distinct data feeds, each of which collects 
data from a worldwide communications network using many 
different dissemination mechanisms.  These distinct feeds need to 
be cross-correlated and analyzed into higher level data products 
for use by network analysts.  In such a widely distributed and 
heterogeneous environment, one can no longer assume that data 
within a stream arrive in time-order (or nearly so), or that streams 
are synchronized with each other.  This leads to new temporal 
consistency problems:  we want to load new data (and propagate 
changes to the materialized views maintained by the warehouse) 
as quickly as possible, but “stable” results may require significant 
synchronization delays.  (Note that the temporal consistency 
issues studied in this paper are orthogonal to transactional 
consistency issues that arise from multiple data writers and/or 
readers.) 

Consider a network monitoring system that collects performance 
measurements, such as router CPU utilization or the number of 
packets forwarded, and various system logs.  Suppose that an 
alerting application generates an alarm whenever the CPU usage 
of a router exceeds a supplied threshold.  If a high-CPU-usage 
record arrives, the application should not have to wait until all 
temporally preceding data have arrived before taking action.  
Similarly, a view containing all the routers that have generated at 
least ten critical system log messages in any one-minute window 
can be updated whenever the message count for a particular 
router, call it r, reaches ten; we do not need to see data from other 
routers, nor do we need to wait and see if any more messages 
from r arrive in this window.  On the other hand, suppose that we 
want to maintain aggregated statistics for each time window. It 
may be better to wait until all the expected measurements have 
arrived before updating the statistics over the latest window, both 
in terms of interpretability (aggregates computed on incomplete 
data may not be accurate) and update efficiency (we want to avoid 
re-computing expensive aggregates while data are still trickling 
in). 

These types of problems become even more challenging in 
production stream warehouses that correlate a wide variety of 
highly disordered and asynchronous feeds and maintain complex 
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materialized view hierarchies.  Such warehouses often support 
critical applications; examples from the networking domain 
include real-time network troubleshooting and anomaly detection 
[14].  However, without an understanding of temporal data 
consistency, we may not know how to trust the answers. 

Motivated by our experiences with production stream warehouses, 
we present temporal consistency models for a stream warehouse 
that range from very weak to very strong, and we show how they 
can be tracked and used simultaneously.  Given that warehouse 
tables are typically partitioned by time, the key technical novelty 
is to reason about and to propagate consistency information at the 
granularity of partitions.  Since a significant part of the value of a 
stream warehouse is its ability to correlate disparate data sources 
for the users, our models describe the state of the data in an 
intuitive way that allows users to interpret real-time query results.  
For instance, a partition that is guaranteed not to change is marked 
“closed”, while one that may be updated with new data, but whose 
existing data are guaranteed not to change, is marked “append-
only”.  Since warehouse maintenance involves propagating 
changes across view hierarchies, we also discuss disseminating 
consistency level information from base tables to materialized 
views and vice versa. We show that stronger consistency levels 
not only provide assurances for query results, but they can also be 
used to avoid unnecessary computations.  Finally, we discuss 
applications of our models to monitoring data stream quality.  

2. BACKGROUND AND MOTIVATION 
A DSMS continuously ingests data from one or more data feeds, 
and processes a collection of long-running queries over these 
feeds.  Many sources can produce a data feed: a stream of 
measurements, log files delivered from an external source, a log 
of updates to a transactional store, and so on.  The feed regularly 
presents a package of records for ingest into the stream system.  
The records in a package are stamped with the time of the 
observation (or observation time interval), and also the package 
itself is often timestamped.  The set of timestamps in a package 
are generally highly correlated with the package timestamp and 
delivery time. 

Data feeds are usually append-only; i.e., records that have arrived 
in the past are not deleted or modified in the future.  For example, 
a feed of network measurements may have a schema of the form 
(timestamp, router_id, avg_cpu_usage), with each record 
corresponding to the average CPU usage of the router with the 
given router_id recorded at the given time(stamp).  We may 
receive a new package every five minutes, containing new CPU 
usage measurements for each router.  Here, data from old 
packages (old measurements) are never deleted or modified. 
However, in some applications, old packages may be revised and 
retransmitted. 

When a package arrives in a DSMS, the conventional behavior is 
to fully process the new records (modulo operator scheduling 
policies [5]).  Some exceptions occur: a sort operator might 
reorder slightly disordered streams, and blocking operators such 
as aggregation and outer join might delay some or all of their 
output until a punctuation [21] indicates end-of-window.  
However, these mechanisms assume that streams are mostly-
synchronized and mostly-ordered, so that buffering costs and 
processing delay times are small (the discussion of punctuation 

generation in [13] implicitly assumes that streams are 
synchronized). 

As mentioned, a stream warehouse faces more challenging 
problems of disorder in its input streams.  We have found the 
following disorder problems within the Darkstar warehouse: 

Data arrive in a smear over time 

In the course of operating several DataDepot warehouses, we 
noticed that any given package of data contains records with a 
range of timestamps.  This behavior is not unexpected since data 
are gathered from world-wide network elements.  We investigated 
this phenomenon by examining the data arrivals of several 
Darkstar tables.   

We first examined arrivals for table C, which contains 5-minute 
statistics about router performance – a package normally arrives 
once every 5 minutes.  We found that 23 percent of the packages 
(covering a 10-day period) contain some data for a previous 5-
minute period, and sometimes for data up to an hour old (the 
packages frequently arrive late also).  In another table, T, loaded 
at 1-minute intervals, every package except one contained records 
for a previous time period (observed over a 7-day interval).  A 
third table, S (loaded at 1-minute intervals), showed the greatest 
disorder: each package contained data for an average of 4.5 
previous time periods.  The degree of disorder changes over time, 
as illustrated in Figure 1 which plots the number of time periods 
with at least one record in any given package.  We hypothesize 
that the degree of disorder within a package is related to load on 
the data delivery system. 
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Figure 1.  Number of time periods in one package for S 

Data sources are unsynchronized  

Different data feeds use different collection and delivery 
mechanisms, and therefore they tend to have different degrees of 
currency.  We considered three feeds, the previously mentioned C 
and T (containing router alerts), and a third feed WD (packet loss 
and delay measurements), and sampled the lateness of the most 
recent data in each of these tables.  On average, T was 6 minutes 
behind, C was 17 minutes behind, and WD was 47 minutes 
behind. Again, we believe that the currency of these feeds changes 
according to the load on their data delivery system. 

Late arrivals are common   

Significantly late arrivals are not common enough to readily 
measure, but in our experience they occur often enough to be an 
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operational concern – corroborated by another recent study [15].  
Often the problem is a temporary failure of a component in the 
data delivery system.  Occasionally, a portion of the source data is 
discovered to be corrupt and needs re-acquisition and reloading. 

 

Given the large data volumes and high disorder in the source 
streams of a stream warehouse, conventional in-memory buffering 
techniques are prohibitively expensive [10].  Compounding the 
problem are complex view hierarchies.  For example, Figure 2 
shows a fragment of a real-time network monitoring application 
which searches for misbehaving routers, involving WD and other 
data (the full application has another 21 tables).  The octagons are 
the base tables, while boxes identify tables that are often queried. 
These types of applications are too large to manage using 
conventional means and too complex to be understood without 
consistency assurances. 

Another problem is that there can be multiple notions of 
consistency that users desire.  For example, some Darkstar users 
(or applications) require access to router alerts (e.g., T) as soon as 
possible, and need to correlate them with the most recent possible 
router performance reports (e.g., C).  Other users (or other 
materialized views) might need stable answers to queries based on 
these streams, even at the cost of a moderate synchronization 
delay. 

 

Figure 2.  Data flow in an application fragment 

3. SYSTEM MODEL 
This work was motivated by the practical problems encountered 
by users of our DataDepot stream warehouse.  We phrase the 
system model in DataDepot terms, but the model applies to all of 
the stream warehouses we have seen (perhaps with a change of 
phrasing). 

A stream warehouse is characterized by streaming inputs, by a 
strong emphasis on the temporal nature of the data, and by 
multiple levels of materialized views.  To manage a long-term 
store of a data stream, the stream is split into temporal partitions 
(or panes [16], windows [4][10], etc.).  Each temporal partition 
stores data within a contiguous time range. The collection of 
temporal partitions of a stored stream comprises a complete and 

non-overlapping range of the stored window of the data stream.  A 
feed package may contain data for multiple partitions, as shown in 
Figure 1.  The storage of a high-volume stream may require 
additional partitioning dimensions, but we will not be concerned 
with this complication in this paper. 

A data warehouse maintains a collection of materialized views 
computed from the raw inputs to the warehouse.  Materialized 
views are used to accelerate user queries by pre-computing their 
answers and to simplify data access by cleaning and de-
normalizing tables.  A stream warehouse typically has a large 
collection of materialized views arranged as a Directed Acyclic 
Graph (DAG).  The DAG tracks data dependencies, e.g. that view 
V is computed from streams A and B (Figure 2 shows a data flow 
DAG, the reverse of a dependency DAG).  A stream warehouse 
also tracks temporal dependencies, e.g. that data in V from 1:00 to 
1:15 are computed from data in stream A from 1:00 to 1:15 and 
from data in B from 12:30 to 1:15 (as in Figure 3). 

Let V be a warehouse table.  We assume that V has a timestamp 
field, V.ts which tends to increase over time.  Further, we assume 
that every table V is temporally partitioned, and that the partitions 
are identified by integer values so that V(t) is the tth partition of V.  
Associated with V is a strictly increasing partitioning function 
ptV(t).  Partition t of V contains all and only those data in V such 
that  

ptV(t) ≤ V.ts < ptV(t+1). 

Base tables are loaded directly from a source stream (for example, 
WU_RAW in Figure 2).  Derived tables (materialized views) are 
defined by a query over other base and derived tables (for 
example, WU_R in Figure 2).  We define S(V) to be the set of 
source tables of V, e.g. S(WU_R) = {WU, W_METADATA}.  
We assume that all derived-table-defining queries exhibit 
temporal locality (e.g., they may be defined over a sliding 
window).   

Let S be a table in S(V).  Then Dep(V(t),S) is the set of partitions 
in S that supply data to V(t), and Dep(V(t)) is the set of all 
partitions that supply data to V(t) regardless of the source table.  
For example, suppose that in Figure 3, each partition represents 15 
minutes of data, and that partition 20 corresponds to 1:00 through 
1:15.  Then Dep(V(20), B) = {B(20)} and Dep(V(20)) = {A(18), 
A(19), A(20), B(20)}.  When any of the partitions in Dep(V(20)) 
are updated, V(20) must also be updated (incrementally, if 
possible, or by being re-computed from scratch). 

 

Figure 3.  Partition dependencies 

4.   CONSISTENCY MODELS 
Our basic notion of temporal consistency assigns one or more 
markers to each temporal partition in a table.  Consistency 
markers can be thought of as a generalization of punctuations, 
since multiple consistency levels would be used in general.  
Below, we propose two related but different notions of 
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consistency.  The first, query consistency defines properties of 
data in a partition that determine if those data can be used to 
answer a query with a desired consistency level.  The second, 
update consistency, propagates table consistency requirements 
and is used to optimize the processing of updates to a stream 
warehouse. 

4.1 Query Consistency 
Our definition of query consistency starts at the base tables.  For 
the purposes of this discussion, we use a minimal set of three 
levels of consistency, but many more are desirable in practice.  
We choose this particular set of three levels because they are 
natural and they form a simple hierarchy, but they also illustrate 
some interesting aspects of query consistency.  However, an 
actual implementation of a warehouse would likely use a more 
refined set of consistency levels, as we will discuss in Section 5. 

Let B be a base table and let B(d) be one of its partitions.  Then: 

• Open(B(d)) if data exist or might exist in B(d). 

• Closed(B(d)) if we do not expect any more updates to B(d) 
according to a supplied definition of expectation; e.g., that 
data can be at most 15 minutes late. 

• Complete(B(d)) if Closed(B(d)) and all expected data have 
arrived (i.e., no data are permanently lost). 

The notions of Open and Closed consistency are the natural 
minimal and maximal definitions.  Complete consistency is 
stronger, and it is motivated by DataDepot user requirements: 
only perform analysis on complete data partitions because 
otherwise one may get misleading results (however, Closed 
partitions are often acceptable to users).  Of course, the vagaries 
of the raw data sources may make it difficult to precisely establish 
when a partition has achieved one of these levels of consistency; 
this is similar to the problem of generating punctuations.  
However, several types of inference are possible: 

• If there is at least one record in a partition, we mark it as 
Open.  However, a partition might have Open consistency 
even though it is empty: no data might ever be generated for 
it.  We might mark an empty base table partition as Open if 
we can infer that some data could have arrived, e.g. if a 
temporally later partition is non-empty. 

• We might know that exactly five packages provide data for a 
partition and that packages rarely arrive more than one hour 
late.  If so, we can mark a partition as both Closed and 
Complete if all five packages have arrived.  If only four have 
arrived, but an hour has passed since the expected arrival time 
of the fifth one, we would only mark the partition as Closed.  
If the fifth package never arrives, this partition never becomes 
Complete. 

The consistency of a partition of a derived table is determined by 
the consistency of its source partitions.  Each level of consistency 
has its own inference rules, and inference is performed for each 
consistency level separately.  The most basic inference rule is as 
follows: for consistency level C, infer C(V(t)) if C(S(d)) for each 
S(d) in Dep(V(t)).  However, by analyzing the query that defines a 
materialized view we can sometimes create a more accurate 
inference rule. 

Let us consider an example set of inference rules using our set of 
three consistency levels.  Let V be a derived table and let V(t) be 
one of its partitions. 

Query Consistency Inference 

• Let RQD(V), a subset of S(V), be the non-empty set of tables 
referenced by “required” range variables, i.e., those used for 
inner-join or intersection.  

• If RQD(V) is non-empty, then Open(V(t)) if for each S in 
RQD(V), there is a S(d) in Dep(V(t),S) such that 
Open(S(d)). 

• If RQD(V) is empty, then Open(V(t)) if there is a S(d) in 
Dep(V(t)) such that Open(S(d)). 

• Closed(V(t)) if Closed(S(d)) for each S(d) in Dep(V(t)). 

• Complete(V(t)) if Complete(S(d)) for each S(d) in Dep(V(t)). 

The Closed and Complete consistency levels use the basic 
inference rule, but by analyzing the query that defines 
materialized view V we can avoid labeling a partition V(t) as 
Open when no data can be in it.  Section 5 contains additional 
examples of query-dependent consistency inference rules. 

The inference that a partition of a derived table has a particular 
consistency level is computed top-down (from source to 
dependent tables).  Normally, this inference would be performed 
at view maintenance time by comparing source with destination 
consistency metadata.  This maintenance can be performed 
globally, as with, e.g., Oracle [9], or piecemeal, as with 
DataDepot [11].  Note that the consistency of a partition can 
change even though the partition does not need to be updated, 
e.g., due to a base table partition becoming Closed as well as 
Open. 

For example, consider table V computed by an inner join of A and 
B as shown in Figure 4.  In this figure, we represent Open, 
Closed, and Complete consistency markers by O, Cl, and CM, 
respectively, and we omit an O marker if a Cl marker exists.  
Partition 1 of V can be inferred to have Closed consistency, since 
both sources are Closed, but not Complete consistency; however 
partition 2 can be inferred to be Complete.  Partition 3 is Open 
because both A and B can contribute an Open (or Closed) 
partition. Partition 4 cannot even be inferred to be Open. 

 

Figure 4.  Query consistency inference 

Query consistency markers ensure the consistency of query 
results.  In Darkstar applications, ensuring temporal consistency is 
critical, but very difficult without warehouse support.  
Applications such as RouterMiner and G-RCA [14] enable real-
time network troubleshooting by correlating data from feeds 
including C, S, T, WD and many others; however, each of these 
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feeds produces base tables with widely varying timeliness (recall 
Section 2). 

An outline of the procedure for ensuring the consistency of a 
query is to treat the query as a derived table and determine its 
partition dependencies.  A query can be answered with a given 
level of consistency if that consistency level can be inferred from 
the set of all source partitions accessed by the query.  A query that 
cannot be answered with the desired consistency can have its 
temporal range trimmed (or its consistency relaxed).  For 
example, if we are performing a selection on table V in Figure 4 
and we require Complete consistency, then the inference rules 
state that the query can only be run on the data in partition 2. 

While the proposed mechanism for ensuring query consistency is 
general, it can be confusing to users.  A convenient way to 
summarize the state of a (base or derived) table is a consistency 
line.  The C-consistency line of table V is the maximum value of 
pt such that all partitions V(t), t≤pt, have C(V(t)).  A query that 
references tables S1 through Sn can be answered with C-
consistency if it is restricted to accessing partitions of Si at or 
below the C-consistency line of Si for each i=1,..,n.  In previous 
literature, we have referred to the Open-consistency line as the 
leading edge of a table, and the Closed-consistency line as the 
trailing edge [11].  A Complete-consistency line is likely of little 
value since some partitions might permanently fail to become 
Complete. 

For example, the Open-line (leading edge) of table V in Figure 4 
is partition 3, while the Closed-line (trailing edge) of V is partition 
2.  We cannot define a Complete line since partition 1 is not 
Complete. 

4.1.1 Case Study 

We now give an example of how applications can choose and 
exploit query consistency guarantees.  A fragment of one of the 
Darkstar applications was shown in Figure 2.  This application 
processes packet delay and packet loss measurements to come up 
with network alarm events.  These measurements are taken 
roughly every five minutes, one measurement for each link in the 
network.  A loss or delay alarm record is produced for a given link 
if there are four or more consecutive loss or delay measurements, 
respectively, that exceed a specified threshold.   If a measurement 
for a given link is missing in a 5-minute window, it is considered 
to have exceeded the threshold for the purposes of alarm 
generation.  In Figure 2, WLR is the materialized view that 
contains loss alarm records, each record containing a link id, the 
start and end times of the alarm, and the average packet loss and 
delay during the alarm interval. The size of each WLR partition is 
five minutes, which corresponds to the frequency of the 
underlying data feeds.  The ovals in Figure 2 correspond to 
intermediate views that implement the application logic (e.g., 
selecting measurements that exceed the threshold, computing the 
starting point of each alarm event, computing alarm statistics, 
etc.).  To complete the application, a Web-based front end 
displays the current and historical alarms by periodically querying 
the WLR table. 

Since this is a real-time alerting application, one may argue that 
WLR should have Open consistency; i.e., it should be loaded with 
all the available data at all times.  However, the problem is that 
missing measurements are assumed to have exceeded the 
threshold.  Thus, if we attempt to update WLR before the latest 

measurements arrive, we will incorrectly assume that all of these 
measurements are missing and we may generate false alarms.  
Instead, it is more appropriate to use Closed consistency for WLR, 
with partitions closing at each 5-minute boundary.  Note that 
Complete consistency may not be appropriate for this application 
since we do not want to delay the generation of network alarms 
for the data that have already arrived, even if a partition is not yet 
complete. 

4.2 Update Consistency 
In addition to understanding data semantics and query results, 
another use for consistency is to minimize the number of base 
table and view updates in a warehouse.  For an example drawn 
from experience, consider a derived table V defined by an 
aggregation query which summarizes a real-time table S with 
once-per-5-minutes updates (with 5-minute partitions) into a daily 
grand-total summary (with per-day partitions).  If V is updated 
every time S is updated, V would be updated about 288 times 
(1440 minutes in a day / 5) before the day is closed out.  If we are 
interested in the grand total rather than the running sum, this 
procedure for updating V is wasteful.  Here, a partition of V is 
only useful if it has Closed consistency, so we should only 
compute it when it can be safely Closed.   

The update consistency of a table is the minimal consistency 
required by queries on it or its dependent tables, and determines 
when to refresh its partition(s).  A partition of a table is computed 
only when it can be inferred to have a query consistency matching 
the desired update consistency.   

Naively, we might require the warehouse administrator to mark 
each table with its desired update consistency.  However, any 
given table may supply data to many derived tables, each with 
differing types of update consistency.  We need an algorithm for 
determining what kind of update consistency table S should 
enforce. 

Furthermore, not every view is primarily intended for output.  A 
table might be materialized to simplify or accelerate the 
materialization of another table, or it might be a partial result 
shared by several tables (see, e.g., the application fragment in 
Figure 2).  We assume that output tables are marked as such (all 
leaf-level materialized views are output tables).  A table can be 
marked with one of the following labels: 

• Prefer_Open: a table that does not have to reflect the most 
recent data, but one whose partitions can be easily updated (in 
an incremental manner) if necessary; e.g., monotonic views 
such as selections and transformations of one other table. 

• Require_Open: a real-time table in which any possible data 
must be provided as soon as possible. 

• Prefer_Closed: Tables whose partitions are expensive to re-
compute, such as joins and complex aggregation (depending 
on the incremental maintenance strategy). 

• Prefer_Complete: a table whose output is only meaningful if 
the input is complete. 

All output tables need to be marked with these initial labels, 
which may be more effort than the warehouse administrator cares 
to expend.  By default, selection and union views may be marked 
Prefer_Open because they can be very easily updated.  Join and 
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aggregation views may be marked Prefer_Closed since it is more 
efficient to perform batch updates to them rather than 
continuously updating them whenever new data are available (or 
because users may not be interested in partial aggregates).  We 
note that Prefer_Open is a “don’t care” type of condition.   

The algorithm for determining update consistency works in a 
reverse breadth-first search (BFS) of the data flow DAG, starting 
from the leaf-level views and working to the roots (base tables).  
When a table T is selected for processing, all of its dependent 
tables have received their final marking.  To mark table T, we 
follow a resolution procedure.  Let M be the set of dependent 
table markings, along with the marking of table T, if any (internal-
use tables might not be marked). 

The three consistency levels we are using form a hierarchy: 
Complete implies Closed, and Closed implies Open.  The general 
resolution procedure is to choose the lowest level of consistency 
in M, with the “don’t care” consistency level as a fallback.  
Therefore our update consistency resolution procedure is simple 
and produces a single result.  There is one complication: it is 
likely that not all base table partitions will ever be labeled 
Complete, and therefore we should use Complete update 
consistency only if all dependent tables use Complete update 
consistency.  

Update Consistency Resolution: 
1. If Require_Open is in M, mark T as Require_Open 

2. Else, if some label in M is Prefer_Closed, mark T as 
Prefer_Closed 

3. Else, if all labels in M are Prefer_Complete, mark T as 
Prefer_Complete 

4. Else, mark T as Prefer_Open. 

Tables marked Require_Open or Prefer_Open use Open update 
consistency, while tables marked Prefer_Closed (resp. 
Prefer_Complete) use Closed (resp. Complete) update 
consistency. 

Consider the example illustrated in Figure 5.  The leaf tables (V, 
W, X, Y) are all output tables, indicated by a rectangle, with pre-
assigned update consistency levels of (Require_Open, 
Prefer_Complete, Prefer_Closed, Prefer_Open) respectively.  
These tables are considered first in the reverse BFS search of the 
DAG.  When one of these tables is processed, its own label is the 
only entry in M, so each table in (V, W, X, Y) is assigned its 
preferred update consistency.  Non-output tables (A, B, C) are 
processed next.  When one of these tables is processed, the 
markings of its successor tables are the entries in M.  For 
example, when B is processed the entries in M are 
(Prefer_Complete, Prefer_Closed) so the resolution procedure 
marks B as Prefer_Closed. 

 

 

Figure 5.  Update consistency inference 

4.2.1 Experimental Evaluation 

To see the potential performance benefit of using update 
consistency, we collected the number of updates performed on 
tables WU_RAW, WD_RAW, and WLR in Figure 1, over a 10 
day, 18+ hour period.  WU_RAW and WD_RAW (are supposed 
to) receive updates every 15 minutes; therefore we expect 1033 
updates to these tables during the observation period.  
W_METADATA is another input, but it receives updates only 
once per day, so we will ignore it in our analysis. 

The implementation of DataDepot that we measured did not 
incorporate update consistency.  The only update scheduling 
options available were immediate (update a table whenever one of 
its sources has been updated) and periodic (e.g. every 15 
minutes).  Since the W application is real-time critical, we used 
immediate scheduling to minimize data latency.  The extensive 
use of joins in this application suggests that immediate updates are 
likely to be inefficient, since one will often perform an (inner) join 
update when data from only one range variable is available.  
Without an update consistency analysis, however, the warehouse 
has no basis for not performing an update when data from only 
one range variable is available, since the join might be an outer 
join, and which source table supplies the outer join range variable 
is not clear. 

During the observation period, there were 1364 updates to 
WU_RAW and 1359 to WD_RAW.  The excess over the 
expected 1033 updates are due to late arrivals of some of the 
packages that comprise the data in a partition (recall the 
discussion in Section 2).  Under Open update consistency, the 
number of updates to WLR should be 1033 plus one for each 
excess update to one of the RAW tables, for a total of 1690 
updates.  We observed 4702 updates to WLR: 3012 unnecessary 
updates.  The use of update consistency clearly has the potential to 
be a significant optimization since we could reduce the number of 
updates to WLR by 64 percent.  If we used Closed consistency, 
we could reduce the number of updates by 78 percent. 

5. EXTENSIONS 
Our framework for computing and using query and update 
consistency is general and can be extended to additional 
consistency levels, as long as one can produce safe inference 
rules. 

As we discussed in Section 4, determining the consistency level of 
a base table partition is a matter of guesswork.  Closed partitions 
are generally not really closed since very late data might arrive, 
sources might provide revisions to previously loaded data (“Sorry, 
we sent you garbage”), and so on.  Thus, it may be useful to 
provide different levels of closed-ness according to different 
definitions.  For example, WeakClosed(V(t)) might mean that the 
data are probably loaded and stable enough for queries, while 
StrongClosed(V(t)) might mean that we are certain enough that no 
more data will arrive and that we will refuse to process revisions.  
The definition of Closed in Section 4.1 corresponds to 
WeakClosed here. 

If we have reasonably accurate and stable statistics about late 
arrivals, we can associate specific time-out values with various 
levels of closed-ness.  For instance, we may know that revisions 
and updates mostly occur within five minutes of the expected 
partition closing time, and very few occur an hour later.  A similar 

Require_Open Prefer_Complete Prefer_Closed Prefer_Open

Require_Open Prefer_Closed Prefer_Closed

V W X Y

A B C
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example is X-Percent-Closed(V(t)), which indicates that X 
percent of the data will not change in the future.  This consistency 
marker is motivated by nearly-append-only data feeds that we 
have observed in the Darkstar warehouse, which are mostly stable 
except for occasional revisions.  Finally, different levels of 
completeness, such as X-Percent-Full(V(t)) may also be useful --- 
the warehouse may maintain summary views whose results are 
acceptable as long as they summarize a sufficient fraction of the 
input.   

The above types of consistency levels may be used to quantify 
and monitor data quality in a stream warehouse.  For example, if 
the number of packages per partition is a fixed constant, we can 
track multiple X-Percent Closed and Full consistency lines for 
various values of X in order to understand the extent of missing 
and delayed data.  Such consistency lines may also be useful for 
monitoring and debugging the warehouse update propagation 
algorithm.  For example, if all the base tables are full, but recent 
derived table partitions are only 25 percent full, or just open, then 
perhaps the warehouse is spending too much time trying to keep 
up with the raw inputs rather than propagating updates through 
materialized views.  We hope to report on a visual data quality 
tool based on consistency lines in future work. 

Conventionally defined punctuations allow for group-wise 
processing, i.e., an assurance that all data within a group have 
arrived.  Analogously, in some cases we might be able to provide 
group-wise consistency guarantees if we know that, e.g., all data 
from routers in the European region has arrived while we are still 
waiting for data from Southeast Asia routers.  Propagating group-
wise punctuation would require a more sophisticated analysis of 
the queries that define materialized views, e.g. that an aggregation 
query groups on the region column. 

If we are willing to make increasingly detailed analyses of the 
queries that define tables, we can obtain a more refined and less 
restrictive set of consistency levels.  Three additional types of 
consistency are: 

• NoNewRecords: no records will be added to the partition in 
the future, but some existing records may be removed (this 
may happen in views with negation). 

• NoFieldChange(K,F): If a record with key K exists in the 
partition, the value of fields K union F will not change in the 
future. 

• NoDeletedRecords: no records will be deleted from this 
partition in the future, but new records may be added (this 
occurs in monotonic views). 

A full description of how to analyze queries to apply these 
consistency levels is lengthy and detailed.  However, we outline 
one type of query as an example.  Suppose that table V is 
computed by outer-joining B to A, and the join predicate is from a 
foreign key on A to a primary key on B.  Then NoNewRecords(V) 
depends on NoNewRecords(A) and NoFieldChange(A) only, not 
on table B. 

5.1 Update Consistency in the Presence of 
Multiple Hierarchies 
The discussion of update consistency resolution in Section 4.2 
assumes that the collection of consistency levels form a hierarchy, 

e.g., Complete(V(t)) => Closed(V(t)) => Open(V(t)).  However, a 
complex collection of consistency levels is likely to have many 
incomparable definitions.  For example, from WeakClosed(V(t)) 
we cannot infer 100-Percent-Full(V(t)), nor vice versa.  In this 
section we show how to resolve the update consistency of a table 
in a general setting. 

Let Cn be the set of consistency classes available to the 
warehouse.  We define a predicate Stronger(C1,C2), C1 and C2 
in Cn, if C1(V(t)) => C2(V(t)).  We assume that the pair (Cn, 
Stronger) forms a directed acyclic graph, Gc, that includes all 
transitive edges.  

Consistency classes such as Closed, in which some partitions 
might never reach the specified level of consistency, lead us to 
make additional definitions.  For consistency level C in Cn, we 
define Linear(C) if C(V(t)) => C(V(t-k)) for 0 < k < t.  We also 
choose a default consistency level, Cdefault in Cn, to be the 
update consistency level to be used if the update consistency 
resolution procedure returns an empty result.  

As in Section 4.2, let M be the set of dependent table markings, 
along with the marking of table V.  Let Dep the set of children of 
T in the data flow DAG.  Then: 

Update Consistency Resolution with hierarchies 
 
1. Mark a node C in Cn if 

a. Linear(C), and C in M. 
b. Not Linear(C), C in M, and for each D in Dep, the 

update consistency of D is C. 

2. Let U be the marked nodes {C1} in Cn such that there is 
no C2 in Cn such that Stronger(C1,C2). 

3. If U is non-empty 
a. Return U 
b. Else return {Cdefault} 

Let U(V) be the set of update consistency levels returned by the 
update consistency resolution procedure.  Then a partition V(t) is 
updated if we can infer consistency level Cu(V(T)) for some Cu in 
U(V). 

We now present examples to illustrate update consistency 
inference with multiple hierarchies.  Suppose that 
Cn={C1,…,C7}, and neither C5 nor C7 are linear (which we note 
with the double lined circle).  Edges imply the Stronger relation 
(e.g. Stronger(C5,C3)), and we have removed transitive edges for 
clarity.  In Figure 6, M = {C2, C3, C6}, so the result is that U = 
{C3, C3}.  In Figure 7, M = {C5, C4}.  However, not every S in 
Dep has update consistency C5 (as witnessed by the C4 marking}, 
and therefore we do not use C5 in the resolution procedure.  
Therefore U = {C4}. 

6. RELATED WORK 
The type of consistency we discuss in this paper relates to 
temporal consistency rather than transactional consistency.  Data 
warehouses often use locking [9] or multi-version concurrency 
control [11][19] for the latter.  However the method for 
implementing transactional consistency is orthogonal to the 
concerns of this paper. 
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Figure 6.  Update consistency resolutio

 

Figure 7.  Update consistency resolution (b)

Materialized view maintenance in a data warehouse has an 
extensive literature; we summarize some key points below
notion of temporal consistency in a data warehouse
taken to mean some type of strong consistency
materialized views are sourced from the same data, generally 
meaning that all views are updated in a single global pass.  While 
some work has been done to allow for multiple consistency zones
[6][24] using different consistency policies (
deferred updates), any table belongs to a single zone and all tables 
in a zone are updated together.  Even modern data warehousing
systems are oriented towards batch updates
community often defines a database as being consisten
contains data representing a recent time interval, and mutually 
consistent if tables represent the same time intervals 

Temporal databases often use the bitemporal model
record in a bitemporal database has a valid time
the time interval during which an event occurred, and a 
transaction time, which refers to the system clock time when
record is the most recent description of an event.  However, the 
bitemporal model is not useful for much of the data in a stream 
warehouse (temporal metadata tables are a notable exception): t
analyst is not concerned about transaction time, records i
feeds generally have many often conflicting timestamps and 
sequence numbers, and bitemporal databases do not enable update 
consistency. 

Conventional DSMSs usually assume that data are
nearly so, and they manage disorder by sorting
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and a limited degree of “out-
operators can be assumed to have the most recent data, and 
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stream consistency using revisions)
reader to the more detailed discussion in Section 2 of

Concepts similar to Closed consistency were discussed in 
that work assumed a specific tri
on handling revisions.  Our consistency models only assume that 
each record has a timestamp whose value tends to increase over 
time, and they are oriented towards users’ t
and efficient warehouse maintenance.

Another interesting comparison is
warehouse systems whose consistency management has been 
most fully described: DataDepot (in this paper and in
Truviso [10][15].  These two systems have approached stream 
warehousing from different angles: DataDepot 
processing to a conventional data warehouse, while Truviso adds 
warehousing capabilities to a stream system.

Truviso allows stream queries to reference conventional database 
tables, which can be updated during stream processing.  T
uses window consistency [7] 
processing of stream S on window w has read
table T during the processing of w.  To ha
Truviso computes window revisions
as the increments for self-maintaining views

The consistency mechanisms described in this paper and those 
described for Truviso are orthogonal. DataDepot could benefit 
from window consistency (currently it uses temporal metadata 
tables such as W_METADATA in 
revisions are an optimized method for performing view 
maintenance, as compared to DataDepot’s default of recomputing 
partitions affected by new data (Truviso falls back to recomputing 
affected windows for views that are non self
Thus, the consistency mechanism 
to both systems. 

7. CONCLUSIONS AND FUTURE WORK
We proposed mechanisms for managing 
consistency of materialized views in a stream warehouse.  The 
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base tables to materialized views
guarantees of query results.  The second, 
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views to base tables, and is used to optimize the managem
stream warehouse.  We focused on
consistency: Open, Closed, and 
in Section 5, many more useful consistency definitions 
within our framework. 

There are several issues not fully add
issue is the handling of very l
after the base table partitions have been marked Closed.  These 
partitions, and all dependent partitions in dependent tables, need 
to be recomputed, but what is the best way to handle the revisions 
to the consistency markings?  We have proposed the “trailing
edge line” as a convenient way to summarize stable data,
arrivals poke holes in this line. 

Another issue which is not fully addressed is the processi
query-specific consistency properties.  Our basic

-of-order” processing [17].  Query 
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some use of query-specific handling, e.g. inner-join vs. outer-join 
range variables.  However, query-specific consistency inference 
can become arbitrarily complex; experience will determine 
whether the complexity produces a tangible benefit. 

All the examples in this paper assumed that recent data may be 
suspect, but they eventually stabilize over time.  We are also 
interested in applying our consistency framework to data that 
begin as “exact” when loaded into the warehouse and then 
“decay” or lose accuracy over time.  Examples include location 
data periodically collected from moving objects, and sensor 
measurements. 
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ABSTRACT
The Deuteronomy system supports efficient and scalable
ACID transactions in the cloud by decomposing functions
of a database storage engine kernel into: (a) a transac-
tional component (TC) that manages transactions and their
“logical” concurrency control and undo/redo recovery, but
knows nothing about physical data location and (b) a data
component (DC) that maintains a data cache and uses ac-
cess methods to support a record-oriented interface with
atomic operations, but knows nothing about transactions.
The Deuteronomy TC can be applied to data anywhere (in
the cloud, local, etc.) with a variety of deployments for both
the TC and DC. In this paper, we describe the architecture
of our TC, and the considerations that led to it. Preliminary
experiments using an adapted TPC-W workload show good
performance supporting ACID transactions for a wide range
of DC latencies.

1. INTRODUCTION
The Brewer CAP theorem [8], formalized by Gilbert and

Lynch [20], states that “A distributed computer system can
simultaneously provide only two of three desirable prop-
erties: Consistency, Availability, and Partition tolerance”.
This suggests that it is difficult to support ACID transac-
tions in the cloud environment where distributed data and
high availability are essential elements. As testimony to the
influence of the CAP theorem, many cloud providers have
pretty much abandoned transactional support for data span-
ning multiple nodes. Dynamo [17], BigTable [10], Facebook
Cassandra [24], Windows Azure [29], and PNUTS [11] all
stop short of providing general purpose transactions. In-
stead, these systems opt for availability by relaxing consis-
tency, supporting either (a) atomicity over only a single data
item or a collection of items, or (b) eventual consistency [34],
i.e., data updates become visible to everyone after a finite
time. Weak consistency is sometimes acceptable. Examples
of applications that can tolerate weak consistency include
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keyword search, inventory search, and setting user prefer-
ences or recommendations (e.g., Facebook “Like” options,
or movie ratings). On the other hand, many applications,
new and old, would like to use cloud storage, yet find that
weak consistency makes life very difficult. Examples of new
applications include social networking and Web 2.0 applica-
tions, online auctions, and collaborative editing. Old appli-
cations include traditional database services such as credit
card transactions and flight reservations.

To date, three primary approaches have explored provid-
ing ACID transactions in a cloud environment: (a) relying
on application developers to implement their own consis-
tency checks [7], which is both burdensome and inefficient,
(b) making databases and data storage elastic to scale up
and down with the current workload [12, 13, 14, 33], which
still has either limited scalability or limited transaction sup-
port, and (c) extending single-key transactional support to
multi-key [9, 15, 19], which is still limited in terms of not
supporting transactions over keys in different groups.

This paper describes the architecture and functionality of
the Deuteronomy system that provides efficient ACID trans-
actions for data anywhere, including the cloud. Deuteron-
omy distinguishes itself from previous efforts by its radical
approach of factoring the functions of a database storage en-
gine kernel into: (a) a transactional component (TC) that
provides transactions via “logical” concurrency control and
undo/redo recovery but does not know physical data loca-
tion and (b) a data component (DC) that caches data and
knows about the physical organization, e.g. access methods,
and supports a record-oriented interface with atomic opera-
tions, but knows nothing about transactions. Applications
submit requests to the TC. The TC uses a lock manager and
a log manager to logically enforce transactional concurrency
control and recovery. The TC passes requests to the appro-
priate Data Component (DC). The DC, guaranteed by the
TC to never receive conflicting concurrent operations, need
only support atomic record operations, without concern for
transaction properties that are already guaranteed by the
TC.

A salient feature of Deuteronomy is the ability for transac-
tions to span multiple DCs. For example, consider a trans-
action that updates two tables: an order table stored at a
DC hosted on a local enterprise server, and a payment table
stored at another DC hosted in the cloud. A client executes
this transaction at a single TC, without specifying the phys-
ical location of the data. The TC performs all operations
necessary for transactional support (e.g., logging/locking),
and routes the data update operations to the correct DC ei-
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ther at the enterprise server (i.e., an order update) or in the
cloud (i.e., a payment update). Upon completion, the TC is
responsible for committing the transaction and ensuring the
updates are stable at both DCs.
The deuteronomy architecture is scalable in three dimen-

sions. (1) From a user perspective, if more application ex-
ecution capability is needed then more applications servers
(i.e., TC clients) can be added that interact with a single
TC. (2) If data volume grows, more DC servers can be added
“underneath” a TC to handle the storage and data manip-
ulation workload. (3) For the case that transaction rates
reach a degree that saturates the computational resources of
a single TC servicing multiple clients and interacting with
multiple DCs, multiple TCs can be instantiated (on sepa-
rate machines) supporting transactions on disjoint sets of
data. Thus, workloads can be split between TCs as long
as the data they update is disjoint. However, we believe
a single TC is capable of handling large workloads, as its
performance-intensive operations consist mainly of locking,
logging, and communication overhead. For OLTP workloads
(for which Deuteronomy is intended) that are update inten-
sive and do not deal with large answer sets, communication
bandwidth should not be a system bottleneck until transac-
tion rates saturate the communication link. Similarly, the
execution load (i.e., logging and locking) should not be sub-
stantial at the TC node until transaction rates are enormous.
A Deuteronomy TC can be seen as providing transactions

as a service. Storage systems in the cloud can “outsource”
their transaction services to a TC. Alternatively, a TC can
be seen as a storage engine that “outsources” its physical
data storage management to another component (DC) in
the cloud. Careful separation of transaction and data ser-
vices enables multiple deployment scenarios. A TC can be
applied to data anywhere, e.g., in one cloud, in multiple
clouds, local, or at an enterprise server. Further, a TC can
allow a transaction to spread over multiple DCs. Multiple
TC deployment scenarios are also possible. Both TC and
DC can be at a client and access local data, a TC can be at
the client while the DC is in the cloud, or both the TC and
DC can be cloud-based.
Previously [26, 27, 28], we described how to separate trans-

actional functionality from data management functionality.
This motivated our current effort, where we view cloud stor-
age as an enormous atomic key-value store where data ac-
cessed within a transaction need not be co-located on an
individual node to enable ACID transactions. The contri-
butions of the current work are (1) the architecture of our
multi-threaded TC; (2) a new TC:DC protocol in which the
DC executes operations prior to TC logging them; (3) a new
implementation of log control operations to deal with this
protocol; and (4) initial experiments using an adapted TPC-
W workload [32] that demonstrate both good performance
and the impact of cloud latency on performance.
The rest of this paper is organized as follows. Section 2

highlights related work. The Deuteronomy system architec-
ture is presented in Section 3. Section 4 provides details of
the TC internals. Section 5 discusses transaction optimiza-
tions, while Section 6 provides an end-to-end example of a
transaction executing in Deuteronomy. Section 7 discusses
DC deployment scenarios. Preliminary performance results
are provided in Section 8. Section 9 discusses availability.
Finally, Section 10 concludes the paper, and Section 13 dis-
cusses a demonstration of the Deuteronomy system.

2. RELATED WORK
Several approaches have been proposed to enable ACID

transactions for the cloud. This has been motivated by:
(a) the lack of transactional support in existing commer-
cial and open-source cloud services (e.g., [3, 9, 10, 11, 17,
19, 21, 24, 29]), (b) the emergence of new applications that
require transactional support in the cloud, e.g., Web 2.0 ap-
plications, social networks, and collaborative editing [4, 23],
and (c) the desire for traditional database applications, e.g.,
credit card transactions and flight reservation, to make use
of the cloud infrastructure. The approaches can be divided
into the following three broad categories:

Application-provided consistency. This approach re-
lies on application developers to be responsible for ensuring
transactional consistency. It puts a huge burden on appli-
cation developers. It may also incur a big performance hit
due to the need to call the server multiple times to ensure
consistency [7]. While operations that do not require strong
consistency guarantees can be realized efficiently, for others
needing strong consistency, this performance impact may
be unavoidable. This approach makes sense only for appli-
cations that have a very low fraction of transactions that
require strong consistency guarantees [23].

Localized transaction support. Google Megastore [6]
and Microsoft SQL Azure [9] support transactions over mul-
tiple records, however, they require that these records be
co-located in some way. Developers must cluster Megas-
tore data items into hierarchical groups. For SQL Azure,
database size is constrained to fit on a single node. For
larger data sets, an application needs to partition the data
among different database instances. ElasTras [14] is an elas-
tic database design that scales up and down with the trans-
action workload, but does not provide transactions upon
recovery and supports a restricted transaction semantics,
termed minitransactions [2], that execute within one data
partition.

Limited wider transaction support. G-Store [15] al-
lows for dynamic group formation (a relatively costly op-
eration), where transactions are not allowed across these
formed groups. CloudTPS [35, 36] assumes that transac-
tions are short-lived and only access well-identified items (a
group). Then it employs a two-level hierarchy of transaction
managers running a global two-phase commit protocol over
a set of transactions that each access a single item. The
ecStore [33] is an elastic distributed storage system with
three layers: storage nodes, replication layer, and a trans-
action layer that provides a hybrid design of multi-version
and optimistic concurrency control. Transactions need full
knowledge of data layout in the storage nodes.

Deuteronomy distinguishes itself from these approaches
in architecting a complete separation of transaction services
from data services. Such modular design allows for porting
the Deuteronomy TC over any local or cloud data storage.
The Deuteronomy TC can provide transactions across data
anywhere, in the cloud or locally, not limited to a specific
node, nor requiring special setup costs. This transaction
support is transparent from both application developers and
DCs, making their life much easier when dealing with the
“elastic storage”provided by the cloud, though including DC
caching and log synchronization functionality on top of some
cloud infrastructures does take some effort.
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3. OVERALL SYSTEM ARCHITECTURE
Figure 1 gives the Deuteronomy architecture depicting one

transaction component (TC) (the large gray rectangle) and
multiple data components (DC) with their physical storage
as either local or in the cloud. The TC has five main compo-
nents, depicted as white rectangles: session manager, record
manager, table manager, lock manager, and log manager.
The TC-DC interaction contract [27] is enforced by a set
of control operations (depicted by dark rectangles in both
the TC and DC) that mainly ensure recovery after failure of
TC and/or DC, e.g. the write-ahead log protocol. The DC
needs to manage its own data and storage, and can do so
any way it likes as long as it supports atomic record opera-
tions and the“other side”of the control operations. This is a
strong feature of Deuteronomy, as it makes the TC portable
to many data storage providers and describes precisely what
is needed on the DC side, i.e., the atomic record and table
operations, the control operations, and the interaction con-
tract.
Implementing a DC is non-trivial, as the DC provides both

cache management and access method support, and in ad-
dition, it must fulfill the TC-DC contract, which includes
control operation support, guaranteeing idempotence of op-
erations, and recovery. A record-oriented cloud infrastruc-
ture is used by a cloud DC as if it were record-oriented disks.
The important thing here from the transactional viewpoint
is that there can be multiple DCs, the DCs can be located
anywhere, the data managed by a DC can itself be “scat-
tered across” the cloud or be local, and yet a single TC can
effectively provide transactions for applications under any of
these circumstances.
Applications submit their requests directly to the TC.

These requests are handled by a multi-threaded session man-
ager. The first request initiates the session, and the session
manager establishes an authenticated session for the user.
Subsequent requests flow through the session manager and
are dispatched to the other components. Based on whether
the request is for a record operation (e.g., read/write record)
or table operation (e.g., create/delete table), the TC “ses-
sion” invokes either its record manager or table manager,
respectively. In both cases, the record/table manager calls
both the lock and log manager to perform “logical” concur-
rency control and recovery.
We limit TC knowledge of threading to (1) the session

manager, which does all thread management, (2) the lock
manager which has to arbitrate and protect its lock data
from race conditions and occasionally needs to block a thread
when transactions have conflicting accesses, and (3) the log
manager, which needs similar protection for its data struc-
tures, and occasionally needs to block a thread while log
records are forced. Importantly, both table manager and
record manager are thread safe without needing to be aware
of threading issues (i.e. they are “thread oblivious”).
Resources within the TC are all treated as logical data

items in that their identification does not include physical
location information. Locks are taken without knowledge
of the physical layout of the stored data. Similarly, the log
manager posts log records with resources described logically
and without physical location information. These logical re-
sources are mapped via metadata stored via the table man-
ager to identify which DC owns the requested data. Meta-
data can be added throughout the lifetime of the TC in a
similar way as done with traditional database catalogs.
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Figure 1: Deuteronomy System Architecture

Using its metadata, the TC sends table or record opera-
tions to the appropriate DC. The DC executes each of these
operations as a stand-alone atomic operation, without wor-
rying about any transactional conflicts among concurrent re-
quests as TC locking will guarantee the absence of such con-
flicts. The TC also logs the operations as they are success-
fully completed (i.e., after the DC returns). This sequence
of locking, forwarding an operation to a DC, and then log-
ging, is quite different from our original thoughts [27], and
will be elaborated in the record manager section.

There are three important points to emphasize:

1. Data can be stored anywhere, e.g., in a local disk, in a
flash device, in the cloud, etc. TC functionality in no
way depends on where the data is located.

2. The TC and DC can be deployed in a number of ways.
Both can be located within the client, and that is help-
ful in providing fast transactional access to closely held
data. The TC could be located with the client while
the DC could be in the cloud, which is helpful in case
a user would like to use its own subscription at a TC
service or wants to perform transactions that involve
data in multiple locations. Both TC and DC can be
in the cloud, which is helpful if a cloud data storage
provider would like to localize transaction services for
some of its data to a TC component.

3. There can be multiple DCs serviced by one TC, where
transactions spanning multiple DCs are naturally sup-
ported because a TC does not depend on where data
items are stored. Also, there can be multiple TCs, yet,
a transaction is serviced by one specific TC.

4. TRANSACTION COMPONENT (TC)
This section discusses the five major components of the

TC: the session manager, record manager, table manager,
lock manager, and log manager, the ones on the most per-
formance sensitive execution path.

4.1 The Session Manager
The session manager is the application facing module of

the TC, providing the interface to the application (hence-
forth referred to as user) and overseeing the execution of
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its requests. The session manager maintains communica-
tion connections to users and provides multiplexed use of
these connections. It authenticates a user when a session
is initiated. Each session can support a stream of transac-
tional requests, though within a session, there are no con-
current transactions. Hence it is sessions that are assigned
to threads, with a session never using more than a single
thread.
The session manager maintains a thread pool, a thread be-

ing dispatch for a session when a request from that session
arrives and there is no thread assigned for this session. A dis-
patched session thread handles session requests in sequence.
After serving a request, the session thread finds the next
unprocessed queued request in this session and executes it.
Queued requests are possible since a client can issue a batch
of ordered requests. If there is no waiting request for the
session, the thread is returned to the thread pool so that it
can be used to handle requests from another session. Main-
taining a thread pool permits fast request handling without
the overhead of thread creation.
The session manager oversees the execution of user re-

quests, calling the record manager and/or table manager as
needed. User requests may be bracketed with explicit Be-
gin/Commit transaction operations or use implicit transac-
tions in which the session manager will provide these opera-
tions when a request from a client is not explicitly bracketed.
In any case, a user (session) has only one open transaction
at a time. User requests may result in multiple calls to table
and record manager, e.g. a record update may require that
the table manager be accessed to interrogate the catalog to
identify the DC at which the data is managed; followed by
an invocation of the record manager to perform the data
manipulation operation. The session manager also marshals
and de-marshals requests and replies between client and TC.

4.2 The Record Manager
The record manager supports operations that include mod-

ifying or reading records from DCs. Record operations “log-
ically”coordinate with both the lock and log managers with-
out knowledge of physical data placement and, in some cases,
of the values of keys at the DC. In general, the record man-
ager is responsible for two classes of operations: (a) reading
operations that include reading a single record or a range of
records, and (b) writing operations that include inserting,
updating, and deleting a single record.

4.2.1 Read Operations
For read operations, the record manager first requests

from the lock manager the appropriate lock(s) on the re-
quested resource(s) (detailed in Section 4.4). Once the rele-
vant locks are granted, the read request is forwarded to the
DC either for a single record or for a range of records. Reads
are not logged.
A user-provided key identifies a record for a singleton

record operation. However, this is not the case for range
reads, where the boundary keys that bracket the records of
the range need not be real key values associated with ex-
isting records. Thus our “range” locking needs to be done
without knowledge of the key values of records in the range.
This is discussed in the lock manager subsection 4.4.

4.2.2 Write Operations
Write operations need to be both locked and logged. Both

locking and logging are done with neither physical data
placement information nor knowledge of surrounding keys.
Both locking and logging requirements caused us to re-think
the nature of the TC:DC interface, with the result that we
changed the expected protocol specifics introduced in [27] to
improve performance.

Locking: We do not exploit “next key” range locking, even
of the type described in [28]. We made a strategic decision
that even if we could afford to set such key value range locks,
we could not afford to test them during inserts and deletes.
These operations would need to know the“next key”value to
test the “next key” lock protecting the gap (range) between
keys for a range reader. To learn the “next key” requires
that we read it from the DC, but this doubles the number
of round trips to the DC needed for every insert and delete.
While this may be reasonable when the DC is local, it is not
when dealing with remote DCs with large latencies.

Logging: There is no problem with logging logical record
identifiers for log records, and earlier work [26] demonstrated
that doing this would produce at worst a modest reduction
in speed of recovery, and little impact on normal execution.
There are two problems with logging addressed in Deuteron-
omy that are of a different nature.

1. We had modeled our TC:DC interface [27] on the re-
covery guarantees framework developed for application
recovery [5]. This posted information to the log prior
to sending messages to ensure that the sender remem-
bered a message it sent whenever a receiver remem-
bered it (causality). But if we logged requests, we
would need to also log replies in order to know when
an operation succeeded. And not all operations (re-
quests) succeed. For example, inserting a record when
a record with the same key already exists or updating
a record that does not exist are errors. We want to
log operations only once. To do that, we need to know
their outcome at the point when written to the log.

2. A second problem is that transactional logging requires
both before and after state so that operations can be
undone [31]. When an insert succeeds, the before state
is null, so undo logging for inserts requires nothing
new. For deletes and updates however, we did not want
to be required to read the record before we changed it.
By waiting for the DC to execute the operation and
return to the TC prior to logging, we can have the
response from the DC include the before image of the
record which we then can include in our log records.

The preceding problems caused us to want a record man-
ager protocol that orders locking and logging activities as
follows:

1. Request appropriate locks, and generate a log sequence
number (LSN), in monotonically increasing order, for
a DC data modification request. The LSN is generated
only after the appropriate write lock is granted. LSNs
are not generated for read or intention locks. Our lock
manager guarantees the order of these LSNs is consis-
tent with the conflict order of the operations.

2. Send the operation to the DC for execution. The DC
uses the LSN as it would in a conventional setting to
identify the operation and provide recovery idempo-
tence. For update and delete operations, the before
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image is returned. For all operations, an indication of
whether they succeeded is returned.

3. Log the operation after the DC has returned having
executed the operation, again using the lock manager
provided LSN to identify the operation. During recov-
ery, the LSN for a successful operation is sent again to
the DC along with the operation for the DC idempo-
tence test.

This protocol is possible only because the TC:DC inter-
face includes control operations which can be used to enforce
causality and permit recovery management in this new set-
ting. In particular, the TC can, via the control operations,
specify when the DC can make information stable. It does
this via an EOSL (“end of stable log”) call. Operations with
LSNs larger than the latest LSN provided to the DC via an
EOSL call must be “forgettable”.
Note here that when using this protocol, the LSNs on

the log may be out-of-order as there is no guarantee about
which requests will be granted/acknowledged first due to the
multi-threaded nature of both TC and DC. However, what
we are sure about is that conflict order will be preserved
through all LSNs in the log file. This is guaranteed by the
lock manager.

4.3 The Table Manager
The table manager is mainly concerned with data defi-

nition language (DDL) operations on a table that include
creating and deleting tables, as well as creating, deleting,
and modifying table columns. These operations sync with
the lock and log managers and are passed to the appropri-
ate DC in exactly the same way as the update operations
described for the record manager in Section 4.2. In addition
to executing DDL operations, the table manager has two
other responsibilities: meta-data management and creating
and altering logical locking partitions; we now describe these
responsibilities in detail.

4.3.1 Metadata Management
The table manager is responsible for maintaining two pri-

mary metadata catalogs: (1) A table catalog stores an entry
for each table containing its name, owner information, and
the DC that stores the table. This catalog is primarily used
to direct read/write requests to the appropriate DC. (2) A
column catalog stores table column information including
column name, constraints (e.g., primary/foreign key), and
minimum and maximum values. Each TC stores its meta-
data catalogs at a master DC, a designated “default” DC
whose address is given to each TC upon initialization and
kept safe and persistent. When a TC subsequently restarts
(e.g., due to a crash), it uses the stored master DC’s address
to retrieve its catalogs.
Like regular table and record operations, all operations

that modify metadata catalogs synchronize with the lock
and log managers. In fact, to ensure consistency between
tables and their metadata, we wrap each table operation
(e.g., create table) in a transaction with a symmetric op-
eration that manipulates the appropriate metadata catalog
(e.g., adding an entry to the table catalog).

4.3.2 Logical Partition Creation
As will be discussed in detail for the lock manager, there

is a need for logical locking partitions in Deuteronomy. Es-
sentially, the TC knows only about table and record lock

resources, but not about the pages on which records or ta-
bles are stored. Pages have served as an intermediate lock
resource in traditional database systems. But, in Deuteron-
omy, the TC cannot lock pages since they are not known to
it. To compensate for this, the table manager defines logical
partitions as an intermediate granularity lockable resource
for each Deuteronomy table. A straightforward approach
we currently use to create logical partitions is to divide the
key range equally into a fixed number of partitions. How-
ever, more sophisticated techniques can be used to provide
more uniform coverage by data volumes. New partitioning
techniques can be employed without affecting the overall op-
erations in Deuteronomy.

4.4 The Lock Manager
The lock manager is called from either the table or record

managers to obtain the appropriate locks before user re-
quests are forwarded to the DC. The lock manager must
be thread aware as its lock tables can be accessed by many
session threads concurrently. It uses a monitor to protect
the lock table entries. It causes a session thread to block
(sleep) if it encounters a conflicting lock. This part of the
lock manager is quite traditional. Our lock manger also
supports requests for multiple locks, with the lock manager
returning after all lock requests are granted.

We employ multi-granularity locking with three levels of
resources: table, partition, and record. Our multi-lock re-
quests are used to request known locks down this hierarchy
so that a single call is sufficient to acquire a record level lock.
For table or record level locks, it is straightforward to pro-
vide table ID(name) and record ID(key), respectively, which
are known to the TC as well as the DC. The TC knows these
via the user request and its metadata.

Partitions are present in our multi-granularity hierarchy
to facilitate reading ranges of records [28]. For example,
consider the query that selects all employees with IDs from
10 to 40, and runs with serializable isolation. The lock man-
ager needs to lock all the keys in the range [10,40]. However,
since the TC knows nothing about the stored data, it has
no way of locking these records without first reading them
from the DC, which is very expensive in a cloud setting. In-
stead, the record manager will consult the table manager,
which will return to it with a partition ID. The table man-
ager is responsible for knowing about key domains and can
partition them “logically” as appropriate.

The TC record manager will utilize these logical parti-
tions to request locks that cover the requested range through
locking all the logical partitions that overlap with the re-
quested range. With logical partitions, reading/writing a
single record requires an intent lock on the table and the
partition resources that cover the requested record, and an
explicit lock on the record itself. Reading a range of records
requires an intent lock over the table, then, a set of explicit
locks on all the logical partitions that overlap with the re-
quested range. Individual records are never locked for a
range read. Note that this is a different protocol than used
in [28], where individual records were locked in“border”par-
titions. We felt it essential to avoid checking a next key lock
during insert and delete operations, which is required for
key range locks. Using only partition locks, which are anal-
ogous to page locks, is a cruder approximation to the range
of records, but it avoids this extra “next key” access.

As discussed in Section 4.2, the lock manager is also re-

127



sponsible for generating LSNs to be used when logging writ-
ing operations. The main idea is that LSNs generated by the
lock manager are guaranteed to be in conflict order. Thus,
they are ideal for communicating with the DC and for pro-
viding idempotence for write operations at the DC. They do
cause a complication at the log manager, however, which we
describe next.

4.5 The Log Manager
The core of the log manager is conventional. Indeed, in

our implementation, we used the Windows Common Log
File (CLF) [30] as the TC transactional log. CLF natively
supports multi-threading. Our code that wraps the CLF
invocations also must deal with explicit threading, and ap-
propriately synchronizes access to private data structures
(e.g., thread-safe hash tables). However, we differ from con-
ventional logging in that (1) we must deal with LSNs that
are stored somewhat out-of-order on the log; and (2) we
need to coordinate log management at the TC with cache
management at the DC.
Recall that our protocol for dealing with a record opera-

tion first acquires a lock at the lock manager, with an LSN
issued for it in strictly monotonic and hence conflict order.
The request is then forwarded to the DC for execution, and
we log the request only after the operation succeeds at the
DC and returns control to the TC. Given the extensive use
of multiple threads at all system levels, the LSNs, ordered
when they leave the lock manager, can arrive out-of-order at
the log manager. The log manager does not wait for LSNs of
missing requests but rather writes the log record describing
an operation immediately to the log.
Deuteronomy’s recovery protocol has been described in

some detail in an earlier paper [27]. Deuteronomy requires
some changes to the more traditional ARIES [31] style al-
gorithm. However, it shares the log management aspects
with ARIES. That is, we need to enforce the write ahead
log protocol, and we need to determine at what log position
to begin our redo scan. These two aspects of recovery are
normally done within a single database kernel, as part of an
integrated algorithm. For Deuteronomy, however, managing
the transaction recovery log is done at the TC, while cache
management is done at each DC. Hence, log management
requires that log and cache management be coordinated be-
tween TC and DC for successful recovery.
For the above reasons, the TC log manager will send two

control operations to the DC: to enforce the write-ahead log
protocol (causality); and to enable it to truncate the active
part of the log via a checkpoint so that redo recovery time
can be bounded and log space recovered and reused. Both
operations are implemented as separate background threads,
and do not interfere with the session-oriented record/table
operations.

EOSL: The TC log manager periodically sends to each DC
an LSN (denoted eLSN) indicating the End Of Stable
Log. This operation permits a DC to write updates
that it has cached back to stable storage. Before re-
ceiving an eLSN ≥ LSN of a cached update, the DC
must not make that update stable. This permits it to
“forget” the update (“forced amnesia”) should the TC
crash and lose the log tail containing that log record.

RSSP: At less frequent intervals, the TC log manager sends
to each DC an LSN (denoted rLSN) indicating its

desired Redo Scan Start Point. This operation requires
that the DC write to stable storage all updates with
LSNs earlier than rLSN prior to returning from this
operation. When control returns to the TC, the TC
writes the rLSN into its checkpoint information on its
log, and uses the last written rLSN as the start point
for its redo scan should recovery be needed.

Given that LSNs are not ordered monotonically on our log,
both eLSN and rLSN are “low water marks”. That is, for
EOSL, an LSN ≤ eLSN is stable. But an LSN > eLSN
may also be stable. For RSSP, the TC promises that every
operation with an LSN ≥ rLSN will be replayed during
recovery. Further, there is no guarantee that an operation
with an LSN < rLSN will be replayed during redo, so the
DC must promise to make those operations stable before
ACKing an RSSP call. This is the case even though some of
these operations may, in fact, be re-sent to the DC because
they appear later than the log position the TC uses for its
redo scan start point.

4.5.1 EOSL
For EOSL, we need to ensure that we have received replies

for all operations up to and including the operation with
LSN = eLSN , and that log records for these operations
are on the stable log. We may have received replies for
some requests with an LSNs > eLSN , but we can ignore
them. We keep a vector LSN-V (starting at the last value
for eLSN) indexed by LSN. Each element contains the log
position LP at which the operation with the given LSN is
placed. Log positions are monotonic such that when a log
record is posted to the log, it has a log position higher than
all preceding log records. We maintain a current log position
cLP to identify the log record slot in the log where next log
record will be written.

When an operation identified with an LSN oLSN returns
from the DC and arrives at the log manager, its log record is
placed in the current log position cLP . cLP is then stored
at LSN-V[oLSN ]. cLP is then incremented to reference the
next position in the log buffer. We also track the log position
of the end of the stable log, called sLP , which is updated
whenever a flushed log buffer is stably written.

To determine a new eLSN , we scan LSN-V from the old
eLSN position until we reach an LSN-V[lsn] that is not
set (operation has not yet returned and been logged) or
LSN-V[lsn] > sLP . lsn − 1 becomes the new eLSN as
we now know that lsn is the lowest LSN not on the stable
log.

4.5.2 RSSP
Implementing RSSP would seem to be easy since all we

need is to direct the DC to make operations earlier than
rLSN stable. But the TC itself starts its redo scan at a log
position rLP . For a pair of rLSN and rLP , we require two
things. (1) Any LSN ≤ rLSN must be stable on the log.
This is the same condition as for eLSN , suggesting that we
use an earlier eLSN as our rLSN . (2) Since we are starting
our redo scan at rLP , we need to make sure that we see for
redo all operations with LSNs greater than rLSN . Thus we
need to ensure that no operation with an LSN > rLSN has
a log position LP ≤ rLP .

We extend our work for EOSL to help us with RSSP. We
keep track of the maximum LSN that we have seen up to
the time we scanned LSN-V for eLSN , called maxLSN ,
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and also remember the sLP (end of stable log) used in de-
termining eLSN . We retain this information for the last
several EOSL requests (since the prior RSSP) in a list of
its own called EOSL-L. An element of EOSL-L consists of
⟨eLSN, sLP,maxLSN⟩, where the EOSL-L elements are or-
dered consistent with the time of an EOSL request, EOSL-L[i]
being at an earlier time than EOSL-L[i+ 1].
When an RSSP operation is invoked to determine a new

rLSN , we set rLP = EOSL-L[oldest].sLP . We then scan
EOSL-L[i] entries beginning with i = oldest + 1. Any
LSN ≤ EOSL-L[i].eLSN is stable on the log. When
EOSL-L[i].eLSN ≥ EOSL-L[oldest].maxLSN , we know
that if the DC makes stable all operations with oLSN ≤
EOSL-L[i].eLSN then all operations on the log before
EOSL-L[oldest].sLP will be made stable since none has an
LSN > EOSL-L[i].eLSN . Hence there will be no opera-
tions preceding EOSL−L[oldest].sLP on the log that need
redo when we set rLSN = EOSL-L[i].eLSN .
Once we choose rLSN , we improve rLP by scanning

EOSL-L entries EOSL-L[j] beginning with EOSL-L[oldest].
We stop at the largest j that satisfies rLSN ≥
EOSL-L[j].maxLSN . EOSL-L[j].sLP is then used as the
final rLP . The correctness of this improved rLP can be
shown in the same way as the previous one.

5. TRANSACTIONAL OPTIMIZATIONS
Deuteronomy incorporates classical and important trans-

actional optimization techniques. In this section we discuss
how fast commit and group commit [18] optimizations are
provided in Deuteronomy to improve throughput.

5.1 Fast Commit
Fast commit optimization allows a transaction to release

all its locks before waiting for its commit record to be flushed
to stable storage. Deuteronomy adopts the fast commit opti-
mization by arranging the key steps that a transaction takes
during commit as follows.

1. Create the commit record and post it to log buffer.

2. Release transaction locks.

3. Wait until transaction commit log record is flushed.

4. Remove the transaction from the table of active trans-
actions.

5. Send reply to the client indicating the transaction has
committed.

This order does not affect the correctness of the system
since a transaction that releases its locks is guaranteed to
commit earlier than any other transaction waiting for the
locks. The guarantee comes from the fact that the earlier
transaction places its commit record in log buffer before it
releases its locks, and the log records are written sequen-
tially during flush. So if a later transaction using the un-
locked resources commits, it will be done only if the earlier
transaction also commits. Compared to the original scenario
where locks are released after the commit record is flushed,
fast commit reduces lock wait time for every transaction.
To make this work correctly, we need to synchronize read-

only transactions with this optimization. This can be done
by writing commit log records for all transactions, including
read-only transactions.

Client TC DC

Step 1

Issue read operation 

passing table name 

and record key R.key

Step 2
Call Lock Manager to 

acquire locks

Step 3
Retrieve DC address 

from Table Manager 

for given table name

Step 4
Issue read to DC 

passing table name 

and R.key

Step 5

Return record R

Step 6

Return R to client

Figure 2: End-to-end steps for single record read

5.2 Group Commit
The group commit optimization delays a set of commit-

ting transactions for a small time period and commits them
as a group by flushing the log buffer containing their com-
mit records to the disk. For durability, a transaction is not
committed until its commit log record has been flushed to
the stable log. Without group commit, each commit triggers
a system call to CLF to flush the log buffer to disk immedi-
ately. This requires CLF to flush the log buffer (write to the
disk) for every transaction commit. Thus, every transaction
incurs disk write latency, and log buffer storage utilization
suffers.

Group commit amortizes the cost of a log force by group-
ing transactions that commit close in time and issuing a
single log flush request for all transactions in the group. In
Deuteronomy, this is achieved by having the thread of a
committing transaction wait inside the log manager for a log
flush. (This occurs at step 3 above.) A log flush writes all
buffered log records to stable storage. This log buffer flush
occurs either (1) when the buffer is full, or (2) after a small
time delta, which is configurable, that enables the buffer to
fill. In this way, we reduce the number of log I/O system
calls from the number of commits to the number of commit
groups by slightly holding back each committing transac-
tion. All transactions of a group share the group commit
write latency instead of each incurring the write latency.

6. AN END-TO-END EXAMPLE
To help demonstrate the technical details described so far,

this section provides an end-to-end example of the steps nec-
essary to execute a transaction in Deuteronomy. Our run-
ning example is the following transaction that reads and
updates a single record R:

Begin Transaction

Read record R

Update record R with new value V

Commit Transaction

We describe the details of the four operations for this trans-
action in chronological order.

Begin transaction. To begin a transaction, the session
manager first assigns a thread to the transaction (details in
Section 4.1) and generates a unique transaction id, which
is then used to initiate an entry in the transaction table
that stores the log position of each active transaction’s last
operation (used to back-chain a transaction’s log records).

Read record. The steps of a read operation for a single
record are depicted in Figure 2. The client passes the TC
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Client TC DC

Step 1
Issue update 

operation passing 

table name and 

record R

Step 2
Call Lock Manager to 

acquire locks and 

generate LSN

Step 3
Retrieve DC address 

from Table Manager 

for given table name

Step 4
Issue update to DC 

passing table name 

and R

Step 5
Update R and 

retrieve old image 

R as R.before

Step 7

Log update using 

LSN, R.before, and R

Step 6
Return R.before

Acknowledge update 

complete to client

Step 8

Figure 3: End-to-end steps for record update

the table name and record key R.key. Upon receiving the
request, the TC calls the lock manager to acquire appro-
priate locks. The lock manager does not generate an LSN
for these operations since reads are not logged in Deuteron-
omy. Next, using the given table name, the DC address is
retrieved from the table manager, and the read request is
sent to the DC passing the table name and record key. The
DC then returns to the TC either record R if the read is suc-
cessful, or an error if record R does not exist. The TC then
passes back record R (or an error) to the client to complete
the read operation.
Update record. The steps of an update operation are

depicted in Figure 3. The client passes the TC a table name
and updated record R. The TC then calls the lock manager
to both acquire appropriate locks and retrieve an LSN for
the operation. The DC address is then retrieved from the
table manager, and the update is sent to the DC using the
table name and record R. The DC first retrieves the before
image of record R (abbr. R.before), and then performs the
record update. The DC then returns R.before to the TC,
and the TC logs the operation using the LSN, R.before as
the before image, and R as the after image. Finally, the
TC sends an acknowledgement of the update to the client,
which completes the update operation. In the case of an
error (e.g., record R does not exist at the DC), the TC will
return an error to the client without logging the update.
End transaction. To end the transaction, the TC first

writes a commit record to the log. Details of the Deuteron-
omy commit procedures are given in Section 5. Once the
commit is logged, the transaction’s entry is removed from
the transaction table. Finally, the TC returns to the client
and returns the transaction thread to the open thread pool.

7. DATA COMPONENTS (DCS)
We implemented and/or used a number of DCs: (1) a

“stub DC” that merely returns immediately, used solely to
test our TC code, (2) a “local DC” which keeps all data
in main memory, also used in testing, (3) a “flash DC” that
used a storage manager provided by the Communication and
Collaboration Systems Group in Microsoft Research1 that
exploits flash memory, but is also usable with a disk for
stability, and (4) a “cloud DC” written by a group in the

1This group consisted of Sudipta Sengupta, Biplob Debnath,
and Jin Li
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Figure 4: TC Performance for Varying DC Latencies

Microsoft XTREME Computing Group2 that uses Windows
Azure storage to make data stable.

Our TC code is defined to permit us to use several DCs
simultaneously, and the thread executing each TC operation
simply invokes a DC operation as if it were local. Given our
multi-threaded TC, this means that each DC needs to deal
with multi-threading issues. When a DC is not local, there
is a proxy DC behind the interface that forwards messages
to the remote DC. In this case, it is the proxy that deals with
the local (to the node of the TC) threading issues, such as
commanding a requesting thread to sleep and waking it up
when the reply comes back from the remote DC. A proxy
DC is required for the cloud DC, which cannot be local.

Had we only intended using a TC with local DCs, we
wouldn’t have been so concerned about the need to read a
record prior to locking records in a range or testing a next
key lock when doing inserts and deletes. However, the cloud
introduces large latencies (larger than a local disk). So it has
been essential to tailor our TC:DC interface to minimize the
number of times we incur cloud latency.

8. SOME PERFORMANCE RESULTS

8.1 Benchmarking
We evaluated performance via adapting a limited version

of the TPC-W benchmarks [32] to work in the cloud envi-
ronment. This is similar to the approach taken in [23, 22,
25]. Since we are most concerned about measuring TC per-
formance, we show throughput under controlled changes in
DC latency. The longer the latency to the DC, the higher
the level of multi-threading we must employ to keep the pro-
cessor busy. The more threads active at a time, the more
collisions they will see, and perhaps lower cache hits as well.
This results in higher throughput for lower latency deploy-
ments, as shown in Figure 4.

8.2 Improving Performance
We consider the performance reported for our benchmark-

ing to be only respectable. We believe it is possible for per-
formance to be substantially higher than we report above.
Here we want to discuss the nature of the overhead intro-
duced by the TC on the path to the data, and to understand
what might be done to improve performance.

The first thing we did was to isolate TC performance from
transactional aspects, in particular how much overhead was

2This group consisted of Roger Barga, Nelson Araujo, Bri-
hadish Koushik, and Shailesh Nikam.
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added by locking and logging. We ran tests with these ca-
pabilities disabled. Performance was only 20% better when
locking and logging were disabled for the cloud latency case.
As performance elsewhere improves, the cost of logging and
locking will loom larger. But it is clear that performance
gains will need to come from elsewhere.
We believe that there are two main impediments to higher

performance. And these impediments are neither architec-
tural nor are they intrinsic to the logic of operations as we
have implemented operations. Rather, we believe there are
two limitations that lie in the infrastructure that we used to
build our prototype.
Threading: Operating system threads are much lighter

weight than processes. However, whenever a system thread
blocks or otherwise does a context switch, an OS thread
crosses a protection boundary. This step adds substantial
overhead to the cost of a thread switch. Because of this,
SQL Server implements (in their SQL OS layer) user level
threading called fibers. We did not use SQL OS in our im-
plementation in the interest of rapid system prototyping.
However, we believe that there is a substantial gain to be
made by using fibers.
Implementation Language: We used C# as our im-

plementation language because it reduced the programming
effort. That was, we believe, a wise choice given the lim-
ited time we had to construct the system. But, for a “real”
Deuteronomy deployment, we would have made a different
choice. Building a system has a rough equivalence to work-
ing on the code in the inner loop of a large program. That
is, system programming is much more performance sensitive
than is application programming. Programming languages
that are great for rapid prototyping and fine for applica-
tion programming may be problematical for the inner core
of system level programming. Deuteronomy (encompassing
both TC and DCs) is part of that inner core. Indeed TC
and DC together constitute the kernel of a database system.
Thus, a language like C is the more appropriate language
for a system to be widely deployed.
While we cannot quantify the performance that would re-

sult from using fibers and implementing in C, we expect
substantial gains. At that point, we would need to revisit
lock and log manager implementations. In the lock man-
ager, we need to use more fine grained concurrency control
for accessing the lock manager data structures, e.g. spin
locks protecting smaller data extents. For the log manager,
as with threading, performance would benefit from its code
being entirely within user space to save the system protec-
tion boundary overhead of using CLF.

9. AVAILABILITY
Availability can be lost due to several forms of failure.

Availability is maximized when the system can (1) minimize
the extent of the availability loss when a failure occurs; and
(2) reduce the time to recover from the failure causing the
lost availability. In this section we describe a number of
types of lost availability resulting from failures, and how the
Deuteronomy architecture enables us to minimize the loss.

9.1 Data Unavailability
We focus first on data availability when the DC responsi-

ble for executing on the data has not failed. DC failures are
considered below. A prime purpose of cloud infrastructures
is to provide high availability. Data is typically replicated,

with a consensus protocol used to ensure that a replica fail-
ure does not make data unavailable for update. So data
unavailability should be a very rare event.

While there is nothing that Deuteronomy can do directly
to make unavailable data available, accessible data need not
become unavailable simply because it happened to be ac-
cessed in the same transaction as currently unavailable data.
Such data can become transactionally consistent either by
transaction commit or transaction abort. Both commit and
abort are feasible depending on the specific state of each
transaction. For transactions that are finished, commit re-
leases locks on available data, while for abort, undo opera-
tions are first sent to the DC managing the data, and then
locks are released. Neither outcome is a blocking outcome,
and access to available data continues uninterrupted.

Further, a DC may be able to mask some data unavail-
ability. This may enable some transactions to commit that
would otherwise have aborted. So long as the data being
accessed by transactions from the TC is in DC cache, avail-
ability continues. When the data becomes available again,
the changes captured by the DC are written back to storage.
Only when the DC needs to access data that is unavailable
and not in its cache does it need to notify the TC. When
this occurs, the TC aborts the transaction involved.

9.2 TC Failure
Availability in the presence of a TC failure depends on

the robustness and accessibility of the TC transactional log.
If the TC log is on a disk that is local to the TC, and is not
itself replicated elsewhere, then the data handled via the
TC is unavailable while the TC is down. However, if the log
is available, e.g. cloud replication is used for the log, then
the TC can failover to a standby TC that accesses the log.
The standby TC initiates recovery using the log, and when
recovery is complete, normal service resumes.

For a TC failure without an accompanying DC failure,
recovery is very fast. Even with the TC log replayed from
the RSSP, the DC has little recovery to perform as it has
not crashed. The most substantive activity it needs to do
is to reset its cache, removing updates that were not stable
on the TC log at the time of the crash. Only data items
modified by these updates, or ones reset along with them
(e.g. if the cache was paginated and a reset affected other
records on the page) need to be recovered.

9.3 DC Failure
Should a DC fail, a more expensive form of recovery is

needed to bring the database back to the point where the
failed DC can resume normal execution. We have outlined
that recovery earlier [27]. The TC waits for the DC to come
back up, and then initiates recovery with it. Because the
DC cache has been lost, recovery now entails re-execution
of all lost operations (i.e. redo recovery), and importantly,
the DC cache needs to be re-populated with the active data
as of the time of the crash to do this. While Deuteronomy
recovery needs to be “logical”, as shown in [26], recovery
performance can be comparable to ARIES style recovery.

While it is conceptually possible to maintain a hot DC
standby in the same way that a full-blown database systems
maintains a standby, there is a negative to this. A database
standby typically manages an independent database replica.
Hence it can read and write to its replica and manage its
cache independently of the primary database. To pursue
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that strategy, we would need a hot standby DC to manage
its own data replica. This can only be done by (1) replac-
ing the normal cloud replication with our own replication so
that a DC accesses a single replica or (2) having two repli-
cated cloud data sets, each with a separate DC, thus adding
another layer of replication on top of the normal cloud data
replication. How best to maintain a hot standby using a sin-
gle cloud replicated data set, where both primary and hot
standby manage this data set is a topic for further work.

10. CONCLUSION
We have described our implementation of a TC that can

provide transactional functionality over any storage infras-
tructure. To work effectively, we do need to provide a stor-
age infrastructure with DC functionality in order to enable
it to cache data and to post its results to stable storage
lazily. The DC functionality also permits the TC to lazily
force its log, and to truncate its log using normal database
checkpointing methods.
Our TC provides transaction functionality, regardless of

how the data may be distributed across the cloud. While ac-
cessing data in the cloud currently entails large latency, our
TC nonetheless achieves decent performance. Most previous
efforts have either tried to avoid cloud transactions, or have
severely circumscribed their scope. Our TC implementation
shows that this is not required, and that it is feasible to
provide full ACID transactions and enable the applications
that require them to be supported in the cloud.
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Figure 5: Demo app: MSRBook social network

13. DEMONSTRATION DESCRIPTION
This section provides a demonstration description of the

Deuteronomy system. We cover the demo applications, data,
and configuration necessary to support unrestricted transac-
tions for a social networking application that stores its data
anywhere in the cloud.

13.1 Application
The application we use to demonstrate Deuteronomy is

MSRBook, a cloud-based social-networking application. MSR-
Book comes in two versions: (1) Mobile-based, implemented
as a Microsoft Windows Phone 7 application and depicted
in Figure 5, and (2) Web-based, built for a standard web
browser (screen-shot omitted due to space). Users perform
actions in MSRBook similar to other well-known social net-
working applications, such as updating friend lists, posting
items on friend feeds, and sending and receiving messages.
MSRBook uses Windows Azure cloud-based storage for

managing its data. Deuteronomy provides transaction man-
agement for this data. MSRBook interfaces with the TC
session manager and all transactions performed by the appli-
cation use the TC interface methods covered in Section 4.2.

13.2 Data and System Configuration
For each user account, MSRBook stores two major pieces

of data: (1) a friend list that stores who a particular user is
connected with in the application, and (2) news feed items,
containing news updates a user wishes to share with friends.
MSRBook partitions its account data by user last name into
three primary partitions: [a-f], [g-p], [q-z]. Each partition
is managed by a separate DC, and is hosted on a differ-
ent Windows Azure partition, meaning data for any two
user accounts are not guaranteed to be co-located on the
same Azure storage node. MSRBook interfaces with a sin-
gle TC that provides transaction support for all three DCs
as depicted in Figure 6. The TC, as well as all DCs, are
cloud-based. The TC is implemented and hosted as a Win-
dows Azure web role, while Each DC is implemented as a
Windows Azure worker role (see [29] for details of web and
worker roles).

Deuteronomy TC

Deuteronomy DC

Data for accounts 

[A-F]

Deuteronomy DC

Data for accounts 

[G-P]

Deuteronomy DC

Data for accounts 

[Q-Z]

Windows 7 Phone App Web-Based App

Figure 6: Demonstration scenario overview

This configuration is significant for two reasons. First,
it mirrors a simple but realistic partitioning scheme typical
for many cloud-based applications. Second, such a configu-
ration does not guarantee that any two (or more) users are
co-located on the same storage partition, meaning many ex-
isting cloud-based transaction approaches (e.g., Azure entity
group transactions [29]) cannot provide support for a ACID
transactions involving any two (or more) user accounts.

13.3 Demonstration Scenarios
Transactions in Deuteronomy. Our first demonstra-

tion focuses on the transactional details of users updating
their friend lists in MSRBook. In this scenario, a user Lar-
son notifies user Smith that he would like to connect as
friends on MSRBook. Upon navigating to the friend notifi-
cation screen (depicted in Figure 5 (b)), user Smith touches
the “confirm” button in order to confirm his friendship with
Larson. This action requires a transaction that updates both
friend lists as well as both news feeds for the two users. Such
a transaction requires only six lines of straightforward code
in Deuteronomy as follows.

Begin Transaction

Insert user Larson into friend list of Smith

Insert new friend update into Larson’s news feed

Insert user Smith into friend list of Larson

Insert new friend update into Smith’s news feed

End Transaction

Given the configuration of the data (Larson and Smith
exist in separate Azure storage partitions), such a simple
and straightforward transaction is only possible in Deuteron-
omy. Under these partition constraints, all other cloud-
based transactional support (see Section 2) require some
form of eventual consistency that is orders of magnitude
more complicated for application developers to implement [1].

Scalability. Our second demonstration provides a live
showcase of scalability performance of Deuteronomy using
the MSRBook application. Using a workload generator that
simulates tens of thousands of simultaneous user friend up-
date requests in MSRBook, we report live throughput num-
bers for Deuteronomy under such a workload. We also con-
currently perform friend updates using the Windows Phone
7 application (Figure 5) while the simulated workload runs
to show that response time is on the order of milliseconds.
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ABSTRACT
A new class of data storage systems, called NoSQL (Not
Only SQL), have emerged to complement traditional database
systems, with rejection of general ACID transactions as one
common feature. Different platforms, and indeed differ-
ent primitives within one NoSQL platform, can offer var-
ious consistency properties, from Eventual Consistency to
single-entity ACID. For the platform provider, weaker con-
sistency should allow better availability, lower latency, and
other benefits. This paper investigates what consumers ob-
serve of the consistency and performance properties of vari-
ous offerings. We find that many platforms seem in practice
to offer more consistency than they promise; we also find
cases where the platform offers consumers a choice between
stronger and weaker consistency, but there is no observed
benefit from accepting weaker consistency properties.

1. INTRODUCTION
Cloud computing is attracting interest through the poten-

tial for low cost, unlimited scalability, and elasticity of cost
with load [7, 8, 11, 33]. A wide variety of offerings are typi-
cally categorized as Infrastructure as a Service (IaaS), Plat-
form as a Service (PaaS), and Software as a Service (SaaS).
IaaS is exemplified by Amazon Web Services (AWS), and
provides the capability to execute existing programs on a
virtual machine that is essentially the same as a standard
box with a standard operating system. The consumer has
control over the virtual resources. Each PaaS system offers
a distinctive set of functionalities as an API, that allow pro-
grams to be written specially to execute in the cloud; Google
AppEngine (GAE) is an example of this approach.
In PaaS systems, a persistent and scalable storage plat-

form is a crucial facility. In an IaaS environment, one could
simply install an existing database engine such as MySQL in
one’s virtual machine instance, but the limitations (perfor-
mance, scale, and fault-tolerance) of this approach are well-
known, and the traditional database systems can become

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro­
vided that you attribute the original work to the author(s) and CIDR 2011.
CIDR’11 Asilomar, California, January 2011

a bottleneck in a cloud platform [2, 27]; thus novel stor-
age platforms are commonly offered within IaaS clouds too.
These storage platforms operate within the cloud platform,
and take advantage of the scale-out from huge numbers of
cheap machines; they also internally have mechanisms to tol-
erate the faults that are inevitable with so many unreliable
machines. Examples include Amazon SimpleDB1, Microsoft
Azure Table Storage2, Google App Engine datastore3, and
Cassandra4. A term often applied to these storage platforms
is NoSQL (Not Only SQL). NoSQL database systems are
designed to achieve high throughput and high availability
by giving up some functionalities that traditional database
systems offer such as joins and ACID transactions. NoSQL
data stores may offer weaker consistency properties, for ex-
ample eventual consistency [32]. A client of such a store
may observe values that are stale, not from the most re-
cent write. This design feature is explained by the CAP
theorem, which states that a partition-tolerant distributed
system can guarantee only one of the following two proper-
ties: data consistency, or availability [17]. Many of NoSQL
database systems aim for availability and partition tolerance
as their primary focus and thus they relax the data consis-
tency constraints.

It is a new challenge for developers to write applications
that use storage offering weak consistency. For example, re-
cent work by Hellerstein [19] has identified a class of mono-
tonic programs that give correct results on eventual consis-
tent data. The application designer therefore tries to express
their computational task using only monotonic operations.
Further complicating the programmer’s task, there are vari-
ant consistency properties that may or may not be provided,
such as read-your-writes, monotonic reads, or session con-
sistency, each changing the set of possible situations, and
thus what the code must be written to handle. The effort
of coding for a weak consistency model is typically justi-
fied by pointing to corresponding tradeoffs, such as better
availability, lower latency, etc [16].

We have experimentally investigated these issues, from
the view of the consumer of the storage facilities. That is,
we try to see what kinds of inconsistency are seen in the
results returned from operations, and how frequently these
situations arise. This contrasts with research on cloud-based

1aws.amazon.com/simpledb/
2www.microsoft.com/windowsazure/
3code.google.com/appengine/
4cassandra.apache.org/
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storage platforms [9, 10, 12] that takes the view of the plat-
form owner and focuses on algorithms and the properties of
the data held in various replicas within the platform.
Our main contributions are detailed measurements over

several storage platforms, that show how frequently, and in
what circumstances, different inconsistency situations are
observed, and what impact the consumer sees on perfor-
mance properties from choosing to operate with weak con-
sistency mechanisms. The overall methodology of our exper-
iments, for measuring consistency as seen by a consumer, is
another contribution. In Section 2 we report on the exper-
iments that investigate how often a read sees a stale value.
For several platforms, data is always, or nearly always, up-
to-date. For one platform (SimpleDB), we often see stale
data, and so in Section 3 we investigate more deeply the con-
sistency properties of this platform, covering issues such as
consistency among multiple data elements, and cases where
operations on one element impact on reads of another ele-
ment. Section 4 then explores the performance of different
consistency options; in particular, we investigate whether
the consumer is offered any tradeoff in cost or performance,
to compensate for using weak consistency operations. Sec-
tion 5 discusses some limitations to generalising our results.
In Section 6 we connect and contrast our work with other re-
search related to this topic. Section 7 gives some conclusions
and suggests directions for further study.

2. STALENESS OF DATA
We first investigate the probability of a consumer observ-

ing stale data in an item.
Figure 1 illustrates the architecture of the benchmark ap-

plications in this study. There are three cloud-deployed
roles: the data store, and two computations, writer and
reader. A writer repeatedly writes 14bytes of string data
into a particular data element; the value written is the cur-
rent time, so that we can easily check which write is ob-
served in a read. In most of the experiments we report,
writing happens once every three seconds. A reader role re-
peatedly reads the contents from the data element and also
notes the time at which the read occurs; in most experiments
reading happens 50 times every second. In some of our ex-
periments, we use one thread for the writer role and one
or multiple threads each implementing the reader role, in
other experiments we have a single thread that takes both
roles. We refer to one “measurement” of the experiment
as running the writing and reading for 5 minutes, doing 100
writes and 15,000 reads. We repeated the measurement once
every hour, for at least one week, in October and Novem-
ber 2010. In a post-processing data analysis phase, each
read is determined to be either fresh (if the value observed
has a timestamp from the closest preceding write operation,
based on the times of occurrence) or stale; also each read
is placed in a bucket based on how much clock-time has
elapsed since the most recent write operation. By examin-
ing all the reads within a bucket, from a single measurement
run, or indeed aggregating over many runs, we calculate the
probability that a read which occurs a given time after the
write, will observe the freshest value. Repeating the exper-
iment through a week ensures that we will notice any daily
or weekly variation in behavior.

2.1 Amazon SimpleDB
SimpleDB is a distributed key-value store offered by Ama-

Writer Reader
Prepare and send a req.Receive and parse a resp.Read data from a DB

Write data into a DBNoSQLtime t time t+x

Deployed in a process, within a data center,or across data centers
Figure 1: The Architecture of Benchmark Apps

zon. Each key has associated a collection of attributes, each
with a value. For these experiments, we take a data element
to be a particular attribute kept for a particular key (a key
identifies what SimpleDB calls an item). SimpleDB supports
(among other calls) a write operation (PutAttributes) and
two types of read operations, distinguished by a parameter
in the call to GetAttributes: eventual consistent read and
consistent read. The consistent read is supposed to ensure
that the value returned always comes from the most recently
completed write operation, while an eventually consistent
read does not give this guarantee. Our study investigates
how these differences appear to the consumer of data.

SimpleDB is currently operated in four geographic regions
independently (i.e., US West, US East, Ireland and Singa-
pore) and each of them offers a distinct URL as its access
point. For example, https://sdb.us-west-1.amazonaws.
com is the URL of SimpleDB operated in US West. We
used this as the data store for our experiments. Writer and
reader are implemented in Java and run in EC2; they access
SimpleDB in US West through its REST interface.

2.1.1 Accessing from a Single Thread
In the first study, we run the writer and reader in the same

single thread on an m1.small instance provided by EC2 with
Ubuntu 9.10. The writer/reader process is deployed in US
West. We cannot be sure that the SimpleDB data store will
be in the same physical data center as the computation [5],
but using the same geographic region is the consumer’s best
mechanism to reduce network latency.

We executed a measurement run once every hour for 11
days from Oct 21, 2010. In total 26,500 writes and 3,975,000
reads were performed. Since we use only one thread in this
study, the average throughput of reading and writing are
39.52 per second and 0.26 per second, respectively. (Each
measurement runs at least five minutes.) The same set of
measurements was performed with eventual consistent read
and with consistent read.

2.1.1.1 Read­Your­Write Consistency.
Figure 2 and Table 1 show the probability of reading the

fresh value plotted against the time interval that elapsed
from when the write begins, to the time when the read is
submitted. Each data point in the graph is an aggregate over
all the measurements for a particular bucket containing all
time intervals that agree to millisecond granularity; in the
Table we aggregate further, placing all buckets whose time
is in a broad interval together, and here we also show actual
numbers as well as percentages. With eventual consistent
read the probability stays about 33% from 0ms to 450ms. It
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jumps up sharply between 450ms and 500ms, and it reaches
98% at 507ms. A spike and a valley in the first 10ms are
perhaps random fluctuation due to a small number of data
points. With consistent read, the probability is 100% from
about 0ms onwards.
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Figure 2: Probability of Reading Freshest Value

Table 1: Probability of Reading Freshest Value

Time Elapsed from
Starting Write Until
Starting Read

Eventual Consistent
Read

Consistent Read

[0, 450)
33.40%

(168,908/505,821)
100.00%

(482,717/482,717)

[500, 1000)
99.78%

(1,192/541,062)
100.00%

(509,426/509,426)

A relevant consistency property is “read-your-writes”, which
says that when the most recent write is from the same thread
as the reader, then the value seen should be fresh. As we find
that stale eventual consistent reads are possible with Sim-
pleDB within a single thread, so we conclude that eventual
consistent reads do not satisfy read-your-writes; however,
consistent reads of course do have this property.
We now consider the variability of the time when fresh-

ness is possible or highly likely, among different measure-
ment runs. For eventual consistent reads, Figure 3 shows
the first time when a bucket has freshness probability that
is over 99%, and the last time when the probability is less
than 100%. Each data point is obtained from a five minutes
measurement run, so there are 258 data points in each time-
series. The median of the time to exceed 99% is 516.17ms
and coefficient of variance is 0.0258. There does not seem to
be any regular daily or weekly variation, rather the outliers
seem randomly placed. Out of the 258 measurement runs,
2 runs (0.78%) and 21 runs (8.14%) show a non-zero prob-
ability of stale read after 4000ms and 1000ms, respectively.
Those outliers are considered to be generated by network
jitter and similar effects.

2.1.1.2 Monotonic Read Consistency.
One consistency property that has been considered impor-

tant [32] is “monotonic read”, where a following operation
sees data that is at least as fresh as what was seen before.
This property can be examined across multiple data ele-
ments, or for a single element as we consider here. We find
that consistent reads are monotonic as they should be, since
each read should always see the most recent value. However,
eventual consistent reads are not monotonic, and indeed the
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Figure 3: Time to See Freshness (Eventual Consis-
tent Read)

freshness of a successive operation seems essentially inde-
pendent of what was seen before. Thus eventual consistent
reads also do not have stronger properties like causal con-
sistency.

Table 2 shows the probability of observing fresh or stale
values in each pair of successive eventual consistent reads
performed during the range from 0ms to 450ms after the
time of a write. The table also shows the actual number
of observations out of 475,575 of two subsequent reads per-
formed in this measurement study. The monotonic read
condition is violated (that is, the first read returns a fresh
value but the second read returns a stale value) in 23.36%
of pairs. This is reasonably close to what one would expect
of independent operations, since the probability of seeing a
fresh value in the first read is about 33% and the probability
of seeing a stale value in the second read is about 67%. The
Pearson correlation between the outcomes of two successive
reads is 0.0281, which is very low, and we conclude that
eventual consistent reads are independent from each other.

Table 2: Successive Eventual Consistent Reads
hhhhhhhhhhhFirst Read

Second Read
Stale Fresh

Stale 39.94% (189,926) 21.08% (100,1949)
Fresh 23.36% (111,118) 15.63% (74,337)

2.1.2 Accessing from Multi Threads and Processes
In the previous results, all read and write requests origi-

nate from the same thread. We did measurements for four
other configurations:

1. A writer and a reader run in different threads in the
same process,

2. A writer and a reader run in different processes on the
same virtual machine in the same geographic domain
as the data storage (US West),

3. A writer and a reader run on different virtual machines
in US West, or

4. A writer and a reader run on different virtual ma-
chines, one in US West and one in Ireland.

In the first two cases, read and write requests are origi-
nated from the same IP address. In the third case, requests
are originated from different IP addresses but from the same
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geographical region. In the last case, requests are originated
from different IP addresses in different regions.
Each experiment was run for 11 days as well. In all four

cases the probability of reading updated values shows a sim-
ilar distribution as in Figure 2. We conclude that consumers
of SimpleDB see the same data consistency model regardless
of where and how clients are placed.

2.2 Amazon S3
A similar measurement study was conducted on Amazon

S3 for 11 days. In S3, storage consists of objects within
buckets, so our writer updates an object in a bucket with
the current timestamp as its new value, and each reader
reads the object. In this experiment, we did measurements
for the same five configurations as SimpleDB’s case, i.e., a
write and a reader run in a single thread, different threads,
different processes, different VMs or different regions. Ama-
zon S3 two types of write operations: standard and reduced
redundancy. A standard write operation stores an object so
that its probability of durability is at least 99.999999999%,
while a reduced redundancy write aims at giving at least
99.99% probability of durability. The same set of measure-
ments was performed with standard write and reduced re-
dundancy write.
Documentation states that Amazon S3 buckets provide

eventual consistency for overwrite put operations [4]; how-
ever, no stale data was ever observed in our study regardless
of write redundancy options. It seems that staleness and in-
consistency might be visible to a consumer of Amazon S3
only in executions such that there is a failure in the partic-
ular nodes of platform where the data is stored, during the
time of their access; this seems a very low probability event.

2.3 Azure Table and Blob Storage
The experiment was also conducted on Windows Azure

table and blob storages for eight days. Since it is not possi-
ble to start more than one process on a single VM (Web Role
in this experiment), we did measurements for four configu-
rations: a write and a reader run in a single thread, different
threads, different VMs or different regions. On Azure table
storage a writer updates a property of a table and a reader
reads the same property. On Windows blob storage a write
updates a blob and a reader reads it.
The measurement study observed no stale data at all. It

is known that all types of Windows Azure storages support
strong data consistency [24] and our study confirms it.

2.4 Google App Engine Datastore
Similar to SimpleDB, Google App Engine (GAE) datas-

tore keeps key-accessed entities with properties, and it of-
fers two options for reading: strong consistent read and
eventual consistent read. However, the behavior we ob-
served for eventual consistent read in GAE datastore is com-
pletely different from that of SimpleDB. It is known that
the eventual consistent read of GAE datastore reads from
a secondary replica only when a primary replica is unavail-
able [18]. Therefore, it is expected that consumer program-
mers see consistent data in most reads, regardless of the
consistency option they choose.
We ran our benchmark application coded in Java and de-

ployed in GAE. In GAE applications are not allowed to cre-
ate threads; a thread automatically starts upon an HTTP
request and it can run no more than 30 seconds. Therefore,

each measurement on GAE runs for 27 seconds and we run
measurements every 10 minutes for 12 days. The same set
of measurements was performed with strong consistent read
and eventual consistent read. Also, GAE offers no option
to control the geographical location of applications. There-
fore, we did measurements for two configurations: a writer
and a reader run in the same application (i.e., thread), or a
writer and a reader run in different applications. Each mea-
surement consists of 9.4 writes and 2787.9 reads on average,
and in total 3,727,798 reads and 12,791 writes happened on
average for each configuration.

With strong consistent read no stale value was observed.
With eventual consistent read and both roles in the same
application, no stale value was observed. However 11 out of
3,311,081 readings (3.3E−4%) observed stale values when a
writer and an eventual consistent reader are run in different
applications. We cannot conclude for certain whether stale
values might sometimes be observed when a writer and a
reader run in the same application; however, it suggests the
possibility that GAE offers read-your-writes eventual con-
sistency. In any case, consistency errors are very rare.

3. CONSISTENCY MODEL OF SIMPLEDB
We do not have a public description of the implementa-

tion approach used by SimpleDB. However our data from
Section 2 shows that eventual consistent read of SimpleDB
does not support monotonic reads or read-your-writes. This
section investigates in more detail, what the consumer can
determine about the data consistency model of SimpleDB
eventual consistent read. Section 3.1 investigate the support
of monotonic write consistency and Section 3.2 investigates
the consistency among multiple data elements.

This section discusses the observations obtained in vari-
ous studies; we speculate in Section 4.3 on mechanisms that
might lead to these observations.

3.1 Monotonic Write Consistency
Vogels [32] has advocated the importance of the “mono-

tonic write” property, because programming is notoriously
hard if this is missing. The monotonic write property guar-
antees to serialize the writes by one process. It is not clear
whether a consumer can test this, through looking at the
values received in reads. To gain some insight, we ran a
similar benchmark to the one which is described in Section
2, except it has only one thread which performs 100 repeti-
tions of a small cycle, each of which updates a data element
twice in a row and then reads the element repeatedly for
three seconds; each read is placed in a bucket depending on
the time interval from the start of the cycle till the read is
submitted. We ran a measurement once every hour for nine
days, and aggregated all the buckets from a given time after
the cycle starts.

We refer to the value in the element before the cycle starts
as v0, the value placed there in the first write as v1 and
then v2 is written immediately afterwards. Figure 4 shows
the probability of reading v0, v1 or v2 against the time from
the start of the cycle. The total probability of reading v0, v1
or v2 at times between 50ms to 400ms are 0.097%, 66.339%
and 33.564%, respectively. It appears that the second write
is enough to ensure that no replica any longer contains the
value from before the cycle started, even though we are still
well below the period of 500ms from the first write, which
our earlier data showed was the time till that write would be
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visible in all replicas. We say that the second write “flushes”
the first write to consistency.
When we modify the experiment to write three different

values v1, v2 and v3 consecutively, the probability of reading
v0, v1, v2 or v3 is 0.051%, 0.028%, 66.650% and 33.272%,
respectively. Again, each write except the last seems to
have been flushed, and this measurement suggests that each
replica almost always contains a value that is no more than
one write behind the latest.
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Figure 4: Consecutive Writes to One Item

Another study shows even more complexity in the con-
sistency model that the consumer sees for SimpleDB, be-
cause flushing behavior varies depending on the content be-
ing written. This is just like the previous experiment, except
that the same value is written in both writes of a cycle, that
is v1 = v2. Figure 5 shows the probability of reading v0

or v1 over time. The total probability of reading v0 or v1,
through the period between 50ms to 400ms after the write,
is 66.526% and 33.474%, respectively. Note that this is quite
different from what one would see if one just combined the
curves for v1 and v2 in Figure 4. In particular, when v1 =
v2, after the second write some replicas clearly continue to
hold the value from before the cycle, which is not so when
v1 ̸= v2. This suggests that the second write is ignored, and
does not cause a flush of previous writes, if v1 = v2.
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Figure 5: Writing the Same Value Twice

The SimpleDB data model is comprised of domains, items,
attributes and values [5]. A domain is a set of items. An
item is a set of attribute-value pairs. The write operation
of SimpleDB can update multiple attribute-value pairs in
an item at once. We use this fact to explore more closely
the cases when a second write flushes the value in an earlier
write. Our experiment is just like the previous one, except
that the first write puts v1 in two attributes, A1 and A2,

at once, and the second write puts v2 in only A1. As in
the previous experiments, one experiment writes different
values, v1 ̸= v2, in the first and second writes. The other
experiment writes the same value, v1 = v2, in both writes.

Figure 6 shows the probability of reading v1 or v2 when
v1 ̸= v2. The probability of reading a previous value (v0) is
not zero; however, they are very small (less than 0.1%) and
not shown in this figure. A1 shows similar probability to the
one shown in Figure 4. However, A2 shows the complexity in
the consistency model. Although A2 is updated only once,
by the first write, the probability of reading v1 is very close
to 100%. It indicates that the second write (i.e., writing v2

on A1) affects the data consistency of A2, flushing the earlier
write, despite the fact that it does nothing in A2.
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Figure 6: Writing in Two Attributes then in One

When v1 = v2, the probability of reading v1 from A1 and
that of reading v1 from A2 draw similar curves as the one
in Figure 5. This suggests that the second write is ignored
as it is redundant, delivering a subset of the information in
the first write.

3.2 Inter­Element Consistency
NoSQL database systems usually provide limited support

of transactions; in particular, there is typically avoidance of
two-phase commit, and so the platform will typically not
allow transactional update to elements that might be stored
on different physical nodes. We explore this by having a
writer thread modify two data elements (placing the cur-
rent timestamp in each), and each reader examines those
two locations. The SimpleDB data model is comprised of
domains, items, attributes and values. We explore the effect
of how closely the elements are related in the data model:
they might be two attributes within one item, or attributes
that are in different items within the same domain, or they
might be in different items in different domains.

SimpleDB provides several operations to write and read
values from elements; we also explore the effect of using
various combinations of these to do writing and reading.

• PutAttributes updates attribute-value pairs in a cer-
tain item.

• BatchPutAttributes performs multiple PutAttribute
operations in a single call.

• GetAttributes returns all attribute-value pairs in a
certain item.

• Select returns a set of attribute-value pairs in a cer-
tain domain that match a query statment.

Table 3 shows the probability observed under different
ways to write/read the values in two attribute-value pairs X
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Table 3: Write and Read Two Elements in SimpleDB

two GetAttributes one GetAttributes one Select
A (%) B (%) C (%) D (%) A (%) B (%) C (%) D (%) A (%) B (%) C (%) D (%)

Values in
same item

two PutAttributes 34.459 65.142 0.138 0.262 33.593 66.246 0.000 0.161 33.559 63.808 0.000 2.633
one PutAttributes 12.050 21.820 22.554 43.576 33.859 0.000 0.000 66.141 33.756 0.000 0.000 66.244
one BatchPutAttributes 11.789 21.964 22.507 43.740 33.649 0.000 0.000 66.351 33.610 0.000 0.000 66.390

Values in diff
items in a domain

two PutAttributes 34.443 65.138 0.149 0.271 N/A N/A N/A N/A 32.908 66.832 0.000 0.260
one BatchPutAttributes 11.872 21.918 22.471 43.738 N/A N/A N/A N/A 33.763 0.000 0.000 66.237

Values in
diff domains

two PutAttributes 14.097 24.882 20.740 40.282 N/A N/A N/A N/A N/A N/A N/A N/A
two BatchPutAttributes 14.187 24.924 20.740 40.149 N/A N/A N/A N/A N/A N/A N/A N/A

and Y. N/A means this combination is infeasible; for exam-
ple, it is impossible to read two values from different domains
by one GetAttributes call. For each approach we show 4
probabilities: A for when the values of X and Y are both
fresh, B when X is fresh but the value of Y is stale, C for
the case where the value of X is stale but the value of Y is
fresh, and finally D when both X and Y are stale. We run a
measurement once every hour for seven days and obtained
the total probability for reads that occur from 0ms to 450ms
after the time of a write.
There are three distinct patterns observed. The first pat-

tern is that the probabilities of A, B, C and D are about
12%, 22%, 22% and 44%, respectively. The second pattern
is that the probabilities are about 34%, 0%, 0% and 66%.
The third pattern is that the probabilities are about 34%,
66%, 0% and 0%.
The first pattern is what one would expect given indepen-

dence between the items, based on the 33% probability for a
single read seeing a fresh value. For example, when updating
two attribute-value pairs with a single call of PutAttributes
or BatchPutAttributes and then reading them with two
consecutive calls of GetAttributes, the probability of read-
ing fresh X and Y is about 12% (close to 33% × 33%).
The second pattern shows interaction between the items;

both X and Y are stale or both are fresh. For example, it is
observed when updates are done with one PutAttributes,
and reading with a single call of GetAttributes or Select.
The third pattern holds when two operations are used to do
the writing; no matter how the reading is done, we see here
that the first item has almost 100% chance of freshness, and
the second has about 34% chance of freshness. This is the
same phenomenon observed in Figure 6 with data no more
than one write behind the current value.

4. TRADE­OFF ANALYSIS OF SIMPLEDB
The previous sections show the behavior of SimpleDB for

different read options. For the platform provider, there are
added costs for stronger consistency options (less availabil-
ity, higher latency) [1]. We wish to see however what the
consumer experiences, as this is what will guide the users of
SimpleDB make a well-informed decision about which con-
sistency option to ask for when reading.
We used the benchmark architecture described in Section

2. The measurement ran between 1 and 25 virtual machines
in US West to write and read one attribute (which is a
14bytes string data) from an item in SimpleDB. Each vir-
tual machine runs 100 threads, i.e., emulated clients, each of
which executes one read or write request every second in a
synchronous manner. Thus, if all requests’ response time is
below 1,000ms, the throughput of SimpleDB can be reported
as 100% of the potential load. Three different read-write ra-
tios were studied: 99% read and 1% write, 75% read and

25% write, and 50% read and 50% write cases. We run a
measurement, which runs for five minutes with a set number
of virtual machines, once every hour for one day.

4.1 Response Time and Throughput
The benefit of eventual consistent read in SimpleDB is

explained as follows [5].

The eventually consistent read option maximizes
your read performance (in terms of low latency
and high throughput).

Since a consistent read can potentially incur higher
latency and lower read throughput it is best to
use it only when an application scenario man-
dates that a read operation absolutely needs to
read all writes that received a successful response
prior to that read.

To test this advice, we investigated the difference in re-
sponse time, throughput and availability of the two options,
as offered load increased. Figure 7 shows the average, 95
percentile and 99.9 percentile response time of eventual con-
sistent reads and consistent reads at various levels of load.
The result is obtained from the case of 99% read ratio and
all failed requests are excluded. The result shows no visible
difference in average response time; however, consistent read
slightly outperforms eventual consistent read in 95 percentile
and 99.9 percentile response time.
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Figure 7: Response Time of Read on SimpleDB

Figure 8 and 9 show the average response time of reads
and writes at various read-write ratios, plotted against the
number of emulated clients. We conclude that changing the
level of update-intensity does not have a marked impact.

Figure 10 shows the absolute throughput, the average
number of processed requests per second. We also place
whiskers surrounding each average with the corresponding
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minimum and maximum throughput. Similar to what we
saw for response time, the result that consistent read slightly
outperforms eventual consistent read, though the difference
is not significant. Figure 11 shows the throughput as a per-
centage of what is possible with this number of clients. As
the response time increased, each client sent less than one
request every second and, therefore, the throughput percent-
age decreased.
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Figure 10: Processed Requests of SimpleDB

We observed that SimpleDB often returns exceptions (with
status code 503: ”Service is currently unavailable”) under
heavy load. Figure 12 shows the average failure rates of
eventual consistent reads and consistent reads; each data
point has whiskers to the corresponding maximum and min-
imum failure rates. Clearly the failure rate increased as
offered load increased, but again we find that eventual con-
sistent read does less well than consistent read, though the
difference is not significant.
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4.2 Financial Cost
Another way people sometimes view the consistency choice

in cloud platforms is as a trade-off against financial cost [22].
In US West region, SimpleDB charges $0.154 per SimpleDB
machine hour, which is the amount of SimpleDB’s server
capacity used to complete requests, and which can vary de-
pending on factors such as operation types and the amount
of data to access. We compared the financial cost of two read
consistency options for the runs described above; Amazon
reports the SimpleDB machine hour usage, so one can cal-
culate the financial charge incurred for each request. The
cost of read operations is constant, at $1.436 per 106 re-
quests, regardless of the consistency options or workload.
Also, the cost of write operations is constant at $3.387 per
106 requests as well.

4.3 Implementation Ideas
While our study takes a consumer view of the storage,

we have ideas about the implementation based on our ex-
periments. It seems feasible that SimpleDB maintains each
item stored in 3 replicas, one primary and two secondaries.
We suspect that an eventually consistent read chooses one
replica at random, and returns the value found there, while a
consistent read will return the value from the primary. This
aligns with our experiments showing the same latency and
computational effort for the two kinds of read. We are told
(James Hamilton, personal communication) that an update
is sent synchronously to all replicas. We conjecture that the
update is applied to the data immediately at the primary
replica, but that it remains buffered at the secondaries for
a while, explaining the 66% probability of seeing a stale
value in an eventual consistent read. Perhaps a write that
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has been buffered at a replica is applied immediately when
any subsequent write operation arrives (even one that is for
a different data element), or when a timeout expires (usu-
ally 500ms after the write itself). This would explain the
experiments of section 3.1 and 3.2, if we assume that all
items within one domain are replicated at the same physical
nodes, and items in different domains are replicated else-
where. Further, maybe the system has an optimization that
detects redundant write operations, and suppresses them.
This must be sophisticated enough to detect not only re-
peated put requests, but also cases where one put is merely
a subset of the previous update. We also suggest, from Table
3, that when multiple attributes are modified within a single
operation such as PutAttributes or BatchPutAttributes,
the activity happens with a single message, since in these
cases we do not see any immediate application of the writes,
but we do see that a following read always observes the same
freshness status for each attribute.

5. CAN CONSUMERS RELY ON OUR RE­
SULTS?

Our paper reports on the properties and performance of
various cloud-based NoSQL storage platforms, as we ob-
served them during some experiments. A natural concern is
whether our results can be extrapolated to predict what the
consumer will experience when using one of the platforms.
We really can’t say!
All the usual caveats of benchmarks measurements apply

to us. For example, the workload may be unrepresentative
for the consumer’s needs, perhaps because in our tests the
size of the writes is so small, and the number of data ele-
ments is small. Similarly, the metrics quoted may not be
what matters to the consumer, the consumer’s staff may be
more or less skilled in operating the system than we were,
perhaps the experiments were not run for long enough and
the figures might reflect chance rather than system funda-
mentals, etc.
As well, there is a particular issue when measuring cloud

systems: the vendor might change any aspect of hardware
or software without notice to the consumer. For example,
even if the algorithm used by a platform currently provides
read-your-writes, the vendor could shift to a different imple-
mentation that lacked this guarantee. As another example,
a vendor that currently places all replicas within a single
data center might implement geographical distribution, with
replicas stored across data centers for better reliability. Such
a change could happen without notice to the consumers,
but it might lead to a situation where eventual consistent
reads have observably better performance than consistent
reads. Similarly, the background load on the vendor’s sys-
tems might have a large impact, on latency or availability or
consistency, but the consumer cannot control or even mea-
sure what that load is at any time [29]. For all these reasons,
our observations that eventual consistent reads are no better
for the consumer, might not hold in the future.
The observations reported in this paper were mainly ob-

tained in October and November, 2011. We had conducted
similar experiments in May, 2011. Most aspects were sim-
ilar between the two sets of experiments, in particular the
500ms latency till SimpleDB reached 99% chance for a fresh
response to a read, the high chance of fresh data in even-
tual consistent reads in S3, Azure and GAE, and the lack

of performance difference between SimpleDB for reads with
different consistency. Other aspects had changed, for exam-
ple in the earlier measurements there was less variation in
the response time seen by reads on SimpleDB.

6. RELATED WORK
A broad survey of database replication techniques is given

in [21].
Many papers have described particular architectures and

algorithms for storage in the cloud. These owe much to ear-
lier designs for distributed and especially mobile systems.
The concept of eventual consistency arose in work on dis-
connected operation [13]. Saito and Shapiro offer a valuable
survey of techniques that keep replicas loosely synchronized,
such as those that provide eventual consistency [28]. Specif-
ically dealing with the cloud, we note several papers from
the past five years that describe particular systems: Yahoo!’s
PNUTS [10], Amazon’s Dynamo [12], Google’s Bigtable [9].
The algorithms may be similar to those used in some of the
consumer-accessible storage services.

Much research has investigated the performance and cost
effectiveness of cloud computation platforms [20,22,30], us-
ing benchmark applications simulating typical web applica-
tions. For example Kossmann et al use the TPC-W work-
load with platforms that provide both storage and compu-
tation service, and report on throughput (accepted requests
per second), financial cost per throughput achieved, and also
the variability of the cost. In contrast, our paper focuses di-
rectly on NoSQL storage systems, and especially on their
consistency properties.

Some previous papers have measured consistency aspects
of storage platforms. For a single SQL-interface database en-
gine, Fekete et al [14] define a benchmark that reports how
often a consistency condition is violated. They observe rates
that depend on the amount of contention between items,
and the spacing of read and write operations within a trans-
action. Considering cloud platforms, Florescu and Koss-
man [16] argued for the importance of including consistency
among the features that are measured, and they suggested
that system evaluation should identify the tradeoff between
consistency and other properties such as financial cost.

The CloudCmp [25] project benchmarks many features of
cloud computing. It includes a measure of “time to consis-
tency” of the storage layer. CloudCmp shows a very differ-
ent pattern to what we found, and they indicate that the
median time to consistency is only about 80 milliseconds.
This seems to be because they report the delay from the
write until the first time that a read returns the up-to-date
value, whereas we note that such a read may be followed by
others that show stale values; thus we measure the period
till almost all reads see the recent write. Another difference,
though probably not the reason for the different outcomes,
is that CloudCmp does an insertion of a new key as the write
operation, while we update the value in an existing element.
Our work also goes further than CloudCmp by considering
more aspects than just reading the recent write; we mea-
sure for example properties like monotonicity of reads and
inter-element consistency.

A blog [26] reported results, like ours in Section 4, that
eventual consistent and consistent reads have similar latency
and throughput in SimpleDB. They did not explore the fi-
nancial costs.

A different approach to measuring consistency of cloud
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storage platforms is taken by Anderson et al [6], where they
record lengthy traces with interleaved operations, and after
the fact they check for cycles in various conflict graphs to
determine whether various properties hold. The properties
they analyse are those that are important in parallel hard-
ware design, such as regular or safe registers, rather than the
properties usual in cloud storage platforms such as eventual
consistency with monotonic reads.
There is also work on formally defining weak consistency

properties. Usually eventual consistency is defined in terms
of internal properties such as the state of the replicas, but
Fekete and Ramamritham [15] have proposed a definition
based only on the results that are returned to the con-
sumer. Extra properties such as session properties, that
can strengthen the programmability of eventual consistency,
were identified by Terry et al [31]. Awareness of these was
spread by the important advocacy of Vogels [32]. Aiyer et
al [3] define “consistability” based on the percentage of the
operating period in which different consistency models are
present.
Kraska et al. [23] consider having a layer above the stor-

age, where different consistency models are supported with
different performance properties, and then the client can
choose dynamically what is appropriate. They build a the-
oretical model to analyze the impact of the choice of consis-
tency model in terms of performance and cost, and propose
a framework that allows for specifying different consistency
guarantees on data. The results discussed in our paper could
be used as inputs, i.e., actual behavior, performance and
cost of different consistency models, to complement Kraska’s
work.
In contrast to the NoSQL databases we have studied, Mi-

crosoft Azure SQL5 aims to support the traditional rela-
tional model and transactional guarantees in the cloud. It
provides strong consistency in reads. However, it has a re-
striction on the size of the data (a database can grow up to
50GB) and does not support distributed transactions.

7. CONCLUSION
To achieve high availability and low latency, many cloud

data storage platforms (or particular operations within a
platform) use techniques that avoid two-phase commit and/or
synchronous access to a quorum of sites. Thus they can’t
guarantee strong consistency. It is commonly said that de-
velopers should program around this by designing applica-
tions that can work with eventual consistency or similar
weak models. We have examined the experience of the con-
sumer of cloud storage, in regard to weak consistency and
possible performance tradeoffs to justify it. This informa-
tion should help a developer who is seeking to understand
the properties of the new NoSQL storage platforms for the
cloud, and who needs to make sensible choices about which
storage platform to use.
We found that platforms differed widely in how much

weak consistency is seen by consumers. On some platforms,
we found that the consumer did not observe any inconsis-
tency or stale data, over several million reads through a
week. While inconsistency is presumably possible, it seems
very rare; perhaps only happening if there is a failure of one
of the nodes or communication links actually used in the
computation. Since replication of storage is typically done

5www.microsoft.com/windowsazure/sqlazure/

on 3 or at most 4 nodes, such a failure is unlikely during the
computation. Here the risks from inconsistency seem less
important compared to other sources of data corruption,
such as bad data entry, operator error, customers repeat-
ing input, fraud by insiders, etc. Any system design needs
to have recourse to manual processes to fix the mistakes
and errors from these other sources, and the same processes
should be able to cover rare inconsistency-induced difficul-
ties. On these platforms, we wonder whether the developer
might sensibly choose to treat eventual consistent reads as
if they are consistent, and accept the rare errors as part of
doing business.

On Amazon SimpleDB, the consumer who requests even-
tual consistent reads experiences frequent stale reads and
inter-item inconsistency. Also, this choice does not provide
other desirable properties like read-your-writes and mono-
tonic reads. Thus the programmer who uses eventual con-
sistent reads must take great care in application design, to
code around the dangers of this. However, we found no
compensating benefit to the programmer: no reduction in
latency, increase in observed availability or lower financial
cost, for eventual consistent reads compared to using consis-
tent reads (which are also offered as an option in SimpleDB).
There may be benefits to the platform provider when even-
tual consistent reads are done, but at present these gains
seem not to be passed on to the consumer. Thus on this
platform in its current implementation, we see no reason for
a developer to code with eventual consistent reads.

This work highlights the importance of a research agenda
to expand the scope of the service level agreement between
cloud provider and customer, to describe more carefully and
quantitatively the consistency properties that a platform of-
fers. Tool support for monitoring service levels should also
include reporting on consistency aspects. We plan to pursue
these ideas.
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ABSTRACT 
The recent financial collapse has laid bare the inadequacies of the 
information infrastructure supporting the US financial system.  
Technical challenges around large-scale data systems interact 
with significant economic forces involving innovation, 
transparency, confidentiality, complexity, and organizational 
change, to create a very difficult problem.  The post-crisis reform 
legislation has created a unique opportunity to rebuild financial 
risk management on a solid foundation of information 
management principles. This should help reduce operating costs 
and operational risk.  More importantly, it will support both the 
monitoring and the containment of financial risk on a previously 
unprecedented scale. These objectives will pose several 
information management challenges, including issues of 
knowledge representation, information quality, data integration, 
and presentation.  This paper presents a vision of an information-
rich financial risk management system, and a research agenda to 
facilitate its realization. 

1. INTRODUCTION 
The banking crisis that erupted in 2008 underscored the need for 
reductions in systemic financial risk. [4]  While there were myriad 
interacting causes, a central theme in the crisis was the 
proliferation of complex financial products that overwhelmed the 
system’s capacity for appropriately diligent analysis of the risks 
involved. In many cases, the information available about products 
and counterparties was minimal.  In response, the Dodd-Frank 
Wall Street Reform Act – among its many regulatory changes – 
has created an Office of Financial Research (OFR) with the 
mandate to establish a sound data management infrastructure for 
systemic-risk monitoring.  The OFR will contain a Data Center 
(OFR/DC) to manage data for the new agency. 

For many years, both financial firms and their regulators have 
been hampered by a state of “data anarchy,” despite (or perhaps 
because of) the enormous volumes of mission-critical data the 
industry handles daily. The widespread use of PCs has dispersed 
access, ownership, and control of data throughout the firm, to 
create multiple, overlapping data silos. The result is disparate, 
inconsistent and inaccurate information.  Furthermore, cross-

institutional barriers often inhibited regulators from obtaining the 
data that could have resulted in recognizing systemic risk early 
on, and thus, potentially preventing a timely response to emergent 
failures.  

 
To be more concrete, consider the highly stylized example of 
home mortgage payments passing through the securitization chain 
depicted in the figure above.  Homeowners submit principal and 
interest payments to a servicing bank, which collects a fee, 
passing the bulk on to securitization pools (trusts) that own the 
mortgages.  A “pass-through” mortgage-backed security (MBS) 
pro-rates the payments to its bondholders, thus providing 
diversification benefits.  A collateralized mortgage obligation 
(CMO) does the same, but structures the payments into prioritized 
tranches targeted to specific credit-risk and maturity clienteles 
(dashed lines indicate contingent cash flows).  MBSs and CMOs 
typically have some credit-support, here from a third-party 
guarantor.  Some of the MBS and CMO bonds are held directly 
by investors, but others are pooled into a collateralized debt 
obligation (CDO), which re-tranches the cash flows again to focus 
the credit and maturity exposures further.  In the figure, some of 
the CDO investors have purchased additional credit protection, in 
the form of credit default swaps (CDS).   

This greatly simplified depiction elides any number of important 
intricacies, such as the loan origination process, fixed vs. floating 
interest rates, homeowners’ prepayment and curtailment options, 
the choice of funding sources to hedge interest-rate risk, tax and 
accounting treatment, government guarantees, the role of ratings 
agencies, portfolio management for the CDO pool, etc., etc.  
Nonetheless, the figure is already quite complicated. As most of 
us know, each mortgage loan is itself a complex legal contract, 
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but the securitization (MBS, CMO and CDO) agreements are 
typically much more involved still, with prospectuses and other 
offering documents that run on for hundreds of pages of legalese.   

For an investor or investment manager, a key problem is 
determining the nature and magnitude of the financial risks she is 
exposed to through her various contracts. [3]  A special challenge 
for the regulator is to determine the risks to the financial system 
as a whole, taking into account the correlations and dependencies 
between defaults, prepayments, movements in interest rates and 
other prices, institutional leverage, liquidity shocks, etc. 
Achieving the vision of computing risk through multiple counter-
parties to complex contracts presents significant information 
management challenges. [5]  In Section 2 we provide some 
background on the financial information system, and in Section 3 
we discuss the information management challenges. 

2. FINANCIAL SYSTEMS BACKGROUND 
Systemic risk monitoring is inherently complex. Financial 
institutions acquire information from hundreds of sources, 
including prospectuses, term sheets, corporate filings, tender 
offers, proxy statements, research reports and corporate actions. 
They load the data into master files and databases providing 
access to prices, rates, descriptive data, identifiers, classifications, 
and credit information. They use this information to derive yields, 
valuations, variances, trends and correlations. They feed raw data 
streams and derived data into pricing models, calculation engines 
and analytical processes. These data are linked to accounting, 
trade execution, clearing, settlement, valuation, portfolio 
management analysts, regulators and market authorities.  Further 
complicating these daunting technical challenges, there are also 
strong incentives for many market participants to restrict 
transparency around risks [7]. 

The data quality gap in finance is an evolutionary outcome of 
years of mergers and internal realignments, exacerbated by 
business silos and inflexible IT architectures. Difficulties in 
unraveling and reconnecting systems, processes, and 
organizations – while maintaining continuity of business – have 
made the problem intractable. Instead, data are typically managed 
on an ad-hoc, manual and reactive basis. Workflow is ill defined, 
and data reside in unconnected databases and spreadsheets with 
multiple formats and inconsistent definitions. Integration remains 
point-to-point and occurs tactically in response to emergencies. 
Many firms still lack an executive owner of data content and have 
no governance structure to address funding challenges, 
organizational alignment or battles over priorities.  

Financial risk and information managers are gradually 
recognizing the concepts of metadata management, precise data 
definitions based on ontologies, and semantic models and 
knowledge representation as essential strategic objectives. [1]  
These same concerns apply with equal urgency to the financial 
regulators tasked with understanding individual firms and the 
overall system. A sound data infrastructure and open standards 
are necessary, both for effective regulation and for coordinating 
industry efforts. The history of patchwork standards and partial 
implementations demonstrates the tremendous obstacles to 
consensus over shared standards in the absence of a disinterested 
central authority.  

The CDO depicted in the figure provides a simple example of the 
scale of the problem.  A CDO might pool bonds from scores of 
MBSs, each of which pools hundreds of mortgages, entailing a 
total of many thousands of pages of contractual language. All of 
this legalese must be implemented in computer and information 
systems for each of the hundreds of participants in the pipeline. 

Systemic risk monitoring is not a precise science, but there is a 
general consensus that it should consider at least [6]: 

• forward-looking risk sensitivities to stressful events (e.g., 
what would a 1% rise in yields mean for my portfolio?); 

• margins, leverage, and capital for individual participants (e.g., 
how large a liquidity shock could I absorb before 
defaulting?); 

• the contractual interconnectedness of investors and firms 
(e.g., if Lehman Bros. fails, how will that propagate to me?) 

• concentration of exposures, relative to market liquidity (e.g., 
how many banks are deeply exposed to California real 
estate?) 
 

The OFR/DC will need the following types of information [2]:  

• Financial instrument reference data: information on the legal 
and contractual structure of financial instruments, such as 
prospectuses or master agreements, including data about the 
issuing entity and its adjustments based on corporate actions; 

• Legal entity reference data: identifying and descriptive 
information, such as legal names and charter types, for 
financial entities that participate in financial transactions, or 
that are otherwise referenced in financial instruments; 

• Positions and transactions data: terms and conditions for both 
new contracts (transactions) and the accumulated financial 
exposure on an entity's books (positions); 

• Prices and related data: transaction prices and related data 
used in the valuation of positions, development of models and 
scenarios, and the measurement of micro-prudential and 
macro-prudential exposures. 
  

Together, these data can resolve the fundamental questions of 
who (i.e., which specific legal entity) is obligated to pay how 
much to whom, on which future dates, and under what 
contingencies. Based on this, one can assess both firm-wide and 
system-wide risk, and gains insights on the risks to consumers 
posed by particular financial products and practices. 

3. RESEARCH CHALLENGES 
To determine systemic risk from the large volume of complex and 
heterogeneous data describing the financial system, regulators 
(and industry participants) must understand ownership 
hierarchies, and counterparty and supply-chain relationships. 
They must keep up with financial innovation, corporate actions, 
and micro- and macro-level events occurring continually among 
thousands of entities around the world. New regulations will 
expose additional data for analysis. All of this must be analyzed 
and distilled to measures of systemic risk.  This section briefly 
discusses the associated data management research challenges, 
including issues of knowledge representation, data integration, 
information quality, metadata and change management, data 
presentation, security, privacy and trust. 
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3.1 Data Representation and Complex Models 
The notion of risk is central in finance, and it poses some 
fundamental questions. Where is risk intrinsically? Does it pertain 
to an analytical model or to the instrument itself? How is systemic 
risk best represented? Risk often varies with time, and its 
evaluation typically is based on multiple sources of time-varying 
data.  How should one best ensure the timeliness of risk 
evaluation and also indicate staleness of data sources, given that 
there are many of these?   

Many data sources will have risk(s) associated with them.  As one 
merges multiple data sources and computes derived information, 
these notions of risk are propagated.  For example, a bank may 
track a measure of default risk for each mortgage it writes.  These 
individual risk numbers are informative, but are even more 
valuable when aggregated to the level of the full portfolio.  Risk 
measures may also be combined across risk dimensions (e.g., 
borrower creditworthiness and geographic concentration) to 
provide a richer risk picture.  Unfortunately, aggregating risk 
measures is usually more difficult than simply adding them up – 
considerable additional information is needed.  The challenge is 
to derive minimal risk representations with enough information 
for downstream derivation.  What information is needed may 
depend on the risk models used, which in turn may depend on 
what data are available, creating a chicken-and-egg problem. 

Putting risk aside, financial information systems must have an 
adequate representation for many complex entities.  For example, 
formulae themselves (e.g., a rule for calculating payouts under 
particular contingencies) should often be treated as data.  It is 
straightforward to treat a formula as a simple string of text 
characters.  Ideally, this formula-as-data would have more 
sophisticated handling, so that parts of formulae can be 
recognized, queried, and even computed.  Actually manipulating 
formulae would be useful, but this may require more self-
modification than most current database systems allow. 

Another complex entity of interest is the accounting system.  
Even formal financial reporting rules frequently allow significant 
discretion in how positions and activities are treated, leading to 
large discrepancies in reported values.  For example, internal 
transfer pricing schemes work to report profits in a firm’s lowest-
tax jurisdiction.  Working with these issues requires at least that 
the accounting system be indicated as metadata.  Queries on 
accounting system used are likely, and metadata query facilities 
may be needed. 

Automated reasoning with complex contracts requires that the 
contracts be stated in a machine manipulable form.  It appears that 
current knowledge representation techniques may be able to get 
us close to where we need to be in this regard.   

3.2 Data Integration 
Financial information management and data sharing confront the 
standard problems of data integration one would expect, given the 
multiplicity and heterogeneity of data sources.  Data integration 
has been extensively studied, with many partial solutions already 
in place, and much progress over the past several decades.  We 
believe financial systems are yet another important context and 
motivation for this line of work.   

While the OFR/DC may have regulatory powers to force some 
standardization across sources, we nonetheless expect 

considerable heterogeneity.  For example, regulators now have 
broad fiat authority to require fixed tags for certain data types, but 
an unsettled research question is which data should be tagged. 
Unless there is a standard ontology providing shared definitions 
and semantics, comparing financial data across multiple 
institutions will continue to be a challenge.  

Consider primary keys or identifiers (such as CUSIP codes for 
North American securities). Currently, there are multiple 
competing numbering schemes in many markets; in some cases, a 
single identifier might even be reused for several instruments. 
Other markets may have very limited identifier coverage; for 
example, a CDO owner in the figure above would likely have 
trouble identifying all of the specific mortgages underlying his 
security. The research need is to: (a) determine which objects 
should have identifiers; (b) specify techniques to track identifiers 
across contractual netting and novation, and across corporate 
mergers and separations; (c) cross-reference different identifier 
standards; and (d) include checksums in identifiers to catch data 
entry errors. A further challenge is to define a protocol for the 
evolution of identifiers.  Financial data sharing at the instance 
level may be simple on the one hand because much of the data 
appears as numeric streams. However, without precise agreement 
on the definition of terms or formulae used, comparing simple 
numeric values or other features of the data without access to 
metadata may be meaningless, or introduce confusion and error.  
Also, the OFR cannot collect everything, so triage based on the 
usefulness of the data is needed.  

3.3 Data Quality 
There are at least three distinct reasons for poor data quality in 
financial systems: incompleteness or error in the source(s) of data; 
errors in data integration; and fraud.  We deal with each in turn. 

One might expect some data sources, such as trade data, to be 
reasonably complete.  However, “trade breaks” (i.e., cancelled 
transactions) due to un-reconcilable discrepancies in transaction 
details are painfully common.  Others data sources, such as 
company data, are naturally incomplete or subject to 
interpretation.  Yet other data represent estimates of aggregates, 
such as macroeconomic data.  It may be possible to characterize 
the incompleteness and possible error in many data sources, but it 
is an open question how to record and reflect this in downstream 
computation.  Furthermore, data quality may be measured and 
corrected at different levels, including the application level. 

Given the large number and the variety of data sources, errors in 
data integration are to be expected.  It is likely that integration 
will occur on an automated, best-efforts basis, with human 
correction applied to fix some, but probably not all of the errors.  
A research issue is to characterize aspects of the integration 
process most likely to affect derived results, so that scarce human 
effort can be devoted to checking the most critical areas. 

There are strong incentives for fraud in financial systems, and 
many individual firms currently use fraud detection software.  
Integrated data from multiple sources should increase the 
opportunities to detect fraud, through comparison and 
reconciliation of discrepancies between data sources. Many large-
scale frauds (e.g., the Madoff and Barings scandals) have required 
the entry of fictitious contracts into trading systems; since every 
contract has at least two counterparties, a simple check for the 
existence of the other side of the deal could have revealed the 
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crimes.  There is also a need for an automated protocol when a 
problem is detected – often one may want additional proof of 
fraudulent activity to avoid alerting the fraudsters prematurely. 

3.4 Streaming, Change Management and 
Performance 
Many data sources (e.g., high-frequency trading) produce large 
volumes of data.  Furthermore, in some instances, rapid response 
is required, the “flash crash” of May 2010 being an obvious 
example.  Time-stamp granularity is a concern for fast moving 
phenomena.  Streaming data techniques are likely needed.  

Many data series are recorded and published right away, but this 
timeliness implies that many data sources will only show 
estimates when first made public.  For example, government 
economic indicators are typically revised as new information is 
revealed, frequently with multiple restatements.  When revisions 
are published, procedures should exist to trigger an update of 
derived data that were based on the original numbers.   

3.5 Metadata Management: Ontologies, Open 
Standards and Provenance 
Besides the important issues of accounting systems and model 
formulae, there is a host of other relevant metadata that must be 
recorded adequately, and folded into derivations where needed.  
For example, many historical series on corporate information 
should be merger-adjusted, just as equity prices must be adjusted 
for stock splits and dividends.  In addition to metadata on what is 
measured, it is also important to track who is performing the 
measurement – and how – to understand the reliability of derived 
results.  In other words, extensive provenance management is 
required.  Banks today already use audit trails, and the technology 
to do this is the natural place from which to build a full-fledged 
provenance recording and management system. 

3.6 Data Presentation 
Even with all of the above technologies in place, systemic risk 
will not reduce to a single global number.  This is equally true for 
many other derived results of interest.  Rather, these results will at 
best be derived as a function of various model assumptions and 
inputs.  In many cases, there may be no closed form derivation at 
all – rather all we may be able to do is to simulate under specified 
conditions and obtain results thereby. In other words, the 
decision-maker cannot be given a single number that is easy to 
understand.  Rather, there is a range of numbers, with complex 
dependence on multiple factors.  Under such circumstances, data 
presentation becomes very important.  A poorly designed decision 
“dashboard” may be worse than having no standard presentation 
at all.  Research is required into the most effective presentation of 
complex data and the results derived from them. 

3.7 Security, Privacy and Trust 
The need for security at the technical level and trust at the 
organizational level are keys to achieving the goals of the OFR. In 
addition to the expected challenges, the open sharing of metadata 
and ontologies may not always be possible due to perceived 
competitive advantage associated with such knowledge. Important 
parts of the financial industry are cloaked in secrecy. One 
challenge will to develop an appropriate set of property and 

privacy rights to delineate between public and confidential 
financial information.  Another research issue will be the design 
of a physical and information security infrastructure for the OFR 
to maintain confidentiality where required. 

4. CONCLUSIONS 
This paper identifies some of the key reasons for data anarchy in 
the financial industry, including multiple heterogeneous silos, the 
data quality gap, lack of standards and the inherent complexity 
and uncertainty involved. In response to this and other 
shortcomings, the Dodd-Frank Wall Street Reform Act has 
created an Office of Financial Research (OFR) with a mandate to 
establish a sound data-management infrastructure for systemic-
risk monitoring.  The new OFR includes a Federal Financial Data 
Center to manage data for the new agency. Achieving acceptable 
and successful solutions for meeting risk monitoring objectives 
will present several information management challenges. These 
are briefly discussed here, and include knowledge representation, 
information quality, data integration, metadata management, 
change management, presentation, security, privacy and trust. 
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1. INTRODUCTION 
The digital age has brought sweeping changes to the news media. 
While online consumption of news is on the rise, fewer people 
today read newspapers. Newspaper advertising revenues fell by a 
total of 23% in 2007 and 2008, and tumbled 26% more in 2009 
[1]. This continuing decline of the traditional news media affects 
not only how news are disseminated and consumed, but also how 
much and what types of news are produced, which have profound 
impact on the well-being of our society. In the past, we have come 
to rely heavily upon the traditional news organizations for their 
investigative reporting to hold governments, corporations, and 
powerful individuals accountable to our society. The decline of 
traditional media has led to dwindling support for this style of 
journalism, which is considered as cost-intensive and having little 
revenue-generating potential. 
Today, there are fewer reporters gathering original material than 
in a generation. By some reports, full-time newsroom employment 
has fallen by one-quarter over the past ten years [2]. Bloggers, 
citizen journalists, and some non-profit news agencies have made 
up for only a small part of this loss. The growth in the online news 
organizations has been mostly in the role of aggregators, who 
read other blogs and news reports, and select, aggregate, edit and 
comment on their findings. There is a real danger that the proud 
tradition of original, in-depth investigative reporting will fade 
away with the ailing traditional news media. 
Luckily, a second trend is on our side: the continuing advances in 
computing. We are connecting people together on unprecedented 
scales. Data collection, management, and analysis have become 
ever more efficient, scalable, and sophisticated. The amount of 
data available to the public in a digital form has surged. Problems 
of increasing size and complexity are being tackled by 
computation. Could computing technology—which has played no 
small part in the decline of the traditional news media—turn out 
to be a savior of journalism’s watchdog tradition? 
In the summer of 2009, a group (including two authors of this 
paper) of journalists, civic hackers, and researchers in social 
science and computer science gathered for a workshop at Stanford 
on the nascent field of computational journalism, and discussed 
how computation can help lower cost, increase effectiveness, and 
encourage participation for investigative journalism. In this paper, 

we present a more focused perspective from database researchers 
by outlining a vision for a system to support mass collaboration of 
investigative journalists and concerned citizens. We discuss 
several features of the system as a sample of interesting database 
research challenges. We argue that computational journalism is a 
rich field worthy of attention from the database community, from 
both intellectual and social perspectives. 

2. A CLOUD FOR THE CROWD 
News organizations today have little time and resources for 
investigative pieces. It is economically infeasible for most news 
organizations to provide their own support for investigative 
journalism at a sufficient level. To help, we envision a system 
based on a cloud for the crowd, which combines computational 
resources as well as human expertise to support more efficient and 
effective investigative journalism. 

The “cloud” part of our vision is easy to understand. Treating 
computing as a utility, the emerging paradigm of cloud computing 
enables users to “rent” infrastructure and services as needed and 
only pay for actual usage. Thus, participating news units can share 
system setup and maintenance costs, and each reporter can access 
a much bigger pool of resources than otherwise possible. Popular 
tools, such as those supporting the Map/Reduce model, have made 
scalable data processing easy in the cloud. These tools are a 
perfect fit for many computational journalism tasks that are 
inherently data-parallel, such as converting audio or scanned 
documents to text, natural language processing, extracting entities 
and relationships, etc. Finally, sharing of infrastructure and 
services encourages sharing of data, results, and computational 
tools, thereby facilitating collaboration. 

Cloud for computational journalism is becoming a reality. A 
pioneering example is DocumentCloud.org, started by a group of 
journalists at ProPublica and the New York Times in 2008. It hosts 
original and user-annotated documents as well as tools for 
processing and publishing them. Conveniently, it uses a Ruby-
based Map/Reduce implementation to perform document OCR on 
Amazon EZ2. Going beyond DocumentCloud’s document-
centricity, the system we envision would also help manage, 
integrate, and analyze structured data, which may be either 
extracted from text or published by a growing number of public or 
government sources. With structured data, we can draw upon a 
wealth of proven ideas and techniques from databases, ranging 
from declarative languages, continuous querying, to parallel query 
processing. Implementing them in the cloud setting raises new 
challenges, and is a direction actively pursued by the database 
community. Computational journalism may well be a “killer app” 
for this line of research. 

We would like to emphasize the “crowd” part of our vision more, 
however. While the “cloud” part copes with the need for 
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computational resources, investigative journalism will never be 
fully automated by computation. How can we leverage the 
“crowd” to cope with the need for human expertise? As a start, 
DocumentCloud allows sharing of human annotations on 
documents and facilitates collaborative development of tools. 
With declarative information extraction and declarative querying, 
we could further share and reuse results (final or intermediate) of 
data processing tasks initiated by different users. From the 
perspective of the system, such collaboration occurs 
opportunistically. Ideally, we want to actively direct the efforts of 
the crowd. For example, in 2009, The Guardian of London put up 
close to half a million pages of expense documents filed by 
British MPs on the Web, and asked viewers to help identify 
suspicious items. Within 80 hours, 170,000 documents were 
examined, making this crowdsourcing effort a spectacular success 
[3]. As an example from the database community, the Cimple 
project on community information management [4] relies on user 
feedback to verify and improve accuracy of information extracted 
from Web pages. Many existing approaches assign jobs to the 
crowd in simple ways (e.g., pick any document to check). They 
will certainly get the job done in the long run, but if we have in 
mind an idea for a story with a tight deadline—which is often the 
case for journalists—assigning many jobs whose outcomes bear 
little relevance to our goal will dilute the crowd’s efforts. 

What we envision instead is a system that intelligently plans (or 
helps to plan) the crowd’s efforts in a goal-driven fashion. Given 
a computational task (e.g., a query), the system would generate a 
tentative result based on the data it currently has. At this point, the 
result can be quite uncertain, because the data contain all sorts of 
uncertainty, ranging from imperfect information extraction to 
errors in publicly released datasets. Suppose the result looks 
newsworthy, and a journalist is allocated a limited amount of time 
and resources to investigate this lead. To leverage the power of 
the crowd, our system would come up with mini-tasks to be 
crowdsourced. These mini-tasks can be as simple as checking an 
entity-relationship extracted from a document, or as complex as 
reconciling entries from two different public databases. Different 
lists of mini-tasks would be presented to different users according 
to their expertise and preference. Mini-tasks whose completion 
contributes most to reducing the overall result uncertainty will be 
listed as having a higher priority. As results of mini-tasks become 
available, the system would reevaluate the overall result, and 
adjust and reprioritize the remaining mini-tasks accordingly. This 
idea can be seen as a generalization of the pay-as-you-go 
approach to data integration in dataspaces [5], which considered 
mini-tasks that establish correspondences between entities from 
different data sources. 

To better illustrate the new challenges and opportunities involved, 
put yourself in the shoes of a journalist who just noticed a huge 
number of blog posts about high crime rates around the Los 
Angeles City Hall. First, are there really that many posts about 
high crime rates in this area, or did the automated extraction 
procedure pick up something bogus? Second, does having a large 
number of blog posts necessarily increase the credibility of the 
claim, or did most of these posts simply copy from others? 
Knowing that the number of original sources for a story is almost 
always very low, a seasoned journalist will likely start with a few 
popular posts, verify that they indeed talk about high crime rates 
around Los Angeles City Hall, and then trace these posts back to 
find the original sources. When planning for crowdsourcing, our 
system should try to mimic the thought process of seasoned 

journalists. In particular, it would be suboptimal to assign mini-
tasks for verifying extraction results from a lot of posts, because 
the number of posts making a claim is a poor indicator for the 
accuracy of the claim anyway, and checking just a few may boost 
our confidence in the extraction procedure enough. It is also 
suboptimal to ask the crowd to trace the sources of many posts, 
because a handful of them may lead us to the few original sources. 

In this case, it came down to a couple of sources: a Los Angeles 
Police Department site for tracking crimes near specific addresses, 
and EveryBlock.com, which publishes large bodies of public-
domain data (such as crimes and accidents) by location and 
neighborhood. Further investigation reveals that EveryBlock.com 
republished data from LAPD, so our task reduces to that of 
verifying the claim in the LAPD database (a topic that we shall 
return to in Section 3). Interestingly, according to the geocoded 
map locations of crimes in the database, the numbers check out: 
the crime rate at 90012, ZIP code for the Los Angeles City Hall, 
indeed ranked consistently as the highest in the city. But a true 
investigative journalist does not stop here; in fact, there is where 
the fun begins. It would be nice for our system to help journalists 
quickly eliminate other possibilities and zoom in on the fun part. 

As it turned out, there was a glitch in the geocoding software used 
by the LAPD site to automatically convert street addresses to map 
locations. Whenever the conversion failed, the software used the 
default map location for Los Angeles, right near the City Hall, 
hence resulting in a disproportionally high crime rate. Arriving at 
this conclusion does require considerable skill and insight, but our 
system can help by providing easy access to the full dataset (with 
street addresses included), and by crowdsourcing the mini-tasks of 
checking crime records that have been geocoded to the default 
location (if no alternative geocoding software is available). 

Much of what we described in this example took place in real life, 
and was the subject of a 2009 story in the Los Angeles Times [6]. 
We do not know how many bloggers picked up the false 
information, but the fact that the Los Angeles Times published this 
piece about the software glitch instead of a column on crimes near 
the City Hall is both comforting and instructive. As the Internet 
has made it trivial to publish (and republish) information—
especially with the proliferation of social networking—there is a 
real danger of misinformation going viral. It is important for 
computational journalism to help preserve journalistic principles 
and to facilitate fact-checking (more on these in Section 3). 

Many research challenges lie ahead of us in supporting intelligent 
planning of crowdsourcing for investigative journalism. Before 
we can hope to replicate or improve the cost-benefit analysis 
implicitly carried out in the mind of a seasoned journalist, we first 
need frameworks for representing prior knowledge and 
uncertainty in data (raw and derived) and reasoning with them. 
There has been a lot of work on probabilistic databases [7], and it 
would be great to put the techniques to a serious test. For 
example, how do we represent a large directed acyclic graph of 
uncertain dependencies among original sources and derived 
stories? How do we capture the belief that the number of original 
sources is small? We believe studying our application will 
necessitate advances in data uncertainty research. 

Given a declarative specification of what we seek from data, we 
also need methods to determine what underlying data matter most 
to the result.  Akin to sensitivity analysis, these methods are 
crucial in prioritizing mini-tasks. Work on lineage [8] took an 
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important initial step towards this direction, but we are interested 
in not only whether something contributes to the result, but also 
how much it would affect the result when it turns out to be 
something else. Work on dataspaces [5] laid out an interesting 
direction based on the concept of the value of perfect information, 
but with general mini-tasks and more complex workflows 
involving extraction, cleansing, and querying, the problem 
becomes more challenging. 

In addition to the benefit of a mini-task, we will also need to 
quantify its cost. The idea of exploring the cost-benefit tradeoff 
has been investigated in the context of acquisitional query 
processing in sensor networks [9]. The human dimension of the 
crowd creates many new problems. Interests, expertise, and 
availability vary greatly across users. Some mini-tasks may never 
be picked up. Sometimes users do a poor job. Therefore, it is 
difficult to predict a mini-task’s cost and result quality (which 
affects its actual benefit). Also challenging are the problems of 
adjusting crowdsourcing plans dynamically based on feedback, 
coordinating crowdsourcing among concurrent investigations, and 
allocating incentives using, say, the Amazon Mechanical Turk. 
Efforts such as American Public Media’s Public Insight Network 
have taken a qualitative approach toward building and using 
participant profiles. It would be interesting to see whether a more 
quantitative approach can be made to work for a crowd. 

To recap, we envision a system for computational journalism 
based on “a cloud for crowd,” which hosts tools and data (raw and 
derived, unstructured and structured), runs computational tasks, 
and intelligently plans and manages crowdsourcing. It combines 
resources and efforts to tackle large tasks, and it seeks to leverage 
and augment human expertise. Within the system, there are 
endless possibilities for innovative applications of computing to 
journalism. In the next section, we describe a few specific ideas 
with clear database research challenges, which help attract 
participation and maintain a healthy ecosystem that encourages 
accountability in both subjects and practice of reporting. 

3. FROM FINDING ANSWERS TO 
FINDING QUESTIONS 
Much of the database research to date has focused on answering 
questions. For journalism, however, finding interesting questions 
to ask is often more important. How do we define interestingness? 
Where do we come up with interesting questions? To gain some 
insights, we start with two news excerpts as examples: 
The water at American beaches was seriously polluted … with the number 
of closing and advisory days at ocean, bay and Great Lakes beaches 
reaching more than 20,000 for the fourth consecutive year, according to 
the 19th annual beach water quality report released today by the Natural 
Resources Defense Council (NRDC). … [10] 

… Hopkins County also maintained the lowest monthly jobless rate in the 
immediate eight-county region for the 29th consecutive month. … [11] 

Like the two excerpts above, many news stories contain factual 
statements citing statistics that highlight their newsworthiness or 
support their claims. Oftentimes, these statements are essentially 
English descriptions of queries and answers over structured 
datasets in the public domain. 
What if, for each such statement in news stories, we get a pointer 
to the relevant data source as well as a query (say, in SQL) whose 
answer over the data source would support the statement? 
With such information, we can turn stories live. We are used to 
static stories that are valid at particular points in time. But now, 

our system can continuously evaluate the query as the data source 
is updated, and alert us when its answer changes. In the beach 
water quality example, a continuous query would be able to 
monitor the alarming condition automatically year after year. If 
more detailed (e.g., daily) data are available, we can tweak the 
query to make monitoring more proactive—instead of waiting for 
an annual report, it would alert us as soon as the number of 
closing days this year has reached the threshold. Thus, the query 
in the original story lives on, and serves as a lead for follow-ups. 
We will be able to make stories multiply. The original story may 
choose to focus on a particular time, location, entity, or way of 
looking at data. But given the data source and the query, we can 
generalize the query as a parameterized template, and try other 
instantiations of it on the data to see if they lead to other stories. 
In the jobless rate example, an interested user may instantiate 
another query to compare her own county of residence against its 
neighbors. Note that the original query requires more skills than 
might appear at first glance: it searches for a Pareto-optimal point ሺݔ,  is the number of neighboring counties ݔ ሻ to report, whereݕ
and ݕ is the number of consecutive months. By enabling a story to 
multiply, we facilitate reuse of investigative efforts devoted to the 
story, thereby alleviating the lack of expertise, especially at 
smaller local news organizations. 
We will be able to fact-check stories quickly. Fact-checking 
exposes misinformation by politicians, corporations, and special-
interest groups, and guards against errors and shady practices in 
reporting. Consider the following example from FactCheckED.org 
[12], a project of the Annenberg Public Policy Center. During a 
Republican presidential candidates’ debate in 2007, Rudy Giuliani 
claimed that adoptions went up 65 to 70 percent in the New York 
City when he was the mayor. The city’s Administration for 
Children’s Services (ACS), established by Giuliani in 1996, made 
a similar claim by comparing the total number of adoptions during 
1996-2001 to that during 1990-1995. 
If we were given the data source and the query associated with the 
claim above, our system can simply run the query and compare its 
result against the claim. You may be surprised (or perhaps not so) 
to find that many claims exposed by FactCheckED.org cannot 
even pass such simple checks. This example, however, requires 
more effort. According to FactCheckED.org, the underlying 
adoption data, when broken down by year, actually show that 
adoption began to slow down in 1998, a trend that continued 
through 2006. Lumping data together into the periods of 1990-
1995 and 1996-2001 masks this trend. 
Even when simple automatic fact-checking fails, making sources 
and queries available goes a long way in helping readers uncover 
subtle issues such as the one above. When reading stories (or 
research papers), we often find ourselves wondering why authors 
have chosen to show data in a particular way, and wishing that we 
get to ask questions differently. In reality, most of us rarely fact-
check because of its high overhead—we need to identify the data 
sources, learn their schema, and write queries from scratch. By 
making sources and queries available for investigation, we can 
significantly increase the crowd’s participation in fact-checking to 
help us ensure accountability. 
We have discussed three useful tools—making stories live, 
making stories multiply, and fact-checking stories—all based on 
the assumption of having sources and queries to support claims. 
Naturally, the next question is how to get such information. We 
could ask makers of claims to provide this information (akin to 
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requiring data and methods for scientific papers), but this 
approach does not always work. These people may no longer be 
available, they may have obtained the answers by hand, or they 
may have motives to withhold that information. Instead, can our 
system help us identify the data source and reverse-engineer the 
query associated with a claim? 
This problem seems to entail solving the natural language 
querying problem, which several research and productization 
efforts attempted in the past but has not caught on in practice. We 
believe, however, that two new approaches will give us extra 
leverage. First, we have the text not only for the query, but also 
for its answer. Evaluating a candidate query on a candidate dataset 
and comparing the answer can serve as a powerful confirmation. 
Second, and perhaps more importantly, as more people use our 
tools on stories, our system can build up, over time, a library 
containing a wealth of information about data sources, queries and 
answers, as well as how they are used in actual stories. 
Suggestions for relevant data sources may come from stories on 
similar topics. Reverse engineering of queries can benefit from 
seeing how similar texts have been translated. 
This library also leads us to the interesting possibility of building 
a reporter’s black box. An investigative piece may involve 
hundreds of hand-crafted queries on a structured database. 
Apprentices of investigative journalism face a steep learning 
curve to write interesting queries. In fact, the majority of these 
queries seem to conform to some standard patterns—grouping, 
aggregation, ranking, looking for outliers, checking for missing 
values, etc. A reporter’s black box will be a tool that 
automatically runs all sensible instantiations of “standard” query 
templates on a database. For databases that are updated, the black 
box will automatically monitor them by evaluating the queries in a 
continuous fashion. The library of datasets and queries maintained 
by our system will help us discover and maintain collections of 
interesting query templates. It will also help us find patterns 
across datasets (or those with particular schema elements), 
allowing us to “seed” template collections for new datasets. 
The number of interesting query templates for a dataset may be 
large, and the number of instantiations will be even larger, since a 
parameter can potentially take on any value in the dataset. When 
the reporter’s black box runs on a dataset, it should present query-
answer pairs in order of their newsworthiness, which helps 
journalists focus their efforts. Ranking criteria may incorporate 
generic ones such as query length (compact queries are more 
compelling) or template-specific ones such as answer robustness 
(answers that change with small perturbations to query parameters 
are less compelling). The library of datasets and queries 
maintained by our system is also useful. For example, queries 
with templates that have been used by many high-impact stories 
probably should be ranked higher, especially if their answers have 
not appeared in old stories based on the same templates. 
Running a large number of queries and monitoring tasks en masse 
poses interesting system and algorithmic challenges. Cloud 
parallelization helps. Techniques in multi-query optimization and 
scalable continuous query processing are applicable. However, 
queries in the reporter’s black box can get quite complex (if you 
have trouble motivating skyline queries, look here), which complicates 
shared processing. On the other hand, more sharing arises from 
the fact that many queries are instantiated from the same template. 
The need to produce ranked query-answer pairs also presents 
unique challenges and opportunities. Instead of devoting an equal 
amount of computational resources to each query, we would give 

priority to queries that are more likely to yield high-ranking 
query-answer pairs. 
Interestingly, there is one area of news where a specialized 
reporter’s black box has been immensely successful—sports. It is 
amazing how commentaries of the form “player ܺ is the second 
since year ܻ to record, as a reserve, at least ߙ points, ߚ rebounds, ߛ assists, and ߜ blocks in a game” can be generated seemingly 
instantaneously. Replicating this success for investigative 
journalism is difficult. While sports statistics attract tremendous 
interests and money, public interest journalism remains cash-
strapped, and has to deal with a wider range of domains, smarter 
“adversaries,” more diverse and less accurate data sources, and 
larger data volumes. The ideas presented in this section will 
hopefully help combat these challenges, by providing efficient, 
easy-to-use computational tools that aid journalists and citizens in 
their collaboration to ensure accountability, and by creating a 
positive feedback cycle where participation helps improve the 
effectiveness of these tools. 

4. CONCLUSION 
In this short paper, we have outlined our vision for a system to 
support collaborative investigative journalism. We have focused 
on several features of the system to highlight a few important 
database research challenges. As the Chinese saying goes, we are 
“throwing a brick to attract a jade”—there are many more 
interesting problems, both inside and outside the realm of 
database research: privacy, trust and authority, data mining, 
information retrieval, speech and vision, visualization, etc. 
The need to realize this vision is already apparent. With the 
movement towards accountability and transparency, the amount of 
data available to the public is ever increasing. But at the same 
time, the ability to work with data for public interest journalism 
remains limited to a small number of reporters. Computation may 
be the key to bridge this divide and to preserve journalism’s 
watchdog tradition. We hope to motivate you, both intellectually 
and civically, to join us in working on computational journalism. 
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ABSTRACT
End-to-end data processing environments are often com-
prised of several independently-developed (sub-)systems, e.g.
for engineering, organizational or historical reasons. Un-
fortunately this situation harms usability. For one thing,
systems created independently tend to have disparate capa-
bilities in terms of what metadata is retained and how it can
be queried. If something goes wrong it can be very difficult
to trace execution histories across the various sub-systems.

One solution is to ship each sub-system’s metadata to a
central metadata manager that integrates it and offers a
powerful and uniform query interface. This paper describes
a metadata manager we are building, called Ibis. Perhaps
the greatest challenge in this context is dealing with data
provenance queries in the presence of mixed granularities of
metadata—e.g. rows vs. column groups vs. tables; map-
reduce job slices vs. relational operators—supplied by dif-
ferent sub-systems. The central contribution of our work is a
formal model of multi-granularity data provenance relation-
ships, and a corresponding query language. We illustrate
the simplicity and power of our query language via several
real-world-inspired examples. We have implemented all of
the functionality described in this paper.

1. INTRODUCTION
Modern systems are often comprised of multiple semi-

independent sub-systems. Examples at Yahoo come in at
least three varieties:

• Stacked: systems with higher-level abstractions stacked
upon lower-level systems, e.g. Oozie [2] stacked on Pig [3]
stacked on Hadoop [1].

• Pipelined: data flows through a sequence of systems,
e.g. a system for ingesting RSS feeds, then a system
for processing the feeds, then a system for indexing and
serving the feeds via a search interface.

• Side-by-side: Two systems serving the same role might
operate side-by-side during a migration period, with re-

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.

sponsibility being transferred to a replacement system
gradually, to allow the new system to be vetted and fine-
tuned. In another scenario, redundant systems are de-
ployed in a permanent side-by-side configuration, with
each one targeting a different point in some performance
tradeoff space such as latency vs. throughput.1

Modularity in these forms facilitates the creation of com-
plex systems, but can complicate operational issues, includ-
ing monitoring and debugging of end-to-end data processing
flows. To follow a single RSS feed from beginning to end
may require interacting with half a dozen sub-systems, each
of which likely has different metadata and different ways of
querying it.

Yahoo architects would like to reduce the manual effort
required to track data across sub-systems. Solutions that
rely on standardization efforts or deep code modifications
are undesirable, and in fact unrealistic when using third-
party components, or even in-house ones that are already
mature and widely deployed.

Motivated by this challenge, we are creating Ibis, a service
that collects, integrates, and makes queryable the metadata
produced by different sub-systems in a data processing envi-
ronment. This approach has three main advantages:

• Users are provided with an integrated view of metadata,
via a uniform query interface.

• Boilerplate code for storing and accessing metadata is
factored out of n data processing sub-systems, into one
place (Ibis). Moreover, since Ibis specializes in metadata
management it will likely do a better job, versus the data
processing sub-systems for which metadata management
falls into the “bells and whistles” category.

• The lifespan of the metadata is decoupled from that of
the data to which it refers, and even from the lifespans
of the various data processing sub-systems.

1.1 Provenance Metadata Heterogeneity
Arguably the most complex type of metadata to manage is

data provenance, which is the focus of this paper. A system
that aims to integrate provenance metadata from multiple
sub-systems must deal with nonuniformity and incomplete-
ness.

1For example, one might find a low-latency/low-throughput
feed processing engine deployed side-by-side with a high-
latency/high-throughput engine, with time-sensitive feeds
(e.g. news) handled by the former and the majority of feeds
handled by the latter.

152



To begin with, different sub-systems often represent data
and processing elements at different granularities. Data
granularities range from tables (coarse-grained) to individ-
ual cells of tables (fine-grained), with multiple possible mid-
granularity options, e.g. rows vs. columns vs. temporal ver-
sions. Process descriptions also run the gamut from coarse-
grained (e.g. a SQL query or Pig script) to fine-grained (e.g.
one Pig operator in one retry attempt of one map task), also
with multiple ways to sub-divide mid-granularity elements
(e.g. map and reduce phases vs. Pig operations (which may
span phases) vs. parallel partitions).

Moreover, links among processing and data elements some-
times span granularities. For example, one system at Yahoo
records a link from each (row, column group, version) com-
bination (e.g. latest release date and opening theater for the
movie “Inception”) to an external source feed (e.g. Rotten
Tomatoes).

Finally, one cannot assume that each sub-system gives a
complete view of its metadata. At Yahoo, and presumably
elsewhere, metadata recording is enhanced over time as new
monitoring and debugging needs emerge. Recording “all”
metadata at the finest possible granularity sometimes im-
poses unacceptable implementation and performance over-
heads on the system producing the metadata, as well as on
the system capturing and storing it.

Ibis accommodates these forms of diversity and incom-
pleteness with a multi-granularity provenance model coupled
with query semantics based on an open-world assumption [9].
This paper describes Ibis’s provenance model, query lan-
guage and semantics, and gives examples of their usage.
The model and language have been fully implemented on
top of an ordinary RDBMS, using simple query rewriting
techniques. Performance and scalability issues are subjects
of ongoing work, and are not the focus of the present paper.

1.2 Outline
The remainder of this paper is structured as follows. We

discuss related work in Section 2. Then we present Ibis’s
provenance data model in Section 3. The semantics and
syntax of Ibis’s query language are given in Sections 4–6.
We describe a prototype implementation of a storage and
query manager for Ibis in Section 7.

2. RELATED WORK
Provenance metadata management has been studied ex-

tensively in the database [5] and scientific workflow [7] liter-
ature, including the notion of offering provenance manage-
ment as a first-class service, distinct from data and process
management, e.g. [14]. Many aspects of our approach bor-
row from prior provenance work, and are somewhat stan-
dard at this point. For example, modeling provenance re-
lationships as (source data node, process node, target data
node) triples, use of free-form key/value attributes, and use
of a declarative SQL/datalog-style query language, are all
commonalities between Ibis and other approaches such as
Kepler’s COMAD provenance manager [4]. However, most
prior work on provenance has focused on tracking a single
system’s provenance metadata, and consequently has gener-
ally assumed that provenance metadata is rather uniform,
and/or can be tightly coupled to the data in one system.

We provide the first formal framework—data provenance
model, query language and semantics—for integrated man-
agement of provenance metadata that spans a rich, multi-

dimensional granularity hierarchy. The core contribution
of our work is a set of rules for inferring provenance re-
lationships across granularities. These inference rules have
carefully-chosen, precise semantics and have been embedded
in our query language and system.

Several prior projects offer (restricted) multi-granularity
models, but none of them focus on formal semantics for in-
ferring relationships when provenance is queried:

• Kepler’s COMAD model [4] and ZOOM user views [6]
deal with uni-dimensional granularity hierarchies in data
(COMAD’s nested collections) or process (ZOOM’s sub-
workflows), but neither supports multi-dimensional gran-
ularity hierarchies, a combination of data and process
hierarchies, or the ability for queries to infer provenance
relationships across granularities.

• The open provenance model [10] shares our goal of offer-
ing a generic framework for representing and accessing
provenance metadata from diverse sources. The open
provenance model aims to support multi-dimensional gran-
ularity hierarchies via the notion of “refinement,” but it
does not provide specific semantics for multi-granularity
refinement, or formal rules for carrying provenance rela-
tionships across granularities in the data model, query
language or system.

• References [8, 13] consider annotations on arbitrary two-
dimensional sub-regions of relational tables, but do not
deal with provenance linkage and inference.

One branch of the Harvard PASS project [11] shares our
goal of managing provenance that spans system layers. That
work restricts its attention to coarse-grained provenance,
and tackles numerous issues around capturing and cleaning
the provenance metadata (e.g. APIs, object naming schemes
and cycle detection). It is complementary to the work we
present in this paper, which considers multi-granularity prove-
nance and focuses on how to represent and query it. As our
project moves forward to tackle the capture and cleaning
issues, we hope to leverage the PASS work.

Lastly, Ibis supports relatively simple forms of provenance—
where-provenance and lineage (“flat” why-provenance)—which
suffice for most use-cases we have encountered at Yahoo.
More elaborate forms of provenance that associate logic ex-
pressions with provenance links (e.g. witness sets and how-
provenance; see [5]) are not our focus.

3. DATA PROVENANCE MODEL
This section introduces Ibis’s model of provenance graphs

that connect data and process elements at various granular-
ities.

3.1 Data and Process Granularities
An Ibis instance is configured with granularity sets (gsets)

that describe the possible granularities of data and process
elements and their containment relationships.

Definition 3.1 (gset). A gset is defined by a bounded
partially-ordered set (poset) G = (G,�, gmax, gmin), where
G gives the finite set of granularities, “�” denotes contain-
ment and defines a partial order over G, and there exist
unique maximal and minimal elements gmax, gmin ∈ G, i.e.,
∀g ∈ G : gmin � g � gmax.

Figure 1 gives example data and process gsets, which are
based on some of Yahoo’s web data management applica-
tions. The arrows denote containment relationships: an
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Figure 1: Example gsets.

arrow from X to Y denotes X � Y . Intuitively, X � Y
implies that each element at granularity Y must have an
element at finer-granularity X, but the converse may not
hold, i.e., each element at granularity X does not need to
have an element at coarser-granularity Y .

In our example, data is either part of a relational table or
a free-form web page. Relational tables are divided horizon-
tally into rows, and vertically into column groups, which are
further subdivided into columns. A row/column combina-
tion is a cell. A table cell can have multiple versions of data,
e.g. reflecting multiple conflicting possible data values, or
temporally changing values. Web pages also have versions,
corresponding to multiple crawled snapshots.

Processing, at the coarsest granularity, is driven by work-
flows whose steps are either map-reduce programs or pig
scripts. An execution of a program or script is called a job.
Pig jobs are comprised of a series of map-reduce jobs, which
are in turn broken into two phases (map and reduce). Each
phase is partitioned into map or reduce tasks, which un-
dergo one or more execution attempts. Syntactically, Pig
scripts consist of sequences of logical operations. Pig logical
operations are compiled into sequences of physical opera-
tions, which perform the work inside the map/reduce task
attempts.2

When a new Ibis instance is configured, one data gset and
one process gset must be supplied. If unique maximal and
minimal elements are absent from either gset, Ibis creates
them automatically (e.g. <Maximal Data Element> and
<Minimal Process Element> in Figure 1).

3.2 Data and Process Elements
We start by defining basic elements, the atomic unit of

a data or process item. Each basic element is specified
by a particular granularity, a unique identifier, and parent
(coarser-granularity) basic elements as defined below.

Definition 3.2 (basic element). A basic element b =
(g, id ,P) is defined by a granularity g in the data or process

2In general there is no containment relationship between
Pig operations and map/reduce tasks, or even map/reduce
phases (e.g. some join operations span phases).

gset, a globally unique3 id, and a set P of ids of basic ele-
ments that are direct parents in the containment hierarchy.

Our next definition formalizes the notion of containment
of basic elements:

Definition 3.3 (basic element containment). Given
two basic elements b1 = (g1, id1,P1) and b2 = (g2, id2,P2),
b1 contains b2 iff either id1 ∈ P2 or ∃b∗ ∈ P2 such that b1
contains b∗ (according to recursive application of this defi-
nition).

Intuitively, b2 is contained in b1 if b1 is a direct parent (i.e.,
coarser granularity element) or an ancestor in the granular-
ity hierarchy.

Next we define the notion of “granularizing” basic ele-
ments to the finest possible granularity, a concept that will
be used later to infer new relationships among elements.
Granularization simply consists of finding all basic elements
of the finest granularity contained in a given element:

Definition 3.4 (basic element granularization).
Given basic element b = (g, id ,P) and minimal element gmin

in the gset containing g, the granularization of b, written
G(b), is {b′ = (gmin, id ′,P ′) : b contains b′}.

Next we define the notions of complex element types and
complex elements, which allow us to compose elements from
multiple basic elements of different granularities.

Definition 3.5 (complex element type). A complex
element type T = {g1, g2, . . . , gn} is a set of granularities
such that all members are from the same gset (i.e. all data
granularities or all process granularities) and no two mem-
bers gi, gj ∈ T satisfy gi � gj.

An example complex element type is { row, column group
}, which denotes a data element defined by the intersection
of a particular row and a particular column group. Each
complex element type has an associated attribute set A =
{a1, a2, . . . , am}, m ≥ 0, e.g. { owner, storage location }.

Definition 3.6 (complex element). A complex ele-
ment E = (id , T = {g1, g2, . . . , gn}, {b1, b2, . . . , bn}) consists
of a globally unique id, a type T , and a basic element bi
corresponding to each granularity gi ∈ T .

An example complex element is (8, { row, column group },
{ row 5, column group 3 }).

Finally, we extend the definition of granularization to com-
plex elements, in the natural way:

Definition 3.7 (complex element granularization).
Given complex element E = (id , T, {b1, b2, . . . , bn}), the gran-
ularization of E is G(E) =

⋂
1≤i≤n G(bi).

3.3 Provenance Graph
Ibis manages a provenance graph that relates sets of com-

plex elements to one another via three-way relationships.
Figure 2 shows an example provenance graph from a simple
web information extraction scenario in which movie data

3Our model can be extended easily to accommodate scoped
ids, e.g. row ids that are unique within the scope of a table
would be identified via (table id, row id) pairs.
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Figure 2: Example provenance graph.

has been extracted from two web pages (IMDB and Ya-
hoo! Movies) and then merged. Inconsistencies have been
preserved, and stored as alternate versions of cells in the
merged table (the two web pages differed on the lead actor
for the film “Avatar”).

Formally, a graph vertex V =
(id , T, {e1, e2, . . . , ek}, {v1, v2, . . . , vm}) is defined by a
globally unique id, a type T , the ids of one or more complex
element ei of type T , and a value vj for each attribute in
T ’s attribute set. Each vertex represents the union of a
set of complex data or process elements of a given type.
A common case involves sets of size one (k = 1), e.g. (12,
{ row, column group }, { 8 }, { owner “Jeff”, location
“Singapore data center” }). Another example, with k = 2
(but no attribute values, also common), is (14, { MR task
}, { 9, 10 }, { }) where 9 and 10 refer to complex elements
(9, { map task }, { map task 1 }) and (10, { map task },
{ map task 2 }), respectively. Figure 2 has one vertex with
k = 2: the rectangle surrounding “map output 1” and “map
output 2.” Most vertices in Figure 2 have no attributes;
exceptions are: web pages (license and authority score);
extract pig jobs (version of extract script used, wrapper
parameter).

Connections among graph vertices take the form of three-
way (d1, p, d2) relationships, denoting that process element p
produced data element d2 by reading data element d1. More
particularly, part of p produced all of d2 by reading part of
d1. (These semantics stem from the fact that creation of

a data “touches” every byte of the data, whereas reading
data and executing code rarely touch all the data/code (e.g.
indexes and column stores; code branches).)4

In Figure 2, each provenance relationship (d1, p, d2) is
shown as a dark arrow (d1 to d2 link) combined with a
light dotted arrow (link to p). The provenance relation-
ships on the left-hand side of Figure 2 are coarse-grained in
terms of data links, and semi-coarse-grained in terms of pro-
cess links (pig jobs that ran a particular version of the pig
script called “extract,” with a particular web page wrapper).
The provenance relationships on the right-hand side occur
at two granularities: (1) fine-grained links from data cells
in the IMDB and Yahoo! Movies tables to cell versions in
the combined extracted table, with coarse-grained references
to the “merge” pig script; (2) coarse-grained links from the
IMDB and Yahoo! Movies tables to the combined extracted
table (via intermediate map output files), with fine-grained
references to the specific map and reduce task attempts that
handled the data.

4. OPEN-WORLD SEMANTICS
Recall from Section 1.1 that Ibis makes an open-world as-

sumption about the metadata it manages. Here we formally

4We have found these semantics to suffice for the applica-
tions we have considered, but of course if needed one could
always expose the control over the part/all semantics of each
provenance connection to users.
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define open-world semantics in the context of Ibis.
Let M denote the metadata currently registered with an

Ibis instance. M encodes a set F of facts, such as the known
set of data and process elements, their containment relation-
ships, and the known provenance linkages. Ibis assumes that
F is correct but (possibly) not complete, i.e. there exists

some true world of facts F̂ ⊇ F . Let the extension ext(F)
denote the set of all facts that can be derived from F and are
guaranteed to be part of any true world that is consistent
with F , i.e. F ⊆ ext(F) ⊆ F̂ . (ext(F) consists of all certain
facts, analogous to certain answers in standard open-world
semantics [9].)

Examples of facts in ext(F) that are not in F include in-
ferred containment relationships for complex elements, and
transitively inferred provenance links. As an example of a
fact that may be in F̂ but is not in ext(F), suppose F in-
cludes “process p emitted row r1,” “process p emitted row
r2,” and “r1 and r2 are part of table T”; even if F mentions
no rows in T other than r1 and r2, the assertion “process
p emitted the entire table T” cannot be included in ext(F)
because of the possibility that T contains additional rows in
the true world F̂ .

Ibis queries are answered with respect to ext(F). In other
words, the answer to query Q is equivalent to the one pro-
duced by the following two-step evaluation procedure: (1)
derive and materialize ext(F); (2) answer Q by perform-
ing “lookups” into ext(F). These steps are the subjects of
Sections 5 and 6, respectively.

Note that “positive queries” (which lookup facts that
are implied by ext(F)) yield certain-answers semantics, but
“negative queries” (which lookup facts that are not implied
by ext(F)) such as ones that use “NOT EXISTS” or “MAX”
do not, because some facts that cannot be derived based
on Ibis’s knowledge may be correct in the true state of the
world. For completeness, our query language described in
Section 6 does permit negative constructs. In practice they
should either be disallowed, or come with a disclaimer about
the deviation from certain-answers semantics. Another pos-
sibility is to record facts about completeness (i.e. the rela-

tionship between ext(F) and F̂) such as “all table/job-level
provenance links are being captured,” and use them to vet
negative queries; developing such an approach is left as fu-
ture work.

5. INFERRING RELATIONSHIPS
Ibis’s core strength is its ability to infer relationships

among components of the provenance graph that span gran-
ularities. This section gives formal definitions of predicates
that Ibis can infer with certainty (i.e. ext(F), defined in
Section 4). Let V denote the set of provenance graph ver-
tices currently registered with an Ibis instance. Under open-
world semantics (Section 4) we must assume the existence of
some vertex set V ′ ⊇ V (along with additional provenance
relationships) that captures the real situation. Ibis’s rela-
tionship inference semantics are defined in the context of
V ′.

5.1 Under
Central to reasoning about granularity-spanning meta-

data is the under predicate, which determines whether the
data or process element described by one vertex V1 is con-
tained in the element described by another vertex V2. For

example, in Figure 2 the cell containing Worthington is un-
der the IMDB extracted table’s lead actor column, which
in turn is under the IMDB extracted table.

Definition 5.1 (under). Given two provenance graph
vertices V1 and V2 with complex element sets E(V1)
and E(V2), V1 is under V2 iff @V ′ ⊇ V such that⋃

e1∈E(V1)
G(e1) *

⋃
e2∈E(V2)

G(e2)5.

Fortunately, there exists an efficient way of checking
whether a pair of vertices satisfies the under predicate using
just the known vertex set V, which is equivalent to the above
definition (a proof of equivalence is given in Appendix A):

Definition 5.2 (efficient under check). Given
two provenance graph vertices V1 and V2 with com-
plex element sets E(V1) and E(V2), V1 is under V2 iff
∀e1 ∈ E(V1), ∃e2 ∈ E(V2) such that e1 is under e2,
with the under predicate defined over complex elements
as follows: Given two complex elements e1 and e2 with
basic element sets B(e1) and B(e2), e1 is under e2 iff
∀b2 ∈ B(e2), ∃b1 ∈ B(e1) such that b2 contains6 b1.

5.2 Feeds, Emits and Influences
Recall the three-way provenance relationships introduced

in Section 3.3: a relationship (d1, p, d2) denotes that (part
of) processing element p produced (all of) data element d2
by reading (part of) data element d1. Ibis can answer three
types of predicates over the set of registered provenance re-
lationships:

• Data feeding a process: Given data element d and
process element p, does (part of) d feed (part of) p?

• A process emitting data: Given data element d and
process element p, does (part of) p emit (all of) d?

• Data influencing other data: Given two data el-
ements d1 and d2, does (part of) d1 influence (all
of) d2, either directly (influences(1)) or indirectly
(influences(k))?

Formal definitions and examples follow:

Definition 5.3 (feeds). Data vertex d feeds process
vertex p iff there exists a provenance relationship (d′, p′, d2)
such that d′ is under d and p′ is under p.

In our example provenance graph shown in Figure 2,
from the relationship (IMDB web page, pig job 1, IMDB

extracted table) we can infer that (part of) IMDB

web page feeds (part of) extract pig script. From
the relationship (Worthington, merge pig script, V1:

Worthington) we can infer that (part of) row(Avatar,

2009, Worthington) feeds (part of) merge pig script.

Definition 5.4 (emits). Process vertex p emits data
vertex d iff there exists a provenance relationship (d1, p

′, d′)
such that p′ is under p and d is under d′.

Again considering Figure 2, from the relationship (IMDB
web page, pig job 1, IMDB extracted table) we can in-
fer that (part of) extract pig script emits (all of) IMDB

extracted table, and also that (part of) pig job 1 emits
(all of) row(Avatar, 2009, Worthington).

Definition 5.5 (influences). Given two data ver-
tices d1 and d2: d1 influences(0) d2 iff d2 is under d1;

5Recall the definition of granularization (G(·)) from Sec-
tion 3.2.
6Recall the containment definition from Section 3.2.
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d1 influences(1) d2 iff d1 influences(0) d2 or there exists a
provenance relationship (d′1, p, d

′
2) such that d1 influences(0)

d′1 and d′2 influences(0) d2; for any integer k > 1, d1
influences(k) d2 iff there exists a vertex d∗ such that d1 in-
fluences(1) d∗ and d∗ influences(k − 1) d2.

The influence relationships in Figure 2 include:

• (part of) IMDB extracted table influences(0) (all of)
row(Avatar, 2009, Worthington)

• (part of) row(Avatar, 2009, Worthington) influ-
ences(1) (all of) V1: Worthington

• (part of) IMDB web page influences(1) (all of) lead

actor column of IMDB extracted table

• (part of) IMDB web page influences(2) (all of) V1:

Worthington

An example of an inference that cannot be made is: (part
of) IMDB extracted table influences(k) (all of) combined

extracted table (for any value of k).

6. QUERY LANGUAGE
We now turn to Ibis’s query language, called IQL. Given

the concepts introduced above and knowledge of SQL, the
query language itself is fairly straightforward. Therefore,
in lieu of a tedious exhaustive description of IQL, we give
an overview of the main language constructs and illustrate
their use via a number of examples.

IQL starts with SQL and makes the following modifica-
tions:

• The from clause references complex element types, e.g.
Row or (Row, Column). IQL also supports special wild-
cards: AnyData (any data type), AnyProcess (any pro-
cess type) and Any (any data or process type).

• The select and where clauses can reference a special
id field, as well as elements of each type’s attribute set
(for wildcards, no attributes are accessible).

• The union, feeds, emits and influences(k)7 predicates
(defined in Section 5) can be used in the where clause.

Table 1 gives some example query/answer pairs formu-
lated over the example provenance graph in Figure 2. The
first four queries in the table are inspired by data workflow
debugging scenarios encountered at Yahoo. The fifth query
corresponds to a Yahoo use-case involving content licens-
ing: each data source comes with a license that restricts the
contexts in which data derived from it can be displayed to
end-users, and provenance is used to perform last-mile fil-
tering for a given context. The final query is a somewhat
contrived variation of the license example, which instead fil-
ters by source authority score; it shows a more elaborate use
of our language.

Logically speaking, IQL queries are evaluated over the ex-
tended database ext(F), defined in Section 4. As with SQL,
IQL query semantics are equivalent to the following three-
step evaluation strategy (in IQL’s case, over ext(F)): (i)
evaluate the the from clause to construct the cross-product
of the sets of elements referenced; (ii) apply the filters given
in the where clause; and (iii) apply the projections specified
in the select clause.

7We do not currently support unbounded transitive closure
(k = ∞), but support for this feature could be added via
recursive query processing techniques.

7. PROTOTYPE IMPLEMENTATION
We have built a simple implementation of a storage and

query manager for Ibis, on top of a conventional relational
database system (SQLite [12]) using query rewriting from
IQL into SQL. The purpose of this implementation is to
test the applicability and ease-of-use of our model and query
language, not to serve as an efficient or scalable system for
managing provenance metadata—that is future work.

7.1 Relational Encoding
Our prototype uses a very simple encoding of Ibis’s infor-

mation into relational tables:

• Gsets: The gsets are stored using two tables:
gnodes(type, granularity) stores granularity nodes in
the attribute granularity, with type being ‘Data’ or ‘Pro-
cess’; each edge depicting a containment relationship be-
tween nodes of gsets are stored in table gcont(child,

parent) in the obvious way.

• Simple Elements: The simpleElements(seId,

granularity) table stores for every simple element
identified by seId, the granularity in the gset given by
granularity.

• Complex Elements: Table complexElements(ceId,

seId) stores the mapping from complex elements to sim-
ple elements: a complex element ceId comprised of n
simple elements is represented as n tuples (ceId, seIdi).

• Provenance Graph: Vertices of the provenance graph
(corresponding to sets of complex elements) are stored
in table vertices(vertexId, ceId), which associates a set
of complex ids with each vertex, analogous to the way
complexElements associates a set of simple ids with each
complex id.

Three-way provenance relationships are represented
in the table edges(src data, process, dst data), where
src data and dst data are the source and destination data
vertex identifiers and process gives the process vertex
identifier.

• Attributes: Every complex element type X has a sep-
arate table X attrs(nodeid, <attributes>) to store at-
tributes. For example, in our demo scenario we have a
table Webpage attrs(vertexId, license, authScore) that
maintains the attributes license and authScore for every
webpage identified by vertexId.

• Under: Under relationships for simple elements are
maintained using the under(src, dst) table in the ob-
vious way.

7.2 Query rewriting
The four Ibis-specific constructs used to augment SQL—

under, influences, feeds, emits—are automatically converted
to SQL as follows. The under construct for vertices in the
provenance graph (representing sets of complex elements) is
converted to a SQL query over the under table (over simple
elements) using the check from Definition 5.2. Feeds and
emits are easily converted based on a lookup of the prove-
nance tables. Note, however, that the translation of feeds
and emits also needs to add the under table: For example, re-
call from Definition 5.3 that data vertex d feeds process ver-
tex p when there is a provenance relationship (d′, p′, d2) such
that d′ is under d and p′ is under p. Finally, influences(k) is
translated to a chain of joins using under and edges.
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description query answer(s)

Find web pages that influ-
ence V1 of the Avatar lead
actor field in the combined
extracted table.

select p.id from WebPage p, Version v

where p influences(2) v and
v.id = (Avatar lead actor V1);

IMDB web page

Find data items that in-
fluence the combined ex-
tracted table.

select d.id from AnyData d, Table t

where d influences(2) t and
t.id = (combined extracted table);

{ map output file 1,

map output file 2 }

combined extracted

table

Suppose the first attempt
of the second map task of
the merge job experienced
a problem that is suspected
to stem from malformed in-
put data. Find the data ta-
ble it read.

select t.id from MRTaskAttempt a, Table t

where t feeds a and
a.id = (merge pig script map task 2 attempt 1);

Y!Movies extracted

table

Suppose version 3 of the
extract pig script is found
to have a bug. Find all
“contaminated” data ta-
bles, i.e. ones containing
data that stems from that
version of the script.

select t.id

from PigScript p, PigJob j,

AnyData d1, AnyData d2, Table t

where p.id = (extract pig script) and j under p

and j.version = 3 and j emits d1

and d1 influences(2) d2 and d2 under t;

Y!Movies extracted

table

combined extracted

table

Filter versions of com-
bined table cells—only re-
tain ones derived solely
from sources with the Ya-
hoo license.

select v.id from Version v, Table t

where t.id = (combined extracted table) and
v under t and
not exists (select * from WebPage source

where source influences(2) v

and source.license != ‘yahoo’);

Avatar lead actor V2

Resolve cell version ambi-
guity by selecting the one
that derives from the most
authoritative web page.

select v.id, source.authScore

from Version v, WebPage source

where source influences(2) v and source.authScore =

(select max(source2.authScore)

from Version v2, WebPage source2,

(Row,Column) commonParent

where source2 influences(2) v2 and
v under commonParent and
v2 under commonParent);

id = Avatar lead actor

V2; authScore = 5

Table 1: Example IQL queries, and the answers with respect to Figure 2.

8. CONCLUSION
Motivated by data processing systems comprised of mul-

tiple independently-developed sub-systems, we have devel-
oped a metadata and data provenance management service
called Ibis. Ibis handles provenance metadata that spans
multiple granularities of data and processing elements, and
Ibis’s query language is able to infer provenance relation-
ships across granularities. Ibis is fully implemented using
query rewriting on top of a conventional RDBMS. Future
work will focus on efficiency and scalability issues—in re-
gard to storing and querying provenance metadata, as well
as capturing and shipping it from various systems.
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APPENDIX
A. PROOF OF EQUIVALENCE OF UNDER

DEFINITIONS
Here we prove the equivalence of Definition 5.1 and Defi-

nition 5.2. We start by proving the equivalence for the case
when E(V1) and E(V2) each consists of a single complex ele-
ment (Section A.1), then extend the proof to sets of complex
elements (Section A.2).

A.1 Under for single complex elements
Let E(V1) and E(V2) contain single complex elements e1

and e2 respectively. From Definition 3.5, we know that there
exists some V ′ ⊇ V such that G(e1) 6= ∅. So we prove the
result when G(e1) 6= ∅. From Definition 5.2, for the basic
element sets B(e1) and B(e2), e1 is under e2 iff the following
condition is satisfied: ∀b2 ∈ B(e2),∃b1 ∈ B(e1) such that
b2 contains b1. We prove the sufficiency and necessity of
checking this condition:

Sufficient: For each bj ∈ B(e2), let bi(j) ∈ B(e1) satisfy
the condition: That is, bj is contained in bi(j). Therefore,
we have

G(bi(j)) ⊆ G(bj)

Therefore, we have:

G(e1) =
⋂

bi∈B(e1)

G(bi) ⊆
⋂

bi(j)∈B(e1)

G(bi(j)) ⊆
⋂

bj∈B(e2)

G(bj) = G(e2)

Necessary: We prove necessity by contradiction. Suppose
bj ∈ B(e2) such that ∀bi ∈ B(e1) we have that bi is not
contained in bj , i.e., G(bi) 6⊆ G(bj). We have two cases: (1)

Suppose bj is a basic element of the finest granularity, then
e1 cannot be under e2 since G(e1) 6= ∅, bj 6∈ G(e1), and
G(e2) ⊆ {bj}. (2) Suppose bj is a basic element of granu-
larity coarser than gmin. Then consider the completion V ′
of data obtained by adding distinct basic elements of gran-
ularity gmin under all basic elements of coarser granularity.
We shall then then have G(e1) 6⊆ G(e2), since G(bj) will not
contain G(e1).

A.2 Under for sets of complex elements
Next we show that the equivalence of Definitions 5.1 and

Definition 5.2 for sets of complex elements E(V1) and E(V2)
easily follows from the proof of the single-element case. Be-
low we show equivalence by proving the “if” and “only if”
portions of the condition in Definition 5.2 separately.

If: Clearly if ∀e1 ∈ E(V1),∃e2 ∈ E(V2) such that e1 is
under e2 (based on the condition for single elements), we
have

⋃
e1∈E(V1)

G(e1) ⊆
⋃

e2∈E(V2)
G(e2).

Only If: We prove by contradiction. Suppose ∃e1 ∈ E(V1)
such that ∀e2 ∈ E(V2) we have e1 is not under e2, i.e.,
G(e1) 6⊆ G(e2). We can therefore construct V ′ as follows.
We add a simple element X of the finest granularity under
e1 such that ∀e2 ∈ E(V2), we have X 6∈ G(e2). Therefore,
X ∈

⋃
e1∈E(V1)

G(e1) but X 6∈
⋃

e2∈E(V2)
G(e2). Therefore,⋃

e1∈E(V1)
G(e1) 6⊆

⋃
e2∈E(V2)

G(e2).
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ABSTRACT
For some problems, human assistance is needed in addition to au-
tomated (algorithmic) computation. In sharp contrast to existing
data management approaches, where human input is either ad-hoc
or is never used, we describe the design of the first declarative lan-
guage involving human-computable functions, standard relational
operators, as well as algorithmic computation. We consider the
challenges involved in optimizing queries posed in this language, in
particular, the tradeoffs between uncertainty, cost and performance,
as well as combination of human and algorithmic evidence. We be-
lieve that the vision laid out in this paper can act as a roadmap for a
new area of data management research where human computation
is routinely used in data analytics.

Keywords
Human Computation, Crowdsourcing, Declarative Queries, Query
Optimization, Uncertain Databases

1. INTRODUCTION
Large-scale human computation (or, crowd-sourcing) services,

such as Mechanical Turk [3], oDesk [5] and SamaSource [6], har-
ness human intelligence in order to solve tasks that are relatively
simple for humans–identifying and recognizing concepts in im-
ages, language or speech, ranking, summarization and labeling [10],
to name a few–but are notoriously difficult for algorithms. By
carefully orchestrating the evaluation of several simple tasks, enter-
prises have also started to realize the power of human computation
for more complex types of analysis. For instance, Freebase.com
has collected over 2 million human responses for tasks related to
data mining, cleansing and curation [24]. Several startups, such as
CrowdFlower [1], uTest [7] and Microtask [4], have developed a
business model on task management for enterprises. In addition,
the research community has developed libraries that provide prim-
itives to create and manage human computation tasks and thus en-
able programmable access to crowd sourcing services [25, 20, 26].

These recent programmatic methods are clearly important and
useful, but we believe that they cannot scale to the increasing com-
plexity of enterprise applications. Essentially, these procedural meth-
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ods suffer from the same problems that plagued data management
applications before declarative query languages. The onus falls on
the programmer/developer to manage which tasks are created and
evaluated, deal with discrepancies in the received answers, com-
bine these answers with existing databases, and so on. Instead,
we propose a declarative approach: the programmer specifies what
must be accomplished through human computation, and the system
transparently optimizes and manages the details of the evaluation.

Complex Task Example. We will use an example inspired by the
popular restaurant aggregator service Yelp in order to illustrate the
spirit of our approach. Assume that Yelp wishes to display a few
images for each restaurant entry, picked from a big database of
user-supplied images. The selected images must not be dark, must
not be copyrighted, and they must either display food served in the
restaurant or display the exterior of the restaurant with its name in
view.

Yelp’s developer can write a procedural application that accesses
each image in the database, checks on its copyright restrictions
(perhaps using another stored database), and then applies the re-
maining predicates using a crowd-sourcing service like Mechanical
Turk. The application may use a toolkit like Turkit [25] in order to
interface with Mechanical Turk. In addition to using the Mechan-
ical Turk, the application may use computer vision algorithms in
order to determine whether an image is dark or not, to augment hu-
man computation with algorithmic computation of lower latency.
Of course, the algorithms may not be able to handle accurately all
images, and hence the developer must make a judicious choice be-
tween the two options for different images. He/she must also or-
chestrate the composition of these simple tasks and determine the
order in which they are evaluated and on which images. The de-
veloper also has to ensure that Mechanical Turk tasks are priced
appropriately and that the total budget remains within limits. Fur-
thermore, he/she has to deal with discrepancies in the answers re-
turned by human workers–not all people may agree on what is a
dark image–and to determine whether the uncertainty in the an-
swers is acceptable.

Overall, this simple example illustrates the large complexity in
developing even simple applications. It is straightforward to see
that this programming model is unsustainable for complex tasks
that need to combine information from databases, human computa-
tion and algorithms.

The Declarative Approach. Our proposed approach views the
crowd sourcing service (CrSS for short) as another database where
facts are computed by human processors. By promoting the CrSS
to a first-class citizen on the same level as extensional data, it is
possible to write a declarative query that seamlessly combines in-
formation from both. In our example, the developer has to only
specify that the in-database images will be filtered with predicates
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that are computed using the Mechanical Turk or algorithms. The
system becomes responsible for optimizing the order in which im-
ages are processed, the order in which tasks are scheduled, whether
tasks are handled by algorithms or a CrSS, the pricing of the lat-
ter tasks, and the seamless transfer of information between the
database system and the external services. Moreover, it provides
built-in mechanisms to handle uncertainty, so that the developer
can explicitly control the quality of the query results. Using the
declarative approach, we can facilitate the development of complex
applications that combine knowledge from human computation, al-
gorithmic computation, and data.

Existing database technology can serve as the starting point to
realize this novel paradigm, but we believe that new research is
required in order to fully support it. Specifically, the declarative
access of crowd sourcing services has a unique combination of
features: the query processor must optimize both for performance
and monetary cost (tasks posted to the CrSS cost money); the ob-
tained data is inherently uncertain, since humans make mistakes or
have different interpretations of the same task; the resulting uncer-
tainty cannot be handled by existing techniques; and, the latency of
human- and algorithmic-based computation is significant and also
unpredictable. This combination is sufficiently complex to require
a redesign of the query processor, creating fertile ground for new
and innovative research in data management.

The goal of this paper is to identify this research opportunity,
perform an initial demarkation of the problem space, and to propose
some concrete research directions.

2. CROWD-SOURCING SERVICES: BASICS
A CrSS allows users to post unit tasks for humans to solve. A

task comprises two main components, namely, a description and a
method for providing an answer. For instance, consider the task of
examining an image in order to determine whether it depicts a clean
location. The description may be formed by the image along with
the text “Is this location clean?”, and the method for providing an
answer can be simply a Yes/No radio button. The CrSS is respon-
sible for posting the task and returning the answers of the human
workers back to the application.

An examination of popular crowd-sourcing services reveals a
wide variety of posted tasks. The degree of difficulty varies widely
as well, from simple tasks that require a few minutes of work, to
elaborate tasks that may take several hours to complete. Such com-
plex tasks typically involve content creation, e.g., write an article
on a topic or review a website. In this paper, we focus on simple
tasks for two reasons: they can form the building blocks of more
complex tasks, and due to their short duration they are more likely
to be picked up by human workers. Extending our ideas to complex
creative tasks is an interesting direction for future work.

There are three more components to a unit task: (a) the monetary
reward for providing the answer, (b) the number of workers who
must solve the task independently before it is deemed completed (in
order to reduce the possibility of mistakes), and (c) any criteria that
a worker must fulfill in order to attempt the task. Several previous
studies have examined the effect of these components on the quality
of the obtained answers, and have developed guidelines for their
configuration [28, 21, 22]. In this paper, we adopt these guidelines
and do not consider these components further.

It is important to note that, depending on the particular CrSS,
there may be significant latency in obtaining answers to posted
tasks. However, we can expect this latency to be reduced in subse-
quent years, as crowd-sourcing services gather a larger population
of human workers and provide better interfaces for matching tasks
to interested workers. In the same direction, several startup compa-

nies are aiming to create a more efficient marketplace for matching
requesters to workers. (It is interesting to note that there has been
a recent surge in crowd-sourcing startups, with more than 20 com-
panies established in the past 5 years.)

3. DECLARATIVE QUERIES OVER HUMANS,
ALGORITHMS AND DATA

The crux of our proposal is to employ a declarative query lan-
guage in order to describe complex tasks over human processors,
data and algorithms. In this section, we describe more concretely
the features of this language and lay the groundwork for defining
its semantics and evaluation methods in subsequent sections.

Query Model. We illustrate the query model using a Datalog-like
formalism. We stress that this is done for notational convenience
and not because we rely on Datalog’s features. (It is unlikely that
we will encounter recursive tasks in practice.)

Let us consider the following example complex task: Find pho-
tos that are large, in jpeg format, and depict a clean beach or a city
that is neither dangerous nor dirty. The task can be encoded as the
following declarative query in our formalism:

travel(I):= rJpeg(I), hClean(I), hBeach(I), aLarge(I)
travel(I):= rJpeg(I), hClean(I), haCity(I,Y), rSafe(Y)

Let us explain each construct in more detail, starting with the first
rule and examining the predicates left-to-right.
• We assume an extensional database table, named rJpeg, that

contains jpeg images. Hence, rJpeg(I) becomes true for
every binding of I to an input image. (We overload I to
represent both the image ID as well as the image itself, in
order to simplify notation. The use should be clear from the
context.)
• The predicate hClean is termed an h-predicate, as it is eval-

uated using a CrSS. The idea is that, for a given binding
to variable I, hClean(I) is evaluated by posting a task to
the CrSS–“Does this image depict a clean location?”–and
retrieving the answer. We discuss the instantiation of such
tasks later.
• Similarly, there is an h-predicate hBeach(I) for checking

whether the image depicts a beach, which is evaluated with
separate tasks.
• Finally, the predicate aLarge is termed an a-predicate and is

evaluated by invoking an algorithm with the binding for I as
an input argument. For instance, the algorithm may examine
the image file to compute the number of pixels.

The second rule employs the same first two predicates and an addi-
tional extensional predicate rSafe which is a table of known safe
cities. An interesting feature here is haCity which is a hybrid ha-
predicate–it can be evaluated by a human worker or by invoking
a specific algorithm. In the case of a human worker, the task will
show the image bound to variable I and will ask for the name of
the depicted city. This value will be returned in variable Y. An al-
gorithmic evaluation will take I as input and generate Y as output.

We assume that the application developer provides templates in
order to map a h-predicate to unit tasks, as described in §2. While
unit task design is an extremely important issue, we expect to lever-
age work from the HCI and Questionnaire Design communities to
design effective user interfaces corresponding for each unit task.
The choice of the unit tasks posed for a given h-predicate can have
an effect on both cost and latency, as we discuss in §6.4. To sim-
plify presentation, we assume a fixed mapping from h-predicates
to unit tasks for the remainder of the paper.
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Consider the example of haCity(I, Y). In this case, the tem-
plate may have an image placeholder populated with the binding for
I, a message “Which city (if any) is depicted in this image?”, and
a text box to write the name of the city. The value of the text box
becomes the binding for Y. Similar templates are provided for a-
predicates. Clearly, the provided templates also provide bound/free
annotations for the variables in Datalog predicates. Returning to
the example of haCity(I,Y), it is meaningful to bind X and let
the humans compute Y, while the other way around does not make
much sense. These annotations clearly constrain the order in which
predicates can be evaluated.

Semantics for hQuery. How do we define the results of an hQuery?
This would be straightforward if we were dealing with a regular
Datalog query: we can define what constitutes a correct output tu-
ple, and then define the semantics of the query as the complete set
of correct output tuples. However, neither of these definitions are
obvious in our context.

The definition of a correct output tuple is not straightforward,
since discrepancies arise naturally in the context of h- and a-predicates.
Let us consider again the example of travel images. Different hu-
man workers may have different notions of cleanliness, hence giv-
ing different answers for the same hClean(I) predicate. It may
also be possible to make mistakes, e.g., answer hCity(I,Y) with
the wrong city for a given image. To complicate matters further,
discrepancies may be correlated, e.g., if a human worker answers
negatively for hClean(I) when I is bound to a beach image, then
he/she may be more likely to answer positively when I is bound to
a city image. Overall, it may be possible to both assert and negate
travel(I) depending on which human workers or algorithms are
used to evaluate the predicates.

Clearly, it is necessary to define a “consolidation” mechanism for
discrepancies in order to define correctness. A simple mechanism
might be majority voting – have several human workers (or algo-
rithms) tackle the same question and then take the most frequent
answer. We may even employ a more elaborate scheme where (po-
tentially conflicting) answers are assigned probabilities, and correct
answers are defined based on a probability threshold. In the com-
ing sections, we consider several possibilities of varying complex-
ity and scope. For the time being, we assume that some mechanism
is employed to define what constitutes a correct output tuple.

The second complication is that it may not be desirable to ob-
tain all output tuples. In some cases, the application may impose
a budget on the total cost of CrSS tasks, which limits the num-
ber of h-predicates that can be evaluated and hence the number of
output tuples. In other cases, it may be sufficient to obtain any k
output tuples, for some fixed k, in order to avoid the high latency
and monetary cost of computing all output tuples. We thus arrive
at three different ways that the application can obtain the output of
an hQuery:

1. Return all correct output tuples while minimizing the number
of h-predicate evaluations and total time

2. Return any k correct output tuples while minimizing the num-
ber of h-predicate evaluations and total time, for fixed k.

3. Maximize the number of correct output tuples and minimize
total time for a maximum of m h-predicate evaluations, for
fixed m.

These definitions makes the simplifying assumption that all tasks
are priced equally. This is a reasonable compromise, since appli-
cations are likely to use well established guidelines for pricing unit
tasks [21, 28]. However, the problem of dynamic pricing is still in-
teresting and we consider as a possible extension of our framework.

Other Examples. We now present three other examples to illus-
trate various aspects of our declarative query model.
Example 1: Consider the query: Find all images of people at the
scene of the crime who have a known criminal record. This query
can be written as:

names(A, I):= rCriminal(Y, A), rCand(I), haSim(I,Y)

The EDB table rCriminal contains images of known criminals as
well as their names. The candidate table rCand contains images
of people witnessed at the scene of a crime. The hybrid predicate
haSim tries to evaluate if the person in the candidate table is also
present in the criminal table by performing a fuzzy image match.
This corresponds to the unit task “ Do these two images depict the
same person?”. Alternatively, a face recognition algorithm may be
used to determine whether the two images are of the same person.

Note also that our unit tasks need not have a one-one relationship
with the human predicates. We consider this dimension of query
optimization in more detail in §6.4. For instance, we may post k
images from the candidate table in one column as well as k images
from the criminal table in the second column and pose the task
description “Match images from the first column to images from
the second column that are of the same person.” In this case, the
relationship is one-many.

The results of a similarity join query such as the one given above
can be used to derive a result for entity resolution, clustering or
projection (with duplicate elimination).

Example 2: Subsequently, in results of the query above, we may
wish to find the best image corresponding to each potential criminal
A. This query can be posed as follows:

topImg(A, hBest(<I>)):= names(A, I)

In this query, we use an aggregation (i.e., group by) function on the
A, and across all images for a given A, output the one that is the best
(as evaluated by humans). Thus, the aggregation function applied
on all the images for a given A is the h-predicate hBest. Note that
in this case, we may need to post several tasks to ascertain which
image is the best for a given name A. Thus the relationship is many-
one between the posted tasks and the h-predicate.

Example 3: Sorting is another primitive that we would like to use
in our queries. For instance, we may wish to sort the results cor-
responding to each A in the previous query instead of returning a
single best image. Sorting can be expressed using additional syn-
tactic machinery, as is done in prior work in datalog. The results
of the sort are stored in a successor intensional database succ(I,
I’), i.e., I appears immediately before I’ in a sorted order. We
can apply a selection condition to the results of a sorting operation
to obtain the top-k results, for a given k.

Sorting and top-k are examples of second-order predicates, dis-
cussed in more detail in §6.3.

4. FIRST STEP: CERTAIN ANSWERS
Having defined the query language at a logical level, we consider

next the design of a query processor to evaluate such queries.
Our starting assumption is that human processors and algorithms

always answer questions precisely, i.e., no mistakes or discrep-
ancies are observed. In other words, there is no need to ask a
given question to more than one human or algorithm. The adopted
assumption simplifies the semantics of the query language, as a
query answer is any tuple that is derived through the query’s rules
based on the answers of humans and algorithms and the extensional
database.

The certain-answers assumption is clearly unrealistic in several
scenarios, but, as we discuss later, even this simplified case raises
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interesting technical challenges for the design of a query processor.
We lift this assumption in §5, when we discuss the evaluation of
queries under various models of uncertainty.

Design Space. As we argued in §1, a conventional optimize-then-
execute design is not appropriate for our problem, since it is very
difficult to model the cost and distribution of answers from human
processors and algorithms. We are thus led naturally to an adaptive
query processing scheme, where any optimization is based on run-
time observations.

What should the engine optimize for? Performance is clearly im-
portant, since in all cases we wish to minimize total running time.
At the same time, it is equally important to optimize carefully the
questions issued to the CrSS, since we also wish to minimize the
total number of questions or we may even have a bound on the to-
tal number of questions. Thirdly, we may also want to maximize
the number of correct output tuples when the number of questions
is fixed. Essentially, we have a two-criteria optimization problem
that involves two out of time, monetary cost and number of correct
output tuples. This is a unique property of our problem statement
that separates it from previous works in adaptive query processing.

Consider the case when we wish to retrieve all correct tuples.
Selecting which questions to ask is a non-trivial problem and is in
itself a very interesting direction for future work in this area. We
revisit this point at the end of section where we outline some initial
research directions. Based on our own work in this area [30], we
can point out an interesting trade-off: we may employ a computa-
tionally expensive strategy, which adds to the total completion time
of the query, in order to carefully select where to ask the fewest
possible questions, or we may choose a cheaper strategy at the ex-
pense of asking more questions than necessary. It is very difficult to
collapse the two dimensions in a single measure, and hence two dif-
ferent question-selection strategies may simply be incomparable.
However, note that interesting strategies will lie along a skyline of
low computational overhead and low number of questions.

Query Processing Engine. Based on the previous principles, we
envision a query processing engine that operates in successive stages.
In each stage, the engine performs computation solely on predi-
cates of a specific type, i.e., intensional predicates, h-predicates,
or a-predicates. For instance, the engine may first compute some
intermediate results by using relational processing solely on exten-
sional data, then issue some questions to the CrSS, then compute
more intermediate results using relational operators, then evaluate
a-predicates, continue with CrSS questions, and so on. (Since ob-
taining results for h-predicates may involve high latency, they will
be evaluated asynchronously.) Hence, each stage generates more
results by building on the available results of previous stages.

The stage-based approach separates the evaluation of predicates
of different types and hence isolates the optimization decisions at
two points: inter- and intra-stage. Inter-stage optimization deter-
mines which type of stage to run next and with what resources.
For instance, consider a query that aims to maximize the number
of answers under a limited number of questions. An intuitive op-
timization strategy may favor stages of relational and algorithmic
processing, in order to generate query answers for “free”, and will
invoke CrSS stages infrequently and with a small number of ques-
tions each time. The choice of relational vs algorithmic stages may
be driven by run-time statistics on the rate of generated results,
since the aim is to maximize the number of query answers.

Intra-stage optimization depends on the type of the stage. For a
purely relational stage, we can reuse any of the existing adaptive
query processing techniques that optimize for performance. For a
CrSS or an algorithmic stage, we need to develop strategies to se-

lect what questions to ask, as described earlier. These strategies can
optimizer eithe for performance, in the case of algorithmic stages,
or for a combination of performance and number of issued ques-
tions, in the case of CrSS stages.

What questions should be asked? Intuitively, we wish to ask
questions whose answers provide the most “information gain”, but
the latter is non-trivial to quantify. However, we can define some
useful heuristics that approximate this notion of gain.
• It is useful to prioritize questions based on the number of

affected rules. For instance, we may prefer to ask about
hClean(α) compared to hClean(β) if the former will en-
able the processing of more query rules.
• If we are interested in producing all the query answers, then

it is prudent to ask questions that will reduce the volume of
data to be processed in subsequent stages. Hence, selective
questions are preferred.
• If, instead, for a fixed budget, we are interested in maximiz-

ing the number of query answers, then we want to ask ques-
tions whose answers are likely to lead to more results being
generated in subsequent stages. Hence, non-selective ques-
tions are preferred.

The last two heuristics require some estimation of selectivity,
which can be done in an obvious way based on observations on
past questions. An interesting twist is to also consider data sim-
ilarity in order to obtain more accurate estimates. For instance,
consider again the choice between hClean(α) and hClean(β),
and assume that we are interested in non-selective questions (i.e.,
maximizing the number of query answers). Given a suitable data
similarity function among image objects, we can examine which of
α or β bears a higher resemblance to images for which past hClean
questions have returned positive answers.

Overall, selecting the right questions is a non-trivial optimization
problem in the development of an effective query processor. In our
previous work, we developed several such strategies for specific
classes of human-computable predicates that occur commonly in
larger tasks [30]. Generalizing these strategies, and enhancing them
by taking into account data similarity and the answers to previous
questions, is part of our ongoing work in this area.

5. THE REALITY: UNCERTAINTY
So far, we have assumed that correct answers are provided by

humans to unit tasks posted on the CrSS. However, this is hardly
the case in practice, and we need to deal with incorrect and biased
answers in most cases. In this section, we consider ways and means
of dealing with and resolving this uncertainty.

We describe the sources of uncertainty in §5.1 and how to mod-
ify the ways to use hQuery in §3 to incorporate uncertainty. We
describe three candidate methods of dealing with uncertainty, with
increasing sophistication, in §5.3, §5.4 and §5.5.

For the purposes of this section, we assume that we do not use
negation in hQuery. Even with this assumption, the issues that
come up when dealing with uncertainty and bias are non-trivial.

5.1 Sources of Uncertainty
In the previous section, the only source of uncertainty is when

not all certain answers are obtained. Additional tuples may or may
not be present in the query result that is returned to the user —
as a result of this uncertainty, the resulting answer could be one of
several possible worlds [8], where the worlds contain all the certain
answer tuples obtained, and may or may not contain the remaining
answer tuples.

Also, in §4, we assumed that each human is omniscient; and
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answers every task correctly. It is therefore sufficient to ask a single
human to evaluate any h-predicate on a given tuple via the CrSS.
However, the reality is very different.

Even for a unit task (i.e., a single question), there can be uncer-
tainty in three ways: (a) Humans may make mistakes, e.g., Count
the number of objects in an Image. (b) Humans have subjective
views, e.g., Is the location depicted in this image clean? (c) Hu-
mans may provide spam/malicious responses. In this section, we
consider (a) and (b), and we consider (c) in §6.2. For the purposes
of this section, we assume that humans do not maliciously provide
incorrect answers.

When there are multiple h-predicates, operating on multiple tu-
ples/objects, there could be further sources of uncertainty or bias:
(a) Answers that humans give to various h-predicates for the same
tuple/object may be correlated. For instance, if a human thinks that
an image is that of a city, then his answer to hCity would be (neg-
atively) correlated with that of hBeach. (b) Answers that humans
give to different tuples for the same h-predicate may be correlated.
(c) Number of workers attempting each question may be very dif-
ferent, as a result, we may have several YES/NO answers on some
questions for a given predicate but may not have them on other
questions for the same predicate. (d) Number of people attempting
different h-predicates may be different.

Thus, since the provided answers may be biased, incomplete, un-
normalized or uncertain, we need to develop the means to reason
when a h-predicate is true (on a specific tuple) given the answers of
human workers for the same predicate and other predicates. Uncer-
tainty also arises when dealing with ha-predicates or a-predicates.
To handle this case, we assume that algorithms will provide an es-
timate on the reliability of the generated answers, which will allow
us to handle answers from the CrSS and algorithms in a unified
framework.

5.2 Incorporating Uncertainty
Since we have uncertainty as to whether or not an actual tuple

is part of the query result, we can resort to using probabilities to
quantify our belief as to whether or not a tuple is correct. This
uncertainty could be in two forms, the probability of presence or
absence of a tuple (defined before in uncertain databases [36, 12, 9]
as maybe annotations), or the probability of each of a set of values
for an attribute or group of attributes in a tuple (defined in uncertain
databases as alternative annotations).

As a natural extension of certain answers, we propose the use of
probability thresholds: For each way of using hQuery as defined in
§3, we are given an additional parameter τ , representing the prob-
ability threshold. In other words, only tuples whose probability of
being present in the query result is ≥ τ , are correct and should be
returned to the user.

For instance, for problem 1, instead of requiring only certain an-
swers to be present in the query result as in the previous section, we
would like all tuples whose confidence is ≥ τ to be present in the
query result. Notice that when τ = 1, this is equivalent to enforing
all and only certain answers to be present in the query result, thus
our technique of incorporating uncertainty into the ways of using
hQuery forms a natural generalization of the ways of using hQuery
in §3 when answers are uncertain.

Thus the main challenge that we will deal with in subsequent
sections is how we compute confidences of tuples derived from h-
ha- and a-predicates, and how we combine these confidences to
compute those of tuples that should be in the query result.

5.3 Majority Voting: The easy way out
For the first method of computing probabilities, we use the sim-

ple strategy of majority voting. This scheme assumes that a fixed
(large) number of identical, but independent workers attempt each
question. In addition, no worker attempts more than one question.
Thus, there are very few biases that come into play in this setting.

We compute the resulting answer for a h-predicate on a given
tuple as simply the majority of the answers of the humans. Indeed,
there is an implicit belief that the majority would be a good proxy
for the correct answer. It is easy to see that this scheme essentially
eliminates all probabilities, by simply awarding the most ‘likely’ al-
ternative a probability of 1, while all other alternatives are awarded
a probability of 0. Subsequently, we can produce results as we do
for certain answers in §4.

Thus, in this scheme, it is not possible to get fine-grained prob-
abilities for various tuples. As a result, there could be errors. For
instance, we may miss out on certain tuples whose probabilities
may be greater than τ , but were generated in conjunction with an
alternative binding for a human-computed tuple that was not the
one that had the majority. Secondly, when faced with alternatives
that have nearly the same number of votes, or when there are many
alternatives with the same number of votes, it is not clear how we
can meaningful the majority answer is. One option is to simply ask
more humans on the fly.

5.4 Probabilistic Approach with IID Workers
Here, we assume that for each question, workers are drawn inde-

pendently and identically distributed (IID) from an a-priori distri-
bution. For instance, there is an inherent distribution for the ques-
tion hBeach(Image3), which could be, for instance, Yes - 0.6,
No - 0.4, and each human attempting the corresponding question
would sample randomly from this inherent distribution. Of course,
this distribution is not given to us, and needs to be inferred based on
the answers of the humans to the question, based on maximum like-
lihood (i.e., each alternative has a probability equal to the fraction
of humans that select it as an answer), or some other a-posteriori
inference approach [11]. For hybrid predicates, we need to com-
bine two distributions (one from algorithmic evaluation, and one
from human computation) to give one unified distribution over al-
ternatives.

This distribution is the same as distributions over alternatives in
uncertain databases [36]. We assume, as in the previous scheme,
that a fixed large number of people attempt each question. Thus,
the probabilities are normalized and there are no additional biases.

Subsequently, for each unevaluated h-predicate on a given tuple,
we assume that the probability is 0 for all alternatives. Once predi-
cates get evaluated either by humans or by algorithms, the probabil-
ities for various alternatives get updated. We can use standard con-
fidence computation (as in uncertain databases) in order to compute
confidence of each result tuple. These probabilities would have to
be recomputed every time a human predicate is evaluated.

However, if there is no negation, then the confidence of each out-
put tuple can only increase with additional h-predicate evaluation.
We can therefore use this property to avoid evaluating additional
human predicates that derive the same output tuple (that already
has a confidence ≥ τ ), and we can return output tuples as and
when they become available. Of course, for those output tuples
whose confidence is < τ , it might still be the case that with addi-
tional human predicate evaluation, they become part of the query
result.

5.5 Approach Using Item-Response Theory
In this scheme, we utilize all forms of uncertainty considered

in §5.1. This situation has parallels with questionnaire analysis,
when a questionnaire containing several questions is attempted by
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many humans. Each human may choose to answer some or all of
the questions. As in our case, there may be correlations between
answers to various questions for each human, as well as uncertainty
in the answers for even a single question.

Questionnaires are usually analyzed using Item Response The-
ory (IRT) [2]. Item Response Theory is the science of inferences
and scoring for tests, questionnaires and examinations. In our case,
the inferences may be especially tricky given that only a handful of
humans attempt each question.

6. EXTENSIONS
We now describe some interesting extensions to the basic model.

6.1 Costing
An important aspect of posting tasks to the CrSS is to decide

how to price each task. So far, we have assumed that we price each
task equally, as a result of which the number of tasks posted is a
measure of total amount spent. However, we may be able to speed
up query processing by intelligent pricing of tasks.

More specifically, it is clear that we can reduce latency by as-
signing higher prices. Additionally, for tasks that help us obtain
query tuples easier, it would be helpful to price them higher (for
instance, if there are two queries deriving output tuples, one with a
single h-predicate, and the other with 4 h-predicates, it would be
beneficial to price the single h-predicate higher, since that would
yield query tuples faster). Also, for tasks that are harder to attempt,
pricing should be higher, otherwise humans may prefer to attempt
other tasks earlier. Additionally, if we have a deadline for task com-
pletion, it would be wise to use a low price early in the evaluation
process, and to increase the price closer to the completion deadline.

However, to maximize the number of questions under a fixed
budget, we may want to replicate each question fewer times and
issue a low price, at the cost of getting delayed, uncertain answers.

6.2 Spam
As in any setting, we need to safeguard our CrSS from adver-

sarial attacks. These attacks could be similar to link farms (where
a clique of nodes in a network gets a high pagerank due to high
connectivity amongst themselves [17]), as well as algorithms mim-
icking humans (in other words, spam).

There are two ways of beating spam (each with limitations):
(a) Use majority voting, penalizing any human who does not pro-
duce the majority answer. However, this method is susceptible to
groups of algorithms mimicking humans colluding together to an-
swer questions arbitrarily in the same fashion, as in a link farm.
(b) Have a “test” question, with any human who gets it incorrect
not being able to attempt the actual question. This test is akin to
CAPTCHAs [34] that are essentially turing tests to discern algo-
rithms from humans. If the ratio of test to actual questions is high,
then the cost to use the CrSS may be too high. On the other hand,
if the ratio of test to actual questions is low, then the humans may
manually solve the test question, and then arbitrarily guess for the
rest of the questions.

6.3 Second Order Predicates
Instead of h-predicates, one could also use human-computable

algorithms, where the algorithms take in a question budget, and a
latency requirement, select several questions to post to the CrSS
and return an aggregated answer. These human-computable algo-
rithms could be of various kinds, e.g., sort ten images, pick the
odd one out, or cluster search results. For instance, the human-
computable algorithm for sorting would be optimized to ask much
fewer than the

(
n
2

)
comparisons required. Design of a human com-

putable algorithm to select an optimal set of questions to ask hu-
mans to solve a graph search problem has been examined in prior
work [30].

6.4 Mapping to Unit Tasks
The choice of unit tasks corresponding to an h-predicate can af-

fect the amount of time taken to obtain a result from the CrSS, the
cost, as well as the inherent uncertainty in the answer. It is there-
fore an important dimension for query optimization. For instance,
for a sorting predicate, we may use pairwise comparisons as our
unit tasks (i.e., which of these two items is better?), or multi-way
comparisons (i.e., what is the correct ranking for the following k
items?). While pairwise comparisons may yield more accurate re-
sults, multi-way comparisons may result in answers being obtained
faster, and at lesser cost. On the other hand, sorting by rating each
item (i.e., how would you rate this item on a scale of 1-10?) would
involve fewer tasks being posed to the CrSS, but may result in much
higher uncertainty. Thus, in addition to deciding which questions
to ask, the query optimizer needs to decide how to ask them to bal-
ance cost, uncertainty as well as latency.

6.5 Scheduling
In this section, we briefly discuss issues in the design of a query

engine processing several hQuery queries in a batch. Firstly, we
would want to schedule tasks at times based on availability of ca-
pable workers, e.g., if the query is to identify cities in Europe, it
is pragmatic to schedule those tasks when it is daytime in Europe.
Additionally, we may want to schedule and price tasks based on
priority order of completion, i.e., price important tasks higher and
post them earlier. As in standard joint query optimization, it would
be beneficial to share computation between queries in the work-
load. In particular, h- and a-predicates that have been evaluated
do not need to be reevaluated, and can be stored in an extensional
database for reuse while processing other queries.

7. RELATED WORK
A number of recent works have considered the design of libraries

to access crowd sourcing services such as Mechanical Turk [3]. Lit-
tle et. al. [25, 26] suggested iterative and parallel tasks as design
patterns in order to build more complex applications over Mechan-
ical Turk. Heymann et. al. [20] describes the design of a program-
ming environment built on top of Mechanical Turk that contains
modular and reusable components.

Kochhar et. al. [24] describes how Freebase has been using hu-
man judgement for various data cleansing tasks. Crowd-sourcing
services are also used to provide input to active learning
algorithms [33]. A few works have also explored other aspects of
crowd-sourcing, such as designing good tasks [22], pricing tasks [28,
21], the occurrence of spam and bias [23, 27] and so on. The survey
by Doan et. al. [16] provides a good overview of the general area
of human involvement or collaboration and how it may be used to
solve problems.

We argued earlier about the necessity of adaptive query process-
ing due to the difficulty of obtaining accurate cost models for h-
and a-predicates. We hope to leverage the extensive previous work
on this topic in the context of relational database systems [15]. Ad-
ditionally, the issues of uncertainty arising in human computable
predicates are more intricate than the ones found in existing uncer-
tain databases [36, 9, 12], however some of the confidence compu-
tation techniques therein can be reused in our context.

There has been some work in the past on optimizing query plans
that contain expensive predicates [14, 19], however, in our case,
we also need to deal with pricing as well as uncertainty. The work
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on online aggregation [18] allows users to specify on the fly which
data is important and needs relational processing. However, in our
case, humans perform the processing.

Additionally, from an application standpoint, there have been
several papers considering the use of human experts in various tasks
such as data integration and exploration [31, 35, 32, 29] and in-
formation extraction [13]. Our previous work examined the opti-
mization of graph search tasks that harness human processors via a
crowd-sourcing service [30].

8. CONCLUSIONS
With the vision of being able to process and answer queries

on data more effectively, we proposed, in this paper, the use of a
CrSS in addition to standard relational database operators. We pre-
sented hQuery, a declarative query model operating over human-
computable predicates, databases as well as external algorithms,
and discussed the challenges involved in optimizing hQuery, in
particular, the presence of uncertainty derived from the answers of
humans, as well as tradeoffs between number of certain (or prob-
abilistic) answers, time allocated, and monetary cost. In addition,
due to not-so-well-understood operators, unknown latencies, accu-
racy and selectivity and lack of cardinality estimates, query pro-
cessing can become especially hairy. We defined several research
problems, with increasing levels of complexity, for the case of per-
fect answers, as well as when answers are uncertain. This work also
raises some research issues on how humans interpret and answer
questions. We believe that the research problems outlined herein,
and the general area of optimizing humans as well as databases,
form an interesting and important area for future database research.
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ABSTRACT 

This paper argues that next generation database management 

systems should incorporate a predictive model management 

component to effectively support both inward-facing applications, 

such as self management, and user-facing applications such as 

data-driven predictive analytics. We draw an analogy between 

model management and data management functionality and 

discuss how model management can leverage profiling, physical 

design and query optimization techniques, as well as the pertinent 

challenges. We then describe the early design and architecture of 

Longview, a predictive DBMS prototype that we are building at 

Brown, along with a case study of how models can be used to 

predict query execution performance. 

 

1. INTRODUCTION 

Predictive modeling has been used with varying degrees of 

success for many years [GH05]. As models grow more 

sophisticated, and data collection and storage become increasingly 

more extensive and accurate, the quality of predictions improves. 

As such, model-based, data-driven prediction is fast emerging as 

an essential ingredient of both user-facing applications, such as 

predictive analytics, and system-facing applications such as 

autonomic computing and self management.  

At present, predictive applications are not well supported by 

database systems, despite their growing prevalence and 

importance. Most prediction functionality is provided outside the 

database system by specialized prediction software, which uses 

the DBMS primarily as a backend data server. Some commercial 

database systems (e.g., the data mining tools for Oracle [Ora], 

SQL Server [SS08], and DB2 [DB2]) provide basic extensions 

that facilitate the execution of predictive models on database 

tables in a manner similar to stored procedures. As we discuss 

below, and also noted by others (e.g., [DB07, AM06]), this loose 

coupling misses significant opportunities for improved 

performance and usability. There has also been recent work on 

custom integration of specific models (e.g., [JXW08, HR07, 

ACU10, AU07, APC08]).  

This paper argues that next generation database systems should 

natively support and manage predictive models, tightly integrating 

them in the process of data management and query processing. 

We make the case that such a Predictive Database Management 

System (PDBMS) is the natural progression beyond the current 

afterthought or specialized approaches. We outline the potential 

performance and usability advantages that PDBMSs offer, along 

with the research challenges that need to be tackled when 

realizing them.  

A PDBMS enables declarative predictive queriesby providing 

predictive capability in the context of a declarative language like 

SQL; users will not need to concern themselves with the details of 

tasks like model training and selection. Such tasks will be 

performed by the optimizer behind the scenes, optionally using 

hints from the user. Much as SQL has made programmers more 

productive in the context of data processing, this approach will 

have a similar effect for predictive analytics tasks. While there 

will no doubt be some predictive applications that can benefit 

from custom, manually optimized prediction logic, we expect that 

many users will be satisfied with “commodity” predictive 

functionality. The success of the recent Google Prediction API 

[GP] is early evidence in this direction. This service allows users 

to upload their historical data to the service, which automatically 

and transparently performs model training and selection to 

produce predicted results.  

Predictive queries have a broad range of uses. First, they can 

support predictive analytics to answer complex questions 

involving missing or future values, correlations, and trends, which 

can be used to identify opportunities or threats (e.g., forecasting 

stock-price trends, identifying promising sponsor candidates, 

predicting future sales, monitoring intrusions and performance 

anomalies).  

Second, predictive functionality can help build introspective 

services that assist in various data and resource management and 

optimization tasks. Today, many systems either use very simple, 

mostly static predictive techniques or do not use any prediction at 

all. This is primarily due to the difficulty of acquiring the 

appropriate statistics and efficiently and confidently predicting 

over them. For example, pre-fetching algorithms are often based 

on simple linear correlations to decide future data or query 

requests. Most admission control schemes are based on static 

estimations (thresholds) of the maximum number of tasks that the 

system can cope with. Load distribution algorithms 

typically detect-and-react instead of predict-and prevent problems. 

Query optimizers commonly use simplistic analytical models to 

reason about query costs. There is major recent interest and 

success in applying sophisticated statistical and learning models to 

such problems [GKD09, BBD09, SBC06]. An integrated, readily 

available predictive functionality would make it easy to not only 

consolidate and replace existing solutions but also build new ones. 

As such, an integrated predictive functionality would be an 
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important step towards building the truly autonomic database 

systems of the future. 

A PDBMS integrates predictive models as first-class entities, 

managing them in much the same way as data. Thus, we consider 

model management as the key underlying component of a 

PDBMS. Model management may greatly benefit from analogues 

of many well-established data management techniques:  

 Profiling and modeling: Cost and accuracy characteristics 

of models need to be modeled, and fed to the optimizer so 

that the proper model(s) can be chosen for a given predictive 

task. 

 Physical design and specialized data structures:  Data can 

be structured to facilitate efficient model building and 

predictive query execution (e.g., I/O-aware skip-lists 

[GZ08]).  

 Pre-computation and materialization: Model building is 

often prohibitively expensive for ad hoc or interactive 

queries. In such cases, models can be pre-built and 

materialized for use by the optimizer and executor. 

Furthermore, this process can be automated in many cases.  

 Query optimization: The optimizer considers the alternative 

ways of model building, selection, and execution, as well as 

the inherent cost-accuracy tradeoffs when selecting an 

execution plan.  

In the rest of the paper, we discuss these model management 

techniques as well as the technical challenges that arise when 

building a PDBMS. Our discussion is centered on Longview, a 

prototype predictive DBMS that we have been building at Brown 

University. Longview is being designed to efficiently support 

declarative predictive analytics through novel integrated model 

management techniques. Users can plug new model types into the 

system along with a modest amount of meta-data, and the system 

uses these models to efficiently evaluate queries involving 

predictions.  

We sketch the basic architecture of Longview and its early 

implementation on top of PostgreSQL. We also discuss an internal 

predictive application, query performance prediction, which 

exercises some of the model management issues we raise. Finally, 

we discuss prior work and finish with concluding remarks. 

2. BACKGROUND: PREDICTION WITH 

MODELS 

We use the term model to refer to any predictive function such as 

Multiple Regression, Bayesian Nets, and Support Vector 

Machines. Training a model involves using one or more data sets 

to determine the best model instance that explains the data. For 

example, fitting a function to a time series may yield a specific 

polynomial instance that can be used to predict future values.  

In general, model training (or building) involves selecting (i) the 

feature attributes, a subset of all attributes in the data set, and (ii) a 

training data set. In some cases, a domain expert can manually 

specify the feature attributes. In other cases, this step is trivial as 

the prediction attribute(s) directly determine the feature 

attribute(s), e.g., as in the case of auto-regressive models. 

Alternatively, feature attributes can be learned automatically. 

Most solutions for automatic learning are based on heuristics, 

since given a set of n attributes, trying the power set is 

prohibitively expensive if n is not small or training is costly 

[GH05, MWH98]. A common approach is to rank the candidate 

attributes (often based on their correlation to the prediction 

attribute using metrics such as information gain or correlation 

coefficients [CT06]) and use this ranking to guide a heuristic 

search [GH05] to identify the most predictive attributes tested 

over a disjoint test data set. The training data set may be sampled 

to speed up the process. 

Prediction accuracy is a function of the quality of the estimated 

models. The quality of the model (and the resulting predictions) 

can be measured by metrics such as the variation distance [MU05] 

or the mean square error between the predictions and the true 

values. With assumptions about the underlying stochastic process, 

one may be able to bound these measures analytically, using large 

deviation theory, appropriate versions of the central limit theorem 

and martingale convergence bounds [MU05]. Alternatively, one 

can use multiple tests on available data to compute the empirical 

values for these measures. However, using empirical values to 

estimate the model or prediction error adds another layer of error 

to the estimate, namely the gap between the empirical statistics 

and the true value they estimate. While the empirical statistic is an 

unbiased estimate, the variance of the estimate can be large, 

depending on the size and variance of the test set.  

Hypothesis testing and confidence interval estimations are two 

common techniques for determining predictive accuracy 

[MWH98]. In general, it is not possible to estimate a priori what 

model would be most predictive for a given data set without 

training and testing it.  One form of hypothesis testing that is 

commonly used is K-Fold Cross Validation (K-CV).  K-CV 

divides up the training data into k non-overlapping partitions.  

One of the partitions is used as validation data while the other k-1 

partitions are used to train the model.   

3. LONGVIEW: A PREDICTIVE DBMS 

3.1 Design and Architecture Overview  

3.1.1 Data and Query Model 

Longview provides two interfaces for access to its predictive 

functionality. The first access method is the direct interface, 

which consists of a collection of SQL functions that offers direct 

access to the functionality of the integrated prediction models. 

The direct interface does not provide the user with automated 

model management tools and is thus targeted towards advanced 

users who want to exert hands-on control on the prediction models 

and their operations. For example, using this interface a user can 

ask the system to build a linear regression model with specific 

configuration parameters or perform prediction with a pre-built 

support vector machine instance. We summarize the details of the 

direct interface in Section 3.2.1.  

The second access method is the declarative interface, which 

offers additional, high-level predictive functionality on top of the 

low-level direct interface. 

This declarative interface extends SQL in a few simple ways to 

accommodate the extra specifications needed for expressing 

predictive queries. In particular, queries may refer to predictors 

and predictor relations (p-relations) to access predictive 

functionality. Predictors are essentially SQL functions that 

provide declarative predictive functionality using system-

managed prediction models. P-relations are essentially views 

produced by the application of predictors on select subsets of 

input features. Both p-relations and predictors can be used in 

conjunction with regular relations within standard SQL queries. A 
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p-relation is virtual by default; however, it can also be 

materialized to enable further optimizations.  

We give a simple example that illustrates some of the key 

concepts of the query language that we are developing. Consider 

the following schema:  

Customer(cid, name, city),  

Orders(oid, cid, total), 

TrainData(cid, status) 

 

In addition to the Customer and Orders relations, which store the 

records for customers and their orders, we define the TrainData 

relation that stores the status (either “preferred” or “regular”) of a 

subset of the customers. We first show how to build a predictor 

for predicting the status of any customer based on the training 

data supplied for a subset of the customers. Next, we discuss p-

relations and their use through an example p-relation representing 

the status predictions of a select subset of customers based on a 

predictor. 

The first step in creating a predictor is to define a schema 

describing the set of involved features and target attributes. For 

this purpose, we define a schema, named StatusSchema, with the 

target attribute customer status and features name, city and total 

using the CREATE P_SCHEMA statement: 

CREATE P_SCHEMA StatusSchema ( 

name text,  

city text,  

total int,  

TARGET status text)  

To create a predictor, we use the CREATE PREDICTOR 

statement that can be used to automatically build prediction 

model(s) using the given training data set:  

CREATE PREDICTOR StatusPredictor  

ON StatusSchema(name, city, total, status) 

WITH DATA  

SELECT name, city, sum(total) as total, status 

FROM Customer C, Orders O, TrainData T 

WHERE T.cid = C.cid and T.cid = O.cid 

GROUPBY cid, name, city, status 

 WITH ERROR CVERROR(10, “relative_error”, 0.1)

  

With the statement shown above, we instruct the system to create 

a predictor named StatusPredictor by training a set of prediction 

models using the training data specified through a query. The last 

part, WITH ERROR, defines the error estimation process. In this 

example, we want to use 10-fold cross-validation and the 

relative_error accuracy metric with a target average error of 0.1. 

Notice that the decoupling between the schema and predictor 

definitions allows us to create multiple predictors with different 

data sets or accuracy requirements over a single schema.  

The example query below illustrates the use of the StatusPredictor 

for estimating the status of all customers: 

SELECT C.cid, StatusPredictor(C.name, C.city, O.total) 

FROM Customer C,  

            (select cid, sum(total) as total from Orders    

             Group By Cid) as O 

WHERE C.cid = O.cid 

 

The output schema of a predictor is defined by the associated 

p_schema. In addition, one can add special ERROR attributes to a 

p_schema to access the estimated errors for each predicted value. 

For instance, adding the attribute “ERROR relerr real” to 

p_schema would extend the output schema of a predictor with the 

relerr attribute, which represents the estimated prediction error.  

Now, we describe how to define p-relations with the following 

example: 

CREATE VIEW StatusPRelation AS 

SELECT cid, StatusPredictor(name,city,total) 

FROM ( 

        SELECT cid, name, city, sum(total) as total 

        FROM Customer C, Orders O  

        WHERE C.cid = O.cid  

        GROUP BY cid, name, city, status 

        HAVING sum(total) > 1000) 

With the above statement, we create a p-relation named 

StatusPRelation, which is basically a view consisting of status 

predictions from StatusPredictor for the set of features specified 

with the provided query (i.e., customers with order totals greater 

than 1000) and the features themselves.  

When a view definition that accesses a predictor function is 

submitted to the system, Longview registers the given data set as a 

specific target feature set for that predictor. In turn, the model 

generation process for the predictor works to generate more 

efficient and accurate prediction models based on the properties of 

the given feature set.  

The use of declarative queries for the specification of data sets in 

model building and prediction offers an easy and flexible method 

of expressing predictive operations over complex data sets. Users 

can easily specify complex queries (e.g., computing aggregates 

over groups) to supply input data sets for prediction models. 

Moreover, it is also possible to use database views as data 

providers. For instance, a database view can be used to perform 

standard pre-processing tasks such as cleaning, normalization, and 

discretization [DB07], and can cook the raw data into a form that 

is more amenable for effective learning. 

3.1.2 Basic Architecture 

We illustrate the high-level architecture of Longview in Figure 1, 

which shows the primary functional units of interest, along with 

the data they require. The architecture reflects the notion of 

models as first-class citizens by depicting the data manager and 

model manager as co-equal modules.   

The Data Manager is very similar to a typical data manager in a 

conventional DBMS. The Model Manager is responsible for 

creating materialized models a priori (materialized) or in an on-

demand fashion when an adequate materialized model does not 

exist.  The role of materialized models in the model world is 

similar to that of indices and materialized views in the data world: 

they are derived products that can be used to quickly generate data 

of interest. Indices and materialized views improve query speed 

while materialized models improve prediction speed. 

The Model Manager trains appropriate models (based on the 

available model templates) for each predictor in the database. The 

Model Manager can run as a background process, constantly 

instantiating models for improved accuracy and efficiency. In 

order to build and maintain prediction models, the Model 
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Manager can utilize many different strategies. For example, it can 

choose to sample data at different amounts and times and it can 

build different types of prediction models over different subsets of 

available features. In addition, the Model Manager also 

determines the best model for the query at hand: if an appropriate 

model has already been pre-computed and materialized, it will 

identify and use that model; if not, it will create a new 

instantiation on the fly. 

The Model Manager and the Data Manager must cooperate in 

their decision making. As we discuss later, special data structures 

can assist the process of model training. This is consistent with the 

fact that DBMSs, in general, get much of their performance gains 

from supporting specialized data structures like indices.  

Model meta-data entered through the model interface as well as 

those derived during run-time such as the list of materialized 

models and their parameters, training results, error values for 

various data sets, are all stored in a model catalog. The model 

manager is responsible for updating the catalog.  

Longview will try to produce a good model whenever possible by 

trying various parameter assignments (e.g., history length, 

sampling density, etc.) and using hypothesis testing to find the 

best fit. While Longview aggressively tries to optimize this model 

search process, in some cases, this is either not possible or would 

require testing too many alternatives.  In these cases, Longview 

will provide a set of tools with which the DBA can inspect the 

data and add additional information about the datasets which 

might indicate, for example, that the data is seasonal, or that the 

data might best be modeled using exponential smoothing.  

Traditional DBMSs provide such tuning tools for DBAs as well. 

P-relation queries are written against views that include predicted 

attributes. When a p-relation query is received by the system, the 

optimizer might generate a query plan that contains prediction 

operators. These operators are selected from a collection of 

instantiated models that are managed by the Model Manager, or 

created on the fly. Alternatively, tuples in the predicted view can 

be computed eagerly and materialized as resources become 

available, in which case p-relation queries can be executed as 

scans over the materialized tuples. 

3.2 Model Management 

As a design philosophy towards a generic model manager, we 

strive to build on existing database extension mechanisms such as 

views, triggers, rules and user defined functions to simplify our 

implementation and produce highly portable functionality.  

3.2.1 Database Integration of Prediction Models 

Prediction Model API. Longview currently supports a black-

box-style integration approach that allows existing model 

implementations (available from a plethora of standalone 

applications and libraries such as libsvm [CC01]) to be used by 

the system as database functions. This approach offers an easy 

and effective way of utilizing pre-tested and optimized prediction 

logic within a SQL execution framework. New prediction models 

are registered into the system by providing implementations of a 

simple model interface (the prediction model API) describing 

function templates for training and application of prediction 

methods. This interface decouples implementation and predictive 

functionality, while allowing multiple predictive models to be 

used for the same task.  Table 1 summarizes the basic interface 

methods. 

Function Arguments Description 

Build 
training data 
model parameters 

feature and target values 
model-specific training parameters 

Predict 
 

model pointer 

feature list 

pointer to previously built model 

feature values for use in prediction 

Serialize model pointer  

Deserialize byte array serialized model 

The build function is used to train a prediction model based on the 

given features and target values, as well as model-specific training 

parameters. The predict function uses a previously built model to 

predict a target attribute based on the input feature values. Finally, 

Longview uses the serialize and de-serialize functions to store and 

retrieve prediction models. Most third-party model libraries 

include built-in model (de)serialization methods for this purpose. 

Prediction Model Direct Interface. The prediction model API is 

used internally by the Longview system to access the functionality 

of prediction models and is not visible to the user. However, as 

mentioned earlier, Longview also provides an interface for direct 

access to the prediction models by the user. The main functions 

included in this interface are given in Table 2. These functions 

have dynamic implementations in Longview, as wrappers around 

the prediction model API, and provide a unified method of access 

to all the available prediction model types within SQL statements.  

The create function is used to create a prediction model entry in 

the model catalogs for the given model type and attribute schema. 

The Longview model catalog stores all model data and associated 

meta-data. Each model instance built is recorded in a relation that 

contains a unique (auto-generated) instance id, model type, and a 

serialization field storing the type-specific representation of a 

prediction model (e.g., the coefficients of a regression model). We 

also store model attributes; each is represented with a name, id, a 

type (e.g., double) and a role (i.e., feature, target). 

The build and predict SQL-functions are similar to the 

corresponding functions in the prediction model API. The build 

Figure 1: High-level Longview architecture. The system 

provides full-fledged support for models; model and data 

management are tightly integrated. 

Table 1 - Prediction Model API 
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function trains the prediction model specified by the model id, and 

stores its serialized representation in the model catalog. The 

predict function performs prediction with the given model id over 

the provided feature data set. We also provide a test function that 

can be used to apply the model on a feature data set and compute 

its accuracy over the true values of the target attributes. We 

provide an argument to specify the accuracy function for use (e.g., 

absolute error, squared error).  The outputs of the test and 

prediction functions are represented as relations and can be used 

as data sources in other queries. 

Function Arguments Description 

Create 

model schema 

 
model type 

description of features and target 

attributes 
prediction model type 

Build 

model id 

training query 

 
model 

parameters 

specifies the model instance 

query computing the feature and 

target values 
model-specific training parameters 

Predict 
 

model id 

feature list | 
query 

 

feature values for use in prediction 

Test 

model id 

training query 
accuracy 

options 

 

 
parameters for the accuracy 

function 

3.2.2 Model Building and Maintenance 

Model Materialization. Longview builds and materializes model 

instances much as a conventional DBMS pre-computes indices or 

materialized views. For each predictor and associated p-relations, 

there can be multiple materialized prediction models built using 

different model types and different feature subsets. As a result, 

model building and maintenance may easily become a bottleneck 

as the number of pre-built models increases. Therefore, methods 

for decreasing the cost of building and maintaining models are an 

essential part of Longview.  

The quality of a model is primarily a function of its training data 

and model-specific configuration parameters. In the limit, we 

would like to produce one materialized model for each prediction 

query. This approach will likely be infeasible for two reasons: (1) 

the time required to build a model per query is larger than some 

target threshold, e.g., in applications involving interactive queries; 

and (2) the estimated time required to update these models in the 

face of newly arriving data is greater than some maintenance 

threshold.  

In many ways, this problem is very similar to the problem of 

automatic index or materialized view selection. We require (1) a 

reasonably good cost and accuracy model that can be used to 

compare the utility of the materialized models, and (2) a way to 

heuristically prune the large space of possible models.  

A good solution to this problem involves covering the underlying 

“feature space” well such that a prediction with acceptable 

accuracy can be made for a large set of queries subject to a limit 

on model maintenance costs. In prior work, we proposed a 

solution along these lines for time-series-based forecasting using 

multi-variate regression [GZ08]. 

In addition to the techniques mentioned earlier such as sampling, 

feature selection and materialized models, there are further 

opportunities to reduce the execution costs of these tasks. First, 

these operations can be done in parallel for multiple models on the 

same data. In this multi-model building process (akin to multi-

query optimization), data can be read once and all relevant models 

can be updated at the same time. Moreover, we can build and 

update models in an opportunistic manner based on memory-

resident data. 

Auto Design. The auto-design problem is a related problem in 

which the goal is to choose and build a set of prediction models 

based on a given workload that contains a set of predictive queries 

that are most likely to be submitted, i.e., queries that we would 

like to execute quickly and with good predictive accuracy. For 

this purpose, the database system would need to identify the most 

common prediction attributes in the workload and then the set of 

features that are highly predictive of those attributes.  

Specialized Data Structures. There are opportunities for a 

PDBMS to leverage data representations that are tuned to the 

process of prediction.  In particular, structures that can enhance 

model training have the most potential to yield major performance 

improvements with the idea being accessing “just enough” data to 

build a model of acceptable accuracy. 

Data-driven training commonly involves accessing select regions 

in the underlying feature space, combined with sampling 

techniques that can be used to further reduce I/O requirements. 

This process is often iterative: more data is systematically 

included to check if the resulting model is better. In general, 

multi-dimensional index structures defined over the feature space 

can be effectively used here, but care must be taken that index-

based sampling does not introduce any biases. Multi-dimensional 

clustering, when performed in a manner that facilitates efficient 

sampling, can provide further benefits. As an alternative to the 

index-based sampling of disk-resident data, we can also opt to 

replicate the data (or materialize the results of a training query) 

using disk organizations tuned for efficient sampling, e.g., 

horizontally partition the data into uniform samples so that 

sampling can be done with sequential I/O. 

As a concrete example for time-series prediction, we introduced a 

variant of skip lists to efficiently access arbitrary ranges of the 

underlying time dimension with different sampling granularities. 

The original skip-list formulation is modified to make it I/O 

conscious by copying the relevant data from each lower level up 

to the higher-levels. Each level is essentially a materialized 

sample view [JJ08] stored in clustered form on disk, allowing us 

to access a particular time range with desired density with a small 

number of disk accesses (see Figure 2 for an illustration). 

Table 2 - Prediction Model Direct User Interface 
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Figure 2: I/O conscious skip-lists. Each node indicates a block 

of tuples sampled from the original relation. Unlike in 

standard skip lists, nodes (blocks) are not shared across levels. 

M’s indicate different time ranges and sampling density.  
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3.2.3 Query Execution and Optimization 

Predictor optimization. Declarative predictive queries specify 

what to predict but not how. For a given prediction task, it is the 

responsibility of the predictor to build and use an appropriate 

prediction model satisfying the desired accuracy. For this purpose, 

each Longview predictor continuously tries to build accurate 

prediction models for as much of its input feature space as 

possible, while keeping resource consumption under a 

configurable threshold to avoid negatively impacting the other 

database tasks. In the case of p-relations, predictors can build 

more targeted prediction models using select parts of the training 

data (i.e., model segmentation) based on the target data of p-

relations. We discuss an application of the model segmentation 

idea and demonstrate its potential in Section 4. 

In addition, Longview automatically keeps track of model cost-

accuracy characteristics. For each model instance, the run-time 

cost and quality of the predictions during build and test operations 

are recorded. Using this information, Longview can monitor the 

evolution of models, track the used training data sets and the 

performance values on test data sets. These model profiles guide 

query optimization decisions. We may also expect expert users (or 

model developers) to supply simple cost functions, akin to those 

for the relational operators, for training and prediction costs, 

which can also be stored and leveraged as part of model profiles. 

Finally, we observed the need for a more formal, expressive tool 

when working with sophisticated prediction models. To this end, 

we believe that a model algebra that captures common model 

operations such as choice (selection), composition, and merge is 

warranted. Properties of these operations could introduce further 

functionality as well as optimization opportunities. A model 

ensemble, which uses a set of prediction models collectively to 

perform a prediction task, is an example for this complex model 

case. Model ensembles rely on the collective power of multiple 

prediction models to smooth their predictions and mitigate the 

potential errors from a single prediction model.    

Online execution. Online execution of predictive queries (along 

the lines of online aggregation), in which predictions, and thus the 

query results, get progressively better over time, is an important 

usage model for interactive, exploratory tasks. Predictive accuracy 

can be improved over time using more data, more features, or 

more models. The challenge is to effectively orchestrate this 

process and perform efficient revision of query results. 

4. CASE STUDY: PREDICTING QUERY 

EXECUTION LATENCIES 

We now describe our ongoing work on an inward-looking 

predictive task, query performance prediction (QPP), which 

involves the estimation of the execution latency of query plans on 

a given hardware platform. Modern database systems can greatly 

benefit from accurate QPP. For example, resource managers can 

utilize QPP to allocate workload such that interactive behavior is 

achieved or specific quality of service targets are met. Optimizers 

can choose among alternative plans based on expected execution 

latency instead of total work incurred.  

While accurate QPP is important, it is also challenging: database 

systems are becoming increasingly complex, with several 

database and operating system components interacting in 

sophisticated and often unexpected ways. Analytical cost models 

are not designed to capture these interactions and complexity. As 

such, while they do a good job of comparing the costs of 

alternative query plans, they are poor predictors of plan execution 

[GKD09]. 

As an alternative, we express the QPP task using the declarative 

prediction interface in Longview. In addition to describing the 

query specification and execution, we also show different 

modeling approaches to achieve accurate QPP under various 

workload scenarios. If a representative workload is available, for 

example, we can build good models using coarse-grained, plan-

level models. Such models, however, do not generalize well, and 

perform poorly for unseen or changing workloads. In these cases, 

fine-grained, operator-level modeling performs much better due to 

its ability to capture the behavior of arbitrary plans, although they 

do not perform as well as plan-level models for fixed workloads. 

We then build hybrid models that combine plan- and operator-

level models to provide the best of both worlds by striking a good 

balance between generality and accuracy. 

Plan-level Prediction. We first consider a basic approach that 

extracts features from query plans and then couples them with 

sample plan executions to build models using supervised learning 

(as also explored in [GKD09]). Once built, these models can 

perform predictions using only static plan information. The 

following features are extracted from each query plan for 

modeling purposes: optimizer estimates for query plan costs, 

number of output tuples and their average sizes (in bytes), and 

instance (i.e., occurrence) and cardinality counts for each operator 

type included in the query plan.  

We integrated two prediction models, Support Vector Machines 

and Linear Regression, into the PostgreSQL database system 

(version 8.4.1) through the use of machine learning libraries 

LIBSVM [CC01] and Shark [IMT08]. We used the TPC-H 

decision support benchmark to generate our database and query 

workload. The database size is set to 10GB and experiments were 

run on a 2.4 GHz machine with 4GB memory. Our query 

workload consists of 500 TPC-H queries, which are generated 

from 18 TPC-H query templates and executed one after another 

with clean start (i.e., file system and database buffers are cleared).  

Fixed Workload Experiment: In the first experiment, we defined a 

plan-level predictor using the described query plan features and 

the execution time target attribute as our p_schema (named 

PlanSchema). For this purpose, we first inserted the runtime query 

plan features and the execution times of all queries in our TPC-H 

workload to database tables (runtimefeats and qexec). Then, we 

defined our predictor to use 90% of the workload for building 

prediction models to estimate the execution times of the 

remaining 10% of the queries. We provide the definition of the 

plan-level predictor below; however at this point we do not have a 

SQL parser for the extensions proposed in the declarative 

predictor interface and thus performed our operations using the 

direct interface along with a few additional SQL functions that 

provide functionality similar to the declarative predictor interface. 

CREATE PREDICTOR PlanLvlPredictor  

ON PlanSchema(…) 

WITH DATA  

        SELECT R.*, Q.exec_time 

        FROM runtimefeats R, qexec Q 

                WHERE R.qid = Q.qid and R.qid <= 450       

 

The qid attribute is a key in both tables that uniquely defines a 

query in the TPC-H workload. Next, we used the pre-runtime 
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estimations of the query plan features from the query optimizer 

(stored in table estimatedfeats) for performance prediction of the 

remaining 10% of the queries. The following query is used to 

express this operation: 

 

SELECT qid, PlanLvlPredictor(…).exec_time 

FROM estimatedfeats E 

WHERE E.qid > 450 

In this experiment, we used support vector machines (SVMs) as 

our prediction model. In addition, our current predictor optimizer 

uses a standard feature selection algorithm for choosing the set of 

features to use in prediction models. The set of features (7 of the 

total 29 features) used in the resulting model are: number of 

Group Aggregate, Hash Aggregate, and Materialization operators, 

estimated total plan cost, cardinality of Hash Aggregate and Hash 

Join operators and the estimated total number of output rows from 

all operators in the query plan. The error value (defined as |true 

value – estimate| / true value) for each TPC-H template is shown 

in Figure 3 (The average prediction accuracy is 90%).  

We observed that queries from the 9th template (which has the 

unusual high errors) run close to the 1 hour time limit (after which 

we killed and discarded queries) and therefore execute longer than 

most other queries. We then performed manual model-

segmentation by building a separate prediction model for the 

queries of the 9th template, which achieved 93% accuracy.  

This example illustrates the potential efficiency of using 

segmented models built from different data partitions. As 

discussed before, intelligent model-building algorithms that 

automatically identify such partitions in the feature space are 

essential for improved accuracy.  

Finally, when we added the additional feature used by that model 

(cardinality of the Nested Loop operator) to the general prediction 

model and retrained it, we increased its accuracy to 93% (shown 

with the bars for 2-step feature selection in the figure).  

Figure 3: Query Prediction Performance for TPC-H Queries. 

 

Changing Workload Experiment: In this experiment, we built 

separate prediction models for each TPC-H template using only 

the queries from the other TPC-H templates for training. In this 

case the average prediction error increased to 232%. In addition, 

the error values were highly dependent on the target query 

template and were distributed in a large range (2% to 1692%). 

Operator-level Prediction.  We also studied an operator-level 

modeling approach with the goal of building better models for the 

Changing Workload scenario. In this case, we build separate 

Linear Regression models to estimate the execution time for each 

operator type and compose them in a bottom-up manner up the 

query tree to predict the total execution time.  

Each operator is modeled using a generic set of features such as 

the number of input/output tuples and estimated execution times 

for child operators (runtime and estimated values for these 

features are stored in opruntimefeats and opestimatedfeats tables). 

Bottom-up prediction requires a nested use of predictors. 

Moreover, the connections between predictors are dynamic as 

they depend on the plan of the query at hand. Currently, we 

perform this nested prediction operation within a user-defined 

database function that uses the operator predictors as required by 

the plan of each query. We think that such complex models can be 

built and used more effectively with a model algebra as mentioned 

in Section 3.  

The results for the Changing Workload experiment using the 

operator-level prediction methods are shown in Figure 3 for 10 

TPC-H templates. The average error rate is 56%, which represents 

a major improvement over query-level prediction for this 

workload.  

Hybrid Prediction. Looking closer, we observe that the error (of 

233%) for the operator-level prediction of template 4 queries is 

much higher than those for other templates. To gain more insight, 

we provide the error values for each operator in the execution plan 

for an example template-4 query (Figure 4). Observe that the 

errors originate from the 

highlighted sub-plan and 

propagate to the upper 

levels. Here, the error is 

due to the inability of the 

models to capture the per-

tuple processing time of 

the Hash Aggregate 

operator, which in this case 

is computation-bound. 

Thus the I/O cost of the 

Sequence Scan operation 

that normally determines 

the overall execution 

latency is dominated by 

Hash Aggregate’s high 

computational cost in this 

case. The fundamental 

problem is that operator-

level training inherently 

fails to capture the 

“context” of the operator behavior.   

To solve this problem, we combined the plan- and operator-level 

prediction methods for template 4 by modeling the highlighted 

sub-plan with a plan-level model and using operator-level 

prediction for the remainder of the query plan. With this approach, 

we reduced the template error to 53% and the overall average 

error across templates to 38% for the Changing Workload 

scenario.  

5. RELATED WORK 

We draw from a large number of subject areas, which we 

summarize below. Other closely related work was cited inline as 

appropriate.  

Figure 4: Query Tree and 

Prediction Errors for Template 4. 
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Major commercial DBMSs support predictive modeling tools 

(e.g., Oracle Data Mining tools, SQL Server Data Mining and 

DB2 Intelligent Miner). Such tools commonly allow users to 

invoke model instances, typically implemented as stored 

procedures, using extended SQL (e.g., the “FORECAST” clause 

[Ora]). In SQL Server Analysis Services, users are provided with 

a graphical interface within Visual Studio in which they can 

interactively build and use a number of prediction models such as 

decision trees and naïve Bayes networks. While we utilize similar 

prediction models and techniques, our goal is to create a more 

automated and integrated system in which predictive functionality 

is mostly managed by the system with help from the user (akin to 

existing data management functionality).   

On the academic side, MauveDB [AM06] was an early system to 

support model-based views defined using statistical models. Such 

views can be used for a variety of purposes including cleaning, 

interpolation and prediction (with a focus on sensor network 

applications). The PDBMS functionality we sketch in this paper 

goes significantly beyond the scope of MauveDB. Our direct 

prediction interface and MauveDB views have similar 

functionality and purpose. However, we believe that automated 

model building and maintenance services, such as our declarative 

predictor interface, are essential for commoditization of predictive 

functionality.  

Another closely related system is Fa [DB07], which was designed 

to support forecasting queries over time-series data. Fa offers 

efficient strategies for model building and selection, making a 

solid contribution towards model management and predictive 

query processing. Longview can leverage many of Fa’s 

techniques but also aims for deeper, more comprehensive model 

management, by treating models as native entities and addressing 

the entire predictive model life cycle. 

Recently, there have been successful applications of machine 

learning techniques to DBMS self-management problems. Query-

plan-level predictions have been studied in [GKD09]. NIMO 

proposed techniques for accelerating the learning of cost models 

for scientific workflows [SBC06]. Performance prediction for 

concurrent query workloads was investigated in [AAB08].  

6. CONCLUDING REMARKS 

We argue that it is high time for the database community to start 

building predictive database systems. We discussed how 

predictive queries could meaningfully leverage and, at the same 

time, contribute to next generation data management. We 

presented our vision for a predictive DBMS called Longview, 

outlined the main architectural and algorithmic challenges in 

building it, and reported experimental results from an early case 

study of applying the predictive functionality for query 

performance prediction.  

ACKNOWLEDGEMENTS 

This work is supported in part by the NSF under grant IIS-

0905553. 

7. REFERENCES 

[AAB08] Ahmad, M., Aboulnaga, A., Babu, S., and Munagala, K. 

Modeling and exploiting query interactions in database systems. 

CIKM  2008. 

[ACU10] M. Akdere, U. Cetintemel, E. Upfal: Database-support 

for Continuous Prediction Queries over Streaming Data. PVLDB 

3(1), 2010. 

[AM06] A. Deshpande and S. Madden, MauveDB: Supporting 

Model-based User Views in Database Systems.  SIGMOD 2006. 

[AU07] Declarative temporal data models for sensor-driven query 

processing. Y. Ahmad and U. Cetintemel. DMSN 2007. 

[APC08] Simultaneous Equation Systems for Query Processing 

on Continuous-Time Data Streams. Y. Ahmad, O. 

Papaemmanouil, U. Cetintemel, J. Rogers. ICDE 2008. 

[BBD09] S. Babu, N. Borisov, S. Duan, H. Herodotou, and V. 

Thummala. Automated Experiment-Driven Management of 

(Database) Systems. HotOS 2009. 

[CC01] Chih-Chung Chang and Chih-Jen Lin, LIBSVM : a library 

for support vector machines, 2001. Software available at 

http://www.csie.ntu.edu.tw/~cjlin/libsvm. 

[CT06] Thomas M. Cover and Joy A. Thomas.  Elements of 

Information Theory. Wiley-Interscience, 2006. 

[DB2] DB2 Intelligent Miner Web Site. 

http://www01.ibm.com/software/data/iminer/  

[DB07] S. Duan and S. Babu, Processing Forecasting Queries. 

VLDB'07. 

[GH05] J. G. De Gooijer and R. J. Hyndman. 25 Years of IIF 

Time Series Forecasting: A Selective Review. June 2005. 

Tinbergen Institute Discussion Papers No. TI 05-068/4. 

[GKD09] A. Ganapathi, H. Kuno, U. Dayal, J. Wiener, A. Fox, 

M. Jordan, D. Patterson: Predicting Multiple Metrics for Queries: 

Better Decisions Enabled by Machine Learning. ICDE 2009. 

[GP] Google Prediction API, http://code.google.com/apis/predict/ 

[GZ08] Tingjian Ge, Stan Zdonik. A Skip-list Approach for 

Efficiently Processing Forecasting Queries. VLDB 2008. 

[HR07] H. Bravo, R. Ramakrishnan. Optimizing mpf queries: 

decision support and probabilistic inference. SIGMOD 2007. 

[IMT08] Christian Igel, Verena H., and Tobias G. Shark. Journal 

of Machine Learning Research, 2008.  

[JJ08] Shantanu Joshi and Chris Jermaine. Materialized Sample 

Views for Database Approximation. IEEE Trans. Knowl. Data 

Eng. 20(3): 337-351 (2008) 

[JXW08] R. Jampani, F. Xu, M. Wu, L. Perez, C. Jermaine, P. 

Haas: MCDB: a monte carlo approach to managing uncertain 

data. SIGMOD 2008. 

[MU05]  Mitzenmacher, M., Upfal, E. Probability and 

Computing: Randomized Algorithms and Probabilistic Analysis.  

[MWH98] Makridakis, S., Wheelwright S., and Hyndman, R. 

Forecasting Methods and Applications. Third Edition. John 

Wiley & Sons, Inc. 1998. 

[Ora] Oracle Data Mining Web Site. 

http://www.oracle.com/technology/products/bi/odm/index.html 

[SBC06] P. Shivam, S. Babu, and J. Chase. Active and 

Accelerated Learning of Cost Models for Optimizing Scientific 

Applications. VLDB 2006. 

[SS08] Microsoft SQL Server 2008. 

www.microsoft.com/sqlserver/2008/en/us/datamining.aspx

 

174

http://jmlr.csail.mit.edu/papers/volume9/igel08a/igel08a.pdf
http://www.cise.ufl.edu/~cjermain/ace.pdf
http://www.cise.ufl.edu/~cjermain/ace.pdf
http://www.oracle.com/technology/products/bi/odm/index.html


User Feedback as a First Class Citizen
in Information Integration Systems∗

Khalid Belhajjame
School of Computer Science

University of Manchester
Manchester, UK

khalidb@cs.man.ac.uk

Norman W. Paton
School of Computer Science

University of Manchester
Manchester, UK

norm@cs.man.ac.uk

Alvaro A. A. Fernandes
School of Computer Science

University of Manchester
Manchester, UK

afernandes@cs.man.ac.uk

Cornelia Hedeler
School of Computer Science

University of Manchester
Manchester, UK

chedeler@cs.man.ac.uk

Suzanne M. Embury
School of Computer Science

University of Manchester
Manchester, UK

sembury@cs.man.ac.uk

ABSTRACT
User feedback is gaining momentum as a means of address-
ing the difficulties underlying information integration tasks.
It can be used to assist users in building information inte-
gration systems and to improve the quality of existing sys-
tems, e.g., in dataspaces. Existing proposals in the area are
confined to specific integration sub-problems considering a
specific kind of feedback sought, in most cases, from a sin-
gle user. We argue in this paper that, in order to maximize
the benefits that can be drawn from user feedback, it should
be considered and managed as a first class citizen. Accord-
ingly, we present generic operations that underpin the man-
agement of feedback within information integration systems,
and that are applicable to feedback of different kinds, poten-
tially supplied by multiple users with different expectations.
We present preliminary solutions that can be adopted for
realizing such operations, and sketch a research agenda for
the information integration community.

Keywords
User feedback, Feedback management, Information integra-
tion, Dataspaces

1. INTRODUCTION
Two decades of extensive research and real world experi-
ence suggest that building information integration systems
is a difficult task [11]. Essentially, the difficulty lies in un-
derstanding user requirements as to what the relevant data
sources are, and the way the contents of the sources are to
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be combined and structured in a form that is compatible
with the user’s conceptualization of the world.

To facilitate information integration, some database re-
searchers have explored the use of feedback solicited from
users. User feedback is a growing theme in information in-
tegration systems, as reflected in the number of recent pro-
posals that utilise user feedback to guide the construction
of information integration systems, and/or to improve the
quality of the services they provide [1, 2, 4, 5, 13, 15, 17, 18].
For example, Talkudar et al. [17, 18] developed the Q system
to assist users in creating integration queries. In doing so,
the system solicits feedback on results of candidate integra-
tion queries. Feedback is also fundamental to the dataspaces
vision [9], which aims to reduce the cost of setting up a data
integration system, and to gradually improve the quality of
the resulting system. The idea is to enlist users to provide
feedback with a view to improving the quality of the services
supplied by the data integration system. For example, Jef-
fery et al. [13] developed a decision-theoretic framework for
specifying the order in which feedback can be solicited on
a collection of schema mappings with the objective of pro-
viding the most benefit to a dataspace. Also, we have shown
in previous work [2], that schema mappings can be selected,
refined and annotated with metrics specifying their fitness
to user requirements based on feedback commenting on the
membership of tuples to relations in the integration schema.
More recently, Doan et al. [7] proposed a taxonomy that
classifies mass collaboration systems, namely systems that
enlist a multitude of human users to help solve a given prob-
lem. In doing so, they identified issues with respect to user
inputs (feedback), e.g., how to recruit and retain users, and
how to evaluate their inputs.

While existing proposals showcase the key role user feed-
back can play within information integration systems, they
are confined to the use of feedback given on a specific arti-
fact, e.g., query [4], query result [2, 17], or mapping [1], to
tackle a specific information integration sub-problem, e.g.,
designing a mapping [1], selecting a mapping [2], or spec-
ifying a query [18, 17]. In doing so, they do not explore
the benefits that can be drawn from using feedback given
on different kinds of artifacts to leverage multiple informa-
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tion integration tasks. Moreover, they make assumptions
that do not necessarily hold in practice, and that if dropped
may lead to costs and losses that outweigh the benefits that
can be drawn from user feedback. For example, they as-
sume that a data integration system either has a single user
(e.g., [18]), or that all the users supplying feedback have the
same requirements (e.g., [13]). In practice, different users
may have different expectations, in which case, the quality
of the services provided by the data integration system may
be seen as deteriorating in response to user feedback, at least
for some users, over time, due to conflicts in requirements.
Also, existing proposals assume that user requirements do
not change over time. This assumption may not hold since
user needs may shift, in which case previously acquired feed-
back may prevent the improvement of the data integration
system with a view to answering new user needs.

We argue that, in order to be able to exploit different kinds
of feedback provided by multiple users to leverage different
information integration tasks, user feedback should be con-
sidered and managed as a first class citizen. Accordingly, we
present in this paper a set of feedback management research
challenges that together aim to foster the semantic cohesion
of the feedback provided by users, and to increase the value
and the benefits that can be drawn from acquired feedback.
We propose preliminary solutions to the research challenges
identified, and sketch a research agenda for the information
integration community.

The paper is structured as follows. We begin by presenting
a general feedback model that caters for the specification
of the different kinds of feedback that have been considered
in the information integration literature in Section 2. We
then present operations that can be used for fostering the
cohesion of the feedback provided by users by detecting in-
consistencies in feedback (Section 3), and by checking the
validity of feedback over time (Section 4). We go on to
present operations that aim to increase the value and the
benefits derived from user feedback. Specifically, we present
a clustering operation for grouping users with similar ex-
pectations (in Section 5), and an operation for learning new
feedback using collaborative filtering techniques (in Section
6). We close the paper in Section 7 by underlining our main
contributions.

2. WHAT IS FEEDBACK?
In essence, feedback can be seen as annotations that a
user provides to comment on artifacts of an information in-
tegration system, be they matches, mappings, integration
schema, queries or query results, with the objective of in-
forming the construction of the system and/or improving
the quality of the services it provides. We define a feedback
instance by the tuple:

〈obj, t, u, k〉

specifying that the user u annotates the artifact obj using
the term t. The user can provide different kinds of feedback.
k indicates the kind of feedback. The set of terms that can
be used depends on the kind of feedback the user wishes
to provide. They can belong to controlled vocabularies or
domain ontologies. In what follows, we use uf.obj, uf.annot,
uf.user and uf.type to refer to obj, t, u and k, respectively.

The above feedback model is general, in that it can be used
to describe the different kinds of feedback defined in the in-
formation integration literature. Table 1 presents prominent
proposals in the field that use feedback, and shows how the
feedback used in each proposal can be described using the
model presented above.

We present in what follows some examples of feedback de-
fined in the literature and show how they can be mapped to
the above model.

Example 2.1. Consider the Q system developed by Talku-
dar et al. [18]. This system assists users in creating in-
tegration queries that span multiple data sources. To learn
user preference as to which query captures expectations, the
user supplies feedback by ordering result tuples returned by
different alternative queries. For example, consider two tu-
ples t1 and t2 retrieved by the alternative queries q1 and
q2, respectively. If the user judges that t1 meets the ex-
pectations better than t2, then t1 is ranked before t2. Us-
ing our model, such feedback can be specified as follows:
〈〈t1, t2〉, before, u, ranking〉. The vocabulary used for an-
notation, in this case, is composed of two terms before and
after.

Example 2.2. McCann et al. [15] developed a system that
informs schema matching by soliciting feedback from users.
As an example, consider a binary match 〈r1, r2〉 that as-
sociates the relations r1 and r2, and consider that the
user Anhai specified that such a match is incorrect. Us-
ing our model, such feedback can be specified as follows:
〈〈r1, r2〉, fp, Anhai, match correctness〉. Using the same
system, users can provide feedback that specifies (or con-
firms) the data type of a given attribute. For example, the
same user can confirm that the attribute fecha is of type
date, which can be described using our feedback model as
follows: 〈fecha, date, Anhai, type correctness〉.
Example 2.3. We showed in a previous work [2] that feed-
back can be used to annotate schema mappings with esti-
mates specifying the degree to which they meet user ex-
pectations. In doing so, a user annotates result tuples
that are retrieved using candidate mappings to populate
a given relation in the integration schema as true posi-
tives, false positives or false negatives. Consider a relation
r in the integration schema, a mapping m used to popu-
late r using data from the sources, and a tuple t of r

that is retrieved using m. The following feedback instance,
〈〈r, m, t〉, tp, Norman, tuple membership〉, specifies that t is
a true positive, i.e., that t is a member of r according to the
expectations of the user Norman. Using feedback instances of
the above form, candidate mappings for populating the ele-
ments of an integration schema can be annotated, selected
and refined [2].

Having illustrated how the model presented in this section
can be used to describe different kinds of feedback, we now
present operations that act on feedback instances of that
model with the goal of determining the validity of the feed-
back instances provided by users, and to increase the bene-
fits that can be derived from their use.

3. FEEDBACK INCONSISTENCY
Different users may have different requirements. Moreover,
the requirements of the same user may change over time.

176



Table 1: Kinds of feedback considered in the information integration literature.

Proposal Objects on which feedback is given Set of terms used for annotating objects

Alexe et al. [1]
an instance of a given schema and {‘yes’, ‘no’}

the instance obtained by its // used to comment on schema transformation

transformation into another schema

Belhajjame et al. [2]
a result tuple {‘true positive’, ‘false positive’, ‘false negative’}

an attribute and its value {‘true positive’, ‘false positive’, ‘false negative’}

Cao et al. [4]
a candidate query {‘true positive’, ‘false positive’}

a pair of candidate queries {‘before’, ‘after’} // used for ordering queries

Chai et al. [5] a view result tuple {‘insert’, ‘delete’, ‘update’}
Jeffery et al. [13] a mapping {‘true positive’, ‘false positive’}

McCann et al. [15]

a relation attribute set of attribute data types

two attributes of a given relation set of constraints

a match {‘true positive’, ‘false positive’}

Talkudar et al. [18]
a result tuple {‘true positive’, ‘false positive’}

a pair of result tuples {‘before’, ‘after’} // used for ordering results

In this section, we present an approach to detecting these
phenomena, viz. feedback inconsistency. The basic idea
is that if two users have different requirements, then this
difference may give rise to conflicts between the feedback
instances they supply. Similarly, if the requirements of a
given user changes over time, then this change may give
rise to inconsistency between feedback instances supplied at
different points in time. Given two feedback instances uf1
and uf2, we present rules that can be used to check whether
uf1 and uf2 are inconsistent.

We start by considering the case in which uf1 and uf2 an-
notate the same object. uf1 and uf2 are inconsistent if they
are of the same kind, and annotate the same object using
conflicting terms. Below is a rule that detects this type of
inconsistency.

1 inconsistent(uf1, uf2) : −
2 - uf1 and uf2 are of the same kind

3 uf1.type = uf2.type,
4 - uf1 and uf2 label the same object

5 uf1.obj = uf2.obj,
6 - using inconsistent annotation

7 uf1.type.conflictAnnotations(uf1.annot, uf2.annot)

Notice that the notion of inconsistency depends on the
kinds of feedback (line 7); in this respect, the function
conflictAnnotations() acts as an extensibility point. As
a proof of concept, we present below two definitions of this
function for two different kinds of feedback.

Example 3.1. Consider for example that feedback annotates
query tuples as true positives or false positives (e.g., [2]).
In this case, two terms are conflicting if they are different.
That is:

1 conflictAnnotations(c1, c2) : −

2 - The terms c1 and c2 are different

3 c1 6= c2

Example 3.2. Consider now that the feedback provided by
users uses terms taken from domain ontologies (e.g., [15]).
In this case, two concepts are conflicting if they are disjoint.
That is:

1 conflictAnnotations(c1, c2) : −
2 - The data types denoted by c1 and c2
3 - are disjoint

4 c1 u c2 = ⊥

The artifacts that constitute an information integration sys-
tem can be dependent on each other. Such dependencies
may give rise to constraints between feedback, more specif-
ically between the terms used to annotate dependent arti-
facts. If such constraints are not satisfied, then this results
in inconsistency between the feedback instances in question.
This form of inconsistency can be detected using the follow-
ing rule:

1 inconsistent(uf1, uf2) : −
2 - uf1 and uf2 are of the same kind

3 uf1.type = uf2.type,
4 - there is a pair of dependency and constraint

5 - 〈deptype, consttype〉 that are associated with

6 - the kind of feedback uf1.type
7 ∃ 〈deptype, consttype〉 ∈ uf1.type.getDepConstPair(),
8 - the objects annotated by uf1 and uf2 are

9 - related using the deptype dependency

10 dependent(uf1.obj, uf2.obj, deptype),
11 - the annotations assigned by the uf1 and uf2
12 - do not satisfy the consttype constraint

13 ¬constraint(uf1.annot, uf2.annot, consttype)
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where getDepConstPair() is a function that re-
turn pairs of dependency type and constraint type
that are associated with a given feedback type,
dependent(uf1.obj, uf2.obj, deptype) is a predicate
that is true if the objects uf1.obj and uf2.obj
are related by a dependency of type deptype, and
constraint(uf1.annot, uf2.annot, consttype) is a predi-
cate that is true if the constraint of type consttype holds
between the annotations uf1.annot and uf2.annot.

Example 3.3. As an example, consider the following feed-
back instances which annotate values of relation attributes
as true positives or false positives:

• uf = 〈〈r.att, v〉, tp, Norman, value membership〉 speci-
fies that the value v of the attribute att of the r rela-
tion is a true positive, and

• uf′ = 〈〈r′.att′, v〉, fp, Norman, value membership〉
specifies that the value v of the attribute att′ of the
r′ relation is a false positive.

Additionally, consider that there is a foreign key that links
the attribute att of r to the attribute att′ of r′. Given this,
we can deduce that uf and uf′ are inconsistent. Indeed, if
v is a true positive for the attribute att of r, then it should
also be a true positive for the attribute att′ of r′ given the
inclusion constraint implied by the foreign key. The predi-
cates dependent and constraint used for detecting incon-
sistencies of the above form can be defined as follows:

• dependent(uf1.obj, uf2.obj, ‘foreign key′) is true if
the attribute in uf1.obj is linked to the attribute in
uf2.obj using a foreign key, and the attribute values
in uf1.obj and uf2.obj are the same, and is false oth-
erwise.

• constraint(uf1.annot, uf2.annot, ‘tp inclusion′) is
false if uf1.annot takes the value tp and uf2.annot
takes the value fp, and is true otherwise. That is:

1 constraint(annot1, annot1, ‘tp_inclusion′) : −
2 ¬((annot1 = tp), (annot2 = fp)),

4. FEEDBACK VALIDITY
User requirements may change over time in which case previ-
ously acquired feedback may become invalid. In this section,
we specify the situations under which a feedback instance
can be stated to be valid or invalid.

We use the event calculus [14] as a formalism to define the
rules used to check the validity of user feedback. The event
calculus is a logic-based formalism that can be used to de-
duce the state of a given domain based on the events (ac-
tions) that have taken place. In the case of our analysis,
the main event is the fact that a user supplies a feedback
instance uf. We denote this event by supplyFeedback(uf).
In addition we consider the following predicates:

• exists(obj) is true if the object obj exists, and is false,
otherwise.

• valid(uf) is true if the feedback instance uf is valid,
and is false, otherwise.

• invalid(uf) is true if the feedback instance uf is in-
valid, and is false, otherwise.

• hasUnkownStatus(uf) is true if the status of uf is un-
known, and is false if uf is either valid or invalid.

Notice that the above predicates, exists(obj), valid(uf),
invalid(uf) and hasUnkownStatus(uf), are fluent: their
value is subject to change over time. As well as the above
predicates, we consider two predicates that are specific to the
event calculus, viz. holdsAt and happens. holdsAt(fl, t)
and happens(e, t) are used to check that a given fluent fl

holds at a given time point t and to check that a given
event e occurs at a given time point t, respectively. We will
now specify the cases in which a feedback instance is valid,
invalid or has unknown status.

We start by specifying the conditions under which a feed-
back instance uf1 is invalid. uf1 is invalid if there is a valid
feedback instance uf2 that is conflicting with and fresher
than uf1. This is because we consider that inconsistencies
in feedback emerge from changes in requirements, in which
case, uf1 reflects past requirements that have changed, and
as a result, is no longer valid. We formally define the rule
for identifying invalid feedback instances as follows:

1 holdsAt(invalid(uf1), t) : −
2 - uf1 was supplied by the user at a time point

3 - that is equal to or before t

4 happens(supplyFeedback(uf1), t1), t1 ≤ t,
5 - There exists a feedback instance uf2 that was

6 - supplied by the user at a time point that

7 - is equal to or less than t, and greater than t1
8 happens(supplyFeedback(uf2), t2), t1 < t2 ≤ t,
9 - uf2 is inconsistent with uf1,

10 - and is known to be valid at t

11 inconsistent(uf1, uf2), holdsAt(valid(uf2), t)

We now specify the conditions under which a feedback in-
stance uf1 is valid. uf1 is valid at the time point t if it
was supplied by the user before t, there is no conflicting
feedback instance uf2 that is fresher than uf1 and valid
at t, and the object uf1.obj on which feedback is given
exists at t. We do not consider feedback that was given
on an object that is no longer available. This is because
the non existence of the object in question may in certain
cases mean that the annotation given by the feedback is no
longer valid. To illustrate this, consider the following re-
lational table car(model, manufacturer), and consider that
the user gave a feedback instance uf annotating the tuple
〈Mini, Rover〉 as a true positive of the car relation. The
Mini manufacturer changed later on, and the tuple was up-
dated to car = 〈Mini, BMW〉. As a result of this update, the
feedback instance uf given previously is no longer valid. We
formally define the rule for identifying valid feedback in-
stances as follows:

1 holdsAt(valid(uf1), t) : −
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2 - uf1 was supplied by the user at a time point

3 - that is equal to or before t

4 happens(supplyFeedback(uf1), t1), t1 ≤ t,
5 - There is no valid feedback instance uf2 that

6 - is conflicting with and fresher than uf1
7 not (happens(supplyFeedback(uf2), t2),
8 inconsistent(uf1, uf2),
9 holdsAt(valid(uf2), t)), t1 < t2 ≤ t),
10 - The object that uf1 annotates exists at t

11 holdsAt(exists(uf1.obj), t).

Notice that the above rule is recursive. Specifically, the va-
lidity of the feedback instance uf1 is preconditioned by the
non existence of a valid feedback instance uf2 that is con-
flicting with and fresher than uf1.

There are situations in which we are unable to determine
whether a feedback instance is valid or invalid. This is the
case, for example, when the object on which feedback was
given, is no longer available. This is also the case if the
user supplies two inconsistent feedback instances at the same
time. (The latter case may be indicative of malicious be-
haviour of the user [15].) The status of a feedback instance
uf1 is unknown if it is neither valid nor invalid. That is:

1 holdsAt(hasUnkownStatus(uf1), t) : −
2 - uf1 was supplied by the user before t

3 happens(supplyFeedback(uf1), t1), t1 ≤ t,
4 - uf1 is not known to be valid at t

5 not holdsAt(valid(uf1), t),
6 - uf1 is not known to be invalid at t

7 not holdsAt(invalid(uf1), t).

Note that the above analysis on validity of user feedback
can be applied to feedback instances that are supplied by
the same user, or by a group of users that are known to
have the same requirements. This raises the question as to
how to determine whether a group of users have the same re-
quirements. In the following section, we show how clustering
techniques can be used for this purpose.

5. CLUSTERING USERS BASED ON
FEEDBACK

The users of an information integration system should have
the same (or similar) requirements to ensure the cohesion
of the feedback they provide. Checking the consistency of
the feedback provided by different users can be used as a
means for ensuring such cohesion. In this section, we explore
another technique that can be used for this purpose, namely
clustering.

Clustering is unsupervised classification [12]. We use this
technique to group users according to their requirements.
Specifically, given a set of users and their (partial) require-
ments, elicited through feedback, clustering is used to iden-
tify groups of users with similar requirements. Clustering
presents the following potential benefits:

• The feedback provided by the users within a cluster

can be used collectively, thereby improving the quality
of the integration system.

• Clustering may reveal that the users of an existing
information system have different requirements, and
therefore point out the need to create multiple infor-
mation integration systems to replace the existing one.

• Conversely, clustering may identify opportunities for
grouping the users of two or more information integra-
tion systems into a single group, if it turns out that
they have similar requirements.

• Clustering can also be used to identify outlier users
within an information integration system, i.e., users
that have different requirements from the rest of the
users.

As a proof of concept, we present in what follows an example
illustrating how users can be clustered according to their
requirements.

Example 5.1. Consider a set of users who would like to have
information about available proteins. Specifically, there is a
Protein relation in the integration schema that users wish to
query. Not all users have the same requirements, e.g., they
may be interested in proteins belonging to different species
or with different structures, motifs, etc. Clustering can be
used to identify groups of users with similar requirements
as to which tuples should populate the Protein relation.
There are many algorithms for clustering that are readily
available in the literature [12]. To make use of such algo-
rithms, however, we need to choose a pattern representation
for specifying user requirements, and a metric for measuring
the distance between user requirements. In what follows, we
present a pattern representation and a distance metric that
are suitable for the above clustering problem.

Pattern Representation. We specify a user’s requirements
with respect to the extent of the Protein relation using a
pair 〈E, UE〉, where E is the set of tuples that are expected
by the user, i.e., the tuples that the user annotated as true
positives or false negatives, and UE is the set of tuples that
are not expected by the user, i.e., the tuples that the user
annotated as false positives.

Distance metric. To define the distance between require-
ments, we start by defining the notion of similarity of re-
quirements. Consider two users u1 and u2. The larger the
overlap between the expected tuples of u1 and u2, i.e., E1
and E2, and the larger the overlap between their unexpected
tuples, UE1 and UE2, the more similar are their requirements
are. A similarity measure that captures this property can
be defined as follows:

sim(u1, u2) = we ×
|E1 ∩ E2|
|E1 ∪ E2|

+ wue ×
|UE1 ∩ UE2|
|UE1 ∪ UE2|

where we and wue are weights such that we + wue = 1. The

ratios |E1 ∩ E2|
|E1 ∪ E2|

and |UE1 ∩ UE2|
|UE1 ∪ UE2|

are known as the Jaccard
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coefficient [3]. The above similarity measure takes values
between 0 and 1, and the corresponding distance metric can
be defined as follows: dis(u1, u2) = 1 − sim(u1, u2).

Using the representation and distance function defined
above, we can group users of the Protein relation using ex-
isting clustering algorithms [3]. In what follows, we present
preliminary empirical results with synthetic data show how
such users can be clustered into groups using hierarchical
agglomerative clustering. Specifically, we consider the fol-
lowing setting. A set of 20 users, each of which provides
feedback instances identifying expected and unexpected tu-
ples of the Protein relation. Regarding the distance metric,
we consider that a feedback instance specifying an expected
tuple has the same weight as a feedback instance specifying
an unexpected tuple, i.e., we = wue = 0.5. To cluster users,
we use the hclust algorithm provided by the R statistical
framework1 for performing hierarchical clustering. Specifi-
cally, we run the following procedure:

1 For each user ui
2 Generate a set of feedback instances UFui
3 For each pair of users 〈ui, uj〉
4 Compute the distance between them

5 Log that distance in the distance matrix DM

6 Invoke the hclust program using as input DM

DM is a two-dimensional array that is used to log the dis-
tances, taken pairwise, of a set of users.

We run the above procedure by varying the size of overlap
in feedback instances between users. Specifically, we consid-
ered the following three scenarios:

1. The overlap in feedback instances between users is
small: less than 5 percent of the feedback instances
supplied by a given user overlap with the feedback in-
stances supplied by another user.

2. The overlap in feedback instances between users is sig-
nificant: 10 to 20 percent of the feedback instances
that are provided by a given user overlap with the
feedback instances supplied by another user.

3. The overlap in feedback instances between users is
large: 20 to 50 percent of the feedback instances that
are provided by a given user overlap with the feedback
instances supplied by another user.

Figures 1, 2 and 3 visualize the clustering results obtained in
each of the above scenarios using dendrograms. The users,
which are identified by integers, are listed along the x-axis
in an order that is convenient for showing the cluster struc-
ture. The y-axis measures inter-cluster distance. Consider,
for example, the users identified by the integers 13 and 17

in Figure 3. They are joined into the same cluster. The dis-
tance between them is 0.1, and no other users are separated
by a distance smaller than that value. Consider Figures 1, 2

1http://www.r-project.org

Figure 1: Clustering results when overlap in user
feedback is small

and 3 together. As expected, the comparison of three den-
drograms shows that the smaller the overlap between users
in terms of feedback, the poorer the quality of the cluster-
ing. Indeed, the intra-cluster distance is large when overlap
in feedback is small (Figure 1). A cluster, therefore, may
contain users with requirements that are significantly differ-
ent. On the other hand, the quality of clustering is better
when overlap in feedback is large. The intra-cluster dis-
tance is reduced (Figure 3), thereby yielding clusters that
join users with similar requirements.

The above example considers feedback instances of the same
kind. In practice, different kinds of feedback instances given
on different kinds of artifacts will be used to elicit user re-
quirements. We can use feedback propagation as a mecha-
nism to deal with the issue. The basic idea can be formu-
lated as follows: given a feedback instance uf annotating an
object of a given type, e.g., a mapping m, derive a feedback
instance uf′ annotating an object of another type, e.g., a
tuple t that is produced using the mapping m. Propagating
feedback may in certain situations be used for aggregating
feedback instances of different types.

Aggregation is also another means that can be explored
when feedback instances are of different kinds. As an exam-
ple, assume that we want to cluster users based on feedback
instances of different kinds. Using the approach described
above, we obtain a set of clusterings {C1, . . . , Cn}; Ci being
the clustering obtained using feedback instances of the ith
type. The obtained clusterings can then be aggregated to
produce a single clustering C that agrees as much as possi-
ble with the n clusterings [10]. We can do so, for example,
by creating a graph G, the vertices of which represent users,
and where the edges are weighted using the information pro-
vided by the clusterings C1, . . . , Cn. Specifically, the weight
of the edge 〈u1, u2〉 linking the users u1 and u2 is the fraction
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Figure 2: Clustering results when overlap in user
feedback is important

of clusterings in which the two users are placed in different
clusters. The cluster C is then obtained using a partition-
ing of the graph G that cuts as few as possible of the edges
with small weight, e.g., less than 0.5, and cuts as many as
possible of the edges with large weight, e.g., more than 0.5.
Multidimensional clustering algotithms, e.g., PCA, is an-
other means that can be explored for grouping users based
on feedback instances of different types [3], e.g., each dimen-
sion can be used to encode the user requirements that are
derived from feedback instances of a given kind.

As mentioned at the beginning of this section, clustering can
be used as a means for reducing the workload of individual
users in terms of the feedback they provide. We present
in the following section a technique that can be used for
automatically generating user feedback.

6. LEARNING FEEDBACK USING
COLLABORATIVE FILTERING

There are situations in which it is desirable to learn the re-
quirements of a given user. For example, a user may have
only partial knowledge of requirements, in which case, s/he
may not be in a position to provide feedback on given ar-
tifacts. Also, if a new user joins an information integration
system, then we may want to accelerate the requirement ac-
quisition process. In this section, we explore the use of col-
laborative filtering [16], a technology that is used for learn-
ing user preferences, to learn user feedback. Specifically, the
problem that we tackle can be formulated as follows. Given
a user u and an object obj of an information integration
system, predict the feedback uf that u would provide to an-
notate obj based on other users’ feedback. The underlying
assumption to our approach is that if two users have sim-
ilar requirements, then they are likely to provide the same

Figure 3: Clustering results when overlap in user
feedback is large

feedback on a given artifact.

Example 6.1. Assume, for example, that we would like to
know whether a given tuple t can be used to populate a re-
lation r of the integration schema in the conceptualization
of the user u. We can learn the feedback the user u would
provide to annotate t by using the feedback instances that
other users provided to annotate that tuple. Assume that
the users u1, . . . , un provided feedback instances annotating
t. The following formula computes a score, expected(t, u),
estimating the likelihood that t is expected and a score,
unexpected(t, u), estimating the likelihood that t is unex-
pected for u.

expected(t, u) =

Pi=n

i=1(sim(u, ui) × isExp(ui, t))

n

unexpected(t, u) =

Pi=n

i=1(sim(u, ui) × isUnexp(ui, t))

n

expected(t, u) and unexpected(t, u) are calculated as
weighted averages of the feedback given by other users where
the weights are the similarity scores between user require-
ments. sim() is the similarity measure defined in the previ-
ous section. isExp(ui, t) (resp. isUnexp(ui, t)) is a boolean
predicate that is true if the tuple t is expected (resp. unex-
pected) in the conceptualization of the user ui.

The operations that we presented for detecting inconsisten-
cies in feedback, clustering users and learning feedback op-
erate on feedback given on common objects. Therefore, the
results they produce may not be trustworthy when the set
of objects annotated by more than one feedback instance is
small. To improve the quality of the results produced by
the operations presented in this paper, we can take inspi-
ration from model-based collaborative filtering algorithms
[6]. Rather than making predictions based on items that are
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commonly annotated by users, model-based collaborative fil-
tering algorithms employ user annotations to derive, for each
user, a model characterizing his/her preferences. Predictions
are then made by matching those models. We can adopt a
similar approach. The issue here is, of course, which model
to adopt for synthesizing user requirements elicited through
feedback.

As an example, in our previous work [2], users provide feed-
back commenting on the membership of tuples to a relation
in the integration schema. If the set of tuples annotated
by more than one user is small then the operation we pre-
sented for learning feedback may not be able to generate
meaningful feedback.

Feedback that comments on tuple membership was used in
[2] to annotate schema mappings with metrics estimating
their precision and recall. Specifically, given R, a relational
table, and m, a mapping that is a candidate to populate R, the
precision of m given the feedback UFui supplied by the user ui
is defined as the ratio of the number of true positive tuples
returned by m to the sum of the number of true positive
tuples and the number of false positive tuples of m given the
feedback instances in UFui . Similarly, the recall of m is defined
as the ratio of the number of true positive tuples returned
by m to the sum of the number of true positive tuples and
the number of false negative tuples of m given UFui . That is:

Precision(m, UFui) =
|tp(m, UFui)|

|tp(m, UFui)| + |fp(m, UFui)|

Recall(m, UFui) =
|tp(m, UFui)|

|tp(m, UFui)| + |fn(m, UFui)|

where |s| denotes the magnitude of the set s, and tp(m, UFui),
fp(m, UFui) and tp(m, UFui) denote, respectively, the sets of
true positives, false positives and false negatives of m given
the feedback instances in UFui .

When overlaps between the sets of feedback instances pro-
vided by different users are small, the approach we described
for learning feedback is likely to be ineffective: predictions
will be made using little or no evidence, and as such are
likely to be inaccurate. To overcome this problem, we can
make use of the precision and recall estimates defined above
to learn feedback. Indeed, such estimates synthesize user
requirements as to the quality of the mapping used to pop-
ulate a given relation. Therefore, they can be used to com-
pare users’ requirements. Users with similar requirements
are likely to be associated with close estimates, and, con-
versely, users with different requirements are likely to be
associated with disparate estimates. Using such estimates,
we can therefore learn the feedback instance a given user ui
would provide to annotate a given tuple t by matching the
precision and recall estimates computed based on the feed-
back supplied by ui with the precision and recall estimates
computed for other users.

As well as collaborative learning techniques, feedback
can be inferred by exploiting available domain knowl-
edge. To illustrate this, consider the two following re-
lational tables Protein(name, accession, gene, pfam) and
ProteinFamily(id, desc) and consider a referential integrity

constraint specifying that a value of the attribute pfam of
the Protein relation is also a value of the attribute id of
the ProteinFamily relation. Consider now that the user
supplies a feedback instance specifying that PF05387 is an
expected value of the pfam attribute. Given the above in-
tegrity constraint, we can derive a feedback instance spec-
ifying that the value PF05387 is an expected value of the
id attribute. Likewise, if the user specifies that a given in-
stance is an unexpected value for the id attribute, then we
can derive a feedback instance specifying that such a value
is unexpected for the pfam attribute.

It is also worth mentioning that feedback provides partial in-
formation about user requirements. We cannot expect users
to provide feedback on every artifact. Instead, in most cases,
users will be willing to provide feedback on a small subset of
the objects they are presented with. Because of the scarcity
of the feedback, the results of the operations presented for
verifying the validity of feedback, clustering users and learn-
ing feedback may be wrong or misleading, e.g., an invalid
feedback instance may be found to be valid, or two users
with different requirements can be grouped into the same
cluster. This raises the question as to how to manage uncer-
tainty in the results produced by the operations given the
feedback used as input. A possible solution that can be ex-
plored consists in devising metrics, such as those adopted in
[8, 2], to estimate the degree to which the results of an op-
eration are correct based on the proportion of objects that
are annotated by feedback.

7. CONCLUSIONS
While it is recognised that user feedback can play a central
role in dealing with the difficulties underlying the construc-
tion and maintenance of information integration systems,
existing proposals, e.g., [2, 17, 4, 11], address specific inte-
gration sub-problems considering a specific kind of feedback
sought, in most cases from a single user, to annotate a spe-
cific kind of artifacts. We have shown in this paper that
treating feedback as a first class citizen presents several ad-
vantages. Specifically, we presented a straightforward model
for describing different kinds of feedback that have been con-
sidered in the information integration literature. We pro-
posed operations that can underpin the management of feed-
back within information integration systems, and that are
applicable to feedback instances of the model we proposed.
We illustrated through examples how such operations can be
used to maximize the benefits that can be derived from feed-
back compared with existing proposals. In particular, the
operations presented can be applied to feedback instances of
different kinds supplied by users with different and changing
requirements. We have presented preliminary solutions that
can be adopted in the realization of such operations. Fur-
thermore, we identified issues (and therefore research oppor-
tunities) that underlie feedback management in information
integration systems.
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ABSTRACT 

In economics, an externality is an indirect effect of consumption 

or production activity on agents other than the originator of such 

activity. We observe that internet is enabling the design of 

information services that become smarter more they are used 

because of the data generated in the process.  We give examples 

from web search to make the notion of data externality concrete 

and propose that thinking and designing for data externality could 

be an interesting direction for future data research. 

Categories and Subject Descriptors 

H.2.8 [Database Management]: Database Applications – Data 

Mining. H.3.3 [Information Storage and Retrieval]: Information 

Search and Retrieval – Search Process. H.3.5 [Information 

Storage and Retrieval]: Online Information Services – Web-

based services. 

General Terms 

Algorithms, Design, Economics, Human Factors  

Keywords 

Externality, Web Search, Health, Education 

1. INTRODUCTION 
Externalities are indirect effects of consumption or production 

activity, that is, effects on agents other than the originator of such 

activity which do not work through the price system [1].  A well-

known example of positive externality is the network effect - an 

individual buying a device that is interconnected in a network 

increases the usefulness of similar devices to other people who 

already have them without having to pay extra for this increase in 

their utility function.  

Internet is enabling the design of information services that 

become increasingly smarter more they are used by making use of 

the data which is generated as the users interact with the service.  

We call this positive spillover effect the data externality. 

However, every online information service does not automatically 

benefit from this effect. They need to be carefully engineered for 

them to exhibit positive data externality. Our view is that the data 

researchers can play pivotal role in the design and deployment of 

such information services. 

In order to make the discussion concrete, we first discuss data 

externality in web search.  Specifically, we describe two 

representative applications that have been designed with data 

externality in mind. We then consider two other areas – health and 

education – and suggest how data externality can be incorporated 

in these domains.  We conclude by outlining some research 

opportunities that data externality offers to us data researchers.  

2. SEARCH & DATA: VIRTUOUS CYCLE 
 

  

There exists a strong virtuous cycle between web search and user 

data.  As users pose search queries and click on search results, 

these queries and clicks are recorded by the search engine, which 

are then mined by the search engine to develop greater insights, 

which in turn help search engines provide better search results, 

leading to increased number of queries and clicks at the search 

engine.  The greater the number of queries and clicks a search 

engines sees, the better it can get in producing more relevant 

results.  We describe next two illustrative instances of this 

phenomenon. 

2.1 Ranking 
A key determinant of user satisfaction with search results is the 

quality of ranking.  A popular way of ranking web results is by 

employing a learning algorithm [2].  The performance of a 

learning algorithm critically depends on the quantity and quality 

of training data [3].  The training data for this purpose consists of 
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tuples of the form <q, d, l> where the label l is the relevance 

judgment assigned to the document d for a query q. The judgment 

can be on a multi-point scale, ranging from perfect to bad. For 

each training tuple, certain number of query independent features 

(e.g. static page rank of the document) as well as query dependent 

features (e.g. position of a query word in the title of the 

document) are computed, which are then used for training the 

learning algorithm. But this begs the question – how are the <q, d, 

l>  tuples generated in the first place? 

Queries used in the training data are sampled from the query log.  

Clearly, the larger the number of queries a search engine sees, the 

more representative will be the sample.  Trickier is the problem of 

obtaining labels for query-document pairs. Labels can be 

generated by employing human judges.  However, obtaining a 

large number of judgments, particularly when one is dealing with 

documents in multiple languages can be expensive and time 

consuming.  A more subtle issue is that the task of manual judging 

is not easy.  Consider the query, wink, and two documents: one 

that is the home page of the Winks statistical software and another 

that contains various emoticons. How would you judge them, 

when you do not know what was the intent of the query? 

The way out of this dilemma posited in [4] is to use the log of 

page impressions and documents clicked by various users for a 

given query and use this data for algorithmically generating 

labels.  The exact details of the algorithm are not important for the 

purposes of this paper.  The essential idea is to construct a per-

query preference graph in which documents constitute vertices 

and weights on edges between vertices correspond to estimated 

number of users who prefer one document over the other based on 

click frequencies. Labels are then assigned to vertices by cutting 

the graph into as many partitions as the desired number of labels 

in such a way that the difference in the weights of edges that agree 

with the labeling and those that disagree is maximized, and thus 

maximizing user satisfaction. In the general case, when the 

number of label classes is unlimited, the problem is NP-hard. 

However, optimal partitioning can be obtained in linear time for 

the two class problem and effective heuristics exist for the general 

case. 

Clearly, the key determinant of the effectiveness of the above 

procedure is the number of users using the search engine.  As the 

number of users posing queries and clicking on search results 

increases, the coverage and the quality of the labels improve, 

leading to better ranker and better search results. 

2.2 Diversity 
A simple search box into which the user can type whatever string 

the user thinks best describes the information user is looking for 

has become a universal interface and the simplicity of this 

interface has been a key factor contributing to the immense 

popularity of web search.  A consequence of this simplicity is that 

different users provide to the search engine the same query string 

even when they have very different information goals in mind. Joe 

might be looking for a hedge trimmer, whereas Dan might be 

looking for a beard trimmer, but both may ask the query – 

trimmers.  While the users asking them have unique intents, the 

intent of many queries looks ambiguous to the search engine.  

How can then the search engine best answer such queries? 

The approach taken in [5] is to diversify the search results so that 

the probability that an average user will find at least one relevant 

document in the retrieved result is maximized. Thus, a result page 

serves dual purpose - it offers relevant results for multiple intents 

of a given query and once the user has signaled a specific intent 

by a clicking on a document, further results take into account this 

disambiguation information. 

The problem is formalized as follows.  Given query q, a set of 

documents D, a probability distribution of categories for the query 

P(c|q), the quality values of the documents V(d|q,c), and an 

integer k, find a subset of documents S with |S| = k that maximizes 

P(S|q) = ∑c  P(c|q) (1 - ∏dϵS (1 – V(d|q,c))).  If V(d|q,c) were 

interpreted as the probability that document d satisfies a user that 

issues query q with the intended category c, then the product term 

signifies the probability that the set of documents in category c 

will all fail to satisfy and one minus that product equals the 

probability that some document will satisfy category c. Finally, 

summing up over all categories, weighted by P(c|q), gives the 

probability that the set of documents S satisfies the “average” user 

who issues query q. 

The general problem is NP-hard, but the objective function admits 

a submodularity structure that can be exploited for the 

implementation of a good approximation algorithm. Without 

going into details, the overall idea is to probabilistically classify 

queries and documents into taxonomy of intents and then use the 

analogy of marginal utility to determine whether to include more 

results for an already covered intent. The classification is done by 

analyzing the log of documents clicked by different users asking 

queries on the search engine [6].  Again, the quality of results 

improve as more and more satisfied users ask even more queries 

and click on results. 

3. BEYOND WEB SEARCH 
 

Having described illustrative applications where data externality 

is already playing a role, we next give some speculative 

applications of data externality. 

3.1 Health 
An emergent social phenomenon in healthcare is that individuals 

are starting to take charge of their own health and trying to avoid 

needing care in the first place [7]. The tools they use include 

everything from pedometers/accelerometers that monitor footsteps 

and motion, to sleep monitors, pulse and heart monitors, and 

glucose monitors. New systems have started to emerge that will 

allow people to record everything pertaining to their life and to 

store all these data in a digital archive, possibly in the cloud [8]. 

This unprecedented creation of user data can lead to large positive 

externalities. A simple example is the ability to create 

demographic specific height and weight charts for infants.1  

Similarly, it has been now determined that the optimum 

                                                                 

1 When our daughter was growing up, her (height, weight) point 

always fell way below the chart.  It was of very little comfort to 

me or my wife when we were told not to worry since the charts 

were developed for Caucasians. 

185



cholesterol level for Asian Indians is 150 mg/dL (much lower than 

200 mg/dL for Westerners) due to elevated levels of lipoprotein 

[9].   Such data-driven medical discoveries become feasible with 

the availability of archives of peoples’ digital diaries.  Of course, 

applications will have to be endowed with the right privacy and 

security capabilities for data sharing for such externalities to be 

realized.  

3.2 Education 
Quality of educational material plays a critical role in knowledge 

acquisition on part of students [10]. Consider an online learning 

setting in which the students are expected to take a multiple-

choice quiz to self-test their understanding of the section.  The 

scores for every question for every student are recorded.  This 

data can now be potentially used to identify those sections of the 

textbook that might be confusing, and hence merit rewriting. 

Postulate: Test score = f (student ability, clarity of material).  We 

have record of test scores for a large number of students.  

Techniques such as those described in [11] can now be applied to 

estimate the clarity of the material. For another research effort 

directed at improving the quality of textbooks through data 

mining, see [12]. 

4. RESEARCH OPPORTUNITIES 
We next sketch some research opportunities related to data 

externality. 

Architecting for data externality. It is in the nature of externalities 

that they have tipping points where there is general acceptance 

and near-universal usage.  Search engines are already seeing daily 

data rates in upwards of tens of terra bytes and the data rates are 

expected to continue to accelerate. Developing architectures for 

managing and handling such large data sets falls well within the 

purview of data researchers.  

Privacy, security, confidentiality, trust. Data externality requires 

technology support for responsible data custodianship, without 

which the system will come unglued [13].  While the progress on 

this crucial topic will require further exploration of many streams 

of ongoing research, it may also provide opportunity for new 

approaches.  For instance, an economic approach to privacy was 

hinted in [14, Section 7.2.4], which might be worth pursuing 

further. 

Data mining and learning at scale. There is need for exploration 

along couple of complementary dimensions: How to scale the 

current solutions to work on qualitatively larger datasets? Do 

some techniques that were not competitive in past become 

competitive with the availability of much more data? Do we need 

to develop altogether new techniques?  

Design principles.  How does one identify applications that could 

be amenable to data externality?  Are there general principles one 

must follow for taking advantage of data externality? How to 

ensure incentive compatibility between those providing data and 

those benefitting from data spillover? 

Intrinsic value of data. The primary way the information services 

based on data externality become economically viable is from the 

value extracted by analyzing the spilled over data.  It behooves 

then to think through how one can quantify the value of a 

collection of data or when can we say that one collection is more 

valuable than the other.   This is terra incognita. 

5. CONCLUSIONS 
Information services developed to consciously take advantage of 

data externality is a relatively recent phenomenon.  By definition, 

these services are data-intensive in nature.  Most of them have 

been developed as one-ofs.  Finding common abstractions, 

developing general algorithms, and architecting systems for 

supporting such services could constitute an exciting research 

agenda for data researchers. 
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ABSTRACT
One of the key tenets of database system design is making efficient
use of storage and memory resources. However, existing database
system implementations are actually extremely wasteful of such
resources; for example, most systems leave a great deal of empty
space in tuples, index pages, and data pages, and spend many
CPU cycles reading cold records from disk that are never used.
In this paper, we identify a number of such sources of waste, and
present a series of techniques that limit this waste (e.g., forcing
better memory locality for hot data and using empty space in index
pages to cache popular tuples) without substantially complicating
interfaces or system design. We show that these techniques
effectively reduce memory requirements for real scenarios from
the Wikipedia database (by up to 17.8×) while increasing query
performance (by up to 8×).

1. INTRODUCTION
One of the core tenets of good database design is that resources,

especially RAM and disk bandwidth, should be used efficiently.
DBMS designers have used a number of techniques to optimize
hardware utilization, such as keeping hot tuples in the buffer pool,
and performing sequential access to the disk whenever possible.
Every bit of memory or bandwidth used to fetch or store data that
is not needed is a bit lost.

Despite this fact, many database implementations do a poor
job of using these precious memory resources. For example, the
typical index fill factors have been shown to be around 68% [10],
and this figure can get much worse in the face of updates and
deletes [6]. This 32% of space left unused is the product of a
conscious design decision aimed at reducing expensive node split
operations. Nonetheless, since index sizes often rival the size of
the tables themselves, this is a very significant amount of memory
dedicated to storing absolutely nothing.

Another example results from the use of fixed-size pages, which
need to be read in their entirety just to fetch a single tuple. If
the other tuples on a page are not needed, most of this I/O is
completely wasted. Using a workload trace from Wikipedia, we
found that 99% of accesses to Wikipedia’s revision table, which
stores metadata about article revisions, are focused on the 5% of
tuples that represent the latest revision of the articles. The index
clustering used in Wikipedia leads to heap pages that contain as
little as 2% of frequently queried data.

A third example of waste has to do with inefficient encoding of
data. This can arise due to poor choices in physical representation
(e.g., a string representation for an integer, using bytes to store
booleans or lack of compression) or semantic decisions (e.g.,
storing full timestamps when the application only requests years).
We performed an analysis of tables on multiple databases and
found between 16% to 83% of waste due to inefficient physical
encoding.

In this paper, we describe these and several other examples
of database system resource waste in more detail, and propose a

number of solutions to these problems, including:
1. A technique to deal with the problem of wasted space in

index pages, that “recycles” this space, using it as a cache for
hot data. We show that the performance benefit we obtain
on a substantial class of queries from the actual Wikipedia
workload can be orders of magnitude higher, and that this
technique can be implemented in a way that doesn’t change
index APIs or increase system complexity.

2. A technique to deal with the problem of cold tuples polluting
pages containing hot data, that clusters commonly accessed
tuples together, improving performance a factor of 6 while
reducing total index sizes a factor of 19.

3. Analysis techniques that deal with the problem of encoding
waste by identifying the most efficient type for a given
column, and treating the programmer-supplied type merely
as a declarative “hint” rather than an actual storage type.
Additionally, we suggest ways to eliminate redundant data
and to exploit ID fields by embedding semantic information
in the values.

In summary, various artifacts of database system implemen-
tations, and poor user choices account for significant amounts
of wasted storage in databases today. We believe there is a
huge opportunity for research that i) optimizes DBMS structures
and policies in a workload-specific manner, ii) empowers users
with tools that automate waste detection and, iii) performs auto-
matic space allocation and layout tuning. Work on self tuning
databases [2] that reorganize column layouts [5], select optimal
indexes [3], and calculate optimal database knobs [9] are high level
optimizations in the right direction, however there is still ample
opportunity at every level of the DBMS architecture, as we will
illustrate in the rest of this paper.

This paper presents our vision to improve resource utilization
in databases; as such, many of our experiments are simplified or
incomplete—we plan to further extend this analysis in the future.

2. UNUSED SPACE
Unused space is defined as waste due to bytes that are allocated

on disk or in RAM but do not contain data. Such waste is often
allocated or reserved for expected data writes in the future, or as
the result of poor data placement policies. We present one possible
way to reuse this waste as it occurs in B+Tree pages.

2.1 Index Caches
The average fill factor of B+tree index pages is 68% [10]. In

practice, real implementations are often substantially less – for
example, in a frequently updated database for our CarTel (http:
//cartel.csail.mit.edu) research project, the fill factor
is only 45%. The waste could be eliminated by compacting the
pages with a fill factor of 100%, which would benefit read-only
workloads, but lead to excessive node splits and result in low
utilization of those pages in the presence of inserts. We want a
way to use this space as a cache (that can be overwritten when the
space is needed to store legitimate index contents); we describe
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such a scheme in the rest of this section.

B+tree leaf nodes often store tuple pointers rather than physical
tuple data, requiring an additional page access to retrieve the
associated data page. In OLTP workloads, if the page access
necessitates an additional disk I/O, the overhead can be substantial.
By caching some tuples’ data in their corresponding index leaf
pages, the index can be used to directly answer queries, which
makes use of unused space and avoids following pointers from
leaf pages. We show experiments that suggest this can lead to
substantial performance improvements on a trace of the Wikipedia
workload without substantially complicating the index API or
implementation.

As an alternative to a caching-based approach, one could
imagine using covering indexes (i.e., adding all of the fields used
in any query to the index key), which can also avoid accessing the
heap to answer queries. However, covering indices still store cold
data, waste space and bloat the index size, which wastes more total
bytes, and increases pressure on RAM.

2.1.1 Cache Overview
The index cache stores field values of the most frequently

accessed tuples in the index leaf pages, without introducing
any disk I/O overhead. Most importantly, we preserve existing
index maintenance algorithms and piggy-back off normal query
processing to perform cache maintenance.

To simplify the discussion, we assume that the index keys and
the tuples are fixed length. Metadata about the field lengths is
stored on the index’s metadata page in memory. The typical
index page layout (Figure 1) consists of a fixed size page header
and footer, a region of index key values, and a logically ordered
directory of small fixed size pointers to the keys. The data and
directory start from the high and low areas of the page and grow
towards the center, and the page header stores pointers to the start
and end of the free space, which is used as the cache store.

The cache space is split into slots where the beginning of each
slot is aligned to the cache entry size (e.g., if the item size is 25
bytes, then the start of each slot is a multiple of 25). A slot either
contains data or is zeroed out. Items begin with the tuple id to
identify the data, followed by the field values.

When an index page is read during a lookup for a tuple with
id t, we scan the cache slots for a cached version of t. Queries
that project a subset of the index key and the cached fields can be
answered without retrieving the data pages from the buffer pool,
or worse, from disk (e.g., if the query projects A,B,C, the index
key is A, B, and we cache C.) On a cache miss, we construct and
insert the new cache item into the cache of the index leaf page
that references the tuple, possibly evicting an existing item from
that page’s cache has not been accessed recently. In order to not
introduce additional disk I/O, cache modifications do not dirty the
page.

We avoid impacting existing index operations by allowing key
inserts to freely overwrite the periphery of the cache space at any
time. Thus it is important to keep hot items in the interior of the
free space, where they will be overwritten last. It is possible to
calculate the most stable location, S, as a function of (ignoring
fixed size headers and footers) the index key size K, directory

pointer size D, and page size P : S = K
K+D

× P
The cache is logically split into buckets of N slots each. When

an item is first inserted, it is placed in a random free slot, or if
no slots are free, evicts a random item in a peripheral bucket. On
a lookup, we swap the item with a random entry in the adjacent
bucket closer to S. This way, when the key and directory regions
expand, the least accessed cache items are overwritten first.

2.1.2 Efficient Consistency Enforcement
So far, we have described how to read and populate the index

cache. We now briefly outline an efficient index cache invalidation
scheme to handle system crashes and modifications to a field
whose cache page has been stolen. To support full index invalida-
tion, we add a cache sequence number to each index page header
(CSNp), and maintain a global CSN for the index (CSNidx). By
preserving the invariants that 1) CSNp <= CSNidx and 2) a
page cache is only valid if CSNp = CSNidx, we can efficiently
invalidate the entire cache by incrementing CSNidx. Although
this guarantees correctness, it is inefficient to invalidate the entire
index on update queries. Instead, we create and store predicates
that uniquely identify the updated tuples and append them to an
in-memory log. When an index page is read during normal query
execution, we zero the cache space if any predicates match keys
in the page. If the list grows above a threshold, we can increment
CSNidx and clear the list. Finding a way to efficiently index and
search these predicates is an area for future work.

2.1.3 Latching
One point of concern is that we are turning every index leaf

page read into a write, which may introduce higher lock/latch
contention. Fortunately, normal index operations can freely
overwrite the cache, so we only need to acquire short term latches
for the duration of the cache writes. Additionally, we can give up
a write operation if the latch is not immediately available.

2.1.4 Performance
In an analysis of Wikipedia, we found that the most popular

class (40%) of queries accesses the page table using the name_title
index, which uses a composite key of (namespace id, page title),
and projects up to 4 additional fields. The index contains 360 MB
of key data and, assuming that the index is 68% full and all 4
fields are cached (25 bytes/cache item), the index can store up to
7.9 million cache items – representing over 70% of the tuples in
the page table and allowing us to answer nearly all of these queries
through the index (due to skew in the page access).

We ran a simulation to study how the hit rate varies with
the cache size using a zipfian distribution similar to Wikipedia
(α = .5) and found that the swapping based cache management
algorithm exhibits high hit rates (Figure 2(a)). Each point is the
average hit rate after 100k lookups and the x-axis is the percentage
of the items that the cache can hold (which will vary depending
on the tuple size and index fill factor). We compare Swap,
which simulates a read-only workload that does not overwrite the
index cache (constant cache size), and Shrink, which simulates
a read/insert workload that overwrites half of the index cache at a
constant rate over the duration of the experiment. Swap exceeds
90% hit rate when the cache size is only 25% of the table. Shrink
only reduces the hit rate by 5%, showing that swapping effectively
moves hot items towards the middle.

Figure 2(b) is a micro-benchmark that illustrates the perfor-
mance benefits of index caching over a random lookup distribu-
tion. We assume that the index is fully in memory, and simulate
the index and buffer pool using large in-memory arrays. An index
cache miss must access a random page in the buffer pool, and
a buffer pool miss must read a page from an on-disk file. We
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Figure 2: Index caching experiments

measure the performance improvement as the index cache (x-axis)
and buffer pool (lines) hit rates vary from 0 to 100%. Different
lines show what happens with increasing buffer pool hit rates. The
hit rate depends on the available RAM for the buffer pool, as well
as the sizes of the data pages and working set. Higher buffer pool
hit rates, unsurprisingly, lead to better performance. The x-axis
shows what happens as the hit rate of our index cache increases
— higher cache hit rates substantially improve performance as we
avoid both the memory access to the buffer pool as well as the
additional disk I/O in the event that the data page is not in the
buffer pool. Thus, even with when the dataset fully fits in memory
(100% buffer pool hit rate), we still see a 2.7× improvement in
performance by avoiding the additional memory accesses to pages
in the buffer pool. We measured the index cache hit rate for our
subset of the Wikipedia workload to be above 90%, suggesting that
Wikipedia should see query performance gains of up to several
orders of magnitude by employing this technique.

Figure 2(c) extends the previous experiment to illustrate the
overhead of using index caching. We assume the buffer pool hit
rate is 100% and see that index caching has 0.3us of overhead,
which disappears when the cache hit rate exceeds 35%, and
ultimately outperforms nocache by 2.7×.

In our experiments, we hand picked the fields to cache in the
index and discovered a number of useful heuristics for selecting
these fields. First, the fields should be stable (i.e., rarely updated).
Updates must access the updated field values in the heap tuple,
so frequently updated fields do not benefit from index caching.
Second, the cached fields should be chosen to fully answer a large
class of queries. We found that over 40% of Wikipedia queries can
be directly answered through an index cache on 4 attributes. These
heuristics are at odds with each other, so the optimal choice of
fields to cache is dependent on the workload, and is an interesting
direction for future work.

2.2 Additional Directions
There are many other types of data that might be cached in index

pages, for example: statistics, pre-computed query results, or other
index pages are all options. In addition, these same concepts can
be applied to data pages as well. For example, data pages can
cache the results of foreign key joins, to avoid additional disk
accesses for join queries. More ambitiously, if a data page is
consistently read during the execution of a complex join query,
caching the query results can offer substantial query performance
improvements.

3. LOCALITY WASTE
We define locality waste as waste due to ineffective placement

of data. A common example is when a full tuple must be read
into memory even though the query only accesses a small subset
of the fields. Equally wasteful is when cold tuples are read into
memory only because they are co-located near a single hot tuple

(e.g., on the same page). In this section we provide an example of
access frequency based horizontal partitioning that improves query
lookups in Wikipedia’s revision table by over 8×, and sketch an
improvement to index caching in update intensive scenarios using
vertical partitioning.

3.1 Horizontal Partitioning
The first form of locality waste we discuss results from hot and

cold tuples being co-located on the same data page. This occurs
when the tuple placement strategy (e.g., append to table) does not
match the access patterns. We argue for clustering and partitioning
tables by access pattern rather than by range or hash partitioning.
This is particularly beneficial for lookup based workloads that
access a small set of hot tuples distributed throughout the table.

For example, Wikipedia’s revision table stores a tuple for every
new page revision; each tuple contains a unique revision ID, the
page ID, a pointer to the text content, and several additional fields.
99.9% of page requests access the 5% of the tuples that represent
the most recent revisions for each page; however, these hot tuples
are scattered throughout the table, with as few as one hot tuple per
data page (2% utilization). Hash and range partitioning are not
possible because the access frequency is not related to any field
values.

Figure 3 shows the possible performance benefits of access
based clustering on Wikipedia’s revision table. Our clustering
algorithm relocates hot tuples by deleting then appending them
to the end of the table. The 0%, 54%, and 100% curves vary the
percentage of hot tuples that are clustered while the Partition
curve additionally creates a separate partition for the hot tuples.
The workload is derived from 10% of 2 hours of Wikipedia’s
Apache logs. Lookup performance improved by 1.8× after
clustering 54% of the hot tuples (2% of the table), and by 2.15×
after clustering all hot tuples. Creating a partition for hot tuples
reduces query costs by 8.4×. The reason partitioning has such a
profound impact is that reducing the index size from 27.1 GB for
the full table to 1.4 GB for the hot partition allows the entire index
to fit in RAM.

The properties of the workload dictate how to identify hot tuples
and move tuples between the hot and cold partitions. In Wikipedia,
hot revision tuples are those that are pointed to from the page table,
so newly inserted revision tuples can replace the previously hot
tuple for the same page, which is then moved to the cold partition
(note that this does require updating foreign key pointers and/or
using forwarding tables to redirect queries using old ids to the new
tuples). Other applications may have different policies, or require
automated tools to keep track of access patterns.

3.2 Vertical Partitioning
Just as horizontal partitioning reduces locality waste, vertical

partitioning can also be used to improve database performance [1,
7] and maximize memory utilization. For example, separating
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the cached fields from the uncached fields can complement in-
dex caching by minimizing the amount of redundant data read
into memory when queries access fields not found in the index.
Additionally, splitting the table based on the field update rate
can increase the write density per page. Weighing the benefit of
vertical partitioning against cost of merging the partitions together
makes makes this problem non-trivial and interesting.

4. ENCODING WASTE
We define encoding waste as waste stemming from data that is

inefficiently represented. This can be due to using inappropriate
field types (strings for int values), poor compression, or more
generally, storing data at a higher semantic granularity than what
the application expects. For example, if the application stores
timestamp values yet only expects years then the field contains
encoding waste. In this section, we revisit the process of schema
definitions and present techniques that exploit the semantic infor-
mation in fields.

4.1 Automated Schema Optimization
Column values can be analyzed to understand the typical value

range or the content properties (e.g., only numerical strings) and
compare them against the declared types in the schema. Similarly,
large fields that are either never accessed or only projected or
accessed through equality predicates are good candidates for
compression.

We analyzed several of the largest tables in the Cartel and
Wikipedia databases and found that they can all reduce their phys-
ical encoding waste by 16% to 83% through simple techniques.
For example, Wikipedia’s revision table uses a 14 byte string to
represent a timestamp that can easily be encoded into a 4 byte
timestamp. Most commonly, we found a large number of int fields
that store small value ranges which can easily be encoded in 8,
or even 4 bits. Although individually small optimizations, the
total amounted to over 23.5 GB (20%) of waste in the tables we
inspected. Removing these unused bits increases the data density
and consequently improves query execution performance.

We argue that schema type definitions should be treated as
hints rather than hard constraints. Schemas are typically designed
before the application is built when the workload is unclear. At this
stage, it is safer to over-allocate space. However, as the database
grows, the need for performance tuning, and the knowledge of field
values and allocation requirements grows. At this point, automated
tools can infer true field types and value distributions to modify
internal field definitions and minimize encoding waste, or suggest
these optimizations to the user.

4.2 Semantic IDs
The value of ID fields is often emantically meaningless to the

application, other than as a unique identifier. In other words,
the uniqueness, not the value, is important to the application.
For example, Wikipedia and many applications that use object-
relational-mapping (ORM) layers define an AUTO_INCREMENT
primary key field for each table with such properties. Similarly,
fields such as version number are used to induce order for a unique

entity, whereas the actual value is inconsequential.
One response to this waste is reduction. Fields can be reduced

if proxies exist whose values exhibit the same properties that
the application expects. For example, ID fields representing
uniqueness can be eliminated and the tuple’s physical address can
be used as a proxy. Column stores already infer the id using the
tuple offset [8]. More generally, if there is a functional dependency
X → Y and the semantic properties of Y can be directly inferred
from X, then Y can be dropped.

The second response is to exploit the semantic opaqueness of
primary ID fields and reassign the value to improve database per-
formance. We propose embedding partition information directly in
the ID field as a mechanism to implement the policy described in
Section 3.1. If the data is clustered on the ID field, then simply
updating the ID value is enough to physically move the tuple.
Otherwise, the hot tuples can be shuffled to the end of the table
by transactionally deleting and inserting the tuples.

This same idea can be applied to simplify query routing in
distributed partitioned databases. Recent database partitioning
work [4] attempts to find a partitioning that minimize the number
of distributed transactions for a given workload. Unfortunately,
this may require data placement at a per-tuple level, which
necessitates a large routing table that maps tuple IDs to their
physical location. Such tables can easily become a resource and
performance bottleneck and limit the scalability of the routing
infrastructure. Embedding a tuple’s physical location in its ID
alleviates this bottleneck and we believe it is an exciting area of
future work.

5. CONCLUSIONS
In this paper, we highlighted three classes of waste in modern

database systems—unused space, locality waste, and encoding
waste. We suggested several techniques that have the potential
to reduce or reuse this waste to dramatic effect. In particular,
we proposed access-based horizontal partitioning, which groups
hot tuples together, and index caching, which reuses unused space
in B+Tree indexes, and showed that they can result in order-of-
magnitude efficiency gains. In addition, we introduced the ideas
of interpreting the schema as a layout hint, dropping implicit fields,
and embedding information in fields based on application-level
semantics. The encouraging results we obtained suggest that it
may be time to revisit canonical designs (e.g., B+Trees with a 68%
fill factor) in favor of more efficient ones, especially when (as we
have shown) this efficiency can be obtained without impacting API
or UI complexity.
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ABSTRACT
The database community has provided excellent frameworks
for efficient querying and online transaction or analytical
processing. The main assumption underlying most of these
frameworks is that there is no uncertainty regarding the
stored data. However, in recent years, many important
applications have emerged that need to manage noisy, cor-
rupted, or incomplete data. This includes, e.g., anonymized
data, data derived from sensor systems, or data from
information extraction and integration systems. For such
applications the assumption of logical consistency may not
be valid and needs to be revised. In particular, techniques
like probabilistic modelling and statistical inference may be
necessary to be able to draw meaningful conclusions from
the underlying data.

This paper presents DBrev, a hypothetical, intelligent
database system for managing large quantities of data that
involves uncertainty. We explain the main features of
DBrev based on the scenario of information extraction and
integration. We point out research challenges that need to
be tackled and discuss a new set of assumptions that future
database management frameworks need to build on.

1. INTRODUCTION
For many decades the Database (DB) community has

focused on applications involving data that is not subject
to uncertainty or where the uncertainty can be ignored
or managed outside of the database. Such applications
include accounting, payroll, inventory, etc. However, for a
wide variety of recently emerged applications, uncertainty is
abundant and unavoidable: in many applications, measure-
ment reading from sensors can be corrupted, noisy or involve
missing data; in applications dealing with anonymized data,
uncertainty is part of the ambiguity arising from missing
values in the data; and most prominently, in information
extraction and integration, uncertainty comes from the im-
perfect automatic extraction and disambiguation techniques
or from unreliable sources. It is widely recognized by the
DB community that the capabilities and the relational-
algebraic models offered by state-of-the-art DB management
systems are not sufficient for applications such as the above
[16, 17, 10, 15, 19]. Rather, for such applications, there
is a need for DB systems that can automatically quantify
uncertainty, resolve inconsistencies, and provide means for
ranked retrieval and knowledge discovery for the stored data

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, provided
that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA.

based on uncertainty. The main problems that such a system
should be able to deal with are:

Provenance The system needs to be able to reason about
the derivation process and the validity of the stored
data, as well as about the reliability of the data
sources.

Context Awareness The system needs to keep track of
the context in which data is valid. This may involve
inferring entities and categories from the data, as
well as reasoning about temporal, spatial and other
relevant context.

Ambiguity The system needs to maintain different
context-dependent interpretations of data and support
the disambiguation process at query time. This
may involve inferring probabilities over interpreta-
tions, depending on context, and possibly notions of
statistically inferred semantic similarity.

Consistency The system needs to maintain consistency
beyond logical integrity constraints. This includes
more complex (first-order logic) inference rules on
the one hand and the handling of soft, probabilistic
constraints on the other.

Searching and Ranking The system needs to provide
ranked retrieval and knowledge discovery mechanisms
that can quickly adapt to the search context, prefer-
ences, and needs of the user.

The above problems have been addressed in isolation by
different communities, e.g, Databases, Machine Learning,
Information Retrieval, etc., and can be approached by
current techniques. However, addressing and solving them
simultaneously in an integrated system is, from our point
of view, an extremely challenging (and hence “outrageous”)
endeavor. The fundamental problem is to build the sys-
tem on a framework for representing and updating beliefs
under uncertainty. A promising candidate framework is
probabilistic reasoning. Unfortunately, the scalable models
used in state-of-the-art DB systems draw from first-order
logic and are not designed to deal with probabilities. The
Statistical Machine Learning (SML) community has given
rise to comprehensive probabilistic reasoning models [20, 21,
22, 19], but these often still suffer from scalability issues.
Jaynes’ interpretation of probability theory as an extension
of logic under uncertainty [21] points towards the common-
alities of the DB and the SML communities. In this paper,
we hypothetically join these two research avenues with the
one of Information Retrieval, and present our dream system,
DBrev, as their synergetic yield. As an example, we explain
how DBrev helps constructing and maintaining large-scale
knowledge bases containing billions of entity-relationship-
entity triples (statements) extracted from the Web and
other sources. DBrev enables probabilistic reasoning and
provides ranked retrieval and knowledge discovery over the
stored knowledge. In order to mitigate the uncertainty
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inherent to information extraction and integration, DBrev
aggregates statistics about different sources of evidence for
the extracted triples, such as Web pages, extraction tools,
Web 2.0 users, who may give feedback on the extracted
triples, etc.

2. RELATED WORK
The main theoretical frameworks for combining the rela-

tional data representation with probabilistic reasoning are
the Probabilistic Database Model and Statistical Relational
Learning

Probabilistic Database Model (PDM) The PDM [16, 17,
10, 15] can be viewed as a generalization of the relational
model which captures uncertainty with respect to the
existence of database tuples (also known as tuple semantics)
or to the values of database attributes (also known as
attribute semantics). In the tuple semantics, the main
assumption is that the existence of a tuple is independent of
the existence of other tuples. Given a database consisting
of a single table, the number of possible worlds (i.e. pos-
sible database instances) is 2n, where n is the maximum
number of the tuples in the table. Each possible world is
associated with a probability which can be derived from
the existence probabilities of the single tuples and from
the independence assumption. In the attribute semantics,
the existence of tuples is certain, whereas the values of
attributes are uncertain. Again, the main assumption in this
semantics is that the values attributes take are independent
of each other. Each attribute is associated with a discrete
probability distribution over the possible values it can take.
Consequently, the attribute semantics is more expressive
than the tuple-level semantics, since in general tuple-level
uncertainty can be converted into attribute-level uncertainty
by adding one more (Boolean) attribute. Both semantics
could also be used in combination, however, the number of
possible worlds would be much larger, and deriving complete
probabilistic representations would be very costly. So far,
there exists no formal semantics for continuous attribute
values [16]. Another major disadvantage of PDMs is that
they build on rigid and restrictive independence assumptions
which cannot easily model correlations among tuples or
attributes [10, 12, 19]. Such correlations, however, may
be dictated by the application or domain at hand, and the
underlying system has to provide a flexible framework to
define and represent them.

Statistical Relational Learning (SRL) SRL models [12]
are concerned with domains that exhibit uncertainty and
relational structure. They combine a subset of relational cal-
culus (first-order logic) with probabilistic graphical models,
such as Bayesian or Markov networks to model uncertainty.
These models can capture both, the tuple and the attribute
semantics from the PDM and can represent correlations
between relational tuples or attributes in a natural way
[10]. More ambitious models in this realm are Markov Logic
Networks [8, 19], Multi-Entity Bayesian Networks [13] and
Probabilistic Relational Models [11]. Some of these models
(e.g., [8, 13]) aim at exploiting the whole expressive power
of first-order logic. While [8] represent the formalism of
first-order logic by factor graphs, [11] and [13] deal with
Bayesian networks applied to first-order logic. Usually,
(approximate) inference in such models is performed using
standard techniques such as belief propagation or Gibbs
sampling. In order to avoid complex computations, [6,
7] propose the technique of lifted inference, which avoids
materializing all objects in the domain by creating all
possible groundings of the logical clauses. Although lifted
inference can be more efficient than standard inference on
these kinds of models, it is not clear whether they can be
trivially lifted (see [9]). Hence, very often these models
fall prey to high complexity when applied to practical
cases. However, despite the complexity of probabilistic
frameworks that build on graphical models, we think that
future database systems can considerably benefit from light-
weight graphical models for probabilistic reasoning, such as

the ones presented in [14, 23].
Ranked Retrieval and Knowledge Discovery Finally, [4]

and the references therein present approaches for combining
Information Retrieval and Knowledge Discovery with cur-
rent DB technology. Although the approaches discussed go
a long way, they are rather static in nature by disregarding
online updates of the data, which are inherent to many
modern knowledge-oriented frameworks and applications,
such as life-long information extraction [5], sensor networks
and signal processing, etc. Most importantly, their frame-
works do not consider holistic reasoning models for handling
uncertainty.

3. DBREV
We illustrate the functionality of DBrev in the context of

the management of information extracted from the Web.
The system is continuously supplied with triples of the
form <entity, relationship, entity>, where each triple comes
with other metadata such as the URLs of Web pages from
which it was extracted as well as temporal and/or spatial
information about its validity (when available). In addition,
DBrev continuously integrates implicit user feedback about
the triples it contains; the feedback may be collected from
an online game about encyclopedic knowledge or from users
of Amazon’s Mechanical Turk. The main tasks DBrev has
to deal with are described in the following.

3.1 Data Provenance
The problem of data provenance (also known as the lin-

eage problem) is closely related to the problem of database
curation, which is an open problem in the presence of
multiple information sources [16]. The idea is to trace
the data derivation process back to the sources in order
to guarantee data quality or to detect reasons for possible
data inconsistencies. In probabilistic databases the lineage is
handled by means of Boolean constraints on the tuples (e.g.,
c-tables [25]), which represent the set of possible worlds in
which the tuples are true. In contrast, DBrev can compute
the joint probability distribution over all possible worlds.
Consequently, for any subset of triples, DBrev can return
the maximum a posteriori assignment that maximizes their
joint probability. Note that the triples can be related to each
other through the sources they come from. Hence, DBrev
constructs factor graphs in which the truth value of the triple
is constrained by factors that relate it to variables quanti-
fying the reliability of sources. This way the information
sources become first-class citizens in DBrev. Furthermore,
there can be other logical dependencies between the triples,
such as dependencies concerning temporal and/or spatial
dependencies [26]. These dependencies are translated into
factor graphs as well, which are then integrated into the
above factor graph. Consequently, they are handled as
(soft) probabilistic constraints within the same reasoning
framework (see Subsection 3.3). Efficient message passing
on the factor graph corroborates the evidence and quantifies
the uncertainty.

For example, consider the triple <MichaelJackson,
diedOn, 25-07-2009>. This triple could have been extracted
from many different news pages and also from encyclope-
dic pages, such as Wikipedia. From a few other pages
(e.g. www.michaeljacksonsightings.com), an extraction
system could have extracted the triple <MichaelJackson,
seenIn, Cambridgeshire(UK)> together with the temporal
information ‘2010-03-08’1. In this case the corrobora-
tion process exploits temporal reasoning to decrease the
truth value of the latter triple and the trust in www.
michaeljacksonsightings.com. Note that the probabilistic
corroboration problem is very subtle, as the truth values
of triples and the trustworthiness of information sources

1In DBrev, temporal and spatial information about triples
are represented by means of triple reification (see RDF
Semantics at http://www.w3.org/TR/rdf-mt/).
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are not necessarily determined by “majority voting” (e.g.
by the number of Web pages or people who claim some-
thing, see also [23]). For example, if we corroborate
user feedback about the triple <BarackObama, hasWon,
GrammyAward> then a “majority voting” paradigm might
fail since the majority of users may not know that Obama
did indeed win the Grammy Award.

3.2 Ambiguity and Context Awareness
The ambiguity problem has been addressed in many

variations, in different settings. It is one of the most
acute problems in the field of information extraction and
integration, where it arises in the form of entity dis-
ambiguation/resolution. For example, the integration of
the datasets from different Social Web platforms, such as
Facebook, MySpace, Twitter, flickr, LinkedIn, etc., poses
a very hard problem, since the entities mentioned there
can have ambiguous names. In the database setting, the
problem occurs as the record linkage problem, where the
goal is to find records that refer to the same entity. From
a semantic point of view, the ambiguity problem is very
difficult, as it often requires that contextual and background
information be interpreted in the correct way. Hence, the
ambiguity problem lies at the heart of AI. Consider the
famous example sentence “The fruit flies like a banana”.
Contextual and background information play a decisive role
for its understanding. At the same time, a probabilistic
reasoning framework seems to be predestined for capturing
the uncertainty that is inherent to disambiguation tasks.

For each entity, DBrev maintains two types of features:
(1) ontological and (2) contextual features. While the
contextual features are mainly provided by users and our
extraction tools, the ontological features are automatically
derived from general-purpose ontologies. For a given entity,
the ontological features describe its taxonomic relations to
other classes of entities (e.g. the entity AlbertEinstein be-
longs to the class physicist, philosopher, person, etc.). The
contextual features consist of relevant terms (e.g. derived
by frequency-based measures such as tf-idf ) which occur in
articles or user queries related to the given entity. While the
ontological features represent some kind of commonsense
background knowledge, the contextual features represent
the different contexts that might be related to the given
entity. The two types of features are combined into a
unified representation and are used to map all the entities
into a common latent space, in which the affinities or
similarities between entities are measured. Similar ideas
have been proposed in [24], where the authors describe
a Bayesian model for the task of deriving feature-based
similarities. On demand, the derived similarities allow
DBrev to introduce for every pair of candidate entities e1
and e2 a new triple <e1, sameAs, e2>, which is assigned
a corresponding probability (representing the belief that e1
and e2 are same) by the reasoning framework. This way,
DBrev retains the flexibility to reassess its conclusions as
new data comes in.

3.3 Consistency
In general, consistency can be viewed as a state (or

possible world) in which a set of logical formulas are jointly
satisfied. In databases, consistency is checked with respect
to universal logical constraints (integrity constraints). A
consistent transaction on a DB is one that does not violate
those constraints. For example, the referential integrity
constraints disallow dangling references, i.e., references to
keys that do not exists in the DB.

DBrev exploits ontological knowledge, e.g. relationship
properties, such as symmetry, transitivity, functionality2,
etc., to check whether the deductions between triples are
consistent. Furthermore, as described in the previous
subsection, DBrev combines the ontological knowledge with

2E.g. the relationship X born on date Y is functional, since
every person can only have one date of birth.

contextual knowledge to deal with ambiguity. The dis-
ambiguation component plays a critical role; without it
the same entity might occur in the database in various
dangling definitions, which would make logical deductions or
transactions of any kind impossible. Consider the following
rule, which describes the deduction of triples by exploiting
the transitivity property of a relationship:

<X, R, Y> ∧ <Y, R, Z> ∧
<R, type, TransitiveRelation> → <X, R, Z>

where X, Y, and Z are entity variables, and R stands
for a relationship variable. For example, from the triples
<MuséeDuLouvre, locatedIn, Paris> and <Paris, locatedIn,
France> DBrev can derive the triple <MuséeDuLouvre,
locatedIn, France>. Although the latter triple may not
be explicitly stored in the database, its derivation is very
useful for the reasoning process, since it represents a logical
constraint between triples. This is exploited to support
the lineage (see Subsection 3.1) and the disambiguation
(see Subsection 3.2). Consider a newly extracted triple
<“Louvre”, “is located in”, “France”>. DBrev supports
its disambiguation component by reasoning probabilistically
about logical rules of the following kind:

refersTo(“r”, R) ∧
refersTo(“y”, Y ) ∧
canBeDeduced(X, R, Y ) ∧ D
→ refersTo(“x”, X)

where D represents a conjunction of contextual con-
straints (e.g., temporal, spatial, or domain-based con-
straints), R represents a relationship variable, and X and
Y represent entity variables. This way DBrev can become
more confident in the hypothesis that “Louvre” is a useful
description for the entity MuséeDuLouvre. Similar rules
were introduced in [1] to support the disambiguation pro-
cess. However, DBrev allows users to define a wide range
of logical constraints, which are interpreted as probabilistic
rules (i.e., soft constraints) on the stored data; [23] shows
how similar deduction rules can be translated into factor
graphs.

3.4 Searching and Ranking
For large-scale information retrieval tasks such as web

search, the ranking-oblivious conditions of Boolean search,
which were mainly used for querying library or product
catalogs, have been replaced by similarity and preference
based ranking techniques involving vectorial or bag-of-words
representations of documents and queries. Following the
same trend, DBrev combines the unstructured conditions
of keyword retrieval and the structured query paradigm of
databases with question answering techniques, while making
ranking a first-class citizen. This allows casual as well as
expert users to query the system. The search and ranking
model of DBrev is based on the following desiderata:

Pattern-Based Approximate Matching DBrev is geared to
answer knowledge queries (i.e., queries that ask about enti-
ties and relationships between them) or questions. Knowl-
edge queries can be expressed through a graph-based query
language similar to the one proposed in [3]. An example
search task could be: “Find all US companies that are
certified partners of Microsoft”. Figure 1 depicts a graph-
based representation of this query. The node labeled with
$x represents a variable, which in the answering phase is
replaced by entities that satisfy the relationship constraints
given by the query graph. The expression locatedIn* aims
at capturing geographical hierarchies, e.g. cities, counties,
states, countries, etc. Furthermore, node and edge labels
are relaxed through labels that refer to the same entities
and relations, respectively. For example, the node labeled
“Microsoft” is relaxed through labels that might refer to
the same real-world entity, e.g., “MS”, “MS Corporation”,
“MSFT”, etc. The entity disambiguation component of
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DBrev takes care of retrieving similar labels for relaxation.
Natural language questions are first translated to graph-
based queries, which are then answered by means of the
same relaxation technique.

Figure 1: Graph-based representation of the search
task “Find all US companies that are certified
partners of Microsoft”

Top-k Ranking for Multiple Criteria Queries such as the
above have a knowledge discovery character and may return
a result set that is too large for a human to handle. This
means that the results need to be ranked with respect
to various criteria. The main criteria in DBrev are (1)
similarity and (2) user preference. In an approximate
matching paradigm, ranking by similarity (e.g. entity- or
relationship-based similarity) is crucial. This allows DBrev
to rank salient results higher than results that may be
only vaguely related to the query. However, from a user
perspective, the ranking becomes really meaningful if the
system takes the user preferences into account. This is why
DBrev makes use of the user context (e.g., location, back-
ground, general and current interests, etc.) and takes into
account his information needs (e.g. information freshness,
accuracy, popularity, etc.). Since the above criteria involve
probabilities, which need to be aggregated in an efficient
way, DBrev computes the results in a top-k fashion. This in
lines with [18], where Ré et al. argue that in a probabilistic
setting, the only meaningful semantics for returning results
to a user is by ranking them. Finally, DBrev allows users to
specify their own ranking criteria and provides hyperbolic
visualization tools for data exploration.

4. CONCLUSION
In this “outrageous” paper we have speculated about

a direction towards which database research may evolve.
Our dream database system DBrev combines ideas from
database research, machine learning and information re-
trieval to be able to manage the huge amounts of unreliable
information extracted from the web. The challenge of
large-scale information extraction illustrates how we need
to employ and extend the notions of provenance, context,
ambiguity, consistency, and ranking as key concepts for
future database research. Although we have circumvented
many other important questions (e.g. dynamic index
updates, multidimensional indexing, etc.), we hope that
the above mentioned research communities may take some
inspiration from our dream and may seize the opportunity
to collaborate on the challenges ahead.
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ABSTRACT
We propose a new type of database system coined OctopusDB. Our
approach suggests a unified, one size fits all data processing ar-
chitecture for OLTP, OLAP, streaming systems, and scan-oriented
database systems. OctopusDB radically departs from existing ar-
chitectures in the following way: it uses a logical event log as its
primary storage structure. To make this approach efficient we in-
troduce the concept of Storage Views (SV), i.e. secondary, alter-
native physical data representations covering all or subsets of the
primary log. OctopusDB (1) allows us to use different types of
SVs for different subsets of the data; and (2) eliminates the need to
use different types of database systems for different applications.
Thus, based on the workload, OctopusDB emulates different types
of systems (row stores, column stores, streaming systems, and more
importantly, any hybrid combination of these). This is a feature im-
possible to achieve with traditional DBMSs.

1. INTRODUCTION

1.1 Background and Motivation
In the past ten years we have seen considerable evidence that

there is no one size fits all database architecture. We are currently
witnessing a split of data management systems into several spe-
cialized solutions [20, 21]. For instance, for data warehousing
database engineers already understood in the mid-nineties [9] that
the DBMSs of that time were ill-equipped to cope with the size
of the datasets and complexity of OLAP-queries. Therefore a sepa-
rate type of system was forked from the one size fits all DBMS code
line [10]. That system is based on a column store and became one
of the most popular and successful approaches for OLAP; products
include SAP BI Accelerator, InfiniDB, Paraccel. At the same time
other types of systems were forked including DSMS (data stream
management systems) [23]; products include StreamBase.

1.2 Research Problem
As a consequence, today’s companies have to manage and in-

tegrate several types of data management systems. Data has to
∗Patent Pending - applied for by Saarland University [7].
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be copied from one database system to another. To achieve this,
complex, ETL-style data pipelines have to be glued together. The
different database systems may also use different query languages
or dialects. Obviously, all of this leads to extra costs in terms of
development costs, maintenance costs, and DBA costs.

So rather than making the world of data management easier, we
have created a zoo of systems that sometimes has the opposite ef-
fect: it makes life of a company harder and more costly. We agree
that for companies who invest a lot into connecting the different
species in their zoo, it will eventually lead to a well-integrated and
efficient overall system. Still, we believe that the zoo-keeping costs
are non-trivial, especially for small to medium-sized business. We
also believe that adapting such a zoo to new requirements, changing
workload, or new types of applications may be prohibitive. Thus,
the research challenge is to build a single efficient system covering
the different database use-cases.

2. OCTOPUSDB
In this paper we take a radically new approach: we propose a

single type of database system coined OctopusDB1 that is able to
mimic the behavior of the different species in the zoo.
Core Idea. The main idea of our system is to drop the assump-
tion that a database system is developed around a central store (be
it a row, column, or any hybrid store such as PAX [1] or fractured
mirrors [17]) along with an ARIES-style [15] recovery log. Octo-
pusDB does not have a fixed store. In OctopusDB all data is col-
lected in a central log, i.e., all insert and update-operations create
logical log-entries in that log. Based on that log we may then de-
fine several types of optional Storage Views. A Storage View (SV)
represents all or part of the log in a different (or the same) physical
layout. OctopusDB creates SVs transparently and solely based on
the workload — and not based on some static decision for a con-
crete database product and hence a concrete storage layout. This
single abstraction has another interesting consequence: the query
optimization, view maintenance, index selection, as well as the
store selection problems suddenly become a single problem: stor-
age view selection, which OctopusDB treats inside a single holistic
storage view optimizer.

The remainder of this section introduces OctopusDB’s data
model, primary log, and system interface. Section 3 introduces the
concept of Storage View (SV). Section 4 introduces OctopusDB’s
holistic SV optimizer, Section 5 describes log purging and check-
pointing, Section 6 discusses recovery and Section 7 explains con-

1An octopus may adapt to its surroundings using a camouflage un-
matched by any other species on earth: it may change both the color
and the texture of its skin. Additionally, some octopus species
may even mimic movements and shape thus impersonating other
species, e.g. http://marinebio.org/species.asp?id=260

195



current transaction isolation in OctopusDB.

2.1 Data Model
The data items managed by OctopusDB are tuples ti =

(a1, .., an(i)), 0 ≤ i ≤ N where attributes a1, . . . , an(i) may
be of any type. The number of attributes for tuple i is given by
n(i). Each tuple is associated to a bag and a key. The bag is used
to define subsets of the tuples, e.g. tables, partitions, collections.
key identifies a tuple inside a bag. For simplicity, we assume a
relational model throughout this paper. Therefore all tuples having
the same bag share the same set of attributes (=schema).

2.2 The Primary Log Store
OctopusDB does not keep a row-, column- or any other store

by default. All calls to the system interface are simply recorded
in a sequential log, called primary log, creating appropriate logi-
cal log records. The primary log is itself an SV. OctopusDB stores
its log persistently on durable storage (hard disk or SSD) follow-
ing the write-ahead logging-protocol (WAL). For efficiency reasons
we may keep a copy of the log in main memory, however this is no
requirement. Each call to the system interface of OctopusDB inter-
nally creates a log record with an associated log sequence number
lsn. As in traditional DBMSs no two log records may have the
same lsn, therefore entries to the log are serialized. For the mo-
ment, all log records are logical and represent a new state defined
by an operation2. Therefore, in contrast to ARIES, our log records
do not represent changes that have been or should be applied to
the database store. Our log simply contains the event history of
operations without specifying how these events map to a particu-
lar store3. Thus, the format of our log record is (lsn, <method>,
<parameters>) where <method> denotes the method of the system
interface called and <parameters> denotes the parameters passed.

2.3 System Interface
Apart from traditional DBMS components (transaction manager,

query optimizer, etc.), OctopusDB has a primary log store (to store
the primary log) and a storage view store (to store additional storage
views). To operate these, OctopusDB has a simple yet powerful
interface containing the following methods:

registerSV(String svID, Type svType<, additionalPar>):
creates and registers an SV of type svType having a unique iden-
tifier svID. Additional parameters may be passed to the SV.
registerQuery(String queryID, Query Q<, callback>): reg-
isters a query having a unique identifier queryID. An additional
callback function may be passed.
snapshot(String outputSVID, String queryID): computes the
result of the query and materializes it into the output SV.
maintain(String ouputSVID, String queryID): Same as snap-
shot, however, future updates will be reflected in outputSVID.
drop(String ID): Drops a query or SV from the system.
query(Query Q)→ Iterator it: Queries and/or modifies data
in OctopusDB as specified in Q.
iterate(String ID)→ Iterator it: Returns an iterator over the
contents of the given query or SV.

Query definitions may be either a relational algebra expression as
suggested in [4], SQL, or Pig Latin [16]. We will assume a rela-
tional algebra expression throughout this paper.

2In addition, transitional log records may be used, e.g. a = a+42.
3The major performance advantage of ARIES is that it is using
physical logging for REDO, i.e. intertwining a particular store with
the log is a feature of ARIES. However, this feature may also be
implemented in OctopusDB without giving up the logical primary
log. See Section 6 for details.

3. STORAGE VIEW EXAMPLES
Storage Views (SVs) allow us to define arbitrary physical repre-

sentations on the log. The main idea is to store the entire or a subset
of the log or any other SV using a different physical layout. SVs
always materialize their data. In general we create a network of SV
dependencies with the goal to balance update and query processing
costs. The dependency graph between different SVs is called the
SV lattice. It is similar to the one used in materialized view main-
tenance (e.g. in data warehouses). However, the SV lattice is more
general as it is not restricted to queries only but also has to consider
the underlying storage layout. The interface to a SV contains the
following private methods:

iterate(String queryID)→ Iterator it: Returns the result of
the given query as an unordered iterator it. The query must be
restricted to data covered by this SV.
iterationCost(String queryID)→ Cost c: returns the esti-
mated cost c of the given query. In other words, it estimates
the cost of iterate(String queryID).
transformationCost(Type svType)→ Cost c: returns the esti-
mated cost c for transforming this SV into svType.

For the flight booking use-case having tickets and customers data,
presented in [25] and evaluated in the context of data layouts
in [13], we shall now incrementally show the self-adapting API
calls made by the system.
Log SV. Initially, the SV store does not contain any SVs; it only
contains a single registered join query over tickets and customer
data. It would be evaluated by scanning the primary log. However,
as the log becomes too big, the system splits it into two logs:

registerSV("ticketsLog",LogSV);
registerSV("customersLog",LogSV);
registerQuery("customersOnly",σbag=customers);
registerQuery("ticketsOnly",σbag=tickets);
maintain("ticketsLog","ticketsOnly");
maintain("customersLog","customersOnly");

Further, OctopusDB consolidates the different versions for the
same (bag,key)-pair to only keep the most recent one:

registerQuery("custRecent",γrecent(Γbag,key(customersOnly)));
registerQuery("tickRecent",γrecent(Γbag,key(ticketsOnly)));
maintain("ticketsLog","tickRecent");
maintain("customersLog","custRecent");

Row, Col SVs. The main idea of a Row SV, resp. Col SV, is to
create a row store, resp. column store (or both), for any given table.
Further, our system can create Row, Col SVs for any static or dy-
namic partition of the tables. For instance, OctopusDB creates hot
and cold SVs for 7 day query window as follows:

registerSV("ticketsCold", ColSV);
registerSV("ticketsHot", ColSV);
registerQuery("tickRecentHot",σtime≥now−7days(tickRecent));
registerQuery("tickRecentCold",σtime<now−7days(tickRecent));
maintain("ticketsCold", "tickRecentCold");
maintain("ticketsHot", "tickRecentHot");
drop("ticketsLog");

Index SV. Indexes like B+-trees, hash indexes, bitmaps, cache-
optimized-trees, R-trees, inverted indexes, and so forth are just an-
other type of SVs. The index may also be build on only parts of a
table thus mimicking partial indexing [19]. In our use-case, Octo-
pusDB build Index SVs over customers and hot tickets as follows:

registerSV("ticketsHotIndex",IndexSV,uncl,key=price);
registerSV("customersIndex",IndexSV,cl,key=id);
registerQuery("tickI1",πprice,rid(ticketRecentHot));
registerQuery("custI2",πID,rid(custRecent));
maintain("ticketsHotIndex","tickI1");
maintain("customersIndex","custI2");

In summary, the storage view concept allows us to model several
important data managing concepts using a single abstraction only:
both types of queries (point-in-time and continuous queries); differ-
ent database stores (row-, col-, hybrid, etc.); and also the traditional
query views (dynamic or materialized).
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4. HOLISTIC SV OPTIMIZER
In general, each class of SV may implement its own access algo-

rithms optimized for the particular storage structure. For instance, a
Row SV may use row-wise compression and row-oriented iteration,
e.g. [11]. In contrast, a Col SV may implement column-oriented
compression and vectorized iteration [2]. Outside those SVs Octo-
pusDB’s Holistic Storage View Optimizer then implements any ap-
propriate techniques for storage view selection, update propagation
and query processing. To perform these, OctopusDB has three cost
models for Log, Row, Col and Index SVs: (1) A query cost model,
which models the random and sequential I/O costs, (2) an update
cost model, which models the minimum of chunk/random update
costs, also considering the leaf/node split costs in Index SVs, and
(3) a transformation cost model, which models the costs to trans-
form one type of SV to another. Below, we briefly describe some
of the optimization features in Holistic SV Optimizer.
SV Rearrangement. The holistic SV optimizer can rearrange the
SV lattice in order to balance query and update costs. This implies
that the SV optimizer decides how to connect the tail of an arrow to
the existing SV lattice. One particular advantage of using a holistic
optimizer is that the query operators can be pushed down through
the entire SV store. — even beyond the primary log.
Operator Log-Pushdown. In certain situations, the optimizer may
decide to push down some of the selections and projections as fol-
lows: (1) we examine the projections of all registered queries and
compute the union set of attributes, (2) we push these projections
down the lattice until the primary log. Similarly, for selections we
(1) compute a conjunctive selection, and (2) push it even beyond
the primary log. This means that any incoming log record will be
checked even before putting it into the Log SV in the primary log.
Adaptive Partial SVs. The holistic SV optimizer can inject addi-
tional SVs to speed-up query processing. For instance, it does not
make sense to build an index for an entire relation if only parts of
that relation are queries. Techniques such as partial indexing [19]
can be extended to create dynamic partial SVs.
Stream Transformation. For applications having continuous
queries, we may only select a window of interest over the un-
bounded stream of log records i.e. the primary logical log in Oc-
topusDB. This means the “database store” simply consists of sev-
eral windows of interest. No other (older) data needs to be kept.
OctopusDB can mimic this as follows: (1) do not use a Log SV
for the Primary Log Store. (2) route all incoming log records to
all relevant queries, (3) push possible updates up the SV lattice. In
other words, we are reducing the stream processing problem to a
SV maintenance problem.
Other Use-Cases. By creating the right SVs OctopusDB can
mimic a variety of system e.g. OLTP, OLAP, Streaming Systems.
Furthermore, by combining different SVs OctopusDB can emulate
newer hybrid systems, for instance combinations of continuous and
store (=archival) queries which has been researched heavily in the
past years [6]. Table 1 lists several use-cases for OctopusDB.

5. PURGING AND CHECKPOINTING
The primary log may eventually grow too large, especially if the

update rate is too high or the database has been up for a while and
collected a long log of change operations. In this situation we need
to shrink the size of the log. There are several options:
Purge log records for data that is not of interest anymore,
e.g. changes older than two years are not needed for OLTP apps.
Compress the log, thus saving the storage space.
Checkpoint i.e. write a begin checkpoint log record to the log, cre-
ate a storage view for all log records older than the begin check-
point log record, and finally write an end checkpoint log record.

Use-Case Storage view definition
(traditional systems) type example query
row store Row SV any
column store Col SV any
PAX PAX SV any
fractured mirrors Row SV same query for bothand Col SV
column groups Row SV πa1,...,ak

and Col SV πak+1,...,am

index Index SV any
indexed row store Index SV(Row SV) any
indexed column store Index SV(Col SV) any
read-optimized indexed
column store

Index SV(Col SV) σt<now()−1day

+ differential write-
optimized row store

Row SV σt≥now()−1day

partial index Index SV σ420≤ak≤42000

projection index Col SV πak

partial projection index Index SV(Col SV) πak (σ420≤ak≤42000)
DSMS Index SV σt≥now()−5min
DSMS Index SV σt≥now()−5min
+ archive and Col SV σt<now()−5min
snapshot any any
replicated row store Row SV same query for bothRow SV
query any any
dynamic view any any
materialized view any any

Use-Case Storage view definition
(new system) type example query
OLTP Row SV σt≥now()−1day
+ OLAP Col SV σt<now()−1day
DSMS Index SV σt≥now()−5min
+ OLTP Row SV σt<now()−5min
DSMS Index SV σt≥now()−5min
+ archive OLTP Row SV σnow()−1day≤t<now()−5min
+ archive OLAP Col SV σt<now()−1day
other hybrid any combination any

of the above

Table 1: Use-Cases of OctopusDB

Then we purge all log records older than the begin checkpoint log
record. Depending on the storage view we use for a checkpoint, we
can (a) archive: Use a RowSV or ColSV, (b) aggregate: aggregate
part of the log, or (c) re-checkpoint: Replace an existing checkpoint
in the log with a derived checkpoint.

6. RECOVERY
Logical Recovery. Recovery depends on the purging strategy used.
For no purging or checkpointing, since OctopusDB keeps the pri-
mary log on durable storage, simply copy the log from durable stor-
age to main memory and OctopusDB is fully recovered. In the
background OctopusDB will then re-create all SVs that existed be-
fore the crash. Note that the recovery process does not have to put
any information on the progress information into the log, e.g. like
compensation log records in ARIES [15]. This substantially sim-
plifies the code base of our system. In case the log is purged or
checkpointed (i.e. incomplete), we read the log sequentially start-
ing from the oldest entry and collect begin checkpoint log records
into a checkpoint set. If we find an end checkpoint log record then
we remove the corresponding begin checkpoint from the set. If af-
ter reading the log checkpoint is empty, we proceed as if no log
purging or checkpointing ever happened. Otherwise we copy the
log to main memory, however ignore all checkpoints missing an
end checkpoint log record. After copying this partial log, Octo-
pusDB is recovered. After that, in the background we re-create all
checkpoints that did not have an end checkpoint log record.
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ARIES-style Physiological Recovery. One might argue that Octo-
pusDB’s recovery algorithm gives away some performance by not
using page-oriented (physiological) REDO as in ARIES4. How-
ever, OctopusDB could easily be extended to keep physiological
redo information as well. The trick is to write physiological REDO
information for each SV separately. UNDO may still be performed
using the global logical log. Conceptually, this algorithm then does
not differ from ARIES anymore.

7. TRANSACTIONS AND ISOLATION
To support concurrent execution of transactions we extend Octo-

pusDB’s system interface by three methods:
beginTA()→ taID: starts a transaction.
commitTA(taID)→ bool: commits transaction.
abortTA(taID)→ bool: aborts transaction.

Furthermore, we extend the methods of OctopusDB’s system inter-
face (Section 2.3) to receive an additional taID parameter. Thus,
we may define arbitrary transaction sequences. Now let’s discuss
how to achieve ACID in OctopusDB. As in DBMSs, Consistency
may be guaranteed by validating a set of integrity constraints at
commit time.The Isolation algorithm of OctopusDB is a variant
of optimistic concurrency control. Its core idea is to append all
changes (uncommitted or committed) to the primary log but only
to propagate committed data to any secondary SVs. Uncommitted
transactions can read committed data either from the log or any
secondary SV. They are allowed to write any data object they de-
sire by adding log records to the log, but: the latter modifications
are not yet propagated to the secondary SVs. Using this approach
Atomicity is trivial as only transactions having a commit log record
are reflected in a SV and need to be considered by other operations.
The same holds for Durability: as mentioned before, OctopusDB
follows WAL anyway. Since our log records are not condensed
into a store in the first place (as in current DBMSs), we do not need
undo, redo, before or after images of pages, nor compensation log
records to achieve idempotency. Finally, since SV update propa-
gation process is a possible synchronization bottleneck, it could be
interesting to improve this to enable eventual or timeline consis-
tency among storage views, i.e. trade consistency for performance.

8. RELATED WORK & CONCLUSION
Several authors have supported the idea of different types

of database systems for different markets/use-cases [9, 20, 21],
splitting the landscape into at least four different systems:
SearchEngines (read-only inverted index), OLTP (transactional row
store), OLAP (read-only column store) and DSMS (continuous
window queries on unbounded streams). OctopusDB is not re-
stricted to a particular store and workload and hence there is
no OLTP/OLAP boundary. OctopusDB extends this seamless-
ness further to DSMS. Due to the dramatic changes in hardware,
HStore [22, 14] as well as several scanning techniques [11, 18, 3]
propose stripped down or simplistic versions of traditional DBMSs.
The design of OctopusDB is simple by default and adds only as
much complexity as really needed. Rodent store [5] allows DBAs
to declare the database store using an algebra and GMAP [24]
presents a DDL for defining physical structures. However, in con-
trast to OctopusDB, these either still assume a fixed store or do not
handle unification with streaming systems, automatic store selec-
tion and workload adaption. Cracked databases, e.g. [12], similar
to partial indexing [19] and adaptive indexing [8], break database
tables into horizontal pieces by piggy-backing index-reorganization
requests to individual queries. However, in contrast to OctopusDB,
4Note that UNDO is logical in ARIES anyway.

cracked databases assume a fixed column store. Finally, MySQL
allows users to plugin application specific custom storage engines.
However, they are statically configured and offline installed by an
administrator. In contrast, OctopusDB not only creates storage
views adaptively over the application life cycle, but can also store
any subset of the data in any arbitrary physical representation.

Conclusion. This paper opened the book for one-size-fits-all
database architecture. We presented OctopusDB as a single sys-
tem for OLTP, OLAP, streaming databases, as well as several other
types of databases. With OctopusDB we are inverting the tradi-
tional DBMS development philosophy: a specific store, which is an
irrevocable design-decision, built-in into the DBMS and an ARIES-
style [15] log-based recovery implemented on top. Instead, in our
approach we start with the log (which is totally disconnected from
any store) in the first place and if necessary, we define optional SVs
on that log suited for a particular workload.
Acknowledgment. Work partially supported by MMCI.
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ABSTRACT
Organizations like the Internet Archive have been capturing
Web contents over decades, building up huge repositories of
time-versioned pages. The timestamp annotations and the
sheer volume of multi-modal content constitutes a gold mine
for analysts of all sorts, across different application areas,
from political analysts and marketing agencies to academic
researchers and product developers. In contrast to traditional
data analytics on click logs, the focus is on longitudinal stud-
ies over very long horizons. This longitudinal aspect affects
and concerns all data and metadata, from the content itself,
to the indices and the statistical metadata maintained for it.
Moreover, advanced analysts prefer to deal with semantically
rich entities like people, places, organizations, and ideally
relationships such as company acquisitions, instead of, say,
Web pages containing such references. For example, tracking
and analyzing a politician’s public appearances over a decade
is much harder than mining frequently used query words or
frequently clicked URLs for the last month. The huge size of
Web archives adds to the complexity of this daunting task.
This paper discusses key challenges, that we intend to take
up, which are posed by this kind of longitudinal analytics:
time-travel indexing and querying, entity detection and track-
ing along the time axis, algorithms for advanced analyses
and knowledge discovery, and scalability and platform issues.

1. MOTIVATION
Big-data analytics for the Web of the Future - Web 2.0 (com-
munities, their behavior, etc.) and Web 3.0 (semantic anno-
tations, linkeddata.org, etc.) - has been a hot topic for some
time. However, the Web of the Past is an equally important
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This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA..

topic for both academics and real-life applications. Academ-
ically, longitudinal data analytics is even more challenging
and has not received due attention. The sheer size and con-
tent of such web archives lends itself to wide applicability
for analysts in a great number of different domains.

National libraries and organizations like the Internet Archive
(archive.org) and its European sibling (internetmemory.org)
have been capturing Web contents over decades. These
archives host a wealth of information, providing a gold mine
for sociological, political, business, and media analysts. For
example, one could track and analyze public statements made
by representatives of companies such as Google or Tandem
Computers, characterizing the evolution of patterns in their
attitude towards energy efficiency. Another example could
be tracking, over a long time horizon, a politician’s public
appearances: which cities has she/he visited, which other
politicians or business leaders has she/he met, and so on.
Analyses of this kind could also be carried out on large news
archives, but this can be seen as variant of Web archive ana-
lytics; moreoever, the Web (and especially the recent Web
2.0) has a wider variety of coverage, potentially leading to
the discovery of more interesting patterns and trends.

Web archives contain timestamped versions of Web sites
over a long-term time horizon. This longitudinal dimension
opens up great opportunities for analysts. For example, one
could compare the notions of “online friends” and “social
networks” as of today versus five or ten years back. Similar
examples relevant for a business analyst or technology jour-
nalist could be about “tablet PC” or “online music”. This
requires finding all Web pages from certain eras that contain
these and/or other related phrases. Unfortunately, this is
beyond hope today. Web archives like the Internet Archive
provide URL-based access only, via the Wayback Engine.
For a given URL, you can retrieve all archived versions of
the page; then you can navigate a version on a per-site basis
and will be automatically connected to the proper version as
of the same snapshot. But this kind of time-travel browsing
does not work across sites. There is no support for keyword
search along the time axis at all. The NutchWAX open-
source software has been tried for archive search, but has
not been deployed for public access. Searching for phrases
(i.e., multiple keywords occuring contiguously in a page) is
computationally much harder (requiring position indexes,
etc.), and way beyond today’s capabilities. The goal is to
allow rich text queries with a temporal filter, such as {“tablet
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PC” Europe market} @ [2003-2007], rank the results by time-
aware relevance, and aggregate them into a suitable form
for subsequent analytics (e.g., into some form of temporally
extended text cube).

Analysts are not interested in text or Web pages per se,
even if the underlying sources are in text or multimodal
form. Instead, they want to see, compare, and understand
the behavior of (and trends about) entities like companies,
products, politicians, music bands, songs, movies, etc., thus
calling for entity-level analytics over Web archives. For the
tablet-PC search, they would ideally obtain information
grouped by named entities like Apple Corp., Microsoft Corp.,
etc. - combined with the time dimension, for example, by
year. Likewise, the matches for “tablet PC” would ideally
be based on product names rather than the literal text, to
capture also related products such as e-book readers. This
calls for lifting the entire archive contents, or at least the
slices that are relevant for this analytic task, from the text
level to the entity level: detecting named entities, resolving
ambiguous names, tracking the same entity in its mentions
over extended time periods. Obviously, this is a daunting
task, regarding both semantics and scalability, already for
current corpora in digital libraries (e.g., PubMed) or enter-
prises. As entities morph and get renamed over time, e.g.,
by company acquistions or mergers, this is a grand challenge
for large-scale longitudinal analytics.

This paper elaborates on these challenges, identifies spe-
cific technical aspects and discusses the problem space. We
address semantic and scalability issues. To appreciate the
latter, let us merely point out that the Internet Archive
currently holds more than 150 Billion versions of Web pages,
captured during the timeframe from 1996 until now. Its
coverage is getting sparser as Web contents has become so
diverse, dynamic, and humongous. A high-coverage archive
would have to be an order of magnitude larger.

2. CHALLENGE: TIME-TRAVEL INDEXING
One of the fundamental underpinnings of the envisioned kind
of longitudinal analytics is indexing for time-travel queries.
The general form of these queries is t1t2 . . . tm@[Tlow, Thigh]
where the ti are text terms and Tlow and Thigh are the
boundaries of a time interval of interest (time points are
a special case). In the simplest case, terms are just sin-
gle keywords, but analysts also need phrases (e.g., product
names, campaign slogans, quotations) and may even use addi-
tional constructs like negation or distinguishing optional from
mandatory terms (e.g., in analyzing intellectual-property is-
sues). A good design for an index to support such queries
is not obvious at all. It entails difficult issues regarding 1)
the choice of data structures, for example, multidimensional
index trees versus IR-style inverted lists versus hash-based
synopses, 2) the challenge of efficiently building this huge
index (for a given data structure) and incrementally maintain-
ing it, and the associated consistency issues for concurrent
analytics tasks, 3) the organization of the index on scale-out
platforms so that time-travel queries can be run with high
throughput, user-acceptable latency, high availability, and
low cost (incl. energy-efficiency). Note that throughput is
an issue, even if analysts are a rare species, compared to
Facebook users. The reason is that complex analytic tasks
may trigger, under the hood, a large number of simpler
time-travel queries.

Data structures: The choice is widely open. A database

person, at first thought, would most likely advocate a mul-
tidimensional index structure like an R-tree or perhaps a
tailored time-key index like the Multiversion B-tree or the
TSB-tree. However, mapping our data space onto one of
these structures is full of problems. First, the high dimen-
sionality of the text-term aspect prevents a straightforward
mapping; there is no way to support a million text terms by
a one-million-dimensional R-tree. And we do need to support
multidimensional queries that consist of several terms. Sec-
ond, the processing of multidimensional range queries over
these indexes would result in non-sequential, traversal-style
access patterns, thus hurting the effectiveness of the hard-
ware data caches. With many-core processors and flash-based
storage, access locality is absolutely crucial for performance.
An alternative approach is to adopt the IR paradigm of in-
verted lists. There is usually, one list of postings (document
identifiers and associated payload data such as precomputed
scores) per term. Each list can be compressed extremely
well (see IR literature and also the techniques used by major
search engines), and this results in excellent sequential per-
formance. However, with the temporal dimension folded into
such an index, an inverted list would contain the postings
for all document versions across the entire timespan of the
archive. Consequently, lookups for time points or short inter-
vals are penalized by this blow-up in the version space. This
problem is aggravated for phrase search. Unless we constrain
the flexibility of the analyst by pre-identifying interesting
phrases, we need a position index. Here each per-word list
contains postings for each occurrence of the word in each
document. Blending this kind of index organization with
the temporal dimension in an optimized way is a formidable
challenge.

Index build: MapReduce is a popular paradigm for build-
ing huge indexes on distributed storage. For standard text
indexes, this is indeed a great way of harnessing scale-out
architectures (and algorithmically not that different from
parallel-database techniques). We are studying how to ex-
ploit and extend this paradigm in order to build the combined
text-time indexes that we need. A key option pertains to the
creation of combined text-and-time indices vs separate time
and text indices.

Assume each document has a lifespan defined by its last
update to current time. At the next update, the lifespan of
the document expires and a new one emerges. Thus, the same
document, as it evolves through time, is essentially viewed
as a series of different documents. In this setting, one could
create a MapReduce job (actually a series of MapReduce
jobs) that builds text indices, per term, per preset time
interval. This is logically equivalent to first creating text
indices with posting lists where each posting (docID, term,
score) is annotated with a lifespan and then partitioning
the posting lists by time intervals. The approach embeds
lifespan information with each posting, merging the time and
text indices. However, building such an index creates issues
such as how to handle documents whose lifespans overlap the
indexed time intervals? Replication of relevant posting list
entries is a solution. But this exacerbates an already difficult
issue: space. An even more formidable task is deciding which
should be the preset time intervals for which to build the
indices. At one end, large preset time intervals defeat the
purpose. At the other, small index time intervals will be
inefficient for queries with large time horizons, since many
time-interval indices would need to be merged at query time.
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A promising solution might be to build several overlapping
time-interval indices, at different time-interval granules and
employ the best selection of time indices at query time.
These time-interval indices can be hierarchically organized,
creating in essence an index of indices, which can be traversed
to discover the optimal individual indices to use. Deciding
this is a difficult optimization task on its own right.

Another approach would be to build separate indices for
time and text. The interesting issues here pertain how to
best utilize the MapReduce framework to build time-interval
structures and which structures lend themselves to better
buildup with MapReduce. For more elaborate structures,
which are candidates for time indices (such as interval trees
and segment trees), it is not clear how to utilize MapReduce
for building and efficiently accessing them at query time.

3. CHALLENGE: QUERYING & RANKING
Query processing: With a rich suite of indexes and syn-
opses, the query processor faces many choices in combining
the system’s data structures. Querying text and time in an
integrated manner is a largely unexplored territory. Prior
work on news mining typically assumes that timestamps are
high-quality metadata. This is not the case at all in Web
archives, and this in turn implies that many queries are explo-
rative with wide time-range conditions and complex search
conditions about phrases (contiguous words) or soft phrases
(nearly contiguous words within a proximity window).

Ranking models: For conventional text search, the rank-
ing of query results is based on word-occurrence statistics,
including the idf measure (inverse document frequency) for
the specificity of terms. For time-travel queries, the situation
is more complicated. A once rare word may now be used in
an inflationary manner, so it would now have low weight in
the score aggregation for a multi-keyword query. But when
a temporal query travels back to that former period, the idf
value back then matters. For example, in the query “online
friend”@August2002, “friend” would now have low weight but
should have high weight as of 2002. Similar issues arise with
“static” authority measures such as PageRank, as they are
no longer that static anymore in the context of longitudinal
archives. Statistical values like idf change continuously with
every new update, as they are corpus-dependent (and not
confined to a single document). Approximation techniques at
lower cost are presumably sufficient, but finding good trade-
offs with (probabilistic) guarantees on the deviation error is
difficult. Hence, the time dimension affects everything: not
just data, but also its indices and their maintenance, and the
related statistics and metadata that govern ranking models.

With phrases as query conditions, there are further diffi-
culties. Ideally, we would like to consider the idf value of
an entire phrase rather than merely aggregating the scores
of the constituting words. But this cannot be precomputed,
as it may be only now that we realize the interestingness
of a phrase like “online friend” and would now like to pin-
point the onset of this emerging phrase years ago. Finally,
bursty-ness in time could be an important ingredient in the
ranking of search results. For example, an analyst may look
for interesting time points in the longitudinal answers to a
query “tablet PC”. This should ideally return pages on the
2002 edition of Windows for tablet PCs, the launching of the
iPad in 2010, the revival of e-books, and also salient points
or periods for more specific results such as intensive press
coverage of specific products in certain regions of the world.

Here, interesting points could be found by considering the
“first derivative” of measures like idf, PageRank, etc.

4. CHALLENGE: ENTITY TRACKING
Entity detection: Detecting named entities in Web pages
and thus lifting the entire analytics to a semantic rather
than keywords level is a grand challenge already for standard
text mining. The difficulties arise from name ambiguities,
thus requiring a disambiguation mapping of mentions (noun
phrases in the text that can denote one or more entities)
onto entities. For example, the mention “Bill Clinton” can
be the former US president William Jefferson Clinton, but
Wikipedia alone knows five or so other William Clintons. If
the text says only “Clinton”, the number of choices increases,
and phrases like “the US president” or “the president” have a
wide variety of potential denotations. For established kinds of
data cleaning and text mining, methods for entity resolution
(aka. record linkage) have made reasonable progress (e.g. by
using statistical learning for collective labeling), and could
handle a good fraction of such cases.

Entities in time: In the Web archive case, some addi-
tional aspects are assets while others pose major obstacles.
The timestamp of an archived Web page can help to narrow
down the disambiguation candidates for phrases like “the
US president”. Similarly, the connection with previous and
successive versions of the same page can help to identify
changes at specific timepoints, which may in turn be cues
for entity resolution. Cases where the temporal dimension
introduces new complexity are when names of entities have
changed over time. Examples are people’s name changes after
getting married or divorced (or simply out of some mood), or
organizations that undergo restructuring in their identities.
Bell Labs is a notorious example; a simpler one is Tandem
Computers, a leading company on highly available, scalable
systems in the 1980s. Suppose a technology-and-business
analyst wants to track companies that used products of Tan-
dem Computers, over the last 30 years (Web archiving does
not go back that long, but there are digitized news archives
from this era). Tandem was acquired by Compaq, which
was later acquired by HP; the NonStop product line (incl.
NonStopSQL) has many instances with all kinds of naming
variations and still exists today. So we need to identify, from
the site captures of Web archives, all mentions of this business
entity, its products, and also the enterprises that employed
one these products over the years. This would allow us to
construct an entire timeline of how the company and its
products were doing over several decades: business tracking
at the entity-relationship level, automatically inferred from
Web history. Such entity tracking should be combinable with
filters and aggregations on keywords or phrases. For example,
we could restrict the entire analysis to input sources that
contain “zero downtime” or “24x7” or “ultra-high availability”.
We emphasize again that this could be an ad-hoc interest of
some analyst; so hardly anything could be precomputed.

A benchmark proposal: Generalizing the example, a
conceivable but currently still elusive benchmark could be
the following. For all page versions in a Web archive, with
100 billions of files, identify all entities that are known to
Wikipedia at some point in the Wikipedia history. That is,
map each mention to the Wikipedia article as of the proper
timepoint. For example, when Carla Bruni is mentioned
on an entertainment site of July 2005, we should map her
name to the former model and singer Carla Bruni Tedeschi,
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as reflected in Wikipedia as of this time. But the same
name seen in August 2009 should be mapped to the French
first lady Carla Bruni-Sarkozy (her offical name now). Here
different time periods pose different ambiguity challenges.
The timestamps of the archived pages are only of partial
help, because the page contents can be older; crawl-based
dating is not reliable at all. This is a big issue in dealing with
locations (e.g., Mumbai vs. Bombay) and organizations (e.g.,
Bell Labs vs. AT&T Bell Labs vs. Alcatel-Lucent Bell Labs).
The challenge lies in the enormous scale and temporal depth,
and, of course, the goal of accomplishing this benchmark
task with very high precision and recall.

5. CHALLENGE: EFFICIENT ANALYTICS
Interesting phrases and entities: The envisioned system
should support a wide spectrum of analytical tasks, spanning
the text, entity, and time dimensions. We want to address
different tasks of increasing complexity: frequent phrases,
interesting phrases, comparative slicing, time pivoting, and
entity-entity as well as entity-phrase co-occurrences. Here an
interesting phrase could be one that is salient for a particular
time period. This could be modeled by information-theoretic
measures like relative entropy. Intuitively, a phrase is inter-
esting if it is frequent in the period of interest and infrequent
otherwise. An example could be “yes we can” for the period
January 2008 through June 2009. Similar analyses should
be possible for interesting entities, returning, for example,
Deepwater Horizon for the period April through July 2010.
This kind of analytics is algorithmically well understood,
but carrying it out on a 100-billion-pages archive is a very
ambitious goal.

Text-entity-time analytics: Comparative slicing goes
beyond the previous stage by trying to identify salient phrases
or entities for different subsets of an archive, where the sub-
sets are determined by ad-hoc filters on phrases, entities, and
time. For example, we may be interested in a discriminative
analysis of public quotations by key people of Google, for the
year 2005 versus the year 2010, and perhaps with focus on
European Web sites. Here we need to identify temporal slices
of the archive, but also select only those page versions that
contain mentions of the entity Google, the word “quotation”
or some paraphrase for people’s statements, and geographic
names indicating Europe. The result could be phrases like
“do no evil” (the company motto) for 2005 and “nobody was
harmed” (Eric Schmidt’s reaction to concerns about privacy)
for 2010. This line of analyses is a form of co-occurrence
mining in the joint space of text, entities, and time. Another
analytic task could be time pivoting: for a given entity, find
the most interesting timepoints or periods along with a digest
of most salient phrases or entities. One can view this as a
generalization of tag-cloud timelines. Supporting all this in
a truly ad-hoc manner - without any pre-selected phrases or
entities and precomputed statistics - is a challenge.

Efficiency: A good part of such tasks could be addressed
by MapReduce-based algorithms in a scalable manner. How-
ever, these algorithms also need to be efficient in the sense
that they use resources - processors, memory consumption,
interconnect bandwidth, and energy - in a cost-beneficial
manner. If an efficient algorithm can reduce resource con-
sumption, this pays off directly in a lower electricity bill or
the ability to run a higher throughput of independent tasks
by a larger number of analysts. Thus, we envision a smart
combination of scale-out-oriented scanning, hashing, and

merging techniques with index lookups, complex execution
plans, and statistical approximation methods. The optimiza-
tion space has an enormous number of degrees of freedom.
Here the notion of an execution plan goes way beyond the
traditional kind of query execution plan, as it would also in-
volve phrase-mining, entity-resolution, temporal-aggregation,
and statistical-computation steps.

6. CHALLENGE: SCALABLE PLATFORM
Figure 1 shows a system architecture, addressing how control
and data flow is envisaged within the LAWA project. The
base layer consists of storing Web pages and updating the
collection with data from new Web crawls. Data at the base
layer is processed using MapReduce to produce so-called
primary indices (currently .warc files) for the documents in
the collection. We envisage a scalable row-store platform
(such as HBase) and HDFS as the storage systems for these.

The primary indices contain the essential data, needed to
build richer indices, such as text and time-text indices (of
the forms discussed earlier), and other statistical structures,
such as Bloom Filters and/or histograms needed to estimate
join sizes (e.g. of text and time index files), sketches used to
estimate cardinalities of sets, etc.

The top layer, the Analytics Engine, is responsible for pro-
cessing analytics tasks. In turn, these may be expressed as a
workflow of complex queries (e.g., involving joins, range selec-
tions, top-K operations, etc.) which are handed to the layer
underneath, the Complex Query Processing Engine, which
in turn may (or may not) utilize (or even build) additional
query-specific indices.

Figure 1: LAWA system architecture

We have discussed some of the key challenges associated
with longitudinal analytics over massive data collections
of Web archive data. Numerous open research problems
are revealed and initial thoughts, trade-offs, and a system
organization are presented. As a whole, this area presents
new opportunities for our community to design, develop, and
deploy solutions, which will help us learn from the past and
anticipate the future. It’s about time!
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ABSTRACT

In many disadvantaged communities worldwide, local low-resource

organizations strive to improve health, education, infrastructure,

and economic opportunity. These organizations struggle with be-

coming data-driven, because their communities still live outside of

the reach of modern data infrastructure, which is crucial for de-

livering effective modern services. In this paper, we summarize

some of the human, institutional and technical challenges that hin-

der effective data management in “first mile” communities. These

include the difficulty of deploying, cultivating and retaining exper-

tise; oral traditions of knowledge acquisition and exchange; and

mismatched incentives between top-down reporting requirements

and local information needs. We propose a set of directions, draw-

ing from projects that we have implemented. They include 1) sep-

arating the capture of data from its structuring, 2) applying intelli-

gent automation to mitigate human, institutional and infrastructural

constraints, and 3) deploying services in cloud infrastructure, open-

ing up further opportunities for human and computational value

addition. We illustrate these ideas in action with several projects,

including Usher, a system for automatically improving data entry

quality based on prior data, and Shreddr, a hosted paper form digiti-

zation service. We conclude by suggesting next steps for engaging

in data management problems in the first mile.

1. INTRODUCTION
International development organizations aim to improve health,

education, governance and economic opportunities for billions of

people living in sub-standard and isolated conditions. In many

places, this process is becoming increasingly data-driven, basing

policies and actions on context-specific knowledge about local needs

and conditions. Leading development organizations, with the help

of research specialists like the Poverty Action Lab, undertake rig-

orous impact evaluations of development interventions, driven by

“belief in the power of scientific evidence to understand what really

helps the poor.”1

Unfortunately, the most under-developed communities are still

beyond the reach of modern data infrastructure—in areas with lim-

ited power, bandwidth, computing devices, education and purchas-

1http://www.povertyactionlab.org
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ing power, among other constraints. Networking researchers often

refer to this problem as bridging the “last mile”. Even so, as the

adoption of mobile phones drive rapidly-expanding network cover-

age, all but the most remote places seem poised to be connected.

While connectivity improves the potential for effective data infras-

tructure, it alone does not ensure data availability. For database

researchers, this last mile is our “first mile” – where essential lo-

cal data is created, and the hard work of building modern data-

pipelines is just beginning.

Our experience working with development organizations around

the world has shown that the “first mile” still lacks critical human

and institutional capacity for creating modern data-pipelines. [12].

In public health, even basic vital statistics are still not reflected

in data-driven processes that affect billions of lives: for example,

only 24% of children born in East and Southern Africa are regis-

tered [17].

First mile data infrastructure is crucial for delivering effective

modern services. Without it, development practitioners, policy mak-

ers and communities rely on incomplete, inaccurate and delayed

information for making critical decisions. The international public

health community warns of an “innovation pile-up”: scientific ad-

vances, such as new vaccines, will sit idle, awaiting efficient local

delivery and adoption [5]. Advances in database technology suffer

from a similar innovation pile-up. For want of data, some our best

technologies, particularly those in data analytics, are sidelined.

In doing development-minded research, we have observed first-

hand that there are many data management challenges that must be

addressed to provide for effective data acquisition and interpreta-

tion within the first mile. As database researchers, we can provide

tools and methods to meet these challenges. However, this requires

a shift from our traditional focus on backend infrastructure and al-

gorithms, to the needs of local data processes (LDPs) in data cap-

ture, quality, throughput and availability in the context of limited

human, organizational and technical resources.

In this paper, we first lay out specific data management chal-

lenges that we have observed in the field. Next, we discuss promis-

ing approaches for addressing these challenges, including concrete

examples from our current work. Finally, we suggest some prac-

tical next steps for the database community to engage in the first

mile.

2. CHALLENGES
In organizations across the developing world, we have witnessed

many first mile data challenges. Here we summarize several, with

perspective from the first author’s work in Tanzania and Uganda

with public health and international development organizations.

2.1 Expertise, Training and Turnover
In low-resource organizations, even office-based administrative

staff lack expertise in critical areas like database and computer sys-
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tems administration, form design, data entry, usability and process

engineering. This is especially true for small grassroots organiza-

tions and the local field offices of international organizations, which

are assigned the most critical and challenging task of actual service

delivery.

It is expensive to provide training and expertise in remote and

unappealing locations. For the same reason, it is difficult to recruit

and retain high-quality talent. The best staff almost always leave to

climb the career ladder; eventually ending up with a job in a major

city, or even abroad. Turnover is very high, especially among the

young, English-speaking and computer literate. This means that

even those organizations that invest heavily in training see limited

returns.

2.2 Storytellers versus Structured Data
The field staff of low-resource organizations often have limited

formal education. Previous empirical work has shown that uned-

ucated users have difficulty organizing and accessing information

in an abstract manner [15]. These characteristics have in turn been

associated with a culture of “orality” [11]. According to this the-

ory, oral cultures are characterized by situational rather than ab-

stract logic; preferring nuanced, qualitative narratives to quantita-

tive data. Oral knowledge processes are also aggregative rather

than analytic, preferring to assemble complex and potentially con-

flicting “stories”, as opposed to noting down experiences as in-

dividual “correct” measurements. Finally, oral communication is

usually two-way, with a concrete audience, as opposed to writing,

for which the audience can be abstract, temporally and spatially re-

moved, or not exist at all. These characteristics do not translate nat-

urally to field workers capturing structured data using constrained

forms destined for a distant, abstract recipient.

2.3 Mismatched Incentives
Like enterprises in the developed world, monitoring organiza-

tions are becoming increasingly data-driven. Indeed, the World

Bank reports, “Prioritizing for monitoring and evaluation (M&E)

has become a mantra that is widely accepted by governments and

donors alike.” [10]. On-the-ground organizations face, on one hand,

growing data collection requirements and, on the other, the man-

date to minimize “administration” overhead, the budget that sus-

tains data management. Some international funders assume that if

an on-the-ground organization is effective and worthy of their help,

then their reporting requirements can be met with data already be-

ing collected [6]. This is wishful thinking and far from reality. Or-

ganizations in the local communities are often several rungs down

on the sub-contracting or delegation ladder, and are disconnected

from the rationale behind reporting requirements. Ironically, local

organizations create one-off, haphazard, heavily tailored “point so-

lutions” that minimally meet essential reporting requirements, of-

ten at the expense of local information needs. The notion of data

independence is painfully missing, leading to processes that are in-

efficient, inflexible to change, and hard to staff.

In one large urban Tanzanian health clinic, we observed that pa-

tient visit data was recorded by hand twice and digitally entered

twice. Staff wrote by hand first, in a paper filing register, which

the clinic used for day to day operations, and next, on a slightly

different carbon-copy form. The first copy, for the local ministry of

health, was digitally entered onsite; the second copy, for an Amer-

ican funder, was shipped to headquarters and entered there.

Another misaligned incentive is that generating clean, aggre-

gated, long-term data (months to years) that is useful for top-down

evaluation and policy is very different from generating the more

nuanced, individual, short-term data useful for decision making at

the local level. For example, a funder may be interested in a quar-

terly count of patients with malaria, while a health clinic wants to

know which malaria patients from yesterday require follow-up. In

emphasizing the former, the latter is often ignored. In the exam-

ple from Tanzania described above, the local health clinic had no

access to digitized records, despite onsite data entry. They could

only rely on searching through paper forms. In a busy, resource-

constrained environment, this means that patient records were often

not referenced during treatment. In turn, this lack of direct benefit

creates no incentives for local practitioners to generate quality data

consistently. Finally, reporting to funders means emphasizing one’s

successes, while improving operations often requires learning from

your own mistakes. This subtle bias suggests that the most impor-

tant insights from the data probably do not surface.

3. EMERGING DIRECTIONS
In this section, we propose some technical directions for address-

ing the challenges listed above. The general approach is to better

segment the data workflow, and to either automate certain high-skill

tasks, or to delegate work in ways that better suit the incentives and

capabilities that are available.

3.1 Separate Capture from Structure
First of all, we believe it is important to distinguish between data

capturing and data structuring tasks. The first refers to extract-

ing some bit of information or knowledge from the real world and

recording it in a persistent form. The second refers to organizing,

categorizing and quantifying this information, often according to

some pre-ordained structure. Our experience suggests that front-

line field workers are the best suited to capturing important local

information, due to their local contextual knowledge, familiarity

with the community and in some cases, oral culture. On the other

hand, structuring tasks require more literacy, training and knowl-

edge about increasingly specific data vocabularies and schemas.

The goal should be to move structuring tasks to where the incen-

tives and capabilities are most appropriate.

This suggests a number of directions for future research. One

project, Shreddr, described in further detail in the next section, al-

lows field workers to capture information using existing and fa-

miliar paper forms. These forms are iteratively digitized, using

a combination of automated and human-assisted techniques. An-

other project, Avaaj Otalo, is extracting important statistics about

farm cultivation, pest infestation and mitigation directly from farm-

ers’ own recorded questions and answers [14]. Increasingly afford-

able technologies like GPS-enabled camera phones or digital pa-

per2 suggest even more powerful possibilities [9].

In general, these techniques trade off more contextually appro-

priate input techniques, for more uncertainty in the initial results.

Capture by field agents is only the first step in a multi-stage “entropy-

reduction” or “denoising” process. Down the data-pipeline, we can

interleave a sequence of automated and human-assisted steps to

progressively reduce noise, generating increasingly accurate statis-

tics for decision makers, leaving intermediate results explicitly avail-

able for local analysis.

3.2 Intelligent Automation
By applying automated techniques such as optical-character recog-

nition, voice recognition and statistical prediction, we can reduce

local expertise and training requirements. For example, intelligent

prediction can be used to simplify data entry. Instead of requir-

ing a user to type in a field value, we could ask whether the most

probable value is accurate. The approach of converting entry into

validation can improve efficiency and quality, and can potentially

even remove the requirement for keyboards and computers in some

settings.

We can also use statistical techniques to more effectively orga-

nize tasks, including automatically deriving form designs based

2http://www.anoto.com
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on prior data, including appropriate field constraints. The Usher

project, described in the following section, applies these and other

techniques to improve the quality of entered data. Essentially, these

adaptive techniques learn from existing data, applying the results to

mitigate the lack of management, formal processes, staff expertise

and high turnover that can stifle other forms of organizational learn-

ing.

3.3 Leverage the Cloud and Crowd
Separating capture from structure also allows us to host more of

the structuring activities directly in “the cloud”, further reducing lo-

cal data management requirements, and creating opportunities for

more intermediaries to provide value. Both the Shreddr and Avaaj

Otalo systems are positioned to be hosted services, allowing local

organizations to focus on capturing paper scans and audio record-

ings, respectively, while the structuring tasks are distributed across

the Internet. Workers can include staff at headquarters who often

have the most direct incentives and motivation to obtaining timely,

high-quality data. Moreover, given that many of these projects are

directly in support of social goals, we may even be able to rely on

“cognitive surplus” in the developed world, in the form of crowd-

sourced workers working for social or other incentives [16].

In general, aggregating many “little-data” processes into a smaller

number of more traditional big-data activities achieves economies

of scale, and better facilitates a variety of value-adding services,

including: (1) automatic value estimation, such as OCR/OMR; (2)

incremental and elastic scaling of workers with crowd-sourcing; (3)

dynamic task assignment according to workers’ skills and incen-

tives; (4) reporting and analytics for multiple recipients, including

returning data back to the first mile for local usage.

3.4 Bottom­up Optimization
The above discussed directions on optimizing data-pipelines will

make timely data available to on-the-ground staff. If we develop

contextually appropriate tools that allow these users to perform

analysis, we can help organizations self-optimize quantitatively.

In a rural Ugandan village, we developed a simple Excel tool

allowing clinicians to view data visualizations of health trends in

their community. The key idea was leveraging “found data” from

the intermediate results of fulfilling external data collection require-

ments. The tool was simple: an Excel workbook with macros that

tapped into existing data collected from community health workers

(CHWs) reports. We created a workbook tab of visualizations fea-

turing PivotCharts like “Patients under 5 years old with malaria by

village.”, and taught the village doctor in charge of CHWs to create

his own PivotCharts. The village doctor delighted in his new-found

ability to monitor CHWs through visualizations. We saw that the

ability to see and benefit from CHW collected data immediately

improved incentives and feedback loops for CHW data collection.

Motivated by this simple tool’s adoption, we have proposed, as fu-

ture work, a framework for automatically generating and identify-

ing visualizations that contain “actionable anomalies” [2].

This type of bottom-up analytics can improve local decision-

making. It allows practitioners to surface locally-important outliers

and trends, which may otherwise get lost in higher levels of aggre-

gation. As well, it has the additional benefit of aligning mismatched

incentives between local and oversight organizations. Encouraging

local data-consumption feeds a virtuous cycle: growing data usage

increases the desire to collect higher quality and lower latency data,

which then makes the data more useful, and so on.

4. CURRENT WORK
In this section, we describe two of our projects aimed at improv-

ing the quality, efficiency and utility of data entry from paper in

public health organizations in sub-Saharan Africa. We have found

that batch data entry is a key choke-point for such organizations

in the first mile, and an early opportunity to improve efficiency, to

catch (and correct) errors in the data-pipeline, and to directly and

immediately apply lessons learned.

4.1 Usher
Usher is a tool for automatically improving the accuracy of data

entry interfaces. The survey design literature provides a number of

existing best practices for form design [8]. However, most of these

are still heuristics, and implementing them in any given context is

still more of an art than a science. Drawing from these best prac-

tices, and an information-theoretic entropy reduction model of data

entry, Usher seeks to automatically generate a form layout and dig-

ital data entry interface that can maximize information gain, input

efficiency, and accuracy, for any arbitrary form and dataset.

1 2
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Figure 1: (1) drop down split-menu promotes the most likely

items (2) text field ranks autocomplete suggestions by likeli-

hood (3) radio buttons highlights promote most likely labels (4)

warning message appears when an answer is an outlier.

Usher is driven by a probabilistic model of relationships between

a form’s questions and values derived from prior data. Leverag-

ing this predictive ability, Usher provides algorithms for: (1) re-

ordering the sequence of form questions to maximize information

gain at every point in data entry, allowing for better prediction of

remaining fields – similar to what a good form designer might do,

(2) re-formulating the presentation of questions to make it easier to

select more likely choices, and more difficult to select less likely

ones (Figure 1 shows a subset of Usher-powered feedback mech-

anisms that we tested with users), and (3) re-asking questions that

are likely to be wrong – approximating double-entry (the practice

of having two data clerks enter the same form and comparing), but

only for values likely to be incorrect, and thus at a fraction of the

cost.

Our user experiments working with real datasets and real data

entry clerks in rural Uganda demonstrated that Usher can signifi-

cantly improve input efficiency and accuracy [3, 4].

4.2 Shreddr
Our more recent work on Shreddr takes a “column-oriented”

view of data entry, with the hypothesis that automatic decompo-

sition and information theoretic redistribution of data entry tasks,

along with novel entry interfaces, can provide significant gains in

data entry efficiency. Shreddr works as follows: (1) extract schema

and physical locations of schema elements semi-automatically from

a scanned form, via a simple web interface. (2) align and shred im-

ages of completed forms into image fragments according to phys-

ical locations, and estimate field values via optical character and
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mark recognition (OCR/OMR) and Usher. (3) dynamically re-batch

image fragments by data type and value estimate into worker tasks,

and present with Usher interfaces. (4) crowd-source or in-source

tasks to workers in an elastic labor pool (such as Amazon’s Me-

chanical Turk), or an organization’s own workers.

The Shreddr approach to data entry has several advantages. It

enables low-fidelity automation to greatly simplify a large percent-

age of tasks. Since confirmation is often much less difficult for

humans than de novo entry, it focuses the limited attention of hu-

man workers directly on entering the most difficult to guess values.

As well, the freedom to order tasks in a “column-oriented” fashion

allows control of latency and quality at field-by-field granularity.

This means time-sensitive fields can be given priority, and impor-

tant fields can be confirmed and re-confirmed.

A. B.

Figure 2: Two example interfaces for data entry.

Columnar-orderings enable several mechanisms for better effi-

ciency. First, workers can better retain mental focus by transcribing

similar values, without switching question context—for example,

a sequence of only “firstname” values. Second, a column can be

sorted by its predicted value, allowing workers to verify sequences

with roughly a single value, like “Michael”. We can provide user

interfaces that essentially allows batch confirmation of several val-

ues at one time. We put these techniques together in Figure 2: inter-

face A is traditional row-order entry; interface B is column-ordered

validation of sorted “firstname” values predicted to be “Michael”.

We suspect that batch entry of pseudo-sorted sequences will yield

much higher digitization throughput, much like run length encod-

ing in a compressed database column.

5. GETTING STARTED
As we have illustrated, there are a number of first mile data chal-

lenges that can be directly addressed by re-organizing and optimiz-

ing the local data infrastructure. We believe the database commu-

nity is well-positioned to make significant contributions in this area.

However, to do so, we must recognize some of the implicit assump-

tions in current database research. We list some of these below in

the hope of stimulating discussion that can advance notions about

our field, of Computer Science in general, and its applicability to a

number of important real-world contexts.

The notion of “too much data”: William Gibson observed that

“The future is already here, it is just unevenly distributed” [7]. This

insight applies to data as well. While we in the database community

often talk about the data deluge occurring in the developed world,

there is, ironically, far too little data available about conditions in

the developing world – data that is relevant to some of the most

important challenges and opportunities of the 21st century. While

we are very comfortable with issues like scale and privacy in data-

rich environments, we are less familiar with circumstances where

even the most basic improvements in data availability can enable

significant progress in meeting local needs.

The infatuation with “big data”: Database researchers take more

interest in problems that center on large data volumes. But, be-

cause low-resource organizations use tools like Microsoft Access,

they tend to fly under our radar. However, their multitude of “little

data”, each different by culture and environment, also presents an

interesting scale problem: the challenge of wide-scale in contextual

diversity, rather than large-scale in volume.

The myth of expertise: We often assume that competent staff is

on hand to implement, administer and use our systems. This think-

ing is reasonable for many office-based, developed world environ-

ments, but if we want to extend the reach of our systems to more

people and organizations, we must go further in terms of making

our solutions more appropriate for a broader range of skill levels

and familiarity with technology.

The most direct route to engaging with global problems is prag-

matic. As several early researchers in this emerging field have high-

lighted, there is a simple formula for achieving success [1, 13]: go

to the field, find a good partner organization, and solve their real

problems in a empirically demonstrable and hopefully broadly gen-

eralizable way. This path leads to interesting and unexpected solu-

tions, including some we may never have thought of otherwise.
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ABSTRACT
Data management is becoming increasingly social. We ob-
serve a new form of information in such collaborative sce-
narios, where users contribute and reuse information, which
resides neither in the base data nor in the schema infor-
mation. This “superimposed structure” derives partly from
interaction within the community, and partly from the re-
combination of existing data. We argue that this triad of
data, schema, and higher-order structure requires new data
abstractions that – at the same time – must efficiently scale
to very large community databases. In addition, data gen-
erated by the community exposes four characteristics that
make scalability especially difficult: (i) inconsistency, as dif-
ferent users or applications have or require partially overlap-
ping and contradicting views; (ii) non-monotonicity, as new
information may be able to revoke previous information al-
ready built upon; (iii) uncertainty, as both user intent and
rankings are generally uncertain; and (iv) provenance, as
content contributors want to track their data, and “content
re-users” evaluate their trust. We show promising scalable
solutions to two of these problems, and illustrate the gen-
eral data management challenges with a seemingly simple
example from community e-learning (“ce-learning”).

1. A VISION: MASSIVE COMMUNITY
E-LEARNING WITH PAIRSPACE

We will argue that management of collections of com-
munity data requires a new abstraction that does not fit
well in the common dichotomy of data and schema informa-
tion. We illustrate this idea with the vision of a massive on-
line question-answer learning community of users, grouped
around a hypothetical tool we refer to as PairSpace. We
prefer to keep the overall setup simple. This is a concrete
community data management scenario that illustrates the
main issues in this paper, while at the same time, seems to
have a simple relational implementation. Note that the un-
derlying challenges naturally extend to more complex and
general community content management scenarios.

5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA.

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
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Figure 1: Spaced repetition with flashcard learning:
Repetition intervals increase for subsequent boxes.

PairSpace is a huge shared repository of learning nuggets
organized into question-answer (Q&A) pairs that combines
(a) flashcard learning with (b) spaced repetition and (c) a
community built around it. Flashcards are sets of cards
with a question on one side and an answer on the other.
These cards are used as a learning drill to aid memorization
of learning material through what is called “active recall1:”
given a question, one produces the answer. Furthermore,
those Q&A pairs are usually grouped into collections of a
similar nature, i.e. meaningful learning units. Examples are
the vocabularies of one lesson in a high-school book, or the
standardized questions to pass the US driving license in the
State of Washington. Almost any cognitive subject can be
translated into such a Q&A format2.

Spaced repetition is a learning technique with increasing
intervals of time between subsequent reviews of learned ma-
terial. Items to memorize are entered into PairSpace as
Q&A pairs (virtual flashcards). When a pair is due to be
reviewed, the question is displayed, the user attempts to an-
swer the question, and – after seeing the answer – decides
whether he answered it correctly or not. If he succeeds, then
the pair gets sent to the next box, if he fails it gets sent back
to the first box. Each subsequent box has a longer period
of time before pairs are revisited (Fig. 1)3. Imagine a daily

1
In active recall, pieces of information are actively retrieved from

memory as opposed to passive review. See [10] for a recent discussion.
2

Further examples are: general cultural facts (such as world countries
and their capitals), competition results for sports fans (e.g., Who won
the 2010 World Cup?), film facts for movie buffs (e.g., Who played
William of Baskerville in“The name of the rose”of 1986?), often asked
terms during GRE and their synonyms, important paragraphs or cases
in law, details on the periodic table in chemistry, multiplication tables
in mathematics, names of bones and their location in the human body
for medical students, basic formulae in any science, or lists of common
abbreviations in computer science (e.g., What does MVD stand for?).
3
The idea of spaced repetition traces back to the early 1930s, but

only became later widely know as Pimsleur’s graduated-interval recall
[15], or “Leitner system”, or “Ebbinghaus Forgetting Curve”. While
not widely popular in the USA, flashcard learning is hugely popu-
lar in Europe with several hundred, mostly offline flashcard programs

1
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morning routine in which a user repeats the learning nuggets
that are due that day as suggested by the system.

The third aspect is that those collections of pairs can be
shared, re-used, and even re-combined. We envision one
centralized and massive repository of Q&A pairs for all dis-
ciplines, languages and kinds of human knowledge. This is
the one central place (with obvious positive externalities)
where learners go for repetitive learning needs to find rele-
vant collections of information nuggets, to upload or com-
bine pairs into new collections, and to train regularly. Major
value of the stored information lies not just in the individual
Q&A pairs (e.g., the translation of English “go” into Spanish
“ir” can be easily found in any free online dictionary), but
in the collection of these information nuggets into mean-
ingful units of information whose mastery together allow
the learner to acquire a certain skill level (e.g., passing the
knowledge-based driving test). And this value is important
to leverage when helping users find the right pairs, collec-
tions, or even other users with similar interests.

Example 1 (PairSpace Scenario). Alice is learning
Spanish. She uplods Q&A pairs of her first lesson. Bob is
learning Spanish too and discovers Alice’s Spanish 1 lesson
in PairSpace. His girlfriend is Mexican and has taught
him to use andar instead of ir for go. He changes his
Q&A pair (go, ir) to (go, andar). Next assume Charlie is
searching for basic Spanish lessons. What should the system
return to Charlie, and how should it present this result?

2. CHALLENGES FOR MANAGING COL-
LECTIONS OF COMMUNITY DATA

The simple scenario of Example 1 already poses several
challenges of how to search, return and present the results.

• What to return? Should the system return the collection
Spanish 1 of either Alice or Bob? Should it present them
as a derivation of each other with Bob’s collection as the
most recent, or Alice’s as the original? Should it return
just the intersection of Alice’s and Bob’s collections as new
derived collection? Should it present and mark the tuples
(go, ir) and (go, andar) as possibly conflicting pairs? Stated
more abstractly, given two or more collections as input, how
to inform and return to the user the structural variation
in collections? How can the system learn to suggest new
derived collections that fit the purpose of the user?

• How to bundle and present the results to the user? Can
we take advantage of new “return structures” imposed by
collections instead of returning individual pairs in an all-
too-familiar list-based fashion (cf. discussion in [3])? If we
have several partially overlapping and often complementary
or contradicting collections, should we return collections or
tuples by majority or by diversity (cf. [20])? Should we
cluster these collection into meta-collections in the search
results, i.e. go one level further in the abstraction?

• How to search? How does the user specify the informa-
tion she is looking for, i.e. what is the appropriate search
paradigm for query formulation? What is the appropriate

found on the Web. For example, Phase-6 is a German company en-
tirely built around an offline flashcard learning software that is used
at 3.000 German schools and has supposedly been sold more than
500.000 times (source: http://www.phase-6.com). The fact that there
are hundreds of software tools available supports the thesis that one
unique, and online PairSpace would a valuable tool to users, but no-
body has yet figured out the perfect solution to bring this to massive
dimensions (cp. Friendster and LinkedIn before Facebook).

uses Collection PairUser contains

(a)

cname

go irAlice

Bob

uname

Spanish 1

Spanish 1

Collection PairUser

Charlie andargo

... ...

Q A

?

(b)

Figure 2: An attempt at a relational encoding of
PairSpace: (a) an ER model, and (b) an instance.

query language that – though possibly hidden from the user
– allows to express the user’s search needs?

• What to include in ranking? What are those explicit
or implicit features or associations that can be leveraged to
learn and return relevant information to the user? Obvious
candidates are the following: (a) Semantic or syntactic sim-
ilarity : How can one address synonymy and polysemy? For
example, the expression bank can represent “river bank” in
English, “bench” in German, and a “financial institution” in
both languages. (b) Structure: What is the generally appro-
priate way to think about the relative importance between
pairs or items and collection of items? (c) Trust or reputa-
tion: What is the appropriate abstraction of trust between
users in this scenario? How can different levels of trust be
combined, i.e. should they be defined either in a vote-based
(democratic, weight-based) manner, or rather a rule-based
(strict, preference based) manner. For example, Charlie may
specify to trust his school teacher strictly more than any
other people. In such preference or rule-based scenarios, the
actual value of the weights does not matter, but rather the
partial order between preference relations [18]. (d) Prove-
nance: What kinds of provenance are suggested by this sce-
nario, such as “social provenance” [3], or derivative prove-
nance? Should identical pairs specified by different users be
linked to each other? How can one define provenance on
collections of items? How to incorporate all those forms of
provenance into an appropriate ranking function? How to
support querying those combined forms of provenance, e.g.
to support explanatory queries over this repository?

One fundamental problem is already the question of how
to best store, manipulate, and update all involved informa-
tion over time. Figure 2a shows a simple ER model of the
relation between users, collections and pairs in our scenario.
Figure 2b is a simplified depiction of the scenario of Exam-
ple 1. If the collection of Alice contains 100 tuples, then stor-
ing Bob’s incremental variation would take < 2

100
th of the

space of Alice’s original lesson. For the sake of discussion,
let’s call replicating all pairs as the explicit representation
(alternatively eager or materialized), and some other repre-
sentation that stores only the difference as implicit (alterna-
tively lazy or virtual). But space is not the major issue here:
even if the explicit representation is stored in a compressed
form, valuable information about the relative derivation or
evolution of content is lost. Note, that during querying,
value lies not so much in the individual pairs or collections,
but rather in the knowledge of how close two or more collec-
tions relate to each other. In turn, storing only the implicit

2
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information may decrease the access to the actual data con-
siderably. Hence, there is this inherent trade-off between
having the data explicit, or the relative derivations explicit.
How to update those derivations if content evolves and users
add, update, delete or transfer pairs between collections?

Summing up the three main challenges that this seemingly
simple scenario of managing three kinds of entities (items,
collections, users) in a community scenario raises are: (1)
What is the right abstraction for the logical and physical
representations of this partly redundant, partly overlapping
information, grouped into vastly overlapping bundles? (2)
What is the right abstraction of a data manipulation and
query language that allows one to reason in terms of col-
lections rather than items? (3) How to evaluate relative
importance over the triple concepts of (items, collections,
users) in a sound and principled way? In addition, how to
reason about (i) inconsistency, (ii) non-monotonicity, (iii)
uncertainty, and (iv) provenance at the level of collections?

3. WHY EXISTING MODELS AND
APPROACHES DON’T SUFFICE

Here we briefly summarize related work that focuses on
these challenges but fails short in solving them entirely.

The overall area falls into what is classified as sharing
systems in [5] where users together build shared structured
knowledge bases or a consistent data synthesis. In our sce-
nario, the users do not share the goal of structured knowl-
edge creation, but rather want to find individually fitting
collections of Q&A pairs that fit their respective learning
needs. Our scenario is clearly different from data integration
or data fusion where the goal is to create one unified view on
the data [12]. Instead, we want to efficiently manage, find,
and compose meaningful collections/bundles/structures of
base data that evolve over time. Our challenges are also
reminiscent to those of dataspaces [11], where the focus is
on incremental (“pay-as-you go”) integration. The value of
the system increases over time with the number of matches
between the data. In our scenario, collections of items have
different meanings to different users at different times and
need to be managed from day one.

The scenario is also related to the problem of conflict res-
olution in community databases with the goal of automat-
ically assigning each user in the system a unique value to
each key [18, 9]. However, in our scenario, content import
is “pull” instead of “push,” i.e. users actively search for con-
tent. In the scenario of searching over Yahoo! answers [1,
2], the goal is to order the set of question-answer pairs ac-
cording to their relevance to the query. In our scenario, the
goal not just to rank just pairs, i.e. user generated content,
but rather (or alternatively) collections of pairs (which may
exist or may be re-combined), or to suggest relevant users.

Our notion of collections is also very reminiscent of super-
imposed information [14], i.e. data that is placed over ex-
isting information to help organize and reuse items in these
sources. One main difference to superimposed information
management is the community aspect: we have different al-
ternative and overlapping collections of base information,
and value lies not just in the groupings, but also the differ-
ence between alternative groupings. The concept of finding
and managing associations on top of base data is also re-
lated to inductive databases [16] and pattern-base manage-
ment systems [4]. Both try to manage rules built upon base

data as separate information inside an enhanced DBMS. The
difference is that the collections that we are interested in do
not have in general an intensional semantics. That means
they cannot by themselves be expressed in a short implicit
form, e.g., by a query (cf. [17]). Rather, we are interested
in the incremental and evolving differences between collec-
tions of base data. And we want to leverage this informa-
tion about “data interference” during the ranking process.
Our scenario is also reminiscent of revision control systems
(RCS), such as SVN, which manage incremental changes to
documents, programs, and other information, and option-
ally include compression. But while RCSs can store differ-
ences efficiently, they do not expose general query facilities
to search for meaningful differences, which is an essential
ingredient in search in community databases.

4. A NEW HOPE
We propose two complementary approaches to deal with

a subset of these challenges.
(1) Rule-based, non-monotone preference relations.

An important feature of a community database is providing
ways to establish, measure, and show fame/trust/reputation
of content and users. This is especially important for a sys-
tem that needs to provide the users functionality of revoking
previously stated information (“non-monotone reasoning”).
If the user contributions seep deep into the system and other
users build upon it, then undoing can be very difficult [5].
Take as an example the spread of wrong information in a
social network, where people trust people by a transitive
closure of trust (people trust people who trust people etc.).

The approach that we promote here is exchanging vote-
based trust systems (or at least enhancing them) with a rule-
based reputation system built on conditional trust. Condi-
tional trust relations are basically trust mappings at a data-
instance level. Trust mapping is a preference-based inference
rule or a default statement that a user is willing to accept
another user’s data value in the absence of their own val-
ues. Priorities are further used to specify how to resolve
conflicts between data values coming from different trusted
users [18]. Conditional trust now allows users to specify se-
lected attributes and thus takes this trust mappings from a
schema to a data focus, quite similar to conditional func-
tional dependencies (CFDs) [6] further specifying standard
FDs. It is not trivial to reason efficiently in such a rule-based
system with the transitive closure of trust, and in the pres-
ence of cycles. However, we have shown in very recent work
[9] that a unique semantics can be defined that allows to
calculate revokes, that means changes in the data instances,
efficiently (linear in size of the data and quadratic in the size
of the network even in the presence of cycles).

We see two interesting questions with this approach: (i)
When porting such a rule-based semantics into a richer social
context and from the schema-level to data-level, can one
still guarantee efficient scalability in both the size of the
shared data and the size of the trust relations? (ii) Can we
raise the level of abstraction for rules further: When treating
preference rules as data, can preference-rules on preference-
rules still allow an efficient semantics? In recent work [7], we
have shown that reasoning in modal logics (arbitrary nesting
of annotations on annotations) can be encoded efficiently
on top of the relational model. Can we still find efficient
encodings of such higher-order rules that can be managed
on top of the relational model?
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(2) Ranking collections of data in an efficient prob-
abilistic framework. We mentioned before the problem of
ranking results relevant to the user, which is also studied in
work on incorporating social media into learning-based rank-
ing methods (e.g. [2, 3]). Such ranking methods need to take
into account uncertainty at several levels: uncertainty about
the semantic relevance of the results to the user’s query,
uncertainty about the user’s search context, uncertainty of
mapping of keywords to various schema or data informa-
tion. Furthermore, the ranking method needs to allow for
structured queries (e.g. “Find collections on Spanish with
the word go in one pair and used by trusted users”).

A natural way to deal with structured queries over uncer-
tain data is to interpret all uncertainties or weights in the
system as probabilistic values in the interval [0,1], and then
apply a structured query paradigm that ranks results by
their relevance as common in probabilistic databases (PDBs).
Recent work on PDBs has shown that the parameters of the
ranking functions can be learned from user preferences [13].
Thus, treating the problem of query answering as those of
query answering over PDBs allows one to learn the values,
then to support complex querying and decision-making over
data. The main problem with this approach is its computa-
tional complexity: evaluating conjunctive queries over tuple-
independent PDBs is well known to be already #P hard,
in general. For example, complexity-wise, the above query
over the schema from Fig. 2 would correspond to evaluating
a Boolean conjunctive chain query q :−R(x), S(x, y), T (y)
which is #P hard in our case (many-to-many relations be-
tween all entities in Fig. 2a).

The solution that we advocate is our recently introduced
technique of query dissociation [8]. The basic idea is to
slightly change the semantics of probabilistic query evalua-
tion, and to then calculate the ranking score of result tuples
with a few materialized views and a single query plan that
guarantees efficient evaluation for every conjunctive query.
In theory, this approach replaces a #P hard problem with
a PTIME algorithm. In practice, it allows existing DBMSs
to evaluate probabilistic conjunctive queries over data in-
stances that have been infeasible for previous approaches.

5. FINAL THOUGHTS
We have pointed to the challenge of organizing and man-

aging collections of community data with the example of
PairSpace, a fictitious centralized and massive repository
for Q&A learning. We envision this shared space as a nucleus
that can grow as the single repository for general e-learning
or even knowledge repositories with more complicated struc-
tural knowledge than Q&A pairs (cf. Wikipedia info boxes as
nucleus for structured knowledge extraction from the Web).
At the same time, solving this structurally simple data man-
agement problem will help shape our thoughts of how to
approach more complicated structural collections of human
knowledge, such as general community content management
systems, or even those that do not have a naive implementa-
tion in the relational model. The most timely such challenge
is managing the variance of the human genetic population.

The 1000 Genomes Project (see http://1000genomes.org)
creates a collection of 1000 human genomes and aims at
achieving a complete representation of the structural vari-
ation (inserts, deletions, inversions, translocations [19]) in
the human genome. Now imagine a massive database that
allows to query the human genetic variation of 1 billion

genomes, and to correlate these variations with variations in
clinical data. This massive data management system clearly
derives value from efficient handling of higher-order struc-
ture that is imposed on top of the base genetic information
(variations between structured collections of base pairs), but
also variations in the variations themselves (higher-order
structural variations). Effective solutions to biologists for
this kind of problem have not yet been found by the data
management community.

We strongly believe that investigating the right data model
for a massive PairSpace will at the same time help the
global learning community, and will lead to better under-
standing of appropriate abstractions for managing more gen-
eral massive collections of community data.
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ABSTRACT
Amazon’s Mechanical Turk (“MTurk”) service allows users
to post short tasks (“HITs”) that other users can receive
a small amount of money for completing. Common tasks
on the system include labelling a collection of images, com-
bining two sets of images to identify people which appear in
both, or extracting sentiment from a corpus of text snippets.
Designing a workflow of various kinds of HITs for filtering,
aggregating, sorting, and joining data sources together is
common, and comes with a set of challenges in optimizing
the cost per HIT, the overall time to task completion, and
the accuracy of MTurk results. We propose Qurk, a novel
query system for managing these workflows, allowing crowd-
powered processing of relational databases. We describe a
number of query execution and optimization challenges, and
discuss some potential solutions.

1. INTRODUCTION
Amazon’s Mechanical Turk service (https://www.mturk.

com/mturk/welcome) (“MTurk”) allows users to post short
tasks (“HITs”) that other users (“turkers”) can receive a
small amount of money for completing. A HIT creator speci-
fies how much he or she will pay for a completed task. Exam-
ple HITs involve compiling some information from the web,
labeling the subject of an image, or comparing two docu-
ments. More complicated tasks, such as ranking a set of ten
items or completing a survey are also possible. MTurk is
used widely to perform data analysis tasks which are either
easier to express to humans than to computers, or for which
there aren’t yet effective artificial intelligence algorithms.

Task prices vary from a few cents ($.01-$.02/HIT is a com-
mon price) to several dollars for completing a survey. MTurk
has around 100,000-300,000 HITs posted at any time (http:
//mturk-tracker.com/general/). Novel uses of MTurk in-
clude matching earthquake survivor pictures with missing
persons in Haiti (http://app.beextra.org/mission/show/
missionid/605/mode/do), authoring a picture book (http:
//bjoern.org/projects/catbook/), and embedding turk-
ers as editors into a word processing system [2].

From the point of view of a database system, crowd-
powered tasks can be seen as operators—similar to user-
defined functions—that are invoked as a part of query pro-

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
CIDR 2011

cessing. For example, given a database storing a table of
images, a user might want to query for images of flowers,
generating a HIT per image to have turkers perform the fil-
ter task. Several challenes arise in processing such a work-
flow. First, each HIT can take minutes to return, requiring
an asynchronous query executor. Second, in addition to con-
sidering time, a crowdworker-aware optimizer must consider
monetary cost and result accuracy. Finally, the selectivity of
operators can not be predicted a priori, requiring an adap-
tive approach to query processing.

In this paper, we propose Qurk, a crowdworker-aware
database system which addresses these challenges. Qurk
can issue HITs that extract, order, filter, and join complex
datatypes, such as images and large text blobs. While we de-
scribe Qurk here using the language of MTurk (turkers and
HITs), and our initial prototype runs on MTurk, we aim for
Qurk to be crowd-platform-independent. Future versions of
Qurk will compile tasks for different kinds of crowds with
different interfaces and incentive systems. Qurk is a new
system in active development; we describe our vision for the
system, propose a high level sketch of a UDF-like syntax for
executing these HITs, and explore a number of questions
that arise in such a system, including:

• What is the HIT equivalent of various relational op-
erations? For example, an equijoin HIT might require
humans to identify equal items, whereas a HIT-based
sort can use human comparators.
• How many HITs should be generated for a given task?

For example, when sorting, one can generate a HIT
that asks users to score many items, or to simply com-
pare two. How can the system optimize each HIT?
• Given that a large database could result in millions of

HITs, how should the system choose which HITs to
issue? Given that only a fraction of items in a large
database can have HITs generated for them, what is
the proper notion of query correctness?
• How much to charge for a HIT? Higher prices can lead

to faster answers. Can the system adaptively optimize
the price of HITs based on user-specified response time
and budget constraints?
• Who is the right crowdworker for a task? MTurk pro-

vides paid workers, but an enterprise might prefer ex-
pert workers, and an operation with a tight budget
might look for non-monetary incentives.

2. MOTIVATING EXAMPLES
Here is a list of tasks that Qurk should be able to run:
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Figure 1: A Qurk system diagram.

• Given a database with a list of company names, find
the CEO and contact number for each company (see
http://www.readwriteweb.com/enterprise/2010/01/

crowdsourcing-for-business.php).
• Given a set of photographs of people from a disaster,

and pictures submitted by family members of lost in-
dividuals, perform a fuzzy join across both sets, using
humans to determine equality.
• Given a collection of messages (e.g., from twitter),

identify the sentiment of each (e.g., as either “posi-
tive” or “negative”) [3].
• Given a list of products, rank them by “quality” by

searching for reviews on Amazon.

These workflows have relatively small query plans, but in
practice, plans see size increases as more filters and sorts
appear. Additionally, even small plans benefit from Qurk’s
adaptive cost optimizations.

3. SYSTEM OVERVIEW
Qurk is architected to handle an atypical database work-

load. Workloads rarely encounter hundreds of thousands of
tuples, and an individual operation, encoded in a HIT, takes
several minutes. Components of the system operate asyn-
chronously, and the results of almost all operations are saved
to avoid re-running unnecessary steps. We now discuss the
details of Qurk, which is depicted in Figure 1.

The Query Executor takes as input query plans from
the query optimizer and executes the plan, possibly gen-
erating a set of tasks for humans to perform. Due to the
latency in is processing HITs, the query operators commu-
nicate asynchronously through input queues, as in the Vol-
cano system [4]. The example join operator maintains an
input queue for each child operator, and creates tasks that
are sent to the Task Manager.

The Task Manager maintains a global queue of tasks to
perform that have been enqueued by all operators, and builds
an internal representation of the HIT required to fulfill a
task. The manager takes data which the Statistics Man-
ager has collected to determine the number of turkers and
the cost to charge per HIT, which can differ per operator.

Additionally, the manager can collapse several tasks gener-
ated by operators into a single HIT. These optimizations
collect several tuples from a single operator (e.g., collect-
ing multiple tuples to sort) or from a set of operators (e.g.,
sending multiple filter operations over the same tuple to a
single turker).

A HIT that is generated from the task manager first probes
the Task Cache and Task Model to determine if the the
result has been cached (if an identical HIT was executed al-
ready) or if a learning model has been primed with enough
training data from other HITs to provide a sufficient result
without calling out to a crowdworker. We discuss these op-
timizations further in Section 6.

If the HIT cannot be satisfied by the Task Cache or Task
Model, then it is passed along to the HIT Compiler, which
generates the HTML form that a turker will see when they
accept the HIT, as well as other information required by the
MTurk API. The compiled HIT is then passed to MTurk.
Upon completion of a HIT, the Task Model and Task Cache
are updated with the newly learned data, and the Task Man-
ager enqueues the resulting data in the next operator of the
query plan. Once results are emitted from the topmost op-
erator, they are added to the database, which the user can
check on periodically.

4. DATA MODEL AND QUERY LANGUAGE
Qurk’s data model is close to the relational model, with a

few twists. Two turkers may provide different responses
to the same HIT, and results must often be verified for
confidence across multiple turkers. In Qurk’s data model,
the result of multiple HIT answers is a multi-valued at-
tribute. Qurk provides several convenience functions (e.g,
majorityVote) to convert multi-valued attributes to usable
single-valued fields.

We now propose a simple UDF-like approach for integrat-
ing SQL with crowdworker-based expressions. We use SQL
since it should be familiar to a database audience, but we
plan to study a variety of different interfaces in Qurk, some
of which will have a more imperative flavor, or which will
operate over files instead of database tables. We introduce
our proposal through a series of examples.

Filters
In our first example, we look at a query that uses the

crowd to find images of flowers in a table called images, with
an image-valued field called img. The user writes a simple
SQL query, and uses a UDF called isFlower, which is a
single-valued function that takes an image as an argument.

SELECT * FROM images where isFlower(img)

Using the Qurk UDF language, the user defines isFlower
as the following task:

TASK isFlower(Image img) RETURN Bool:

TaskType: Question

Text: ‘‘Does this image: <img src=‘%s’>

contain a flower?’’,URLify(img)

Response: Choice(‘‘YES’’,‘‘NO’’)

In our language, UDFs specify the type signature for the
isFlower function, as well as a set of parameters that de-
fine the job that is submitted. In systems like MTurk, a job
looks like an HTML form that the turker must fill out. The
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parameters above specify the type and structure of the form
that the database will generate. The TaskType field speci-
fies that this is a question the user has to answer, and the
Response field specifies that the user will be given a choice
(e.g., a radio button) with two possible values (YES, NO),
which will be used to produce the return value of the func-
tion. The Text field shows the question that will be supplied
to the turker; a simple substitution language is provided to
parameterize the question. Additionally, a library of utility
functions like URLify (which converts a database blob object
into a URL stored on the web) are provided.

Crowd-provided Data
In this example we show how crowdworkers can supply

data that is returned in the query answer. Here, the query
is to find the CEO’s name and phone number for a list of
companies. The query would be:

SELECT companyName, findCEO(companyName).CEO,

findCEO(companyName).Phone

FROM companies

Observe that the findCEO function is used twice, and that
it returns a tuple as a result (rather than just a single value).
In this case, the findCEO function would be memoized after
its first application. We allow a given result to be used in
several places, including different queries.

The task for the findCEO function follows:

TASK findCEO(String companyName)

RETURNS (String CEO,String Phone):

TaskType: Question

Text: ‘‘Find the CEO and the CEO’s phone

number for the company %s’’, companyName

Response: Form((‘‘CEO’’,String),

(‘‘Phone’’,String))

This task definition is similar to the previous one, except
that the response is a tuple with two unconstrained fields.

Table-valued Ranking Functions
Suppose we want the turker to rank a list of products from

their Amazon reviews. Our SQL query might be:

SELECT productID, productName FROM products

ORDER BY rankProducts(productName)

Here, the rankProducts function needs take in a list of
products, rather than just a single product, so that the user
can perform the comparison between products. The task
definition is as follows:

TASK rankProducts(String[] prodNames) RETURNS String[]:

TaskType: Rank

Text: ‘‘Sort the following list of products

by their user reviews on Amazon.com’’

List: prodNames

The syntax is similar to the previous tasks, except that
the function takes an array-valued argument that contains
values from multiple rows of the database. The TaskType

is specified as Rank. Ranking tasks don’t accept a specific
Response field, but just provide a list of items for the user
to order—in this case, that list is simply the provided array.

The Qurk system may call rankProducts multiple times
for a given query, depending on the number of items in the

table. Ranking tasks are often decomposed into smaller sub-
tasks. To combine results from subtasks, users can be asked
to provide a numeric score, or the system can provide an
approximate ordering of results by ensuring that subtasks
overlap by a few products.

Table-valued Join Operator
In the final example, we show how the crowd can join

two tables. Suppose we have a survivors table of pictures
of earthquake survivors, and a missing table with pictures
submitted by family members. We want to find missing
persons in the survivors table.

SELECT survivors.location, survivors.name

FROM survivors, missing

WHERE imgContains(survivors.image, missing.image)

The imgContains function needs takes two lists of images
to join. The task definition is as follows:

TASK imgContains(Image[] survivors, Image[] missing)

RETURNS Bool:

TaskType: JoinPredicate

Text: ‘‘Drag a picture of any <b>Survivors</b>

in the left column to their matching

picture in the <b>Missing People</b>

column to the right.’’

Response: DragColumns("Survivors", survivors,

"Missing People", missing)

Here, imgContains is of type JoinPredicate, and takes
two table-valued arguments. The task is compiled into a
HIT of type DragColumns which contains two columns la-
beled Survivors and Missing People. Turkers drag match-
ing images from the left column to the right one to identify
a match. The number of pictures in each column can change
to facilitate multiple concurrent comparisons per HIT.

5. QUERY EXECUTION
As mentioned in Section 3, Qurk’s components communi-

cate asynchronously. Each query operator runs in its own
thread and consumes tuples from its child in the query tree.
For each tuple in its queue (or queues, in the case of joins),
it generates a task to be completed by a turker. These tasks
are enqueued for the task manager, which runs a thread for
pricing HITS and collapsing multiple tasks into a single HIT
under the instruction of the optimizer. Multiple HITs will
be outstanding concurrently.

After a task is returned from a crowdworker, it is used
to train a model for potentially replacing turker tasks and
is cached for future reuse. A second thread in the manager
then enqueues the result of the task into the parent oper-
ator’s queue. Finally, if the completed task was generated
by the root of the query tree, the manager inserts the result
into a results table in the database, which the issuer of the
Qurk query can return to at a later time to see the results.

6. OPTIMIZATIONS
A Qurk query can be annotated with several parameters

that are used to guide its execution. The first, maxCost,
specifies maximum amount of money the querier is willing
to pay. A query might be infeasible if the number of HITs,
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each priced at a penny (the cheapest unit of payment), ex-
ceed maxCost. minConfidence specifies the minimum num-
ber of turkers who must agree on an answer before it is used.
maxLatency specifies the maximum amount of time that the
user is willing to wait for a HIT to complete.

We plan to explore a cost model based on these parame-
ters in the future. The parameters will help the optimizer
identify the cost per HIT, since higher prices decrease the
turker wait time. The parameters also affect the number
of items batched into a table-valued HIT, such as placing
10 items to a Rank task, or 5 items in each column of a
JoinPredicate task. Finally, the parameters dictate how
many times each HIT can be verified by a subsequent turker.

We now discuss several potential optimizations.

Runtime Pricing: If it appears that one type of task takes
longer to complete than others, Qurk can offer more money
for it in order to get a faster result.

Input Sampling: For large tables that could lead to many
HITs, Qurk attempts to sample the input tables to generate
Qurk jobs that uniformly cover the input space. This is
similar to issues that arise in online query processing [5].

Batch Predicates: When a query contains two filters on
the same table, we can combine them into a single HIT,
decreasing cost and time. For example, a query with predi-
cates imgColor(image) == ‘Red’ and imgLabel(image) ==

‘Car’ could have a single HIT in which turkers are presented
with the imgColor and imgLabel tasks at the same time.

Operator Implementations: To assist with operator pipelin-
ing and provide users with results as early as possible, oper-
ators should be non-blocking when possible (e.g., symmetric
hash joins). Additionally, several potential implementations
of each operator are possible. For example, a Rank task
might ask users to sort a batch of items relative to one-
another, or it might ask users to assign an absolute score to
each and sort items based on their scores.

Join Heuristics: The space of comparisons required for
JoinPredicates can be reduced with a preprocessing step
identifying necessary join conditions. For example, if gender
and race must match on pictures of survivors and missing

persons, a user could add a NecessaryConditions statement
to the imgContains task in Section 4 with those two fields.
Qurk would generate HITs for each image which instructs
turkers to extract gender and race properties from pictures
where possible. JoinPredicate HITs could then only com-
pare items that are compatible, reducing the search space.

Task Result Cache: Once a HIT has run, its results might
be relevant in the future. For example, if the products ta-
ble has already been ranked in one query, and another query
wishes to rank all red products, the result of the old HITs
can be used for this. Additionally, as explored in TurKit [6],
queries might crash midway, or might be iteratively devel-
oped. In such scenarios, a cache of completed HITs can
improve response time and decrease costs.

Model Training: There are situations where an other-
wise acceptable learning algorithm requires training data
to be useful. For example, the isFlower task in Section 4
could potentially be replaced by an automated classifier with
enough training data. If we consider HIT responses as ground

truth data, we can incrementally train an algorithm and
measure its performance relative to the labeled data set,
and then automatically switch over to that algorithm when
its performance becomes good enough.

7. RELATED WORK
Little et al. present TurKit [6], which introduces the no-

tion of iterative crowd-powered tasks. TurKit supports a
process in which a single task, such as sorting or editing
text, might require multiple coordinated HITs, and offers a
persistence layer that makes it simple to iteratively develop
such tasks without incurring excessive HIT costs.

Several systems have been built on top of MTurk’s API
to facilitate higher-order tasks using HITs. Crowdflower [1]
provides an API to make developing HITs and finding cheat-
ing turkers easier, and has abstracted the notion of HITs so
that other systems, such as gaming platforms, can also be
used to deliver HITs to willing participants.

Parameswaran et al. propose a declarative language for
querying crowd workers and outline considerations for an
uncertainty model over the results [7]. With Qurk, we in-
stead focus on how to implement crowd-powered operators
and design a system for executing queries with these oper-
ators. We then describe the optimizations for reducing the
cost and time to execute these queries.

8. CONCLUSION
The MTurk ecosystem is growing daily, and a system for

building and optimizing data processing workflows across
crowdworkers presents many challenges with which the database
community is familiar. We proposed Qurk, a system for
writing SQL-like queries to manage complex turker work-
flows, and discussed several challenges and optimization op-
portunities for the future.
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1. INTRODUCTION
A new paradigm for creating and correcting scientific anal-

yses is emerging, that of provenance-aware workflow sys-
tems. In such systems, repositories of workflow specifica-
tions and of provenance graphs that represent their execu-
tions will be made available as part of scientific information
sharing. This will allow users to search and query both
workflow specifications and their provenance graphs: Scien-
tists who wish to perform new analyses may search work-
flow repositories to find specifications of interest to reuse or
modify. They may also search provenance information to
understand the meaning of a workflow, or to debug a speci-
fication. Finding erroneous or suspect data, a user may then
ask provenance queries to determine what downstream data
might have been affected, or to understand how the pro-
cess failed that led to creating the data. With the increased
amount of available provenance information, there is a need
to efficiently search and query scientific workflows and their
executions.

However, workflow authors or owners may wish to keep
some information in the repository confidential. For ex-
ample, intermediate data within an execution may contain
sensitive information, such as a social security number, a
medical record, or financial information about an individ-
ual. Although users with the appropriate access level may
be allowed to see such confidential data, making it avail-
able to all users, even for scientific purposes, is an unac-
ceptable breach of privacy. Beyond data privacy, a module
itself may be proprietary, and hiding its description may
not be enough: users without the appropriate access level
should not be able to infer its behavior if they are allowed
to see the inputs and outputs of the module. Finally, de-
tails of how certain modules in the workflow are connected
may be proprietary, and so showing how data is passed be-
tween modules may reveal too much of the structure of the
workflow. There is thus an inherent tradeoff between
the utility of the information provided in response
to a search/query and the privacy guarantees that

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro­
vided that you attribute the original work to the author(s) and CIDR 2011.

authors/owners desire.
Scientific workflows are gaining wide-spread use in life sci-

ences applications, a domain in which privacy concerns are
particularly acute. We now illustrate three types of privacy
using an example from this domain. Consider a personal-
ized disease susceptibility workflow in Fig. 1. Information
such as an individual’s genetic make-up and family history of
disorders, which this workflow takes as input, is highly sen-
sitive and should not be revealed to an unauthorized user,
placing stringent requirements on data privacy. Further, a
workflow module may compare an individual’s genetic make-
up to profiles of other patients and controls. The manner in
which such historical data is aggregated and the comparison
is made, is highly sensitive, pointing to the need for module
privacy. Finally, the fact that disease susceptibility predic-
tions are generated by “calibrating” an individual’s profile
against profiles of others may need to be hidden, requiring
that workflow structure be kept private.

As recently noted in [8], “You are better off designing in
security and privacy ... from the start, rather than trying
to add them later.”1 We apply this principle by proposing
that privacy guarantees should be integrated in the design of
the search and query engines that access provenance-aware
workflow repositories. Indeed, the alternative would be to
create multiple repositories corresponding to different levels
of access, which would lead to inconsistencies, inefficiency,
and a lack of flexibility, affecting the desired techniques.

This paper focuses on privacy-preserving management of
provenance-aware workflow systems. We consider the for-
malization of privacy concerns, as well as query processing in
this context. Specifically, we address issues associated with
keyword-based search as well as with querying such reposito-
ries for structural patterns.

To give some background on provenance-aware workflow
systems, we first describe the common model for workflow
specifications and their executions (Sec. 2). We then enu-
merate privacy concerns (Sec. 3), consider their effect on
query processing, and discuss the challenges (Sec. 4).

2. MODEL
Workflow specifications are typically represented by graphs,

with nodes denoting modules and edges indicating dataflow
between modules. Workflow specifications may be hierarchi-
cal, in the sense that a module may be composite and itself

1While the context for this statement was the use of full
body scanning in airports (where the privacy issues are ob-
vious), it is equally valid in provenance systems!
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Figure 1: Disease Susceptibility Workflow Specification
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contain a workflow. Composite modules are frequently used
to simplify workflow design and allow component reuse.

For example, the workflow in Fig. 1 estimates disease sus-
ceptibility based on genome-wide SNP array data. The in-
put to the workflow, whose top-most level is given by the
dotted box labeled W 1, is a set of SNPs, ethnicity informa-
tion, lifestyle, family history, and physical symptoms. The
first module in W 1, M1, determines a set of disorders the
patient is genetically susceptible to based on the input SNPs
and ethnicity information. The second module, M2, refines
the set of disorders for which the patient is at risk, based on
lifestyle, family history, and physical symptoms.

Fig. 1 also contains τ -labeled edges that give the defini-
tions of composite modules, which we call expansions. For
example, M1 is defined by the workflow W 2, M2 by the
workflow W 3, and M4 by the workflow W 4. Hence W 2 and
W 4 are subworkflows of W 1, and W 3 is a subworkflow of
W 2. The τ expansions (subworkflow relationships) natu-
rally yield an expansion hierarchy as shown in Fig. 3.

Prefixes of the expansion hierarchy can be used to define
views of a workflow specification.2 Given a prefix, the view
that it defines is given by expanding the root workflow so
that composite modules in the prefix are replaced by their
expansions. For example, consider the expansion hierarchy
in Fig. 3 and its prefix consisting of {W 1, W 2}. This prefix
determines a view of the specification in Fig. 1, which is the

2Recall that a prefix of a rooted tree T is a tree obtained
from T by deleting some of its subtrees (i.e., some nodes and
all their descendants).
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Figure 4: Disease Susceptibility Workflow Execution
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Figure 5: Result of Query “Database, Disorder Risks”

simple workflow obtained from W 1 by replacing M1 with
W 2. Another view is the full expansion, which yields a
workflow with module names I,O,M3,and M5−M15 and
whose edges include one from M3 to M5 and another from
M8 to M9. We will shortly discuss the benefit of views.

A workflow specification describes the possible run-time
executions. Executions are modeled similarly to simple work-
flow graphs, but additionally associate a unique process id
with a module execution, and data with edges. When exe-
cution reaches a composite module, it continues in the cor-
responding subworkflow and eventually returns (like a pro-
cedure call). For example, an execution of the workflow
specification in Fig. 1 is shown in Fig. 4. In this example,
for clarity we show the process id appended to the name of
the module being executed, e.g. S1:M1. Following common
practice [1], each composite module execution is represented
by two nodes, the first standing for its activation and the
second for its completion, e.g. S1:M1-begin and S1:M1-end.

In an execution, data flows over the edges. We assume
that each data item is the output of exactly one module
execution and has a unique id. We can therefore annotate
each edge M → N in the execution with the set of data
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items that flow as the output of M to the input of N . For
example, in Fig. 4 the set {d0, d1} flows from I to S1:M1.

The provenance of a data item d in an execution E is
therefore the subgraph induced by the set of paths from
the start node to the end node of E that produced d as
output. In the sequel, we blur the distinction between the
provenance of data items and the executions that produce
them.

As introduced in [2], we can use views to simplify what
is seen of an execution. Using the view defined by prefix
{W 1}, the execution of Fig. 4 would be simplified to that
in Fig. 2. Thus views can be used to define access control
to address privacy concerns. Specifically, we can define a
user’s access privilege as the finest grained view that s/he
can access, called an access view.

3. PRIVACY
Privacy concerns are tied to the workflow components:

data, modules, and the structure of a workflow. To illus-
trate them, consider again the sample workflow in Fig. 1.
Data privacy requires that the output of M1, i.e., the ge-
netic disorders the patient is susceptible to, should not be
revealed with high probability, in any execution, to users
without the required access privilege. Such data masking is
a fairly standard requirement in privacy-aware database sys-
tems. Module privacy is more particular: It requires that the
functionality of a private module – that is, the mapping it
defines between inputs and outputs – is not revealed to users
without the required access privilege. Returning to our ex-
ample, assuming that M1 implements a function f1, module
privacy with respect to M1 requires that no adversarial user
should be able to guess the output f1(SNP, ethnicity) with
high probability for any SNP and ethnicity input. From a
patient’s perspective, this is important because they do not
want someone who may happen to have access to their SNP
and ethnicity information to be able to determine what
disorders they are susceptible to. From the module owner’s
perspective, they do not want the module to be simulated
by competitors who capture all input-output relationships.
Finally, structural privacy refers to hiding structure of the
information flow in the given execution. In this example
it might mean that users without the required access priv-
ilege should not know whether or not lifestyle was used
to calculate the disorders output by M1.

Broadly speaking, the fundamental privacy question to be
addressed is: How do we provide provable guarantees
on privacy of components in a workflow while max-
imizing utility with respect to provenance queries?

In doing so, we must understand 1) how to measure pri-
vacy; 2) what information can be hidden; 3) how to measure
utility; and 4) how to efficiently find solutions that simul-
taneously provide provably good guarantees on privacy and
utility. It is worth highlighting an important characteristic,
namely, that all privacy guarantees are required to hold over
repeated executions of a workflow with varied inputs.

We discuss module and structural privacy in more depth
before turning to the impact of privacy on search and query
mechanisms.

Module Privacy. It is easy to see that, if information
about all intermediate data is repeatedly given for multiple
executions of a workflow on different initial inputs, then par-
tial or complete functionality of modules may be revealed.
The approach that we take in [4] is to hide a carefully chosen

subset of intermediate data, thereby limiting the amount of
provenance data shown to the user and guaranteeing some
desired level of privacy. Ignoring for now structural pri-
vacy, one may assume that users can see the connections
(edges) between modules in the workflow; only the values of
selected intermediate data are hidden, in all executions of
the workflow. Since there may be several different subsets
of intermediate data whose hiding yields the desired level of
privacy, and certain data may have higher utility to users
than other data (i.e., data may be weighted), this becomes
an interesting optimization problem.

Structural Privacy. The goal of structural privacy is
to keep private the information that some module M con-
tributes to the generation of a data item d, output by an-
other moduleM ′. For instance, in the execution of the work-
flow W 3, we may wish to hide the fact that the reformatted
data from PubMed Central (module M13) contributes to
updating the private DB, and hence to the output of mod-
ule M11. One possible approach is to delete edges and ver-
tices so as to eliminate all paths from M to M ′, e.g., in this
example to delete the edge M13 → M11. However, by do-
ing so, we may hide additional provenance information that
does not need be hidden (e.g., the existence of a path from
M12 to M11). Another approach is to use clustering, where
certain modules are hidden in a composite module P so that
the reachability of any pair (u, v) in P is no longer exter-
nally visible. For example, we could cluster M11 and M13
into a single composite module. However, we may now infer
incorrect provenance information, e.g., that there is a path
from M10 to M14. This is called an unsound view in [3, 9].
Once again, one faces a challenging optimization problem:
guaranteeing an adequate level of privacy while preserving
soundness and minimizing unnecessary loss of information.

4. PRIVACY­PRESERVING QUERY EVAL­

UATION
Query languages for workflow specifications/executions sup-

port two main types of queries: structural queries that allow
users to select sub-workflows based on structural proper-
ties (e.g., “find executions where Expand SNP Set was exe-
cuted before Query OMIM and return the provenance infor-
mation for the latter”) and keyword queries that retrieve
sub-workflows that match the input keywords (e.g., “find
workflows that include ‘disorder risk’ and ‘database’”, result
shown in Fig. 5). In both cases the query answer is given as
a minimal view of the flow that satisfies the query criteria
and includes the keywords (see [1, 7] for formal definitions).
Much research was recently devoted to developing efficient
query evaluation techniques in this context. Unfortunately,
none of this works addresses the privacy issues mentioned in
the previous section. We consider below the main challenges
in enabling such privacy-preserving query evaluation.

Privacy-controlled Semantics for Queries. Before
one can consider efficient query evaluation, there is a need
to formally define the semantics of queries in this context.
What is the correct answer to a given query, assuming pri-
vacy and access control settings that are guided by the hier-
archical structure of workflow specifications? Notably, the
three different kinds of privacy we consider may have dif-
ferent impacts on what information should be available to a
given user, and therefore on the semantics of queries and on
the definition of search results. For example, consider struc-
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tural privacy, which may be achieved by clustering nodes to
form a composite module. Such an approach may introduce
extraneous paths, causing misleading provenance informa-
tion [9]. A challenging question to investigate is then the
following: In the presence of unsound views, how can we de-
fine search results that maximize utility (defined to be some
function of both the number of correct node connectivity
relationships captured and the number of modules disclosed
in a result), while guaranteeing privacy?

Efficient Search with Privacy Guarantees. There is
clearly a distinction between defining the formal semantics
of relevance and computing the answers efficiently. It may be
infeasible to create variants of the workflow repository, one
for each privilege/privacy setting, due to high space over-
head. Instead, the information must be hidden on-the-fly,
which usually leads to processing overhead. A challenge is
then to develop algorithms for addressing these computa-
tional problems.

First, standard, non-privacy preserving workflow manage-
ment systems use various indexing structures or materialized
views to speed up query processing. With data privacy, we
must manage an index with “different user views”, as users
often have different privileges on data accesses. A promising
direction is to consider representing the specification and ex-
ecution graphs using advanced data structures that classify
and group their elements based on privacy settings. Another
promising direction is to consider user groups when utilizing
cached information during query processing.

Second, to achieve privacy, one needs to generate query
results with respect to user access privileges (view). One
approach would be to first construct a full answer, oblivious
to the privacy requirement. If the result reveals sensitive
information, we may gradually “zoom-out” the view by hid-
ing details of composite modules and sensitive data, until
privacy is achieved. However, this can be expensive as each
zoom-out may involve a disk access. Techniques must be
developed to efficiently construct user-specific answers.

Impact of Ranking on Privacy Preservation. Some-
times a user query is ambiguous and the results can have
varying degrees of relevance. Ranking is therefore an im-
portant function, especially for a keyword-based search en-
gine. One typical metric in ranking is to consider term
frequency (TF) and inverse document frequency (IDF). A
highly ranked result is likely to have more occurrences of
an input keyword than a lowly ranked result. Thus, a user
might be able to infer the range of value occurrences in a
result even though s/he is unable to see the values due to
privacy preservation. Such inference may cause information
leakage, and affect module and value privacy. A challenge is
to design sophisticated ranking schemes that not only rank
results in the order of relevance but are also privacy-aware.

5. RELATED WORK AND CONCLUSIONS
Extensive work has been done on privacy in various set-

tings, e.g., data mining, social networks, auditing queries,
and statistical databases. The problem of defining a consis-
tent set of access controls to preserve privacy in a workflow
has also been considered, as well as the problem of ensuring
the lawful use of data according to some specified privacy
policies. However, a formal study of privacy issues specific
to workflows, with provable privacy guarantees, has not yet
been done. It will be particularly interesting to see if ideas
from differential privacy [5, 6] can be used in this setting.

Although it is the strongest notion of privacy known to date,
it is also known that no deterministic algorithm can guaran-
tee differential privacy. This may limit the applicability of
differential privacy in our setting — provenance in scientific
workflows is used to ensure reproducibility of experiments,
and adding random noise to provenance information may
render it useless.

Keyword search has been extensively studied, e.g., for
graph-structured and tree-structured (e.g., XML) data. There
has also been work on graph query languages. Nonetheless,
prior work does not adequately address the requirements of
privacy-aware workflow management systems, for two rea-
sons. First, workflow specifications involve both dataflow
and expansion (τ ) edges, and the difference between them
cannot be ignored [1, 7]. Second, prior work does not con-
sider search and query processing in the face of privacy re-
quirements.

In summary, there are significant novel research challenges
that must be addressed in developing the next generation of
privacy-enabled provenance-aware workflow systems. These
range from formalizing privacy requirements and notions of
utility, and developing algorithms for associated optimiza-
tion problems, to designing efficient systems that integrate
privacy with query processing mechanisms.
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ABSTRACT
If you have ever encountered a piece of highly domain-specific
business software, you may have noticed that it was largely
a graphical front-end to some relational database. You may
also, in fact, have avoided using the system at all—studies
show that information workers prefer to dump their data
into spreadsheets, a general and more familiar tool which,
unfortunately, is poorly suited for many standard database
tasks. It is time that we stop streamlining the process of
creating a new application for every schema, and that we
instead develop the visual query languages that will let end-
users access the full power of relational database manage-
ment systems from a simple and unified interface. Once
information workers can create, manage, and query real
databases with the same ease as they routinely manipulate
spreadsheets today, they will never return to their schema-
dependent, consultant-made, and oddly-colored Microsoft
Access applications.

1. A WAR STORY
In his younger days (well, before undergrad), one of the

authors worked as an administrative assistant for one of
Norway’s 400 public schools of music and arts. To keep track
of students, teachers, lessons, and rental instruments, the
school had licensed a special-purpose database application,
originally developed in FileMaker Pro1 and later rewritten
in 4th Dimension2. See Figure 1. The software was made
and sold by a six-person consulting firm started by a former
band director and FileMaker whiz on the other side of the
country, and was constantly under development. A couple
of times per year, the consultants would fly out to our in-
dividual schools to train us in the use of new features as
well as collect feedback for further development. A common
kind of request would be adding another field to an entity
type in the database; for instance, we might ask if we could
“get a checkbox in the ‘Student’ dialog to indicate whether
their parents had signed the audio recording release form

1http://www.filemaker.com
2http://www.4d.com
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License (http://creativecommons.org/licenses/by/3.0/),
which permits distribution and reproduction in any medium as well allow-
ing derivative works, provided that you attribute the original work to the
author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA.

Figure 1: The stereotypical user interface of a
FileMaker-style database application. Screenshots
from an administration system for public Norwegian
music schools.

yet.” The consultants were generally very helpful, and sure
enough, three months later there would be a patch released
with the new field in the database. One day, however, they
balked. “Sorry. There is no more room in the dialog box.”

2. TAILORED DATABASE APPLICATIONS
The story above, which could be retold for thousands

of organizations worldwide, illustrates a number of points
about database applications “in the wild.” First, there is an
infinite number of database schemas which may seem per-
fectly obscure to the world at large, but which may be of
great value to a small number of people or organizations
(e.g. schemas that deal with the intricacies of running a
public Norwegian music school). Second, it takes a lot of ef-
fort, and a lot of attention to detail, to implement database
applications for production use in such environments. In
fact, it may take a small start-up—and we know of compa-
nies, such as Visma3, that make a living out of acquiring said
small start-ups after the they begin to reach market satura-
tion. Third, there inevitably ends up being a gap between
users and developers, and the schema of the database is hard
to change. Moreover, users are no longer fully in control of
their data; on one occasion, continuing the story above, we
paid the consultants NOK 10,000 (about $2,000) to migrate

3http://www.visma.com

219



a “record first created at [some date]” field from the old File-
Maker database to the newer 4th Dimension one on “only”
a week’s notice. Fourth, tailor-made database applications
require their users to undergo training and learning periods
which may be expensive in terms of both the consultants’
and the end-users’ time. Not to mention customer support:
software that is under constant development is unlikely to
be free of critical bugs, technical or usability-related. This is
true even, and maybe especially so, for large organizations;
while a larger number of potential target users may well de-
crease the marginal cost of custom software development,
total training and support costs increase all the more.

A few other things are worth mentioning. Tailor-made
database applications, like the one in the story, do very lit-
tle other than provide basic CRUD (Create, Read, Update,
Delete) facilities on their underlying relational databases.
While the applications often include certain special features
hard-coded for the schema in question (for instance, our sys-
tem could send text messages to students based on their“cell
phone number” field), these are typically not the main rea-
son for using the application. Rather, people use database
applications because they need to manage many different
entities (students, teachers, lessons, instruments... or parts,
suppliers, and plants for that matter) and the relationships
between them. In other words, these are exactly the kind of
tasks that relational databases were made for handling well.

Last, tailor-made applications seldom reach anywhere near
the same level of maturity as more general-purpose ones.
Features that are taken for granted in other applications
may never get implemented in a tailor-made application,
simply because the development time would not be justified
for the size of the user base. In the music school system
example, the developers found the table widget available in
4th Dimension inadequate for their needs, and decided to
roll their own (presumably due to the limitations inherent
in two-dimensional table views, see our later discussion). It
was only after two years that they released a patch to allow
the mouse wheel to be used to scroll the table up and down.

3. SPREADSHEETS
With all the problems associated with tailor-made

database applications, is there an alternative? Currently,
only “sort of.”

If given a choice, information workers would rather dump
their data into a spreadsheet than use some odd database ap-
plication, even at substantial pain. Spreadsheet users “shun
enterprise solutions” [7] and “do not appear inclined to use
other software packages for their tasks, even if these pack-
ages might be more suitable” [3]. One survey shows that
“sorting and database facilities”are the most commonly used
spreadsheet features, with 70% of business professionals us-
ing them on a frequent or occasional basis [6]. In contrast,
less than half use “tabulation and summary measures such
as averages/totals”—one of the original design goals of the
original VisiCalc spreadsheet. In fact, one of the most fre-
quent uses of spreadsheets may be as a pseudo-database.

Spreadsheets have some great properties. Their interfaces
are extremely mature and afford a large range of streamlined
facilities for working with any data that can be arranged
in a grid of cells, including multiple selection, copy/paste,
find/replace, undo/redo, inserting and deleting, extending
data values, sorting and filtering on arbitrary fields, nav-
igating and selecting cells with the keyboard, and so on.

They have hundreds of millions of users worldwide that are
already trained in their use, and a relatively large portion
of these are power users. And, of course, there are no devel-
opment costs.

Unfortunately, spreadsheets lack features essential to
database applications, including joins, views, forms, report
generation, multiple users, and so on. In effect, spreadsheets
are great for single-table databases shared between only a
few users, but become very painful to use as tasks scale out
in various dimensions.

4. THE HOLY GRAIL
Spreadsheet software is the quintessential example of a

general-purpose data manipulation tool, and the fact that
people use it for database tasks despite great pains should
be an indicator that such tools are the way to go. If we
could make a general-purpose data manipulation tool that
covers even, say, 80% of the functionality afforded by typ-
ical tailor-made database applications, information workers
would never look back.

We should give credit to others who have proposed similar
grails before. Quoting Yannis Ioannidis:

“Visual database query languages that can express the full
spectrum of complex queries desired and data visualization
mechanisms that can capture the essence of large and com-
plex data sets in ways that match users’ intuition are some-
what of a Holy Grail in database user interfaces. Unfortu-
nately, almost nobody seems to be looking for it!” [4]

Visual query languages are indeed central to the idea of
of making a general-purpose data manipulation tool. A
tool that is intended to replace the majority of tailor-made
database applications must certainly give the user the power
to express SQL-like queries from a graphical interface. In
fact, we need more than relational completeness, since many
of the views desired in a database front-end are hierarchical
rather than tabular; we discuss this below. Now quoting the
2005 The Lowell Database Research Self-Assessment:

“It is a long-standing lament that the database community
does too little about user interfaces. (...) A small number
of slick visualization systems oriented toward information
presentation were proposed during the 1980s, notably QBE
and VisiCalc. There have not been comparable advances in
the last 15 years, and there is a substantial need for better
ideas in this area.” [1]

It is interesting to note that one of the two notable visual
query languages cited is VisiCalc: the spreadsheet itself.
Keep in mind, spreadsheets are indeed one kind of visual
query language. We need better ones, so that they can re-
place our tailor-made database applications.

5. THE STATE OF THE ART
Since the stereotypical user interface design of a tailor-

made database application follows rather mechanically from
the underlying database schema (see again Figure 1), appli-
cation builders like FileMaker et al. provide plenty of short-
cuts and wizards to create them, as do development frame-
works such as Ruby on Rails4. Systems like AppForge [9]
and App2You [5] take these ideas further than their prede-
cessors, abstracting away much of the low-level form design

4http://guides.rubyonrails.org/getting_started.html#
getting-up-and-running-quickly-with-scaffolding
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and data binding work required earlier, making the appli-
cation development process more WYSIWYG, and hiding
the technical details of relational schema design from the
user. Still, these systems are “application builders”—rather
than aiming to be general data management applications
that can be used with any schema, they aim to make it
easier for developers to churn out special-purpose ones at a
faster pace. The user interfaces produced are just as schema-
dependent as before, they lack good features for general-
purpose data management, and users have to learn to use
them from scratch.

Despite being in the application builder category, we con-
sider AppForge [9] to have made a major step in the right
direction, by creating a visual query language that allows
the user to retrieve joined hierarchical views of the data in
the database. We believe such a language must be a core
part of any general-purpose data manipulation tool that in-
tends to replace tailor-made database applications. Query-
by-Example was already mentioned as a visual query lan-
guage [10, 1]; however, it is only able to retrieve flat tables
similar to those returned by SQL queries, and is as such not
expressive enough for our purposes. A major and relatively
recent visual query language is that of Polaris/Tableau [8];
this system provides a very expressive user interface for
defining visualizations and aggregations on tabular or mul-
tidimensional data, based on the pivot table concept found
originally in Lotus Improv (1993). The output, however,
remains in flat table form, possibly rendered on screen us-
ing a selection of visualizations. Pivot table systems pro-
vide cross-tabulated, as opposed to hierarchical, views of
the user’s data.

6. SOME SUGGESTIONS
What would a universal tool for relational data look like?

It would likely be a blend of interface norms from the spread-
sheet world along with more powerful data management ca-
pabilities from the database world. In particular, we imag-
ine:

• The tool is not a builder for the interface. The tool is
the data interface. Users should be able to construct
the particular views they need as they go, at a small
enough cost that these views can be treated as dispos-
able objects.

• The tool should allow users to work with data as a set
of views. The underlying relational structure should
be available for power-users, but hidden by default.

• The tool can read and write both data and schemas.
A flexible, universal interface for existing relational
schemas would be an achievement in its own right,
but we believe such tools should be able to create and
modify schemas as well. Users, however, should not
need to be aware of these operations unless they want
to be.

• The tool should present data to the user as complex
structures where appropriate, even if the data is not
displayed as such relationally. One-to-many or many-
to-many relationships may, for instance, appear as a
bulleted list from the perspective of a particular object
of focus.

• The tool should contain a visual query language. That
is, it allows the user to construct and compose view
queries over the data using a graphical user interface.

• As a necessity, the tool must have features common to
spreadsheets (multiple selection, search/replace, etc)
and existing database applications (form-style brows-
ing, reports, etc).

• The tool errs on the side of off-the-shelf usability, re-
quiring technical input from users only when necessary
to resolve a potential ambiguity. Calendar applications
provide a good example of this: when an event in a re-
peated series is modified, the application provides the
user with several options: modify one item, modify the
entire series, or modify all future events. Relationships
between entities create many such ambiguous situa-
tions that should be handled as conversations between
the computer and the user rather than by requiring
the user to specify a priori how she intends to modify
information in the future.

We propose that a universal tool may be constructed by
relying on hierarchical views as the interface metaphor. The
key insight is that hierarchical views seem to describe the
set of structures that humans are interested in looking at.
Look at almost any user interface in a database-backed ap-
plication, and you will observe a hierarchy:

• Patient records in a medical database, with doctor vis-
its as an embedded table of each patient

• Course records in a school database, with required
readings and teaching staff as embedded tables

• Emails in an inbox, decorated with tags, subject, and
sender name

• Books in a bookstore, displayed by category

Given this observation, the role of the small-business in-
terface database consultant appears to be writing code to
translate a relational programming interface into a series of
hierarchical views. If what we want are hierarchical views,
then build databases that allow us to pretend the information
is hierarchical in the first place.

Building database tools which embrace the commonality
of hierarchical information browsing would enable the cre-
ation of databases that interact with casual users in the same
way as they think about their data. At any given time, most
users want to look at an entity, or a list of entities, along
with properties and possibly related other entities. SQL can
always be used in the exceptional cases.

7. RELATED WORKSHEETS
One of our own systems, Related Worksheets [2], attempts

to explore the spreadsheets-as-a-database concept by ex-
tending the spreadsheet paradigm to let the user establish
relationships between rows in related worksheets as well as
view and navigate the hierarchical cell structure that arises
as a result. A user study on 36 regular Excel users showed
that first-time users of our system were able to solve lookup-
style query tasks with the same or better accuracy than sub-
jects in a control group using Excel, in one case 40% faster
on average (p<0.05). See Figure 2.
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Figure 2: Screenshot of our Related Worksheets application, showing a hierarchical view of entities related
through one-to-many and many-to-many relationships.

8. CONCLUSION
Since the early years of database management systems,

we have kept building a new database application for ev-
ery schema that came along. These resulting tailor-made
database applications are expensive to develop, hard to
maintain, hard to use, and hardly much more than graphical
front-ends to their underlying databases. By looking to the
success of spreadsheets as a general-purpose data manage-
ment tool, and by developing new visual query languages
to let end-users access the full power of relational database
management systems from a simple and unified interface,
we can eliminate the pains of using either spreadsheets or
tailor-made applications for database tasks, and get the best
of both worlds.
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ABSTRACT
Megastore is a storage system developed to meet the re-
quirements of today’s interactive online services. Megas-
tore blends the scalability of a NoSQL datastore with the
convenience of a traditional RDBMS in a novel way, and
provides both strong consistency guarantees and high avail-
ability. We provide fully serializable ACID semantics within
fine-grained partitions of data. This partitioning allows us
to synchronously replicate each write across a wide area net-
work with reasonable latency and support seamless failover
between datacenters. This paper describes Megastore’s se-
mantics and replication algorithm. It also describes our ex-
perience supporting a wide range of Google production ser-
vices built with Megastore.

Categories and Subject Descriptors
C.2.4 [Distributed Systems]: Distributed databases; H.2.4
[Database Management]: Systems—concurrency, distrib-
uted databases

General Terms
Algorithms, Design, Performance, Reliability

Keywords
Large databases, Distributed transactions, Bigtable, Paxos

1. INTRODUCTION
Interactive online services are forcing the storage commu-

nity to meet new demands as desktop applications migrate
to the cloud. Services like email, collaborative documents,
and social networking have been growing exponentially and
are testing the limits of existing infrastructure. Meeting
these services’ storage demands is challenging due to a num-
ber of conflicting requirements.
First, the Internet brings a huge audience of potential

users, so the applications must be highly scalable. A service

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro­
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9­12, 2011, Asilomar, California, USA.

can be built rapidly using MySQL [10] as its datastore, but
scaling the service to millions of users requires a complete
redesign of its storage infrastructure. Second, services must
compete for users. This requires rapid development of fea-
tures and fast time-to-market. Third, the service must be
responsive; hence, the storage system must have low latency.
Fourth, the service should provide the user with a consistent
view of the data—the result of an update should be visible
immediately and durably. Seeing edits to a cloud-hosted
spreadsheet vanish, however briefly, is a poor user experi-
ence. Finally, users have come to expect Internet services to
be up 24/7, so the service must be highly available. The ser-
vice must be resilient to many kinds of faults ranging from
the failure of individual disks, machines, or routers all the
way up to large-scale outages affecting entire datacenters.

These requirements are in conflict. Relational databases
provide a rich set of features for easily building applications,
but they are difficult to scale to hundreds of millions of
users. NoSQL datastores such as Google’s Bigtable [15],
Apache Hadoop’s HBase [1], or Facebook’s Cassandra [6]
are highly scalable, but their limited API and loose consis-
tency models complicate application development. Repli-
cating data across distant datacenters while providing low
latency is challenging, as is guaranteeing a consistent view
of replicated data, especially during faults.

Megastore is a storage system developed to meet the stor-
age requirements of today’s interactive online services. It
is novel in that it blends the scalability of a NoSQL data-
store with the convenience of a traditional RDBMS. It uses
synchronous replication to achieve high availability and a
consistent view of the data. In brief, it provides fully serial-
izable ACID semantics over distant replicas with low enough
latencies to support interactive applications.

We accomplish this by taking a middle ground in the
RDBMS vs. NoSQL design space: we partition the data-
store and replicate each partition separately, providing full
ACID semantics within partitions, but only limited con-
sistency guarantees across them. We provide traditional
database features, such as secondary indexes, but only those
features that can scale within user-tolerable latency limits,
and only with the semantics that our partitioning scheme
can support. We contend that the data for most Internet
services can be suitably partitioned (e.g., by user) to make
this approach viable, and that a small, but not spartan, set
of features can substantially ease the burden of developing
cloud applications.

Contrary to conventional wisdom [24, 28], we were able to
use Paxos [27] to build a highly available system that pro-
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vides reasonable latencies for interactive applications while
synchronously replicating writes across geographically dis-
tributed datacenters. While many systems use Paxos solely
for locking, master election, or replication of metadata and
configurations, we believe that Megastore is the largest sys-
tem deployed that uses Paxos to replicate primary user data
across datacenters on every write.
Megastore has been widely deployed within Google for

several years [20]. It handles more than three billion write
and 20 billion read transactions daily and stores nearly a
petabyte of primary data across many global datacenters.
The key contributions of this paper are:

1. the design of a data model and storage system that
allows rapid development of interactive applications
where high availability and scalability are built-in from
the start;

2. an implementation of the Paxos replication and con-
sensus algorithm optimized for low-latency operation
across geographically distributed datacenters to pro-
vide high availability for the system;

3. a report on our experience with a large-scale deploy-
ment of Megastore at Google.

The paper is organized as follows. Section 2 describes how
Megastore provides availability and scalability using parti-
tioning and also justifies the sufficiency of our design for
many interactive Internet applications. Section 3 provides
an overview of Megastore’s data model and features. Sec-
tion 4 explains the replication algorithms in detail and gives
some measurements on how they perform in practice. Sec-
tion 5 summarizes our experience developing the system.
We review related work in Section 6. Section 7 concludes.

2. TOWARD AVAILABILITY AND SCALE
In contrast to our need for a storage platform that is

global, reliable, and arbitrarily large in scale, our hardware
building blocks are geographically confined, failure-prone,
and suffer limited capacity. We must bind these compo-
nents into a unified ensemble offering greater throughput
and reliability.
To do so, we have taken a two-pronged approach:

• for availability, we implemented a synchronous, fault-
tolerant log replicator optimized for long distance-links;

• for scale, we partitioned data into a vast space of small
databases, each with its own replicated log stored in a
per-replica NoSQL datastore.

2.1 Replication
Replicating data across hosts within a single datacenter

improves availability by overcoming host-specific failures,
but with diminishing returns. We still must confront the
networks that connect them to the outside world and the
infrastructure that powers, cools, and houses them. Eco-
nomically constructed sites risk some level of facility-wide
outages [25] and are vulnerable to regional disasters. For
cloud storage to meet availability demands, service providers
must replicate data over a wide geographic area.

2.1.1 Strategies
We evaluated common strategies for wide-area replication:

Asynchronous Master/Slave A master node replicates
write-ahead log entries to at least one slave. Log ap-
pends are acknowledged at the master in parallel with

transmission to slaves. The master can support fast
ACID transactions but risks downtime or data loss
during failover to a slave. A consensus protocol is re-
quired to mediate mastership.

Synchronous Master/Slave A master waits for changes
to be mirrored to slaves before acknowledging them,
allowing failover without data loss. Master and slave
failures need timely detection by an external system.

Optimistic Replication Any member of a homogeneous
replica group can accept mutations [23], which are
asynchronously propagated through the group. Avail-
ability and latency are excellent. However, the global
mutation ordering is not known at commit time, so
transactions are impossible.

We avoided strategies which could lose data on failures,
which are common in large-scale systems. We also discarded
strategies that do not permit ACID transactions. Despite
the operational advantages of eventually consistent systems,
it is currently too difficult to give up the read-modify-write
idiom in rapid application development.

We also discarded options with a heavyweight master.
Failover requires a series of high-latency stages often caus-
ing a user-visible outage, and there is still a huge amount
of complexity. Why build a fault-tolerant system to arbi-
trate mastership and failover workflows if we could avoid
distinguished masters altogether?

2.1.2 Enter Paxos
We decided to use Paxos, a proven, optimal, fault-tolerant

consensus algorithm with no requirement for a distinguished
master [14, 27]. We replicate a write-ahead log over a group
of symmetric peers. Any node can initiate reads and writes.
Each log append blocks on acknowledgments from a ma-
jority of replicas, and replicas in the minority catch up as
they are able—the algorithm’s inherent fault tolerance elim-
inates the need for a distinguished “failed” state. A novel
extension to Paxos, detailed in Section 4.4.1, allows local
reads at any up-to-date replica. Another extension permits
single-roundtrip writes.

Even with fault tolerance from Paxos, there are limita-
tions to using a single log. With replicas spread over a
wide area, communication latencies limit overall through-
put. Moreover, progress is impeded when no replica is cur-
rent or a majority fail to acknowledge writes. In a traditional
SQL database hosting thousands or millions of users, us-
ing a synchronously replicated log would risk interruptions
of widespread impact [11]. So to improve availability and
throughput we use multiple replicated logs, each governing
its own partition of the data set.

2.2 Partitioning and Locality
To scale our replication scheme and maximize performance

of the underlying datastore, we give applications fine-grained
control over their data’s partitioning and locality.

2.2.1 Entity Groups
To scale throughput and localize outages, we partition our

data into a collection of entity groups [24], each indepen-
dently and synchronously replicated over a wide area. The
underlying data is stored in a scalable NoSQL datastore in
each datacenter (see Figure 1).

Entities within an entity group are mutated with single-
phase ACID transactions (for which the commit record is
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Figure 1: Scalable Replication

Figure 2: Operations Across Entity Groups

replicated via Paxos). Operations across entity groups could
rely on expensive two-phase commits, but typically leverage
Megastore’s efficient asynchronous messaging. A transac-
tion in a sending entity group places one or more messages
in a queue; transactions in receiving entity groups atomically
consume those messages and apply ensuing mutations.
Note that we use asynchronous messaging between logi-

cally distant entity groups, not physically distant replicas.
All network traffic between datacenters is from replicated
operations, which are synchronous and consistent.
Indexes local to an entity group obey ACID semantics;

those across entity groups have looser consistency. See Fig-
ure 2 for the various operations on and between entity groups.

2.2.2 Selecting Entity Group Boundaries
The entity group defines the a priori grouping of data

for fast operations. Boundaries that are too fine-grained
force excessive cross-group operations, but placing too much
unrelated data in a single group serializes unrelated writes,
which degrades throughput.
The following examples show ways applications can work

within these constraints:

Email Each email account forms a natural entity group.
Operations within an account are transactional and
consistent: a user who sends or labels a message is
guaranteed to observe the change despite possible fail-
over to another replica. External mail routers handle
communication between accounts.

Blogs A blogging application would be modeled with mul-
tiple classes of entity groups. Each user has a profile,
which is naturally its own entity group. However, blogs

are collaborative and have no single permanent owner.
We create a second class of entity groups to hold the
posts and metadata for each blog. A third class keys
off the unique name claimed by each blog. The appli-
cation relies on asynchronous messaging when a sin-
gle user operation affects both blogs and profiles. For
a lower-traffic operation like creating a new blog and
claiming its unique name, two-phase commit is more
convenient and performs adequately.

Maps Geographic data has no natural granularity of any
consistent or convenient size. A mapping application
can create entity groups by dividing the globe into non-
overlapping patches. For mutations that span patches,
the application uses two-phase commit to make them
atomic. Patches must be large enough that two-phase
transactions are uncommon, but small enough that
each patch requires only a small write throughput.
Unlike the previous examples, the number of entity
groups does not grow with increased usage, so enough
patches must be created initially for sufficient aggre-
gate throughput at later scale.

Nearly all applications built on Megastore have found nat-
ural ways to draw entity group boundaries.

2.2.3 Physical Layout
We use Google’s Bigtable [15] for scalable fault-tolerant

storage within a single datacenter, allowing us to support
arbitrary read and write throughput by spreading operations
across multiple rows.

We minimize latency and maximize throughput by let-
ting applications control the placement of data: through the
selection of Bigtable instances and specification of locality
within an instance.

To minimize latency, applications try to keep data near
users and replicas near each other. They assign each entity
group to the region or continent from which it is accessed
most. Within that region they assign a triplet or quintuplet
of replicas to datacenters with isolated failure domains.

For low latency, cache efficiency, and throughput, the data
for an entity group are held in contiguous ranges of Bigtable
rows. Our schema language lets applications control the
placement of hierarchical data, storing data that is accessed
together in nearby rows or denormalized into the same row.

3. A TOUR OF MEGASTORE
Megastore maps this architecture onto a feature set care-

fully chosen to encourage rapid development of scalable ap-
plications. This section motivates the tradeoffs and de-
scribes the developer-facing features that result.

3.1 API Design Philosophy
ACID transactions simplify reasoning about correctness,

but it is equally important to be able to reason about perfor-
mance. Megastore emphasizes cost-transparent APIs with
runtime costs that match application developers’ intuitions.

Normalized relational schemas rely on joins at query time
to service user operations. This is not the right model for
Megastore applications for several reasons:

• High-volume interactive workloads benefit more from
predictable performance than from an expressive query
language.
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• Reads dominate writes in our target applications, so it
pays to move work from read time to write time.

• Storing and querying hierarchical data is straightfor-
ward in key-value stores like Bigtable.

With this in mind, we designed a data model and schema
language to offer fine-grained control over physical locality.
Hierarchical layouts and declarative denormalization help
eliminate the need for most joins. Queries specify scans or
lookups against particular tables and indexes.
Joins, when required, are implemented in application code.

We provide an implementation of the merge phase of the
merge join algorithm, in which the user provides multiple
queries that return primary keys for the same table in the
same order; we then return the intersection of keys for all
the provided queries.
We also have applications that implement outer joins with

parallel queries. This typically involves an index lookup fol-
lowed by parallel index lookups using the results of the ini-
tial lookup. We have found that when the secondary index
lookups are done in parallel and the number of results from
the first lookup is reasonably small, this provides an effective
stand-in for SQL-style joins.
While schema changes require corresponding modifications

to the query implementation code, this system guarantees
that features are built with a clear understanding of their
performance implications. For example, when users (who
may not have a background in databases) find themselves
writing something that resembles a nested-loop join algo-
rithm, they quickly realize that it’s better to add an index
and follow the index-based join approach above.

3.2 Data Model
Megastore defines a data model that lies between the ab-

stract tuples of an RDBMS and the concrete row-column
storage of NoSQL. As in an RDBMS, the data model is de-
clared in a schema and is strongly typed. Each schema has
a set of tables, each containing a set of entities, which in
turn contain a set of properties. Properties are named and
typed values. The types can be strings, various flavors of
numbers, or Google’s Protocol Buffers [9]. They can be re-
quired, optional, or repeated (allowing a list of values in a
single property). All entities in a table have the same set
of allowable properties. A sequence of properties is used
to form the primary key of the entity, and the primary keys
must be unique within the table. Figure 3 shows an example
schema for a simple photo storage application.
Megastore tables are either entity group root tables or

child tables. Each child table must declare a single distin-
guished foreign key referencing a root table, illustrated by
the ENTITY GROUP KEY annotation in Figure 3. Thus each
child entity references a particular entity in its root table
(called the root entity). An entity group consists of a root
entity along with all entities in child tables that reference it.
A Megastore instance can have several root tables, resulting
in different classes of entity groups.
In the example schema of Figure 3, each user’s photo col-

lection is a separate entity group. The root entity is the
User, and the Photos are child entities. Note the Photo.tag
field is repeated, allowing multiple tags per Photo without
the need for a sub-table.

3.2.1 Pre­Joining with Keys
While traditional relational modeling recommends that

CREATE SCHEMA PhotoApp;

CREATE TABLE User {
required int64 user_id;

required string name;

} PRIMARY KEY(user_id), ENTITY GROUP ROOT;

CREATE TABLE Photo {
required int64 user_id;

required int32 photo_id;

required int64 time;

required string full_url;

optional string thumbnail_url;

repeated string tag;

} PRIMARY KEY(user_id, photo_id),

IN TABLE User,

ENTITY GROUP KEY(user_id) REFERENCES User;

CREATE LOCAL INDEX PhotosByTime

ON Photo(user_id, time);

CREATE GLOBAL INDEX PhotosByTag

ON Photo(tag) STORING (thumbnail_url);

Figure 3: Sample Schema for Photo Sharing Service

all primary keys take surrogate values, Megastore keys are
chosen to cluster entities that will be read together. Each
entity is mapped into a single Bigtable row; the primary key
values are concatenated to form the Bigtable row key, and
each remaining property occupies its own Bigtable column.

Note how the Photo and User tables in Figure 3 share
a common user id key prefix. The IN TABLE User direc-
tive instructs Megastore to colocate these two tables into
the same Bigtable, and the key ordering ensures that Photo
entities are stored adjacent to the corresponding User. This
mechanism can be applied recursively to speed queries along
arbitrary join depths. Thus, users can force hierarchical lay-
out by manipulating the key order.

Schemas declare keys to be sorted ascending or descend-
ing, or to avert sorting altogether: the SCATTER attribute in-
structs Megastore to prepend a two-byte hash to each key.
Encoding monotonically increasing keys this way prevents
hotspots in large data sets that span Bigtable servers.

3.2.2 Indexes
Secondary indexes can be declared on any list of entity

properties, as well as fields within protocol buffers. We dis-
tinguish between two high-level classes of indexes: local and
global (see Figure 2). A local index is treated as separate
indexes for each entity group. It is used to find data within
an entity group. In Figure 3, PhotosByTime is an example
of a local index. The index entries are stored in the entity
group and are updated atomically and consistently with the
primary entity data.

A global index spans entity groups. It is used to find
entities without knowing in advance the entity groups that
contain them. The PhotosByTag index in Figure 3 is global
and enables discovery of photos marked with a given tag,
regardless of owner. Global index scans can read data owned
by many entity groups but are not guaranteed to reflect all
recent updates.
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Megastore offers additional indexing features:

3.2.2.1 Storing Clause.
Accessing entity data through indexes is normally a two-

step process: first the index is read to find matching pri-
mary keys, then these keys are used to fetch entities. We
provide a way to denormalize portions of entity data directly
into index entries. By adding the STORING clause to an in-
dex, applications can store additional properties from the
primary table for faster access at read time. For example,
the PhotosByTag index stores the photo thumbnail URL for
faster retrieval without the need for an additional lookup.

3.2.2.2 Repeated Indexes.
Megastore provides the ability to index repeated proper-

ties and protocol buffer sub-fields. Repeated indexes are a
efficient alternative to child tables. PhotosByTag is a re-
peated index: each unique entry in the tag property causes
one index entry to be created on behalf of the Photo.

3.2.2.3 Inline Indexes.
Inline indexes provide a way to denormalize data from

source entities into a related target entity: index entries from
the source entities appear as a virtual repeated column in
the target entry. An inline index can be created on any table
that has a foreign key referencing another table by using the
first primary key of the target entity as the first components
of the index, and physically locating the data in the same
Bigtable as the target.
Inline indexes are useful for extracting slices of informa-

tion from child entities and storing the data in the parent for
fast access. Coupled with repeated indexes, they can also
be used to implement many-to-many relationships more ef-
ficiently than by maintaining a many-to-many link table.
The PhotosByTime index could have been implemented

as an inline index into the parent User table. This would
make the data accessible as a normal index or as a virtual
repeated property on User, with a time-ordered entry for
each contained Photo.

3.2.3 Mapping to Bigtable
The Bigtable column name is a concatenation of the Mega-

store table name and the property name, allowing entities
from different Megastore tables to be mapped into the same
Bigtable row without collision. Figure 4 shows how data
from the example photo application might look in Bigtable.
Within the Bigtable row for a root entity, we store the

transaction and replication metadata for the entity group,
including the transaction log. Storing all metadata in a
single Bigtable row allows us to update it atomically through
a single Bigtable transaction.
Each index entry is represented as a single Bigtable row;

the row key of the cell is constructed using the indexed
property values concatenated with the primary key of the
indexed entity. For example, the PhotosByTime index row
keys would be the tuple (user id , time, primary key) for each
photo. Indexing repeated fields produces one index entry
per repeated element. For example, the primary key for
a photo with three tags would appear in the PhotosByTag

index thrice.

3.3 Transactions and Concurrency Control
Each Megastore entity group functions as a mini-database

Row User. Photo. Photo. Photo.
key name time tag url
101 John
101,500 12:30:01 Dinner, Paris ...
101,502 12:15:22 Betty, Paris ...
102 Mary

Figure 4: Sample Data Layout in Bigtable

that provides serializable ACID semantics. A transaction
writes its mutations into the entity group’s write-ahead log,
then the mutations are applied to the data.

Bigtable provides the ability to store multiple values in the
same row/column pair with different timestamps. We use
this feature to implement multiversion concurrency control
(MVCC): when mutations within a transaction are applied,
the values are written at the timestamp of their transaction.
Readers use the timestamp of the last fully applied trans-
action to avoid seeing partial updates. Readers and writers
don’t block each other, and reads are isolated from writes
for the duration of a transaction.

Megastore provides current, snapshot, and inconsistent
reads. Current and snapshot reads are always done within
the scope of a single entity group. When starting a current
read, the transaction system first ensures that all previously
committed writes are applied; then the application reads at
the timestamp of the latest committed transaction. For a
snapshot read, the system picks up the timestamp of the last
known fully applied transaction and reads from there, even
if some committed transactions have not yet been applied.
Megastore also provides inconsistent reads, which ignore the
state of the log and read the latest values directly. This is
useful for operations that have more aggressive latency re-
quirements and can tolerate stale or partially applied data.

A write transaction always begins with a current read
to determine the next available log position. The commit
operation gathers mutations into a log entry, assigns it a
timestamp higher than any previous one, and appends it
to the log using Paxos. The protocol uses optimistic con-
currency: though multiple writers might be attempting to
write to the same log position, only one will win. The rest
will notice the victorious write, abort, and retry their op-
erations. Advisory locking is available to reduce the effects
of contention. Batching writes through session affinity to a
particular front-end server can avoid contention altogether.

The complete transaction lifecycle is as follows:

1. Read: Obtain the timestamp and log position of the
last committed transaction.

2. Application logic: Read from Bigtable and gather
writes into a log entry.

3. Commit: Use Paxos to achieve consensus for append-
ing that entry to the log.

4. Apply: Write mutations to the entities and indexes
in Bigtable.

5. Clean up: Delete data that is no longer required.

The write operation can return to the client at any point
after Commit, though it makes a best-effort attempt to wait
for the nearest replica to apply.

3.3.1 Queues
Queues provide transactional messaging between entity

groups. They can be used for cross-group operations, to
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batch multiple updates into a single transaction, or to de-
fer work. A transaction on an entity group can atomically
send or receive multiple messages in addition to updating
its entities. Each message has a single sending and receiving
entity group; if they differ, delivery is asynchronous. (See
Figure 2.)
Queues offer a way to perform operations that affect many

entity groups. For example, consider a calendar application
in which each calendar has a distinct entity group, and we
want to send an invitation to a group of calendars. A sin-
gle transaction can atomically send invitation queue mes-
sages to many distinct calendars. Each calendar receiving
the message will process the invitation in its own transaction
which updates the invitee’s state and deletes the message.
There is a long history of message queues in full-featured

RDBMSs. Our support is notable for its scale: declaring a
queue automatically creates an inbox on each entity group,
giving us millions of endpoints.

3.3.2 Two­Phase Commit
Megastore supports two-phase commit for atomic updates

across entity groups. Since these transactions have much
higher latency and increase the risk of contention, we gener-
ally discourage applications from using the feature in favor
of queues. Nevertheless, they can be useful in simplifying
application code for unique secondary key enforcement.

3.4 Other Features
We have built a tight integration with Bigtable’s full-text

index in which updates and searches participate in Megas-
tore’s transactions and multiversion concurrency. A full-text
index declared in a Megastore schema can index a table’s
text or other application-generated attributes.
Synchronous replication is sufficient defense against the

most common corruptions and accidents, but backups can be
invaluable in cases of programmer or operator error. Megas-
tore’s integrated backup system supports periodic full snap-
shots as well as incremental backup of transaction logs. The
restore process can bring back an entity group’s state to
any point in time, optionally omitting selected log entries
(as after accidental deletes). The backup system complies
with legal and common sense principles for expiring deleted
data.
Applications have the option of encrypting data at rest,

including the transaction logs. Encryption uses a distinct
key per entity group. We avoid granting the same operators
access to both the encryption keys and the encrypted data.

4. REPLICATION
This section details the heart of our synchronous replica-

tion scheme: a low-latency implementation of Paxos. We
discuss operational details and present some measurements
of our production service.

4.1 Overview
Megastore’s replication system provides a single, consis-

tent view of the data stored in its underlying replicas. Reads
and writes can be initiated from any replica, and ACID se-
mantics are preserved regardless of what replica a client
starts from. Replication is done per entity group by syn-
chronously replicating the group’s transaction log to a quo-
rum of replicas. Writes typically require one round of inter-

datacenter communication, and healthy-case reads run lo-
cally. Current reads have the following guarantees:

• A read always observes the last-acknowledged write.
• After a write has been observed, all future reads ob-

serve that write. (A write might be observed before it
is acknowledged.)

4.2 Brief Summary of Paxos
The Paxos algorithm is a way to reach consensus among

a group of replicas on a single value. It tolerates delayed
or reordered messages and replicas that fail by stopping.
A majority of replicas must be active and reachable for the
algorithm to make progress—that is, it allows up to F faults
with 2F + 1 replicas. Once a value is chosen by a majority,
all future attempts to read or write the value will reach the
same outcome.

The ability to determine the outcome of a single value by
itself is not of much use to a database. Databases typically
use Paxos to replicate a transaction log, where a separate
instance of Paxos is used for each position in the log. New
values are written to the log at the position following the
last chosen position.

The original Paxos algorithm [27] is ill-suited for high-
latency network links because it demands multiple rounds
of communication. Writes require at least two inter-replica
roundtrips before consensus is achieved: a round of prepares,
which reserves the right for a subsequent round of accepts.
Reads require at least one round of prepares to determine the
last chosen value. Real world systems built on Paxos reduce
the number of roundtrips required to make it a practical
algorithm. We will first review how master-based systems
use Paxos, and then explain how we make Paxos efficient.

4.3 Master­Based Approaches
To minimize latency, many systems use a dedicated mas-

ter to which all reads and writes are directed. The master
participates in all writes, so its state is always up-to-date.
It can serve reads of the current consensus state without
any network communication. Writes are reduced to a single
round of communication by piggybacking a prepare for the
next write on each accept [14]. The master can batch writes
together to improve throughput.

Reliance on a master limits flexibility for reading and writ-
ing. Transaction processing must be done near the master
replica to avoid accumulating latency from sequential reads.
Any potential master replica must have adequate resources
for the system’s full workload; slave replicas waste resources
until the moment they become master. Master failover can
require a complicated state machine, and a series of timers
must elapse before service is restored. It is difficult to avoid
user-visible outages.

4.4 Megastore’s Approach
In this section we discuss the optimizations and innova-

tions that make Paxos practical for our system.

4.4.1 Fast Reads
We set an early requirement that current reads should

usually execute on any replica without inter-replica RPCs.
Since writes usually succeed on all replicas, it was realistic
to allow local reads everywhere. These local reads give us
better utilization, low latencies in all regions, fine-grained
read failover, and a simpler programming experience.
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We designed a service called the Coordinator, with servers
in each replica’s datacenter. A coordinator server tracks a
set of entity groups for which its replica has observed all
Paxos writes. For entity groups in that set, the replica has
sufficient state to serve local reads.
It is the responsibility of the write algorithm to keep

coordinator state conservative. If a write fails on a rep-
lica’s Bigtable, it cannot be considered committed until the
group’s key has been evicted from that replica’s coordinator.
Since coordinators are simple, they respond more reliably

and quickly than Bigtable. Handling of rare failure cases or
network partitions is described in Section 4.7.

4.4.2 Fast Writes
To achieve fast single-roundtrip writes, Megastore adapts

the pre-preparing optimization used by master-based ap-
proaches. In a master-based system, each successful write
includes an implied prepare message granting the master the
right to issue accept messages for the next log position. If
the write succeeds, the prepares are honored, and the next
write skips directly to the accept phase. Megastore does not
use dedicated masters, but instead uses leaders.
We run an independent instance of the Paxos algorithm

for each log position. The leader for each log position is a
distinguished replica chosen alongside the preceding log po-
sition’s consensus value. The leader arbitrates which value
may use proposal number zero. The first writer to submit a
value to the leader wins the right to ask all replicas to accept
that value as proposal number zero. All other writers must
fall back on two-phase Paxos.
Since a writer must communicate with the leader before

submitting the value to other replicas, we minimize writer-
leader latency. We designed our policy for selecting the next
write’s leader around the observation that most applications
submit writes from the same region repeatedly. This leads
to a simple but effective heuristic: use the closest replica.

4.4.3 Replica Types
So far all replicas have been full replicas, meaning they

contain all the entity and index data and are able to ser-
vice current reads. We also support the notion of a witness
replica. Witnesses vote in Paxos rounds and store the write-
ahead log, but do not apply the log and do not store entity
data or indexes, so they have lower storage costs. They
are effectively tie breakers and are used when there are not
enough full replicas to form a quorum. Because they do not
have a coordinator, they do not force an additional roundtrip
when they fail to acknowledge a write.
Read-only replicas are the inverse of witnesses: they are

non-voting replicas that contain full snapshots of the data.
Reads at these replicas reflect a consistent view of some
point in the recent past. For reads that can tolerate this
staleness, read-only replicas help disseminate data over a
wide geographic area without impacting write latency.

4.5 Architecture
Figure 5 shows the key components of Megastore for an

instance with two full replicas and one witness replica.
Megastore is deployed through a client library and aux-

iliary servers. Applications link to the client library, which
implements Paxos and other algorithms: selecting a replica
for read, catching up a lagging replica, and so on.
Each application server has a designated local replica. The

Figure 5: Megastore Architecture Example

client library makes Paxos operations on that replica durable
by submitting transactions directly to the local Bigtable.
To minimize wide-area roundtrips, the library submits re-
mote Paxos operations to stateless intermediary replication
servers communicating with their local Bigtables.

Client, network, or Bigtable failures may leave a write
abandoned in an indeterminate state. Replication servers
periodically scan for incomplete writes and propose no-op
values via Paxos to bring them to completion.

4.6 Data Structures and Algorithms
This section details data structures and algorithms re-

quired to make the leap from consensus on a single value to
a functioning replicated log.

4.6.1 Replicated Logs
Each replica stores mutations and metadata for the log

entries known to the group. To ensure that a replica can par-
ticipate in a write quorum even as it recovers from previous
outages, we permit replicas to accept out-of-order proposals.
We store log entries as independent cells in Bigtable.

We refer to a log replica as having “holes” when it contains
an incomplete prefix of the log. Figure 6 demonstrates this
scenario with some representative log replicas for a single
Megastore entity group. Log positions 0-99 have been fully
scavenged and position 100 is partially scavenged, because
each replica has been informed that the other replicas will
never request a copy. Log position 101 was accepted by all
replicas. Log position 102 found a bare quorum in A and
C. Position 103 is noteworthy for having been accepted by
A and C, leaving B with a hole at 103. A conflicting write
attempt has occurred at position 104 on replica A and B
preventing consensus.

4.6.2 Reads
In preparation for a current read (as well as before a

write), at least one replica must be brought up to date: all
mutations previously committed to the log must be copied
to and applied on that replica. We call this process catchup.

Omitting some deadline management, the algorithm for a
current read (shown in Figure 7) is as follows:

1. Query Local: Query the local replica’s coordinator
to determine if the entity group is up-to-date locally.

2. Find Position: Determine the highest possibly-com-
mitted log position, and select a replica that has ap-
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Figure 6: Write Ahead Log

plied through that log position.

(a) (Local read) If step 1 indicates that the local rep-
lica is up-to-date, read the highest accepted log
position and timestamp from the local replica.

(b) (Majority read) If the local replica is not up-to-
date (or if step 1 or step 2a times out), read from
a majority of replicas to find the maximum log
position that any replica has seen, and pick a rep-
lica to read from. We select the most responsive
or up-to-date replica, not always the local replica.

3. Catchup: As soon as a replica is selected, catch it up
to the maximum known log position as follows:

(a) For each log position in which the selected rep-
lica does not know the consensus value, read the
value from another replica. For any log positions
without a known-committed value available, in-
voke Paxos to propose a no-op write. Paxos will
drive a majority of replicas to converge on a single
value—either the no-op or a previously proposed
write.

(b) Sequentially apply the consensus value of all un-
applied log positions to advance the replica’s state
to the distributed consensus state.

In the event of failure, retry on another replica.

4. Validate: If the local replica was selected and was not
previously up-to-date, send the coordinator a validate
message asserting that the (entity group, replica) pair
reflects all committed writes. Do not wait for a reply—
if the request fails, the next read will retry.

5. Query Data: Read the selected replica using the
timestamp of the selected log position. If the selected
replica becomes unavailable, pick an alternate replica,
perform catchup, and read from it instead. The results
of a single large query may be assembled transparently
from multiple replicas.

Note that in practice 1 and 2a are executed in parallel.

4.6.3 Writes
Having completed the read algorithm, Megastore observes

the next unused log position, the timestamp of the last write,
and the next leader replica. At commit time all pending
changes to the state are packaged and proposed, with a
timestamp and next leader nominee, as the consensus value
for the next log position. If this value wins the distributed

Get Logs

Coordinator AClient

Check Coordinator

Replica CReplica BReplica A

Find Pos

Catchup

Apply Logs

Query Data

Validate

Optional Majority Read 

Figure 7: Timeline for reads with local replica A

consensus, it is applied to the state at all full replicas; oth-
erwise the entire transaction is aborted and must be retried
from the beginning of the read phase.

As described above, coordinators keep track of the entity
groups that are up-to-date in their replica. If a write is not
accepted on a replica, we must remove the entity group’s
key from that replica’s coordinator. This process is called
invalidation. Before a write is considered committed and
ready to apply, all full replicas must have accepted or had
their coordinator invalidated for that entity group.

The write algorithm (shown in Figure 8) is as follows:

1. Accept Leader: Ask the leader to accept the value
as proposal number zero. If successful, skip to step 3.

2. Prepare: Run the Paxos Prepare phase at all replicas
with a higher proposal number than any seen so far at
this log position. Replace the value being written with
the highest-numbered proposal discovered, if any.

3. Accept: Ask remaining replicas to accept the value.
If this fails on a majority of replicas, return to step 2
after a randomized backoff.

4. Invalidate: Invalidate the coordinator at all full repli-
cas that did not accept the value. Fault handling at
this step is described in Section 4.7 below.

5. Apply: Apply the value’s mutations at as many repli-
cas as possible. If the chosen value differs from that
originally proposed, return a conflict error.

Step 1 implements the “fast writes” of Section 4.4.2. Writ-
ers using single-phase Paxos skip Prepare messages by send-
ing an Accept command at proposal number zero. The next
leader replica selected at log position n arbitrates the value
used for proposal zero at n + 1. Since multiple proposers
may submit values with proposal number zero, serializing
at this replica ensures only one value corresponds with that
proposal number for a particular log position.

In a traditional database system, the commit point (when
the change is durable) is the same as the visibility point
(when reads can see a change and when a writer can be no-
tified of success). In our write algorithm, the commit point is
after step 3 when the write has won the Paxos round, but the
visibility point is after step 4. Only after all full replicas have
accepted or had their coordinators invalidated can the write
be acknowledged and the changes applied. Acknowledging
before step 4 could violate our consistency guarantees: a cur-
rent read at a replica whose invalidation was skipped might
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fail to observe the acknowledged write.

4.7 Coordinator Availability
Coordinator processes run in each datacenter and keep

state only about their local replica. In the write algorithm
above, each full replica must either accept or have its coordi-
nator invalidated, so it might appear that any single replica
failure (Bigtable and coordinator) will cause unavailability.
In practice this is not a common problem. The coordina-

tor is a simple process with no external dependencies and no
persistent storage, so it tends to be much more stable than
a Bigtable server. Nevertheless, network and host failures
can still make the coordinator unavailable.

4.7.1 Failure Detection
To address network partitions, coordinators use an out-of-

band protocol to identify when other coordinators are up,
healthy, and generally reachable.
We use Google’s Chubby lock service [13]: coordinators

obtain specific Chubby locks in remote datacenters at start-
up. To process requests, a coordinator must hold a majority
of its locks. If it ever loses a majority of its locks from a crash
or network partition, it will revert its state to a conservative
default, considering all entity groups in its purview to be
out-of-date. Subsequent reads at the replica must query the
log position from a majority of replicas until the locks are
regained and its coordinator entries are revalidated.
Writers are insulated from coordinator failure by testing

whether a coordinator has lost its locks: in that scenario, a
writer knows that the coordinator will consider itself invali-
dated upon regaining them.
This algorithm risks a brief (tens of seconds) write out-

age when a datacenter containing live coordinators suddenly
becomes unavailable—all writers must wait for the coor-
dinator’s Chubby locks to expire before writes can com-
plete (much like waiting for a master failover to trigger).
Unlike after a master failover, reads and writes can pro-
ceed smoothly while the coordinator’s state is reconstructed.
This brief and rare outage risk is more than justified by the
steady state of fast local reads it allows.
The coordinator liveness protocol is vulnerable to asym-

metric network partitions. If a coordinator can maintain the
leases on its Chubby locks, but has otherwise lost contact
with proposers, then affected entity groups will experience a
write outage. In this scenario an operator performs a man-
ual step to disable the partially isolated coordinator. We

have faced this condition only a handful of times.

4.7.2 Validation Races
In addition to availability issues, protocols for reading and

writing to the coordinator must contend with a variety of
race conditions. Invalidate messages are always safe, but val-
idate messages must be handled with care. Races between
validates for earlier writes and invalidates for later writes
are protected in the coordinator by always sending the log
position associated with the action. Higher numbered in-
validates always trump lower numbered validates. There
are also races associated with a crash between an invalidate
by a writer at position n and a validate at some position
m < n. We detect crashes using a unique epoch number
for each incarnation of the coordinator: validates are only
allowed to modify the coordinator state if the epoch remains
unchanged since the most recent read of the coordinator.

In summary, using coordinators to allow fast local reads
from any datacenter is not free in terms of the impact to
availability. But in practice most of the problems with run-
ning the coordinator are mitigated by the following factors:

• Coordinators are much simpler processes than Bigtable
servers, have many fewer dependencies, and are thus
naturally more available.

• Coordinators’ simple, homogeneous workload makes
them cheap and predictable to provision.

• Coordinators’ light network traffic allows using a high
network QoS with reliable connectivity.

• Operators can centrally disable coordinators for main-
tenance or unhealthy periods. This is automatic for
certain monitoring signals.

• A quorum of Chubby locks detects most network par-
titions and node unavailability.

4.8 Write Throughput
Our implementation of Paxos has interesting tradeoffs in

system behavior. Application servers in multiple datacen-
ters may initiate writes to the same entity group and log
position simultaneously. All but one of them will fail and
need to retry their transactions. The increased latency im-
posed by synchronous replication increases the likelihood of
conflicts for a given per-entity-group commit rate.

Limiting that rate to a few writes per second per entity
group yields insignificant conflict rates. For apps whose en-
tities are manipulated by a small number of users at a time,
this limitation is generally not a concern. Most of our target
customers scale write throughput by sharding entity groups
more finely or by ensuring replicas are placed in the same
region, decreasing both latency and conflict rate.

Applications with some server “stickiness” are well posi-
tioned to batch user operations into fewer Megastore trans-
actions. Bulk processing of Megastore queue messages is a
common batching technique, reducing the conflict rate and
increasing aggregate throughput.

For groups that must regularly exceed a few writes per
second, applications can use the fine-grained advisory locks
dispensed by coordinator servers. Sequencing transactions
back-to-back avoids the delays associated with retries and
the reversion to two-phase Paxos when a conflict is detected.

4.9 Operational Issues
When a particular full replica becomes unreliable or loses

connectivity, Megastore’s performance can degrade. We have
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Figure 9: Distribution of Availability

a number of ways to respond to these failures, including:
routing users away from the problematic replica, disabling
its coordinators, or disabling it entirely. In practice we rely
on a combination of techniques, each with its own tradeoffs.
The first and most important response to an outage is to

disable Megastore clients at the affected replica by rerout-
ing traffic to application servers near other replicas. These
clients typically experience the same outage impacting the
storage stack below them, and might be unreachable from
the outside world.
Rerouting traffic alone is insufficient if unhealthy coor-

dinator servers might continue to hold their Chubby locks.
The next response is to disable the replica’s coordinators,
ensuring that the problem has a minimal impact on write
latency. (Section 4.7 described this process in more detail.)
Once writers are absolved of invalidating the replica’s coor-
dinators, an unhealthy replica’s impact on write latency is
limited. Only the initial “accept leader” step in the write
algorithm depends on the replica, and we maintain a tight
deadline before falling back on two-phase Paxos and nomi-
nating a healthier leader for the next write.
A more draconian and rarely used action is to disable the

replica entirely: neither clients nor replication servers will
attempt to communicate with it. While sequestering the
replica can seem appealing, the primary impact is a hit to
availability: one less replica is eligible to help writers form
a quorum. The valid use case is when attempted operations
might cause harm—e.g. when the underlying Bigtable is
severely overloaded.

4.10 Production Metrics
Megastore has been deployed within Google for several

years; more than 100 production applications use it as their
storage service. In this section, we report some measure-
ments of its scale, availability, and performance.
Figure 9 shows the distribution of availability, measured

on a per-application, per-operation basis. Most of our cus-
tomers see extremely high levels of availability (at least five
nines) despite a steady stream of machine failures, network
hiccups, datacenter outages, and other faults. The bottom
end of our sample includes some pre-production applications
that are still being tested and batch processing applications
with higher failure tolerances.
Average read latencies are tens of milliseconds, depending

on the amount of data, showing that most reads are local.
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Most users see average write latencies of 100–400 millisec-
onds, depending on the distance between datacenters, the
size of the data being written, and the number of full repli-
cas. Figure 10 shows the distribution of average latency for
read and commit operations.

5. EXPERIENCE
Development of the system was aided by a strong empha-

sis on testability. The code is instrumented with numerous
(but cheap) assertions and logging, and has thorough unit
test coverage. But the most effective bug-finding tool was
our network simulator: the pseudo-random test framework.
It is capable of exploring the space of all possible orderings
and delays of communications between simulated nodes or
threads, and deterministically reproducing the same behav-
ior given the same seed. Bugs were exposed by finding a
problematic sequence of events triggering an assertion fail-
ure (or incorrect result), often with enough log and trace
information to diagnose the problem, which was then added
to the suite of unit tests. While an exhaustive search of
the scheduling state space is impossible, the pseudo-random
simulation explores more than is practical by other means.
Through running thousands of simulated hours of operation
each night, the tests have found many surprising problems.

In real-world deployments we have observed the expected
performance: our replication protocol optimizations indeed
provide local reads most of the time, and writes with about
the overhead of a single WAN roundtrip. Most applica-
tions have found the latency tolerable. Some applications
are designed to hide write latency from users, and a few
must choose entity group boundaries carefully to maximize
their write throughput. This effort yields major operational
advantages: Megastore’s latency tail is significantly shorter
than that of the underlying layers, and most applications
can withstand planned and unplanned outages with little or
no manual intervention.

Most applications use the Megastore schema language to
model their data. Some have implemented their own entity-
attribute-value model within the Megastore schema language,
then used their own application logic to model their data
(most notably, Google App Engine [8]). Some use a hybrid
of the two approaches. Having the dynamic schema built on
top of the static schema, rather than the other way around,
allows most applications to enjoy the performance, usability,
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and integrity benefits of the static schema, while still giving
the option of a dynamic schema to those who need it.
The term “high availability” usually signifies the ability

to mask faults to make a collection of systems more reli-
able than the individual systems. While fault tolerance is a
highly desired goal, it comes with it its own pitfalls: it often
hides persistent underlying problems. We have a saying in
the group: “Fault tolerance is fault masking”. Too often,
the resilience of our system coupled with insufficient vigi-
lance in tracking the underlying faults leads to unexpected
problems: small transient errors on top of persistent uncor-
rected problems cause significantly larger problems.
Another issue is flow control. An algorithm that tolerates

faulty participants can be heedless of slow ones. Ideally a
collection of disparate machines would make progress only as
fast as the least capable member. If slowness is interpreted
as a fault, and tolerated, the fastest majority of machines
will process requests at their own pace, reaching equilibrium
only when slowed down by the load of the laggers struggling
to catch up. We call this anomaly chain gang throttling,
evoking the image of a group of escaping convicts making
progress only as quickly as they can drag the stragglers.
A benefit of Megastore’s write-ahead log has been the ease

of integrating external systems. Any idempotent operation
can be made a step in applying a log entry.
Achieving good performance for more complex queries re-

quires attention to the physical data layout in Bigtable.
When queries are slow, developers need to examine Bigtable
traces to understand why their query performs below their
expectations. Megastore does not enforce specific policies
on block sizes, compression, table splitting, locality group,
nor other tuning controls provided by Bigtable. Instead, we
expose these controls, providing application developers with
the ability (and burden) of optimizing performance.

6. RELATED WORK
Recently, there has been increasing interest in NoSQL

data storage systems to meet the demand of large web ap-
plications. Representative work includes Bigtable [15], Cas-
sandra [6], and Yahoo PNUTS [16]. In these systems, scal-
ability is achieved by sacrificing one or more properties of
traditional RDBMS systems, e.g., transactions, schema sup-
port, query capability [12, 33]. These systems often reduce
the scope of transactions to the granularity of single key
access and thus place a significant hurdle to building appli-
cations [18, 32]. Some systems extend the scope of transac-
tions to multiple rows within a single table, for example the
Amazon SimpleDB [5] uses the concept of domain as the
transactional unit. Yet such efforts are still limited because
transactions cannot cross tables or scale arbitrarily. More-
over, most current scalable data storage systems lack the
rich data model of an RDBMS, which increases the burden
on developers. Combining the merits from both database
and scalable data stores, Megastore provides transactional
ACID guarantees within a entity group and provides a flexi-
ble data model with user-defined schema, database-style and
full-text indexes, and queues.
Data replication across geographically distributed data-

centers is an indispensable means of improving availability
in state-of-the-art storage systems. Most prevailing data
storage systems use asynchronous replication schemes with
a weaker consistency model. For example, Cassandra [6],
HBase [1], CouchDB [7], and Dynamo [19] use an eventual

consistency model and PNUTS uses “timeline” consistency
[16]. By comparison, synchronous replication guarantees
strong transactional semantics over wide-area networks and
improves the performance of current reads.

Synchronous replication for traditional RDBMS systems
presents a performance challenge and is difficult to scale
[21]. Some proposed workarounds allow for strong consis-
tency via asynchronous replication. One approach lets up-
dates complete before their effects are replicated, passing
the synchronization delay on to transactions that need to
read the updated state [26]. Another approach routes writes
to a single master while distributing read-only transactions
among a set of replicas [29]. The updates are asynchronously
propagated to the remaining replicas, and reads are either
delayed or sent to replicas that have already been synchro-
nized. A recent proposal for efficient synchronous replication
introduces an ordering preprocessor that schedules incoming
transactions deterministically, so that they can be indepen-
dently applied at multiple replicas with identical results [31].
The synchronization burden is shifted to the preprocessor,
which itself would have to be made scalable.

Until recently, few have used Paxos to achieve synchronous
replication. SCALARIS is one example that uses the Paxos
commit protocol [22] to implement replication for a distrib-
uted hash table [30]. Keyspace [2] also uses Paxos to imple-
ment replication on a generic key-value store. However the
scalability and performance of these systems is not publicly
known. Megastore is perhaps the first large-scale storage
systems to implement Paxos-based replication across data-
centers while satisfying the scalability and performance re-
quirements of scalable web applications in the cloud.

Conventional database systems provide mature and so-
phisticated data management features, but have difficulties
in serving large-scale interactive services targeted by this pa-
per [33]. Open source database systems such as MySQL [10]
do not scale up to the levels we require [17], while expensive
commercial database systems like Oracle [4] significantly in-
crease the total cost of ownership in large deployments in
the cloud. Furthermore, neither of them offer fault-tolerant
synchronous replication mechanism [3, 11], which is a key
piece to build interactive services in the cloud.

7. CONCLUSION
In this paper we present Megastore, a scalable, highly

available datastore designed to meet the storage require-
ments of interactive Internet services. We use Paxos for
synchronous wide area replication, providing lightweight and
fast failover of individual operations. The latency penalty of
synchronous replication across widely distributed replicas is
more than offset by the convenience of a single system image
and the operational benefits of carrier-grade availability. We
use Bigtable as our scalable datastore while adding richer
primitives such as ACID transactions, indexes, and queues.
Partitioning the database into entity group sub-databases
provides familiar transactional features for most operations
while allowing scalability of storage and throughput.

Megastore has over 100 applications in production, facing
both internal and external users, and providing infrastruc-
ture for higher levels. The number and diversity of these
applications is evidence of Megastore’s ease of use, general-
ity, and power. We hope that Megastore demonstrates the
viability of a middle ground in feature set and replication
consistency for today’s scalable storage systems.

233



8. ACKNOWLEDGMENTS
Steve Newman, Jonas Karlsson, Philip Zeyliger, Alex Din-

gle, and Peter Stout all made substantial contributions to
Megastore. We also thank Tushar Chandra, Mike Burrows,
and the Bigtable team for technical advice, and Hector Gon-
zales, Jayant Madhavan, RuthWang, and Kavita Guliani for
assistance with the paper. Special thanks to Adi Ofer for
providing the spark to make this paper happen.

9. REFERENCES
[1] Apache HBase. http://hbase.apache.org/, 2008.

[2] Keyspace: A consistently replicated, highly-available
key-value store. http://scalien.com/whitepapers/.

[3] MySQL Cluster. http://dev.mysql.com/tech-
resources/articles/mysql clustering ch5.html, 2010.

[4] Oracle Database. http://www.oracle.com/us/-
products/database/index.html, 2007.

[5] Amazon SimpleDB.
http://aws.amazon.com/simpledb/, 2007.

[6] Apache Cassandra.
http://incubator.apache.org/cassandra/, 2008.

[7] Apache CouchDB. http://couchdb.apache.org/, 2008.

[8] Google App Engine.
http://code.google.com/appengine/, 2008.

[9] Google Protocol Buffers: Google’s data interchange
format. http://code.google.com/p/protobuf/, 2008.

[10] MySQL. http://www.mysql.com, 2009.

[11] Y. Amir, C. Danilov, M. Miskin-Amir, J. Stanton, and
C. Tutu. On the performance of wide-area
synchronous database replication. Technical Report
CNDS-2002-4, Johns Hopkins University, 2002.

[12] M. Armbrust, A. Fox, D. A. Patterson, N. Lanham,
B. Trushkowsky, J. Trutna, and H. Oh. Scads:
Scale-independent storage for social computing
applications. In CIDR, 2009.

[13] M. Burrows. The chubby lock service for
loosely-coupled distributed systems. In OSDI ’06:
Proceedings of the 7th symposium on Operating
systems design and implementation, pages 335–350,
Berkeley, CA, USA, 2006. USENIX Association.

[14] T. D. Chandra, R. Griesemer, and J. Redstone. Paxos
made live: an engineering perspective. In PODC ’07:
Proceedings of the twenty-sixth annual ACM
symposium on Principles of distributed computing,
pages 398–407, New York, NY, USA, 2007. ACM.

[15] F. Chang, J. Dean, S. Ghemawat, W. C. Hsieh, D. A.
Wallach, M. Burrows, T. Chandra, A. Fikes, and
R. E. Gruber. Bigtable: A distributed storage system
for structured data. ACM Trans. Comput. Syst.,
26(2):1–26, 2008.

[16] B. F. Cooper, R. Ramakrishnan, U. Srivastava,
A. Silberstein, P. Bohannon, H.-A. Jacobsen, N. Puz,
D. Weaver, and R. Yerneni. Pnuts: Yahoo!’s hosted
data serving platform. Proc. VLDB Endow.,
1(2):1277–1288, 2008.

[17] B. F. Cooper, A. Silberstein, E. Tam,
R. Ramakrishnan, and R. Sears. Benchmarking cloud
serving systems with ycsb. In SoCC ’10: Proceedings
of the 1st ACM symposium on Cloud computing, pages
143–154, New York, NY, USA, 2010. ACM.

[18] S. Das, D. Agrawal, and A. El Abbadi. G-store: a

scalable data store for transactional multi key access
in the cloud. In SoCC ’10: Proceedings of the 1st
ACM symposium on Cloud computing, pages 163–174,
New York, NY, USA, 2010. ACM.

[19] G. DeCandia, D. Hastorun, M. Jampani,
G. Kakulapati, A. Lakshman, A. Pilchin,
S. Sivasubramanian, P. Vosshall, and W. Vogels.
Dynamo: amazon’s highly available key-value store. In
SOSP ’07: Proceedings of twenty-first ACM SIGOPS
symposium on Operating systems principles, pages
205–220, New York, NY, USA, 2007. ACM.

[20] J. Furman, J. S. Karlsson, J.-M. Leon, A. Lloyd,
S. Newman, and P. Zeyliger. Megastore: A scalable
data system for user facing applications. In ACM
SIGMOD/PODS Conference, 2008.

[21] J. Gray, P. Helland, P. O’Neil, and D. Shasha. The
dangers of replication and a solution. In Proceedings of
the 1996 ACM SIGMOD international conference on
Management of data, SIGMOD ’96, pages 173–182,
New York, NY, USA, 1996. ACM.

[22] J. Gray and L. Lamport. Consensus on transaction
commit. ACM Trans. Database Syst., 31(1):133–160,
2006.

[23] S. Gustavsson and S. F. Andler. Self-stabilization and
eventual consistency in replicated real-time databases.
In WOSS ’02: Proceedings of the first workshop on
Self-healing systems, pages 105–107, New York, NY,
USA, 2002. ACM.

[24] P. Helland. Life beyond distributed transactions: an
apostate’s opinion. In CIDR, pages 132–141, 2007.

[25] U. Hoelzle and L. A. Barroso. The Datacenter as a
Computer: An Introduction to the Design of
Warehouse-Scale Machines. Morgan and Claypool
Publishers, 2009.

[26] K. Krikellas, S. Elnikety, Z. Vagena, and O. Hodson.
Strongly consistent replication for a bargain. In Data
Engineering (ICDE), 2010 IEEE 26th International
Conference on, pages 52 –63, 2010.

[27] L. Lamport. The part-time parliament. ACM Trans.
Comput. Syst., 16(2):133–169, 1998.

[28] L. Lamport, D. Malkhi, and L. Zhou. Vertical paxos
and primary-backup replication. Technical Report
MSR-TR-2009-63, Microsoft Research, 2009.

[29] C. Plattner and G. Alonso. Ganymed: scalable
replication for transactional web applications. In
Proceedings of the 5th ACM/IFIP/USENIX
international conference on Middleware, Middleware
’04, pages 155–174, New York, NY, USA, 2004.
Springer-Verlag New York, Inc.

[30] F. Schintke, A. Reinefeld, S. e. Haridi, and T. Schutt.
Enhanced paxos commit for transactions on dhts. In
10th IEEE/ACM Int. Conf. on Cluster, Cloud and
Grid Computing, pages 448–454, 2010.

[31] A. Thomson and D. J. Abadi. The case for
determinism in database systems. In VLDB, 2010.

[32] S. Wu, D. Jiang, B. C. Ooi, and K. L. W. Towards
elastic transactional cloud storage with range query
support. In Int’l Conference on Very Large Data
Bases (VLDB), 2010.

[33] F. Yang, J. Shanmugasundaram, and R. Yerneni. A
scalable data platform for a large number of small
applications. In CIDR, 2009.

234



Relational Cloud: A Database-as-a-Service for the Cloud

Carlo Curino
curino@mit.edu

Evan P. C. Jones
evanj@mit.edu

Raluca Ada Popa
ralucap@mit.edu

Nirmesh Malviya
nirmesh@csail.mit.edu

Eugene Wu
eugenewu@mit.edu

Sam Madden
madden@csail.mit.edu

Hari Balakrishnan
hari@csail.mit.edu

Nickolai Zeldovich
nickolai@csail.mit.edu

ABSTRACT

This paper introduces a new transactional “database-as-a-service”
(DBaaS) called Relational Cloud. A DBaaS promises to move
much of the operational burden of provisioning, configuration, scal-
ing, performance tuning, backup, privacy, and access control from
the database users to the service operator, offering lower overall
costs to users. Early DBaaS efforts include Amazon RDS and
Microsoft SQL Azure, which are promising in terms of establish-
ing the market need for such a service, but which do not address
three important challenges: efficient multi-tenancy, elastic scala-
bility, and database privacy. We argue that these three challenges
must be overcome before outsourcing database software and man-
agement becomes attractive to many users, and cost-effective for
service providers. The key technical features of Relational Cloud
include: (1) a workload-aware approach to multi-tenancy that iden-
tifies the workloads that can be co-located on a database server,
achieving higher consolidation and better performance than existing
approaches; (2) the use of a graph-based data partitioning algorithm
to achieve near-linear elastic scale-out even for complex transac-
tional workloads; and (3) an adjustable security scheme that enables
SQL queries to run over encrypted data, including ordering oper-
ations, aggregates, and joins. An underlying theme in the design
of the components of Relational Cloud is the notion of workload
awareness: by monitoring query patterns and data accesses, the sys-
tem obtains information useful for various optimization and security
functions, reducing the configuration effort for users and operators.

1. INTRODUCTION

Relational database management systems (DBMSs) are an inte-
gral and indispensable component in most computing environments
today, and their importance is unlikely to diminish. With the advent
of hosted cloud computing and storage, the opportunity to offer a
DBMS as an outsourced service is gaining momentum, as witnessed
by Amazon’s RDS and Microsoft’s SQL Azure (see §7). Such a
database-as-a-service (DBaaS) is attractive for two reasons. First,
due to economies of scale, the hardware and energy costs incurred
by users are likely to be much lower when they are paying for a share
of a service rather than running everything themselves. Second, the
costs incurred in a well-designed DBaaS will be proportional to ac-
tual usage (“pay-per-use”)—this applies to both software licensing
and administrative costs. The latter are often a significant expense
because of the specialized expertise required to extract good perfor-
mance from commodity DBMSs. By centralizing and automating
many database management tasks, a DBaaS can substantially reduce
operational costs and perform well.

From the viewpoint of the operator of a DBaaS, by taking ad-
vantage of the lack of correlation between workloads of different
applications, the service can be run using far fewer machines than if

each workload was independently provisioned for its peak.
This paper describes the challenges and requirements of a large-

scale, multi-node DBaaS, and presents the design principles and
implementation status of Relational Cloud, a DBaaS we are build-
ing at MIT (see http://relationalcloud.com). Relational
Cloud is appropriate for a single organization with many individual
databases deployed in a “private” cloud, or as a service offered via
“public” cloud infrastructure to multiple organizations. In both cases,
our vision is that users should have access to all the features of a SQL
relational DBMS, without worrying about provisioning the hard-
ware resources, configuring software, achieving desired security,
providing access control and data privacy, and tuning performance.
All these functions are outsourced to the DBaaS.

There are three challenges that drive the design of Relational
Cloud: efficient multi-tenancy to minimize the hardware footprint
required for a given (or predicted) workload, elastic scale-out to
handle growing workloads, and database privacy.
Efficient multi-tenancy. Given a set of databases and workloads,
what is the best way to serve them from a given set of machines?
The goal is to minimize the number of machines required, while
meeting application-level query performance goals. To achieve this,
our system must understand the resource requirements of individual
workloads, how they combine when co-located on one machine, and
how to take advantage of the temporal variations of each workload
to maximize hardware utilization while avoiding overcommitment.

One approach to this problem would be to use virtual machines
(VMs); a typical design would pack each individual DB instance into
a VM and multiple VMs on a single physical machine. However,
our experiments show that such a “DB-in-VM” approach requires
2× to 3× more machines to consolidate the same number of work-
loads and that for a fixed level of consolidation delivers 6× to 12×
less performance than the approach we advocate. The reason is
that each VM contains a separate copy of the OS and database,
and each database has its own buffer pool, forces its own log to
disk, etc. Instead, our approach uses a single database server on
each machine, which hosts multiple logical databases. Relational
Cloud periodically determines which databases should be placed on
which machines using a novel non-linear optimization formulation,
combined with a cost model that estimates the combined resource
utilization of multiple databases running on a machine. The de-
sign of Relational Cloud also includes a lightweight mechanism to
perform live migration of databases between machines.
Elastic scalability. A good DBaaS must support database and work-
loads of different sizes. The challenge arise when a database work-
load exceeds the capacity of a single machine. A DBaaS must
therefore support scale-out, where the responsibility for query pro-
cessing (and the corresponding data) is partitioned amongst multi-
ple nodes to achieve higher throughput. But what is the best way
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to partition databases for scale-out? The answer depends on the
way in which transactions and data items relate to one another. In
Relational Cloud, we use a recently developed workload-aware par-
titioner [5], which uses graph partitioning to automatically analyze
complex query workloads and map data items to nodes to minimize
the number of multi-node transactions/statements. Statements and
transactions spanning multiple nodes incur significant overhead, and
are the main limiting factor to linear scalability in practice. Our
approach makes few assumptions on the data or queries, and works
well even for skewed workloads or when the data exhibits complex
many-to-many relationships.
Privacy. A significant barrier to deploying databases in the cloud
is the perceived lack of privacy, which in turn reduces the degree
of trust users are willing to place in the system. If clients were
to encrypt all the data stored in the DBaaS, then the privacy con-
cerns would largely be eliminated. The question then is, how can the
DBaaS execute queries over the encrypted data? In Relational Cloud,
we have developed CryptDB, a set of techniques designed to provide
privacy (e.g., to prevent administrators from seeing a user’s data)
with an acceptable impact on performance (only a 22.5% reduction
in throughput on TPC-C in our preliminary experiments). Database
administrators can continue to manage and tune the databases, and
users are guaranteed data privacy. The key notion is that of ad-
justable security: CryptDB employs different encryption levels for
different types of data, based on the types of queries that users run.
Queries are evaluated on the encrypted data, and sent back to the
client for final decryption; no query processing runs on the client.

A unifying theme in our approach to these three big challenges is
workload-awareness. Our main design principle is to monitor the
actual query patterns and data accesses, and then employ mecha-
nisms that use these observations to perform various optimization
and security functions.

2. SYSTEM DESIGN

Relational Cloud uses existing unmodified DBMS engines as the
back-end query processing and storage nodes. Each back-end node
runs a single database server. The set of back-end machines can
change dynamically in response to load. Each tenant of the system—
which we define as a billable entity (a distinct user with a set of
applications, a business unit, or a company)—can load one or more
databases. A database has one or more tables, and an associated
workload, defined as the set of queries and transactions issued to it
(the set may not be known until run-time). Relational Cloud does
not mix the data of two different tenants into a common database or
table (unlike [1]), but databases belonging to different tenants will
usually run within the same database server.

Applications communicate with Relational Cloud using a standard
connectivity layer such as JDBC. They communicate with the Rela-
tional Cloud front-end using a special driver that ensures their data
is kept private (e.g., cannot be read by the database administrator)
—this is described in more detail below. When the front-end receives
SQL statements from clients, it consults the router, which analyzes
each SQL statement and uses its metadata to determine the execution
nodes and plan. The front-end coordinates multi-node transactions,
produces a distributed execution plan, and handles fail-over. It also
provides a degree of performance isolation by controlling the rate at
which queries from different tenants are dispatched.

The front-end monitors the access patterns induced by the work-
loads and the load on the database servers. Relational Cloud uses
this information to periodically determine the best way to: (1) par-
tition each database into one or more pieces, producing multiple
partitions when the load on a database exceeds the capacity of a sin-
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Figure 1: Relational Cloud Architecture.

gle machine (§3), (2) place the database partitions on the back-end
machines to both minimize the number of machines and balance
load, migrate the partitions as needed without causing downtime,
and replicate the data for availability (§4), and (3) secure the data
and process the queries so that they can run on untrusted back-ends
over encrypted data (§5). The Relational Cloud system architecture
is shown in Figure 1, which depicts these functions and demarcates
the trusted and untrusted regions.

Applications communicate with the Relational Cloud front-end
using a CryptDB-enabled driver on the client, which encrypts and
decrypts user data and rewrites queries to guarantee privacy. On
the back-end nodes, CryptDB exploits a combination of server-
side cryptography and user-defined functions (UDFs) to enable
efficient SQL processing—particularly ordering, aggregates, and
joins, which are all more challenging than simple selections and
projections—over encrypted data.

Current status: We have developed the various components of Re-
lational Cloud and are in the process of integrating them into a single
coherent system, prior to offering it as a service on a public cloud.
We have implemented the distributed transaction coordinator along
with the routing, partitioning, replication, and CryptDB components.
Our transaction coordinator supports both MySQL and Postgres
back-ends, and have implemented a JDBC public interface. Given
a query trace, we can analyze and automatically generate a good
partitioning for it, and then run distributed transactions against those
partitions. The transaction coordinator supports active fail-over to
replicas in the event of a failure. We have developed a placement
and migration engine that monitors database server statistics, OS
statistics, and hardware loads, and uses historic statistics to predict
the combined load placed by multiple workloads. It uses a non-
linear, integer programming solver to optimally allocate partitions
to servers. We are currently implementing live migration.

Other papers (either published [5] or in preparation) detail the
individual components, which are of independent interest. This
paper focuses on the Relational Cloud system and on how the com-
ponents address the challenges of running a large-scale DBaaS,
rather than on the more mundane engineering details of the DBaaS
implementation or on the detailed design and performance of the
components. (That said, in later sections we present the key per-
formance results for the main components of Relational Cloud to
show that the integrated system is close to being operational.) At
the CIDR conference, we propose to demonstrate Relational Cloud.

3. DATABASE PARTITIONING

Relational Cloud uses database partitioning for two purposes: (1)
to scale a single database to multiple nodes, useful when the load
exceeds the capacity of a single machine, and (2) to enable more
granular placement and load balance on the back-end machines
compared to placing entire databases.
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The current partitioning strategy is well-suited to OLTP and Web
workloads, but the principles generalize to other workloads as well
(such as OLAP). OLTP/Web workloads are characterized by short-
lived transactions/queries with little internal parallelism. The way to
scale these workloads is to partition the data in a way that minimizes
the number of multi-node transactions (i.e., most transactions should
complete by touching data on only one node), and then place the
different partitions on different nodes. The goal is to minimize the
number of cross-node distributed transactions, which incur overhead
both because of the extra work done on each node and because of
the increase in the time spent holding locks at the back-ends.

Relational Cloud uses a workload-aware partitioning strategy.
The front-end has a component that periodically analyzes query
execution traces to identify sets of tuples that are accessed together
within individual transactions. The algorithm represents the execu-
tion trace as a graph. Each node represents a tuple (or collection
of tuples) and an edge is drawn between any two nodes whose
tuples are touched within a single transaction. The weight on an
edge reflects how often such pair-wise accesses occur in a workload.
Relational Cloud uses graph partitioning [13] to find � balanced
logical partitions, while minimizing the total weight of the cut edges.
This minimization corresponds to find a partitioning of the database
tuples that minimizes the number of distributed transactions.

The output of the partitioner is an assignment of individual tuples
to logical partitions. Relational Cloud now has to come up with a
succinct representation of these partitions, because the front-end’s
router needs a compact way to determine where to dispatch a given
SQL statement. Relational Cloud solves this problem by finding a
set of predicates on the tuple attributes. It is natural to formulate
this problem as a classification problem, where we are given a set
of tuples (the tuple attributes are features), and a partition label for
each tuple (the classification attribute). The system extracts a set
of candidate attributes from the predicates used in the trace. The
attribute values are fed into a decision tree algorithm together with
the partitioning labels. If the decision tree successfully generalizes
the partitioning with few simple predicates, a good explanation for
the graph partitioning is found. If no predicate-based explanation
is found (e.g., if thousands of predicates are generated), the system
falls back to lookup tables to represent the partitioning scheme.

The strength of this approach is its independence from schema
layout and foreign key information, which allows it to discover
intrinsic correlations hidden in the data. As a consequence, this
approach is effective in partitioning databases containing multiple
many-to-many relationships—typical in social-network scenarios—
and in handling skewed workloads [5].

The main practical difficulty we encountered was in scaling the
graph representation. The naı̈ve approach leads to a graph with
N nodes and up to N2 edges for an N -tuple database, which is
untenable because existing graph partitioning implementations scale
only to a few tens of millions of nodes. For this reason, we devised
a series of heuristics that effectively limit the size of the graph. The
two most useful heuristics used in Relational Cloud are: (1) blanket
statement removal, i.e., the exclusion from the graph occasional
statements that scan large portions of the database and (2) sampling
tuples and transactions.

4. PLACEMENT AND MIGRATION

Resource allocation is a major challenge when designing a scal-
able, multi-tenant service like Relational Cloud. Problems include:
(i) monitoring the resource requirements of each workload, (ii) pre-
dicting the load multiple workloads will generate when run together
on a server, (iii) assigning workloads to physical servers, and (iv)
migrating them between physical nodes.

In Relational Cloud, a new database and workload are placed
arbitrarily on some set of nodes for applications, while at the same
time set up in a staging area where they run on dedicated hardware.
During this time, the system monitors their resource consumption
in the staging area (and for the live version). The resulting time-
dependent resource profile is used to predict how this workload
will interact with the others currently running in the service, and
whether the workload needs to be partitioned. If a workload needs
to be partitioned, it is split using the algorithms described in the
previous section. After that, an allocation algorithm is run to place
the each workload or partition onto existing servers, together with
other partitions and workloads.

We call the monitoring and consolidation engine we developed for
this purpose Kairos; a complete paper on Kairos is currently under
submission. It takes as input an existing (non-consolidated) collec-
tion of workloads, and a set of target physical machines on which
to consolidate those workload, and performs the aforementioned
analysis and placement tasks. Its key components are:

1. Resource Monitor: Through an automated statistics collection
process, the resource monitor captures a number of DBMS and OS
statistics from a running database. One monitoring challenge is
estimating the RAM required by a workload, since a standalone
DBMS will tend to fill the entire buffer pool with pages, even if
many of those pages aren’t actively in use. To precisely measure
working set size, Kairos slowly grows and repeatedly accesses a
temporary probe table, while monitoring amount of disk activity
on the system. Once the probe table begins to evict tuples in the
working set, load on the disk will increase as those pages have to be
read back into memory to answer queries. We have found that this
approach provides an accurate, low-overhead way of measuring the
true RAM requirements of a workload.

2. Combined Load Predictor: We developed a model of CPU,
RAM, and disk that allows Kairos to predict the combined resource
requirements when multiple workloads are consolidated onto a sin-
gle physical server. The many non-linearities of disk and RAM
makes this task difficult. In particular, for disk I/O, we built a tool
that creates a hardware-specific model of a given DBMS configu-
ration, allowing us to predict how arbitrary OLTP/Web workloads
will perform on that configuration. The accuracy of this model at
predicting the combined disk requirements of multiple workloads
is up to 30× better than simply assuming that disk I/O combines
additively. The reason is that two combined workloads perform
many fewer I/Os than the sum of their individual I/Os: when com-
bined, workloads share a single log, and can both benefit from group
commit. Moreover, database systems perform a substantial amount
of non-essential I/O during idle periods (e.g., flushing dirty pages
to decrease recovery times)—in a combined workload, this activity
can be curtailed without a substantial performance penalty.

3. Consolidation Engine: Finally, Kairos uses non-linear opti-
mization techniques to place database partitions on back-end nodes
to: (1) minimize the number of machines required to support a given
workload mix, and (2) balance load across the back-end machines,
while not exceeding machine capacities.

In addition to this placement functionality, another important
feature of Relational Cloud is the capability to relocate database
partitions across physical nodes. This relocation allows for sched-
uled maintenance and administration tasks, as well as to respond
to load changes that entail the addition (or removal) of back-end
machines. Relational Cloud aims to provide live migration, where
data is moved between back-end nodes without causing downtime
or adversely reducing performance. We are currently developing
and testing a cache-like approach, where a new node becomes the
new master for a portion of the data. Data is lazily fetched from the

3

237



old master as needed to support queries. In-flight transactions are
redirected to the new master without being quiesced or killed.

5. PRIVACY

This section outlines CryptDB, the sub-system of Relational
Cloud that guarantees the privacy of stored data by encrypting
all tuples. The key challenge is executing SQL queries over the
resulting encrypted data, and doing so efficiently. For example, a
SQL query may ask for records from an employees table with a
specific employee name; records whose salary field is greater than a
given value; records joined with another table’s rows, such as the
employee’s position; or even more complex queries, such as the
average salary of employees whose position requires travel. Simply
encrypting the entire database, or encrypting each record separately,
will not allow the back-end DBMS to answer these kinds of queries.
In addition, we would like a design that will allow DBAs (who
operate Relational Cloud) to perform tuning tasks without having
any visibility into the actual stored data.
Approach. The key idea in our approach is a notion we call ad-
justable security. We observe that there are many cryptographic
techniques that we can build on to execute SQL queries, includ-
ing randomized encryption (RND) and deterministic encryption
(DET), as well as more recently developed order-preserving encryp-
tion (OPE) and homomorphic encryption (HOM). RND provides
maximum privacy, such as indistinguishability under an adaptive
chosen-plaintext attack without access to the key. However, RND
does not allow any computation to be efficiently performed on the
plaintext. DET provides a weaker privacy guarantee, because it
allows a server to check plaintexts for equality by checking for
equality of ciphertexts. OPE is even more relaxed in that it enables
inequality checks and sorting operations, but has the nice property
that the distribution of ciphertext is independent from the encrypted
data values and also pseudorandom. Finally, HOM enables opera-
tions over encrypted data; in our case, we will mainly use additions
and multiplications, which can be done efficiently.
Design. To implement adjustable security, our idea is to encrypt
each value of each row independently into an onion: each value in
the table is dressed in layers of increasingly stronger encryption, as
shown in Figure 2. Each integer value is stored three times: twice
encrypted as an onion to allow queries and once encrypted with
homomorphic encryption for integers; each string type is stored
once, encrypted in an onion that allows equalities and word searches
and has an associated token allowing inequalities.

CryptDB starts the database out with all data encrypted with the
most private scheme, RND. The JDBC client, shown in Figure 1,
has access to the keys for all onion layers of every ciphertext stored
on the server (by computing them based on a single master key).
When the JDBC client driver receives SQL queries from the appli-
cation, it computes the onion keys needed by the server to decrypt
certain columns to the maximum privacy level that will allow the
query execute on the server (such as DET for equality predicates).
The security level dynamically adapts based on the queries that
applications make to the server. We expect the database to converge
to a certain security level when the application does not issue any
more queries with new structures (only with different constants).

To simplify the management of onion keys, CryptDB encrypts
all data items in a column using the same set of keys. Each layer
of the onion has a different key (different from any other column),
except for the lowest layer allowing joins (to allow meaningful
comparisons of ciphertexts between two different columns as part
of a join). The encryption algorithms are symmetric; in order for
the server to remove a layer, the server must receive the symmetric
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6. RND: no functionality

value

1. OPE: inequality join
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int value

HOM: addition

string value

String search

Figure 2: Onion layers of encryption.

onion key for that layer from the JDBC client. Once the server
receives the key to decrypt an onion to a lower layer, it starts writing
newly-decrypted values to disk, as different rows are accessed or
queried. Once the entire column has been decrypted, the original
onion ciphertext is discarded, since inner onion layers can support a
superset of queries compared to outer layers.

For example, performing joins between tables requires the client
to send keys to the server, which decrypts the joined columns to
a layer that allows joins. There are two layers of DET and OPE
encryption in the onion shown in Figure 2, corresponding to cipher-
texts that can be used for comparisons for a single column (e.g.,
selection on equality to a given value with DET, selection based on
comparison with OPE, etc.), and ciphertexts that can be used to join
multiple columns together (i.e., using the same key). The database
server then performs joins on the resulting ciphertexts as usual.

The key factor in the performance of CryptDB is ciphertext ex-
pansion. After the client issues a few queries, the server removes
any unneeded onion layers of encryption, and from then on, it does
not perform any more cryptographic operations. The server’s only
overhead is thus working with expanded tuples. If the ciphertext and
plaintext are of equal length, most server operations, such as index
lookups or scans, will take the same amount of time to compute. For
DET, plaintext and ciphertext are equal in length, whereas for OPE,
the ciphertext is double in length.
An example. To illustrate CryptDB’s design, consider a TPC-
C workload. Initially each column in the database is sepa-
rately encrypted in several layers of encryption, with RND be-
ing the outer layer. Suppose the application issues the query
SELECT i price, . . . FROM item WHERE i id=N . The
JDBC client will decrypt the i id column to DET level 4 (Figure 2)
by sending the appropriate decryption key to the server. Once that
column is decrypted, the client will issue a SQL query with a WHERE
clause that matches the DET-level i id field to the DET-encrypted
ciphertext of N . The query will return RND-encrypted ciphertexts
to the JDBC client, which will decrypt them for the application. If
the application’s query requires order comparisons (e.g., looking
for products with fewer than M items in stock), the JDBC client
must similarly decrypt the onion to OPE level 3, and send an OPE
ciphertext of the value M .

Suppose the application issues a join query, such as
SELECT c discount, w tax, . . . FROM customer,
warehouse WHERE w id=c w id AND c id=N . To per-
form the join on the server, the JDBC client needs to decrypt the
w id and c w id columns to DET level 2 because the encryption
should be deterministic not only within a column, but also across
columns. The server can now perform the join on the resulting
ciphertexts. Additionally, the JDBC client needs to decrypt c id
column to DET level 4, and send the DET-encrypted value N to the
server for the other part of the WHERE clause.

Finally, CryptDB uses HOM encryption for server-side aggre-
gates. For example, if a client asks SELECT SUM(ol amount)
FROM order line WHERE ol o id=N , the server would
need the keys to adjust the encryption of the ol amount field
to HOM, so that it can homomorphically sum up the encrypted
ol amount values, computing the total order amounts.
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Table 1: Consolidation ratios for real-world datasets

Dataset Input # Consolidated Consolidation

Servers # Servers Ratio

TIG-CSAIL 25 2 12.5:1
Wikia 34 2 17:1
Wikipedia 40 6 6.6:1
Second Life 98 16 6.125:1

6. EXPERIMENTS

In this section, we describe several experiments we have run to
evaluate Relational Cloud.
Consolidation/Multi-tenancy. We begin by investigating how
much opportunity there is for consolidation in real-world database
applications. We obtained the load statistics for about 200 servers
from three data centers hosting the production database servers of
Wikia.com, Wikipedia, and Second Life, and the load statistics from
a cluster of machines providing shared services at MIT CSAIL.

Table 1 reports the consolidation levels we were able to achieve
using the workload analysis and placement algorithms presented
in Section 4. Here we used traces gathered over a 3-week dura-
tion, and found an allocation of databases to servers that Relational
Cloud predicts will cause no server to experience more than 90%
of peak load. The resulting ratios range from between 6:1 to 17:1
consolidation, demonstrating the significant reductions in capital
and administrative expenses by adopting these techniques. One
reason we are able to achieve such good consolidation is that our
methods exploit the statistical independence and uncorrelated load
spikes in the workloads.

In our second experiment, we compared the Relational Cloud
approach of running multiple databases inside one DBMS to running
each database in its own DBMS instance. Figure 3 (left) compares
the performance of multiple databases consolidated inside a single
DBMS that uses the entire machine, to the same server running one
DBMS per database, in this case all in a single OS. We measure the
maximum number of TPC-C instances than can run concurrently
while providing a certain level of transaction throughput. Running a
single DBMS allows 1.9–3.3× more database instances at a given
throughput level. In Figure 3 (right) we compare the same single
DBMS to multiple DBMSs, each running in a separate VM with
its own OS. We measure the TPC-C throughput when there are
20 database instances on the physical machine—overall, a single
DBMS instance achieves approximately 6× greater throughput for
a uniform load and 12× when we skew the load (i.e., 50% of the
requests are directed to one of the 20 databases).

The key reason for these results is that a single DBMS is much
better at coordinating the access to resources than the OS or the
VM hypervisor, enabling higher consolidation ratios on the same
hardware. In particular, multiple databases in one DBMS share a
single log and can more easily adjust their use of the shared buffer
pool than in the multiple DBMS case where there are harder resource
boundaries.
Scalability. We now measure how well the partitioning algorithm
divides a database into independent partitions and how throughput
scales as the database is spread across machines.

In this experiment we run TPC-C with a variable number of ware-
houses (from 16 to 128) and show what happens when database is
partitioned and placed by Relational Cloud on 1 to 8 servers. The
partitioner automatically splits the database by warehouse, placing
16 warehouses per server, and replicates the item table (which is
never updated). We have manually verified that this partitioning is
optimal. We measure the maximum sustained transaction through-
put, which ranges from 131 transactions per second (TPS) with 16
warehouses on 1 machine up to 1007 TPS with 128 warehouses
spread across 8 machines, representing a 7.7× speedup.
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Figure 3: Multiplexing efficiency for TPC-C workloads
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Figure 5: Impact of privacy on latency and throughput

We also measured the latency impact of our transaction coordina-
tor on TPC-C, issuing queries to a single database with and without
our system in place. On average, the Relational Cloud front-end
adds 0.5 ms of additional latency per SQL statement (which for
TPC-C adds up to 15 ms per transaction), resulting in a drop in
throughput of about 12% from 149 TPS to 131 TPS.
The cost of privacy.
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Figure 4: Scaling TPC-C.

CryptDB introduces ad-
ditional latency on both
the clients (for rewriting
queries and encrypting and
decrypting payloads), and on
the server (due to the enlarge-
ment of values as a result of
encryption.) We measured
the time to process 100,000
statements (selects/updates)
from a trace of TPC-C and recorded an average per statement
overhead of 25.6 ms on the client side. We measure the effect
that this additional latency is likely to cause in the next section.
The server-side overhead is shown in Figure 5; the dashed line
represents performance (latency–left, throughput–right) without
CryptDB, and the solid line shows performance with CryptDB.
Overall throughput drops by an average of 22.5%, which we believe
will be an acceptable and tolerable performance degradation given
the powerful privacy guarantees that are being provided.
The impact of latency.

In our final experiment, we measured the impact that additional
latency between database
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Figure 6: Impact of latency

clients and servers introduces
on query throughput. This met-
ric is relevant because in a Rela-
tional Cloud deployment, it may
be valuable to run the database
on a service provider like AWS
(to provide a pool of machine
for elastic scalability) with the
application running in an inter-
nal data center across a wide-
area network. Additionally, our privacy techniques depend on a
(possibly remote) trusted node to perform query encoding and result
decryption.
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We again ran TPC-C, this time with 128 warehouses and 512
client terminals (with no wait time). Figure 6 shows how aggregate
throughput varies with increasing round-trip latency between the
application and the DB server (we artificially introduced latency us-
ing a Linux kernel configuration parameter on the client machines.)
We note that with latencies up to 20 ms, the drop in throughput is
only about 12%, which is comparable to the latency of 10–20 ms
we observe between AWS’s east coast data center and MIT. The
principal cause of this latency degradation is that locks are held for
longer in the clients, increasing conflicts and decreasing throughput.
Since TPC-C is a relatively high contention workload, it is likely that
real-world workloads will experience lower throughput reductions.

Combining the results from the previous experiments, we ex-
pect an overall throughput reduction of about 40% when running
CryptDB, our transaction coordinator, and a remote application,
all at once. However, due to the linear scalability achieved via
partitioning, we can compensate for this overhead using additional
servers. As a result of the high consolidation ratios we measured on
real applications, we still expect significant reduction in the overall
hardware footprint, on the order of 3.5:1 to 10:1.

7. RELATED WORK

Scalable database services. Commercial cloud-based relational
services like Amazon RDS and Microsoft SQL Azure have begun
to appear, validating the market need. However, existing offerings
are severely limited, supporting only limited consolidation (often
simply based on VMs), lacking support for scalability beyond a
single node, and doing nothing to provide any data privacy or ability
to process queries over encrypted data. Some recent approaches [16,
17] try to leverage VM technologies, but our experiments show that
these are significantly inferior in performance and consolidation to
Relational Cloud’s DBMS-aware DBaaS design.

Multi-tenancy. There have been several efforts to provide extreme
levels of multi-tenancy [1, 12], aiming to consolidate tens of thou-
sands of nearly inactive databases onto a single server, especially
when those databases have identical or similar schemas. The key
challenge of this prior work has been on overcoming DBMSs’ lim-
itations at dealing with extremely large numbers of tables and/or
columns. These efforts are complementary to our work; we target
heterogeneous workloads that do not share any data or schemas, and
which impose significant load to the underlying DBMS in aggregate
or even on their own—hence our focus on profiling and placement.

Scalability. Scalable database systems are a popular area for re-
search and commercial activity. Approaches include NoSQL sys-
tems [3, 4, 2, 14], which sacrifice a fair amount of expressive power
and/or consistency in favor of extreme scalability, and SQL-based
systems that limit the type of transactions allowed [11, 7]. We differ
from these in that we aim to preserve consistency and expressivity,
achieving scalability via workload-aware partitioning. Our partition-
ing approach differs from prior work in that most prior work has
focused on OLAP workloads and declustering [15, 19, 8].

Untrusted Storage and Computation. Theoretical work on ho-
momorphic encryption [9] provides a solution to computing on
encrypted data, but is too expensive to be used in practice. Systems
solutions [10, 6, 18] have been proposed, but, relative to our solu-
tion, offer much weaker (at best) and compromised security guaran-
tees, require significant client-side query processing and bandwidth
consumption, lack core functionality (e.g. no joins), or require
significant changes to the DBMS.

This related work is limited by space constraints; we plan to
expand it in the camera ready should our paper be accepted.

8. CONCLUSION

We introduced Relational Cloud, a scalable relational database-
as-a-service for cloud computing environments. Relational Cloud
overcomes three significant challenges: efficient multi-tenancy, elas-
tic scalability, and database privacy. For multi-tenancy, we devel-
oped a novel resource estimation and non-linear optimization-based
consolidation technique. For scalability, we use a graph-based parti-
tioning method to spread large databases across many machines. For
privacy, we developed the notion of adjustable privacy and showed
how using different levels of encryption layered as an “onion” can
enable SQL queries to be processed over encrypted data. The key
insight here is for the client to provide only the minimum decryption
capabilities required by any given query. Based on our performance
results, we believe that the Relational Cloud vision can be made a re-
ality, and we look forward to demonstrating an integrated prototype
at CIDR 2011.
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ABSTRACT
Cloud computing provides users near instant access to seem-
ingly unlimited resources, and provides service providers the
opportunity to deploy complex information technology in-
frastructure, as a service, to their customers. Providers ben-
e�t from economies of scale and multiplexing gains a�orded
by sharing of resources through virtualization of the under-
lying physical infrastructure. However, the scale and highly
dynamic nature of cloud platforms impose signi�cant new
challenges to cloud service providers. In particular, real-
izing sophisticated cloud services requires a cloud control
framework that can orchestrate cloud resource provisioning,
con�guration, utilization and decommissioning across a dis-
tributed set of physical resources. In this paper we advocate
a data-centric approach to cloud orchestration. Following
this approach, cloud resources are modeled as structured
data that can be queried by a declarative language, and up-
dated with well-de�ned transactional semantics. We exam-
ine the feasibility, bene�ts and challenges of the approach,
and present our design and prototype implementation of the
Data-centric Management Framework (DMF) as a solution,
with data models, query languages and semantics that are
speci�cally designed for cloud resource orchestration.

1. INTRODUCTION
The e�ciency and ubiquity of virtualization technologies

on modern computer architecture have enabled widespread
use of cloud computing. In particular, these Infrastructure-
as-a-Service (IaaS) platforms provide cloud computing re-
sources at the granularity of virtual machines (VMs) in both
public cloud o�erings, e.g., Amazon EC2 [1], and enterprise-
based private cloud instances. The latter is enabled by a
variety of vendor o�erings, or, indeed, an increasing array
of open source cloud e�orts.
While the basic IaaS model of providing VM instances

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA.

on-demand, each with an operating system and set of ap-
plications of choice, remains the mainstay of cloud comput-
ing, more sophisticated cloud service abstractions are in-
creasingly being o�ered and discussed in the community.
Examples include combining cloud computing with virtual
private network (VPN) technology to realize virtual private
cloud instances [24], rapid cloning of VM instances to en-
able cloud bursting to deal with overload conditions [22, 18],
follow-the-sun cloud services whereby VMs are migrated to
be closer to where work is being performed [22] and using
the ease of rapidly instantiating new VMs to provide cloud-
based disaster-recovery services [23].
These more advanced cloud services share all the oper-

ational complexities associated with more basic cloud ser-
vices, including resource allocation and placement, fault man-
agement, resource and service guarantees, image manage-
ment, storage management etc. However, more sophisti-
cated cloud services require the dynamic orchestration of
resources to realize the service abstractions.
Cloud orchestration involves the creation, management

and manipulation of cloud resources, i.e., compute, storage
and network, in order to realize user requests in a cloud en-
vironment, or to realize operational objectives of the cloud
service provider. User requests are driven by the service
abstraction and service logic that the cloud environment
exposes to them. Examples of operational objectives that
require orchestration functions include decreasing costs by
consolidating physical resources and improving the ability
to ful�ll service level agreements (SLAs) by dynamically re-
allocating compute cycles and network bandwidth.
Cloud orchestration functions must be performed while

dealing with service and operational concerns such as ser-
vicing large numbers of simultaneous user requests, enforc-
ing policies that re�ect service and engineering rules, and
performing fault and error handling in a highly dynamic
environment. Recognizing that similar problems are ele-
gantly solved through well-known database methodologies
and techniques, i.e. concurrency control, integrity constraint
enforcement, and atomic transactions, we claim that an or-
chestration framework can and should incorporate database
features: a formal, uni�ed data model, a declarative query
and constraint language, transactional semantics that pro-
vide atomicity, consistency, isolation and durability (ACID)
properties, among others.
However, existing techniques for orchestration are rudi-

mentary and meet few of the requirements listed above.
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First, control interfaces to resources range from simply edit-
ing textual or XML con�guration �les, to low-level command-
line interfaces (CLIs), to procedure-oriented application pro-
gramming interfaces (APIs). None provides a high-level
data model for accessing or modifying resources in a con-
sistent, system-wide manner. Currently, orchestration tasks
are typically written as procedures in imperative program-
ming or scripting languages and interact directly with re-
sources via the myriad control interfaces. Consequently,
specifying and enforcing of policies on a particular class of
resources (e.g., physical compute servers) requires touching
all the procedures that modify that resource class, replicat-
ing the policy throughout the code base. Even worse, excep-
tion handling, whether unexpected errors from resources or
global constraint violations, is entirely ad hoc. For example,
in a multi-step orchestration task, if a resource unexpect-
edly throws an error in some step, a typical implementation
will fail-stop, leaving the system in an inconsistent state,
or worse, silently ignore the error and execute subsequent
steps, resulting in unde�ned behavior. Lastly, implementing
deadlock-free concurrency control over distributed resources
is challenging, especially in scripting languages, but is neces-
sary to avoid race conditions between concurrent tasks that
utilize shared resources.
The Data-centric Management Framework (DMF) is our

answer to cloud orchestration. DMF is a cloud orchestra-
tion programming and execution framework, in which cloud
operations can be easily speci�ed and executed while ensur-
ing that service and engineering constraints are satis�ed in
a system-wide manner. DMF models resources and their
state as structured data, and further separates this data
into logical and physical layers to avoid system miscon�g-
uration and illegal operations. Orchestration procedures in
DMF are transactional and provide well-de�ned semantics
for accessing and updating resource data and for handling
exceptions. In particular, DMF can atomically commit a
group of operations, maintain consistency between the log-
ical and physical layers, prevent miscon�guration and ille-
gal resource manipulations by evaluating constraints before
physical deployment, and provide race-free concurrent trans-
actions. Realizing the bene�ts of a data-centric approach
to cloud orchestration is, however, not a trivial task. In
particular, database semantics need to be maintained while
performing orchestration functions in a highly distributed
environment, applying operations to resources that are not
inherently atomic, and on a platform that is inherently much
more volatile than conventional database systems. We have
developed a prototype of DMF and performed initial exper-
iments in our emulated wide-area cloud computing testbed,
using Xen virtual machines [9], DRBD storage [21], and Ju-
niper routers [2].
To illustrate the value of DMF's data-centric approach

to orchestration we begin with an apparently simple cloud
feature�VM migration across the wide area network�and
show the complexity of its actual deployment. We then de-
scribe the unique challenges that a data-centric cloud or-
chestration approach poses outside the existing database re-
search literature, and how they are addressed in the design
of DMF. We conclude with a description of our prototype
system, and a discussion of how DMF may potentially in-
�uence the future design of resource controllers.

2. BACKGROUND AND CHALLENGES
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Figure 1: A multi data center, cross-domain cloud
orchestration example

Figure 1 depicts our motivating example�a multi data
center, cross-domain cloud orchestration scenario. The ex-
ample illustrates the live migration of a VM from one cloud
data center to another. This mechanism, for example, might
be a part of the realization of a follow-the-sun service [22].
Figure 1 (a) shows the initial setup with a VM and its

associated storage in Datacenter East and with clients ac-
cessing a service on the VM via the public Internet. The goal
of our example is to �live migrate� the VM from Datacenter
East to West to make it closer to the clients. Figures 1 (b)
and (c) depict how this can be achieved. First a layer-2 VPN
is established between the two data centers, and the storage
associated with the VM is replicated to Datacenter West. 1

Then the VM itself is migrated from East to West.
During live VM migration, the IP address of the VM

does not change, so existing application-level sessions are
not disrupted [13]. As shown by the lower dotted line in
Figure 1 (b), during migration, tra�c between the clients
and the VM follows a circuitous route via Datacenter East
and the inter-datacenter VPN. Figure 1 (c) shows the �-
nal state after routing is updated so that tra�c between
the clients and the VM takes the direct path to Datacenter
West.
Because routing in IP networks is asymmetric, there are

two steps to updating network routing. First, tra�c from

1In reality two separate VPNs might be used: A manage-
ment VPN on which the storage and VM data is transferred
between sites and a user VPN on which user tra�c is carried.
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the VM should use the router of its local data center for
outgoing tra�c, which can be readily achieved by changing
the default route on the VM. Second, tra�c from the clients
to the VM needs to similarly follow the more direct path
to Datacenter West. This can be achieved by advertising
a more speci�c route to the migrated VM from Datacenter
West.
The key point illustrated by this example is that realiz-

ing this dynamic service feature requires the orchestration
of resources across di�erent domains (compute, storage, and
network), in a sequenced manner, and across geographically
distributed data centers. Further, each of the operations
described above is in fact relatively complex and thus sus-
ceptible to failure. Finally, a cloud orchestration platform
would have to concurrently deal with potentially many sim-
ilar orchestration requests.
Interestingly, similar problems in databases, such as mak-

ing transactions atomic and controlling concurrent data ma-
nipulation have been solved through well-known methodolo-
gies and techniques. Solutions in the database literature,
ranging from general semantics to speci�c algorithms, if not
directly applicable, should at least inform solutions to re-
lated problems in cloud orchestration. To apply a data-
centric approach to resource orchestration, however, several
major di�erences from conventional data management must
be addressed.
First, in resource orchestration, the main goal of updating

data is to achieve a side e�ect of the state transition on
a resource. For example, after setting a con�guration of
a network interface on a router to �enabled�, one expects
to be able to use the interface to send and receive tra�c.
Changing a replica of the con�guration �le outside of the
router does not achieve the same result. The primary copy
of the data on the device is the only copy that matters.
In contrast, the purpose of writing data into a database is
to be able to read it later. As a result, the data can be
replicated to an arbitrary number of copies, on any media
with any data format to serve the purpose. Therefore, data
replication and caching must be used carefully in resource
orchestration.
Second, an orchestration system manages data in the phys-

ical devices. Compared with data in the disk-based storage
of databases, state in physical cloud resources is much more
volatile. Given the scale, dynamics, and complexity of the
cloud environment, crash or malfunction of a resource, such
that its state changes, is sometimes inevitable. In addition,
resource state may be tampered with, intentionally or even
maliciously, via an out-of-band channel, circumventing the
orchestration system.
Third, most state transitions in physical resources are ex-

pensive. For example, it takes from several seconds to min-
utes to commit a con�guration on certain Juniper router
models or perform a VM live migration, and not all state
transitions are reversible. The orchestration system must
take these factors into account when executing the orches-
tration procedures.
In the following sections, we will describe the design and

implementation of DMF to address these challenges.

3. DATA-CENTRIC APPROACH
In this section we describe the design of Data-centric Man-

agement Framework (DMF) for cloud resource orchestra-
tion. Figure 2 depicts the architecture of DMF. In a nutshell,
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Figure 2: DMF architecture

DMF maintains a conceptually centralized data repository
of all the resources being managed, which include compute,
storage and network devices, as shown at the bottom of the
�gure. For every resource object, there are two copies that
represent its state: the primary copy at the physical layer
and the secondary copy at the logical layer. The primary
copy is stored in the physical device such that read and
write operations to the copy are translated into correspond-
ing vendor-speci�c API calls. The secondary copy at the
logical layer is an in-memory replica of the primary copy.
DMF provides a weak, eventual data consistency between
the two layers. Later in Section 3.3 we will explain why the
separation of the two layers is necessary.
A user can specify views and integrity constraints in a

declarative query language on top of the global data model.
Views are used to reason about the current state in a system-
wide fashion at a high level of abstraction. Constraints spec-
ify the policies that re�ect service and engineering rules.
Views and constraints can be materialized and are main-
tained by the query processor. Actions are the atomic op-
erations that the resources provide, and are de�ned at both
the physical and logical layers. A user can invoke transac-
tions speci�ed in stored procedures composed with queries,
actions and other procedures to orchestrate cloud resources.
They are executed by the transaction manager that enforces
ACID properties.
We will now consider the DMF data model, language

abstraction, transaction processing and consistency main-
tenance in turn.

3.1 Data Model
In DMF all resources are modeled as structured data. In

this paper we only model non-volatile resource state, that
is, state that changes as an e�ect of invoking orchestration
operations on the devices, such as device con�gurations.
Volatile state, like a server's CPU load or the latency be-
tween two routers, is read only and changes continuously.
A data-centric approach to modeling volatile resource state
has been studied in stream query processing systems [8, 14],
and could be incorporated naturally into DMF, but is out
of scope for this paper.
We adopt a hierarchical data model in which data is or-

ganized into a tree-like structure, as illustrated in Figure 4.
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1 class LStorageRes(dmf.LogicalModel):
2 name = dmf.Attribute(str)
3 resRole = dmf.Attribute(StorageResRole)
4 @property # the primary key is attribute ‘name’
5 def id(self): return self.name
6 @dmf.action
7 def setResRole(self, ctxt, resRole):
8 assert resRole in [StorageResRole.Primary,
9 StorageResRole.Secondary]
10 origResRole = self.resRole
11 self.resRole = resRole
12 ctxt.appendlog(action="setResRole",
13 args=[resRole],
14 undo_action="setResRole",
15 undo_args=[origResRole])
16 ...
17 class LStorageHost(dmf.LogicalModel):
18 hostname = dmf.Attribute(str)
19 resources = dmf.Many(LStorageRes)
20 ...
21 class LStorageRoot(dmf.LogicalModel):
22 hosts = dmf.Many(LStorageHost)
23 @dmf.view
24 def allResources(self):
25 return [(h.hostname, r.name, r.resRole)
26 for h in self.hosts for r in h.resources]
27 ...
28 class LRoot(dmf.LogicalModel):
29 vmRoot = dmf.One(LVmRoot)
30 storageRoot = dmf.One(LStorageRoot)
31 @dmf.constraint
32 def vmAlwaysOnPrimary(self):
33 return [("VM not running on Primary Storage", vm)
34 for host in self.vmRoot.hosts
35 for vm in host.domains
36 if self.storageRoot.hosts[host] \
37 .resources[vm.storageRes].resRole
38 != StorageResRole.Primary ]
39 ...
40 @dmf.proc
41 def migrate(root, vmName, srcHost, destHost):
42 resName = root.vmRoot.hosts[srcHost]\
43 .domains[vmName].storageRes
44 srcRes = root.storageRoot.hosts[srcHost]\
45 .resources[resName]
46 destRes = root.storageRoot.hosts[destHost]\
47 .resources[resName]
48 destRes.setResRole(StorageResRole.Primary)
49 root.vmRoot.migrate(vmName, srcHost, destHost)
50 srcRes.setResRole(StorageResRole.Secondary)

Figure 3: Sample code listing

Each tree node is an object representing an instance of an
entity. An entity may have multiple attributes of primitive
type, and multiple one-to-many and one-to-one relations to
other entities, which occur as children nodes in the tree.
An entity must have a primary key de�ned as a function of
its attributes that uniquely identi�es an object among its
sibling objects in the tree.
The relational data model and SQL as the de facto stan-

dard in databases, are not entirely suitable for resource or-
chestration. For example, because resources are provided
by multiple vendors, it is desirable to encapsulate state and
provide modular interfaces in an object-oriented way. Het-
erogeneous data sources and limited APIs also favor the
semi-structured or hierarchical data models, as exempli�ed
in most integration middleware systems.
To illustrate the concepts of DMF, we use the example

code in Figure 3, which is in a Python-style language. Al-
though not complete, the code is very similar to the lan-
guage implemented by DMF. The de�nitions of objects in
the logical data model, in the classes LRoot, LStorageRoot,

LStorageHost, LStorageRes, form the root node and storage-
related branches. We will use this code sample throughout
the remaining sections.
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VM1 VM2 Storage1 Storage2
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Figure 4: An example instance of the data model

3.2 Language
The programming language of DMF is a domain-speci�c

language for query processing and data manipulation of struc-
tured data. It supports the following major constructs,
views, constraints, actions, and stored procedures, which are
elaborated below.
Orchestration tasks often require de�ning and querying

views that, for example, inspect global network state, or
that specify integrity constraints across multiple resources.
Declarative query languages can express complex queries
and constraints concisely and are highly amenable to op-
timization. Due to the tree-like data model, our query
language syntax is similar to the FLWOR expressions in
XQuery [7] with a subset of the XPath query capability. Be-
cause graph reachability queries are common in networked
services, we also provide a transitive closure query operator
and a more general �xpoint query operator that implements
the semi-naïve evaluation algorithm [20]. A constraint in
DMF is de�ned as a special type of view. It is satis�ed if
and only if it evaluates to an empty list. Otherwise, the
list should contain information such as violation messages
to help pinpoint the reasons behind the violations.
For example, on line 23 in Figure 3, the view allResources

extracts attributes from nodes, returning a table of storage
host names, and storage resource names and their roles. A
more complicated constraint is de�ned on line 31, dictating
that each VM must be running on a storage resource with
primary role. 2

For data manipulation, DMF provides the new concept of
action, which models an atomic operation that is provided
by a resource. Actions generalize the myriad APIs, ranging
from �le-based con�gurations, CLIs, to RPC-like APIs, pro-
vided by vendors to control the physical resources. Due to
the varied semantics of these interfaces, DMF does not al-
low arbitrary insertions, deletions or updates to data, unless
they are supported by the resources.
Due to the separation of the two layers, each action must

be de�ned twice: one at the physical layer, which is trans-
formed to the underlying API calls provided by the vendors,
and the other at the logical layer, which describes the state

2A storage resource is usually a replicated data device that
stores a VM image, and the storage resource associated with
a running VM must have the resource role �primary�.
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transition in the data model. Preferably, an action is also
decorated with a corresponding undo action. Undo actions
are used to roll back transactions as described in Section 3.3.
For example, on line 6 in Figure 3, the action setResRole
is de�ned at the logical layer to change the resource role of
a storage device. On lines 12�15, its corresponding undo
action is written to the log: it is the same setResRole ac-
tion, except with a di�erent argument to set the resource
role back to the original one.

3.3 Orchestration as Transactions
Transaction is the basic unit of orchestration in DMF.

Transactions are atomic, consistent, isolated and durable
and are realized in DMF as stored procedures. We describe
how transactions are executed and how the separation of the
physical and logical layers impacts ACID properties. We use
the VM live migration procedure on lines 40�50 in Figure 3
as our example transaction. This corresponds to our pre-
vious cloud orchestration example in Section 2, with the
di�erence that routing updating is omitted here for simpli-
�cation.
A transaction is classi�ed by its execution target layer as

logical-only, physical-only, or synchronized, the latter mean-
ing it is executed at both layers. Most orchestration tasks
are synchronized transactions, because their purpose is both
to satisfy constraints de�ned in the logical layer and to e�ect
state change in the physical layer.
The execution of a synchronized transaction occurs in two

phases. In the �rst phase, all operations in the transaction
are executed at the logical layer, which include query evalu-
ation and other actions. During the execution, an execution
log is recorded.
In our example transaction, the queries on lines 42�47,

access the relevant resource objects, and on lines 48�50, the
3-step orchestration (the destination storage resource role
is set to primary, the VM is migrated to the destination,
and the source storage resource role is set to secondary)
is executed. The procedure is automatically enclosed in a
transaction context (code omitted). Table 1 contains the
execution log after the �rst phase.
At the end of the �rst phase, all integrity constraints are

checked on the logical model. If any constraint is unsatis-
�ed, the transaction is aborted, and the logical layer is rolled
back to its state where the transaction began. This execu-
tion semantics guarantees that before a transaction begins
and after it commits, the logical model is internally con-
sistent, meaning that all integrity constraints are satis�ed.
The approach has the additional bene�t that system mis-
con�guration and illegal operations are denied even before
the physical resources are touched, thus avoiding the over-
head of any unnecessary yet prohibitively expensive state
transitions of physical resources.
If the �rst phase of a transaction succeeds, DMF executes

the second phase at the physical layer. During this phase,
since all state changes have already been handled in the
logical model in previous phase, DMF simply re-plays all
the actions in the execution log, executing the physical vari-
ant of each action. If all the physical actions succeed, the
transaction returns as committed. This execution semantics
guarantees that the transaction is durable, which means that
the state of the physical resources have changed when the
orchestration transaction is completed as committed.
If any action fails during the second phase, the transac-

tion is aborted in both layers. At the logical layer, DMF
rolls back to the original state, as it would if the �rst phase
had aborted. At the physical layer, DMF selects all actions
that have successfully executed, identi�es the correspond-
ing undo actions, and executes the undo actions in reverse
chronological order. To achieve atomicity of transactions,
each action in a transaction must have a corresponding undo
action. If an action does not have an undo action, it can be
executed stand-alone, but not within a transaction.
In our example, DMF executes the physical actions on

the objects identi�ed by their paths in the log. Suppose the
�rst two actions succeed, but the third one fails. DMF ex-
ecutes the undo actions recorded in log, record #2 followed
by record #1, to roll back the transaction. As a result,
the VM is migrated back to the original location, and the
destination storage resource role is reverted to secondary.
Once all undo actions complete, the transaction is termi-

nated as aborted. If an error occurs during the undo phase,
the transaction is terminated as failed. In this case, the
logical layer is rolled back to an internally consistent state,
however, there may be inconsistency between the physical
and logical layers.
We note that in this execution model, all-or-nothing atom-

icity is always guaranteed at the logical layer. At the phys-
ical layer, it is enforceable if (1) each physical action is
atomic, (2) each physical action is reversible with an undo
action, (3) all undo actions succeed during rollback, (4) the
resources are not volatile during transaction execution.
The �rst two assumptions can be largely satis�ed at design

time. According to our experience, most actions, such as
resource allocation and con�guration are reversible. 3 For
(3), because an action and its undo action are symmetric,
the undo action usually has a high probability of success
given the fact that its action has been successfully executed
in the recent past during the transaction.

3.4 Cross-layer Consistency Maintenance
DMF provides a weak, eventual consistency model for

cross-layer consistency maintenance. A synchronized trans-
action maintains cross-layer consistency if the data is cross-
layer consistent before the transaction starts, and the trans-
action can be atomically committed or aborted, under the
assumptions described above.
However, in addition to failed undo actions, out-of-band

changes to physical devices may cause cross-layer inconsis-
tencies. For example, an operator may add or decommis-
sion a physical resource without making the change visible
to DMF. Or an operator may log in to a device directly
and change its state via the CLI. Furthermore, because re-
sources are complex physical devices, a crash or system mal-
function may change the resource's physical state without
DMF's knowledge. Whatever the causes, these out-of-band
changes occur in practice, and DMF must be able to grace-
fully handle inconsistencies.
Speci�cally, in DMF, inconsistency can be automatically

identi�ed when a physical undo action fails in a transaction,
or can be detected by periodically comparing the data be-
tween the two layers. Once an inconsistency is detected on
a node in the tree, no more synchronized transactions are
allowed at that node or its children until the inconsistency

3Although not all physical actions can be undone. E.g., after
a server reboots, there is no (easy) way to return the server
to its pre-reboot state.
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log record # resource object path action args undo action undo args
1 /storageRoot/dest/vmRes setResRole [primary] setResRole [secondary]
2 /vmRoot migrate [vmName,src,dest] migrate [vmName,dest,src]
3 /storageRoot/src/vmRes setResRole [secondary] setResRole [primary]

Table 1: An example of execution log for VM migration

is reconciled.
To reconcile inconsistencies, logical-only and physical-only

transactions are applied in a disciplined and reliable way. A
DMF user can invoke a logical-only transaction to �reload�
the logical model from the physical state, or invoke a physical-
only transaction to �repair� the resources by aligning them
with the logical model. Before a logical-only transaction
commits, DMF checks all integrity constraints. If any con-
straints are violated, DMF aborts the transaction. To exe-
cute a physical-only transaction, at the beginning DMF �rst
�reloads� the physical state into the logical layer, then exe-
cutes the rest of the transaction as if it were a synchronized
transaction.
DMF itself does not require a speci�c consistency main-

tenance schedule, leaving that schedule to the user. One
can periodically invoke repair procedures, or in the case of a
new device addition, for example, manually invoke a reload
procedure to add that device to the system.

3.5 Summary
To summarize, DMF provides a data-centric programming

and execution framework for transactional cloud resource
orchestration. DMF provides ACID properties that closely
resemble those of SQL databases at the logical layer with a
strong consistency guarantee, and �best-e�ort� transactional
semantics at the physical layer to cope with the limitations
of the physical devices. A weak, eventual consistency model
is used to reconcile the cross-layer di�erences.

4. PROTOTYPE

4.1 Implementation
We have implemented a prototype of DMF in Python.

The primary goal of the prototype is to validate our hypoth-
esis and explore the bene�ts of the data-centric approach.
The prototype system runs on a centralized server. The

resource models, views, constraints, actions and stored pro-
cedures are all speci�ed in corresponding Python programs
following the code style in Figure 3. Most of the queries are
expressed in the form of declarative list comprehensions and
string-based path queries, all embedded in Python. The re-
sults of a view or a constraint can be optionally materialized
to speed up subsequent queries.
We extensively use Python's meta programming and dec-

orator techniques to hide implementation details, like how
the model instances are stored, queried, and updated, how
the logical and physical layers are separated, and how to
execute, commit and abort transactions.
An obvious alternative to designing a new language would

be to use an existing query language, like XQuery, which
natively supports a tree-structured data model and a com-
pact syntax for querying XML. XQuery's syntax for up-
dates is cumbersome, however, and its XML-friendly syn-
tax is not easily extended to support the DMF constructs
described above. In addition, we wanted our network engi-

neers, the �rst DMF developers, to be able to learn DMF
easily. Python and its rich libraries are a familiar and expe-
dient choice. In the end, DMF provides many of the bene�ts
of XQuery, without burdening users with having to learn a
new language syntax and library.
We fully implemented the transaction execution model de-

scribed in Section 3.3. All transactions are serialized inter-
nally to provide isolation. A more sophisticated concurrency
control model is our future work.
Speci�cally, we have implemented models for DRBD stor-

age [21], Xen virtual machine hypervisor [9], and Juniper
routers [2] in DMF. The three classes of resources provide
very di�erent APIs for orchestration. DRBD relies on the
text based con�guration �les and a command-line interface
to update resource roles and other state in the kernel. Xen
provides its own APIs, but is also compatible with a more
generic set of virtualization APIs provided by the libvirt li-
brary [3] that works with a variety of virtualization technolo-
gies, including Xen, VMWare, KVM, etc. Juniper routers
use the NETCONF protocol [4] for router con�guration.
The con�guration format is in XML with a prede�ned XML
schema. Therefore, the process of building data models for
DRBD and libvirt on Xen are entirely manual, such as de-
signing entities and relationships, and wrapping their API
calls to actions in DMF. In contrast, because Juniper al-
ready provides the XML schema, we are able to automati-
cally generate models from the schema into the DMF mod-
eling language (3197 models imported in total). We still
have to manually write actions for operations like con�g-
uration commit, and constraints such as network protocol
dependencies.
DMF exports an XML-RPC interfaces so that cloud or-

chestration applications can invoke stored procedures to re-
alize cloud functions. We also have built an interactive
command-line shell for rapid testing, debugging and demon-
stration purposes.

4.2 Preliminary Evaluation
To evaluate the performance of DMF, we experiment with

a representative transaction�live virtual machine (VM) mi-
gration across a wide area network (WAN) as described in
Section 2 and depicted in Figure 1, and measure the trans-
action execution time for both logical and physical layers.
As mentioned above, this transaction consists of several ac-
tions, which include destination and source storage resource
role setting, live VM migrating, and route updating.
We emulate the cloud environment that DMF controls

and orchestrates on ShadowNet, our operational wide-area
testbed [12]. In particular we create a slice in ShadowNet
for DMF that consists of a server and a router in each of two
geographically distributed ShadowNet locations, i.e. in Illi-
nois (IL) and California (CA). The router in each location
provides access to the public Internet and is used to create
an inter-data center VPN for this slice. The physical servers
are con�gured so that DRBD storage replication can be per-
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data model average stdev
logical layer 0.069 0.026
physical layer 38.927 1.934

Table 2: Average and standard deviation of the
transaction execution time (in seconds) for VM live
migration.

formed between them and the to-be-migrated VM runs on
this storage. The VM is allocated with 512MB memory in
size, which is the dominant factor a�ecting the actual mi-
gration time.
To make the result more accurate, we in total migrate the

VM 10 times and compute the average transaction execu-
tion time, as well as the standard deviation. Table 2 lists
the experimental results. We note that, as expected, most
of the transaction time is spent in physical layer, where ac-
tual management operations are performed on the physical
devices, while the time for logical layer is negligible, demon-
strating the e�ciency of DMF implementation.

5. RELATED WORK
Database technologies are routinely used as part of sys-

tem management and operations. One notable class of ex-
isting work, e.g. NetDB [10] in network con�guration man-
agement, uses a relational database to store device con�gu-
ration snapshots, where one can write queries to audit and
perform static analysis of existing con�gurations in an of-
�ine fashion. However, NetDB is a data warehouse, not
designed for network resource orchestration. Transaction
processing [15] as another database technology also has re-
ceived more attentions recently as a programming paradigm
in system areas. Since Microsoft Windows Vista, the Ker-
nel Transaction Manager (KTM) [6] enables the develop-
ment of applications that use transactions, for instance, to
implement transactional �le system and transactional reg-
istry. When failure happens, transactions are rolled back
to restore system state. Transactional OS (TxOS) [19] ex-
plores adding transactions to the OS system calls. A system
transaction executes a series of system calls in isolation and
atomically publishes the e�ects to the rest of the OS.
There are several related frameworks proposed for man-

agement and orchestration for large-scale systems. Autopi-
lot [17] is a data center software management infrastructure
from Microsoft for automating software provisioning, mon-
itoring and deployment. Similar to DMF, it has repair ac-
tions to deal with faulty software and hardware. Its periodic
repair procedures maintain weak consistency between the
provisioning data repository and the deployed software code.
From the open-source community, Puppet [5] is a data center
automation and con�guration management framework using
a custom and user-friendly declarative language for server
con�guration speci�cation. In contrast to DMF, other than
having di�erent scopes, Autopilot does not provide a trans-
actional programming interface. Puppet has a transactional
layer, but not in the sense of enforcing ACID properties.
Instead it allows user to visually examine the detailed oper-
ations before a transaction is submitted as a dry run. Once
executed, a transaction is not guaranteed to be atomically
committed.
Finally, in our earlier work, COOLAID [11] proposes a

similar vision of data-centric network con�guration manage-

ment. COOLAID manages router con�gurations and adopts
the relational data model and Datalog-style query language.
In contrast, DMF has the signi�cantly expanded scope of
cloud resource orchestration where a diverse set of devices
are managed. Facing several new challenges, DMF not only
utilizes a di�erent data model and query language to im-
prove usability, but also re-architect the system to provide
well-de�ned transaction executions on top of the separated
logical and physical layers, in re�ned transactional seman-
tics.

6. CONCLUSIONS
We presented DMF as the �rst attempt in adopting a

data-centric approach that combines the uses of structured
data models, a declarative query language and transactional
ACID semantics to support cloud resource orchestration.
We argue that these methodologies, mature and well-understood
in databases, address many challenges imposed by emerging
cloud computing services. Speci�cally, DMF o�ers transac-
tional orchestration to atomically commit a group of orches-
tration tasks and provides well-de�ned semantics for unex-
pected error handling. Separating the resource data model
into logical and physical layers, DMF maintains cross-layer
consistency between the two, and further prevents the sys-
tem from misbehaving by enforcing integrity constraints as
policies. Ultimately only operational experience will tell
how successful our approach is. However, we expect that,
compared to conventional systems built in imperative lan-
guages, DMF's uniform declarative language for query and
constraint speci�cation will result in better code scalability
and maintainability as the number and heterogeneity of re-
sources increases. We have implemented a preliminary pro-
totype of DMF and evaluated it within an emulated wide-
area cloud environment that involves compute, storage, and
network devices. The prototype demonstrates the feasibility
of DMF design and its practical aspects.
Our future work includes: (1) exploring concurrency con-

trol algorithms to improve parallelism under simultaneous
transactions from multiple clients; (2) decentralizing DMF
architecture to realize high system scalability, reliability and
availability; (3) deploying and evaluating DMF in geographi-
cally distributed large-scale data centers; (4) adopting query
optimization techniques and incremental view maintenance [16]
to improve performance; (5) and building more sophisticated
cloud services in the framework to further validate our hy-
pothesis and explore new opportunities.

7. APPENDIX: DEMONSTRATION
At the conference we will demonstrate live virtual ma-

chine (VM) migration across a wide area network (WAN) as
described in Section 2, depicted in Figure 1 and evaluated
in Section 4.2.
To demonstrate DMF's capability of orchestrating live

VM migration, we run a game server in the VM which starts
o� in the Illinois (IL) data center. All game clients connects
to this server via the IL router. For the demonstration pur-
pose we assume that as more gaming clients connect to the
server it becomes apparent that the data center in Califor-
nia (CA) would be more optimally positioned to serve them.
As such we migrate the game server from IL to CA. This
migration simulates a type of follow-the-sun cloud service in
which the server migrates to the time zone where the major-
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ity of clients are located, to reduce latency and improve their
gaming experience. We run two processes to emulate game
clients connecting respectively from IL and CA. A third pro-
cess runs as DMF administrator and executes the migration
transaction.
For the demonstration, the DMF control interface is a

simple visualization tool, which displays the cloud resources
and their state. The orchestration process proceeds as a
transactional execution of (i) setting up the inter-data cen-
ter VPN, (ii) establishing storage replication between the
two data centers, (iii) performing VM migration, (iv) up-
dating routing so that tra�c to/from game clients follow
the most direct path to the gaming server. As the migra-
tion transaction progresses, the visualization is updated to
illustrate state change.
To demonstrate DMF transactional semantics, we emulate

the failure of route re-con�guration. Because route changing
is the last step of the migration transaction, all previous
steps are rolled back. The rollback operations are reported
by the administration process.
If time permits, we will demonstrate another feature of

DMF: consistency maintenance between logical and physical
layers (described in Section 3.4) after the host machines have
crashed and reset their state.
If there is a problem with the Internet connection at the

venue, we will play a pre-recorded video for the demo.
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ABSTRACT
Distributed programming has become a topic of widespread interest,
and many programmers now wrestle with tradeoffs between data
consistency, availability and latency. Distributed transactions are
often rejected as an undesirable tradeoff today, but in the absence
of transactions there are few concrete principles or tools to help
programmers design and verify the correctness of their applications.

We address this situation with the CALM principle, which con-
nects the idea of distributed consistency to program tests for logical
monotonicity. We then introduce Bloom, a distributed programming
language that is amenable to high-level consistency analysis and
encourages order-insensitive programming. We present a prototype
implementation of Bloom as a domain-specific language in Ruby.
We also propose a program analysis technique that identifies points
of order in Bloom programs: code locations where programmers
may need to inject coordination logic to ensure consistency. We
illustrate these ideas with two case studies: a simple key-value store
and a distributed shopping cart service.

1. INTRODUCTION
Until fairly recently, distributed programming was the domain of

a small group of experts. But recent technology trends have brought
distributed programming to the mainstream of open source and
commercial software. The challenges of distribution—concurrency
and asynchrony, performance variability, and partial failure—often
translate into tricky data management challenges regarding task
coordination and data consistency. Given the growing need to wres-
tle with these challenges, there is increasing pressure on the data
management community to help find solutions to the difficulty of
distributed programming.

There are two main bodies of work to guide programmers through
these issues. The first is the “ACID” foundation of distributed trans-
actions, grounded in the theory of serializable read/write schedules
and consensus protocols like Paxos and Two-Phase Commit. These
techniques provide strong consistency guarantees, and can help
shield programmers from much of the complexity of distributed pro-
gramming. However, there is a widespread belief that the costs of
these mechanisms are too high in many important scenarios where

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9–12, 2011, Asilomar, California, USA.
.

availability and/or low-latency response is critical. As a result, there
is a great deal of interest in building distributed software that avoids
using these mechanisms.

The second point of reference is a long tradition of research and
system development that uses application-specific reasoning to tol-
erate “loose” consistency arising from flexible ordering of reads,
writes and messages (e.g., [6, 12, 13, 18, 24]). This approach en-
ables machines to continue operating in the face of temporary delays,
message reordering, and component failures. The challenge with
this design style is to ensure that the resulting software tolerates the
inconsistencies in a meaningful way, producing acceptable results
in all cases. Although there is a body of wisdom and best practices
that informs this approach, there are few concrete software devel-
opment tools that codify these ideas. Hence it is typically unclear
what guarantees are provided by systems built in this style, and the
resulting code is hard to test and hard to trust.

Merging the best of these traditions, it would be ideal to have a
robust theory and practical tools to help programmers reason about
and manage high-level program properties in the face of loosely
coordinated consistency. In this paper we demonstrate significant
progress in this direction. Our approach is based on the use of a
declarative language and program analysis techniques that enable
both static analyses and runtime annotations of consistency. We
begin by introducing the CALM principle, which connects the theory
of non-monotonic logic to the need for distributed coordination to
achieve consistency. We present an initial version of our Bloom
declarative language, and translate concepts of monotonicity into a
practical program analysis technique that detects potential consis-
tency anomalies in distributed Bloom programs. We then show how
such anomalies can be handled by a programmer during the devel-
opment process, either by introducing coordination mechanisms to
ensure consistency or by applying program rewrites that can track
inconsistency “taint” as it propagates through code. To illustrate the
Bloom language and the utility of our analysis, we present two case
studies: a replicated key-value store and a fault-tolerant shopping
cart service.

2. CONSISTENCY AND LOGICAL
MONOTONICITY (CALM)

In this section we present the connection between distributed
consistency and logical monotonicity. This discussion informs the
language and analysis tools we develop in subsequent sections.

A key problem in distributed programming is reasoning about the
consistent behavior of a program in the face of temporal nondeter-
minism: the delay and re-ordering of messages and data across nodes.
Because delays can be unbounded, analysis typically focuses on
“eventual consistency” after all messages have been delivered [26]. A
sufficient condition for eventual consistency is order independence:
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the independence of program execution from temporal nondetermin-
ism.

Order independence is a key attribute of declarative languages
based on sets, which has led most notably to the success of paral-
lel databases and web search infrastructure. But even set-oriented
languages can require a degree of ordering in their execution if they
are sufficiently expressive. The theory of relational databases and
logic programming provides a framework to reason about these
issues. Monotonic programs—e.g., programs expressible via selec-
tion, projection and join (even with recursion)—can be implemented
by streaming algorithms that incrementally produce output elements
as they receive input elements. The final order or contents of the
input will never cause any earlier output to be “revoked” once it has
been generated.1 Non-monotonic programs—e.g., those that contain
aggregation or negation operations—can only be implemented cor-
rectly via blocking algorithms that do not produce any output until
they have received all tuples in logical partitions of an input set. For
example, aggregation queries need to receive entire “groups” before
producing aggregates, which in general requires receiving the entire
input set.

The implications for distributed programming are clear. Mono-
tonic programs are easy to distribute: they can be implemented via
streaming set-based algorithms that produce actionable outputs to
consumers while tolerating message reordering and delay from pro-
ducers. By contrast, even simple non-monotonic tasks like counting
are difficult in distributed systems. As a mnemonic, we say that
counting requires waiting in a distributed system: in general, a com-
plete count of distributed data must wait for all its inputs, including
stragglers, before producing the correct output.

“Waiting” is specified in a program via coordination logic: code
that (a) computes and transmits auxiliary information from produc-
ers to enable the recipient to determine when a set has completely
arrived across the network, and (b) postpones production of results
for consumers until after that determination is made. Typical co-
ordination mechanisms include sequence numbers, counters, and
consensus protocols like Paxos or Two-Phase Commit.

Interestingly, these coordination mechanisms themselves typically
involve counting. For example, Paxos requires counting messages to
establish that a majority of the members have agreed to a proposal;
Two-Phase Commit requires counting to establish that all members
have agreed. Hence we also say that waiting requires counting, the
converse of our earlier mnemonic.

Our observations about waiting and counting illustrate the crux
of what we call the CALM principle: the tight relationship between
Consistency And Logical Monotonicity. Monotonic programs guar-
antee eventual consistency under any interleaving of delivery and
computation. By contrast, non-monotonicity—the property that
adding an element to an input set may revoke a previously valid
element of an output set—requires coordination schemes that “wait”
until inputs can be guaranteed to be complete.

We typically wish to minimize the use of coordination, because
of well-known concerns about latency and availability in the face
of message delays and network partitions. We can use the CALM
principle to develop checks for distributed consistency in logic
languages, where conservative tests for monotonicity are well under-
stood. A simple syntactic check is often sufficient: if the program
does not contain any of the symbols in the language that correspond
to non-monotonic operators (e.g., NOT IN or aggregate symbols),
then it is monotonic and can be implemented without coordination,
regardless of any read-write dataflow dependencies in the code. As

1Formally, in a monotonic logic program, any true statement contin-
ues to be true as new axioms—including new facts—are added to
the program.

students of the logic programming literature will recognize [19, 20,
21], these conservative checks can be refined further to consider
semantics of predicates in the language. For example, the expression
“MIN(x) < 100” is monotonic despite containing an aggregate, by
virtue of the semantics of MIN and <: once a subset S satisfies this
test, any superset of S will also satisfy it. Many refinements along
these lines exist, increasing the ability of program analyses to verify
monotonicity.

In cases where an analysis cannot guarantee monotonicity of a
whole program, it can instead provide a conservative assessment
of the points in the program where coordination may be required
to ensure consistency. For example, a shallow syntactic analysis
could flag all non-monotonic predicates in a program (e.g., NOT
IN tests or predicates with aggregate values as input). The loci
produced by a non-monotonicity analysis are the program’s points
of order. A program with non-monotonicity can be made consistent
by including coordination logic at its points of order.

The reader may observe that because “waiting requires counting,”
adding a code module with coordination logic actually increases
the number of syntactic points of order in a program. To avoid this
problem, the coordination module itself must be verified for order
independence, either manually or via a refined monotonicity test
during analysis. When the verification is done by hand, annotations
can inform the analysis tool to skip the module in its analysis, and
hence avoid attempts to coordinate the coordination logic.

Because analyses based on the CALM principle operate with
information about program semantics, they can avoid coordination
logic in cases where traditional read/write analysis would require
it. Perhaps more importantly, as we will see in our discussion of
shopping carts (Section 5), logic languages and the analysis of points
of order can help programmers redesign code to reduce coordination
requirements.

3. BUD: BLOOM UNDER DEVELOPMENT
Bloom is based on the conjecture that many of the fundamental

problems with parallel programming come from a legacy of order-
ing assumptions implicit in classical von Neumann architectures.
In the von Neumann model, state is captured in an ordered array
of addresses, and computation is expressed via an ordered list of
instructions. Traditional imperative programming grew out of these
pervasive assumptions about order. Therefore, it is no surprise
that popular imperative languages are a bad match to parallel and
distributed platforms, which make few guarantees about order of
execution and communication. By contrast, set-oriented approaches
like SQL and batch dataflow approaches like MapReduce translate
better to architectures with loose control over ordering.

Bloom is designed in the tradition of programming styles that
are “disorderly” by nature. State is captured in unordered sets.
Computation is expressed in logic: an unordered set of declarative
rules, each consisting of an unordered conjunction of predicates.
As we discuss below, mechanisms for imposing order are available
when needed, but the programmer is provided with tools to evaluate
the need for these mechanisms as special-case behaviors, rather than
a default model. The result is code that runs naturally on distributed
machines with a minimum of coordination overhead.

Unlike earlier efforts such as Prolog, active database languages,
and our own Overlog language for distributed systems [16], Bloom
is purely declarative: the syntax of a program contains the full spec-
ification of its semantics, and there is no need for the programmer
to understand or reason about the behavior of the evaluation engine.
Bloom is based on a formal temporal logic called Dedalus [3].

The prototype version of Bloom we describe here is embodied in
an implementation we call Bud (Bloom Under Development). Bud
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Type Behavior
table A collection whose contents persist across timesteps.
scratch A collection whose contents persist for only one timestep.
channel A scratch collection with one attribute designated as the

location specifier. Tuples “appear” at the network address
stored in their location specifier.

periodic A scratch collection of key-value pairs (id, timestamp).
The definition of a periodic collection is parameterized by
a period in seconds; the runtime system arranges (in a
best-effort manner) for tuples to “appear” in this collection
approximately every period seconds, with a unique id
and the current wall-clock time.

interface A scratch collection specially designated as an interface
point between modules.

Op Valid lhs types Meaning
= scratch rhs defines the contents of the lhs for the cur-

rent timestep. lhs must not appear in lhs of any
other statement.

<= table, scratch lhs includes the content of the rhs in the current
timestep.

<+ table, scratch lhs will include the content of the rhs in the
next timestep.

<- table tuples in the rhs will be absent from the lhs at
the start of the next timestep.

<∼ channel tuples in the rhs will appear in the (remote) lhs
at some non-deterministic future time.

Figure 1: Bloom collection types and operators.

is a domain-specific subset of the popular Ruby scripting language
and is evaluated by a stock Ruby interpreter via a Bud Ruby class.
Compared to other logic languages, we feel it has a familiar and
programmer-friendly flavor, and we believe that its learning curve
will be relatively flat for programmers familiar with modern script-
ing languages. Bud uses a Ruby-flavored syntax, but this is not
fundamental; we have experimented with analogous Bloom embed-
dings in other languages including Python, Erlang and Scala, and
they look similar in structure.

3.1 Bloom Basics
Bloom programs are bundles of declarative statements about

collections of “facts” or tuples, similar to SQL views or Datalog
rules. A statement can only reference data that is local to a node.
Bloom statements are defined with respect to atomic “timesteps,”
which can be implemented via successive rounds of evaluation. In
each timestep, certain “ground facts” exist in collections due to
persistence or the arrival of messages from outside agents (e.g., the
network or system clock). The statements in a Bloom program
specify the derivation of additional facts, which can be declared to
exist either in the current timestep, at the very next timestep, or at
some non-deterministic time in the future at a remote node.

A Bloom program also specifies the way that facts persist (or do
not persist) across consecutive timesteps on a single node. Bloom
is a side-effect free language with no “mutable state”: if a fact is
defined at a given timestep, its existence at that timestep cannot be
refuted by any expression in the language. This technicality is key
to avoiding many of the complexities involved in reasoning about
earlier “stateful” rule languages. The paper on Dedalus discusses
these points in more detail [3].

3.2 State in Bloom
Bloom programs manage state using five collection types de-

scribed in the top of Figure 1. A collection is defined with a
relational-style schema of named columns, including an optional
subset of those columns that forms a primary key. Line 15 in Fig-

0 module DeliveryProtocol
1 def state
2 interface input, :pipe_in,
3 [’dst’, ’src’, ’ident’], [’payload’]
4 interface output, :pipe_sent,
5 [’dst’, ’src’, ’ident’], [’payload’]
6 end
7 end

9 module ReliableDelivery
10 include DeliveryProtocol

12 def state
13 channel :data_chan, [’@dst’, ’src’, ’ident’], [’payload’]
14 channel :ack_chan, [’@src’, ’dst’, ’ident’]
15 table :send_buf, [’dst’, ’src’, ’ident’], [’payload’]
16 periodic :timer, 10
17 end

19 declare
20 def send_packet
21 send_buf <= pipe_in
22 data_chan <~ pipe_in
23 end

25 declare
26 def timer_retry
27 data_chan <~ join([send_buf, timer]).map{|p, t| p}
28 end

30 declare
31 def send_ack
32 ack_chan <~ data_chan.map{|p| [p.src, p.dst, p.ident]}
33 end

35 declare
36 def recv_ack
37 got_ack = join [ack_chan, send_buf],
38 [ack_chan.ident, send_buf.ident]
39 pipe_sent <= got_ack.map{|a, sb| sb}
40 send_buf <- got_ack.map{|a, sb| sb}
41 end
42 end

Figure 2: Reliable unicast messaging in Bloom.

ure 2 defines a collection named send_buf with four columns dst,
src, ident, and payload; the primary key is (dst, src, ident).
The type system for columns is taken from Ruby, so it is possible to
have a column based on any Ruby class the programmer cares to de-
fine or import (including nested Bud collections). In Bud, a tuple in
a collection is simply a Ruby array containing as many elements as
the columns of the collection’s schema. As in other object-relational
ADT schemes like Postgres [23], column values can be manipulated
using their own (non-destructive) methods. Bloom also provides for
nesting and unnesting of collections using standard Ruby constructs
like reduce and flat_map. Note that collections in Bloom provide
set semantics—collections do not contain duplicates.

The persistence of a tuple is determined by the type of the col-
lection that contains the tuple. scratch collections are useful for
transient data like intermediate results and “macro” definitions that
enable code reuse. The contents of a table persist across consecutive
timesteps (until that persistence is interrupted via a Bloom statement
containing the <- operator described below). Although there are
precise declarative semantics for this persistence [3], it is convenient
to think operationally as follows: scratch collections are “emptied”
before each timestep begins, tables are “stored” collections (similar
to tables in SQL), and the <- operator represents batch deletion
before the beginning of the next timestep.

The facts of the “real world,” including network messages and the
passage of wall-clock time, are captured via channel and periodic
collections; these are scratch collections whose contents “appear” at
non-deterministic timesteps. The paper on Dedalus delves deeper
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Method Description
bc.map Takes a code block and returns the collection formed

by applying the code block to each element of bc.
bc.flat_map Equivalent to map, except that any nested collections

in the result are flattened.
bc.reduce Takes a memo variable and code block, and applies the

block to memo and each element of bc in turn.
bc.empty? Returns true if bc is empty.
bc.include? Takes an object and returns true if that object is equal

to any element of bc.
bc.group Takes a list of grouping columns, a list of aggregate

expressions and a code block. For each group, com-
putes the aggregates and then applies the code block
to the group/aggregation result.

join,
leftjoin,
outerjoin,
natjoin

Methods of the Bud class to compute join variants over
BudCollections. join, leftjoin and outerjoin
take an array of collections to join, as well as a
variable-length list of arrays of join conditions. The
natural join natjoin takes only the array of BudCol-
lection objects as an argument.

Figure 3: Commonly used methods of the BudCollection class.

into the logical semantics of this non-determinism [3]. Note that
failure of nodes or communication is captured here: it can be thought
of as the repeated “non-appearance” of a fact at every timestep.
Again, it is convenient to think operationally as follows: the facts
in a channel are sent to a remote node via an unreliable transport
protocol like UDP; the address of the remote node is indicated by
a distinguished column in the channel called the location specifier
(denoted by the symbol @). The definition of a periodic collection
instructs the runtime to “inject” facts at regular wall-clock intervals
to “drive” further derivations. Lines 13 and 16 in Figure 2 contain
examples of channel and periodic definitions, respectively.

The final type of collection is an interface, which specifies a
connection point between Bloom modules. Interfaces are described
in Section 3.4.

3.3 Bloom Statements
Bloom statements are declarative relational expressions that de-

fine the contents of derived collections. They can be viewed opera-
tionally as specifying the insertion or accumulation of expression
results into collections. The syntax is:

<collection-variable> <op> <collection-expression>
The bottom of Figure 1 describes the five operators that can be used
to define the contents of the left-hand side (lhs) in terms of the
right-hand side (rhs). As in Datalog, the lhs of a statement may
be referenced recursively in its rhs, or recursion can be defined
mutually across statements.

In the Bud prototype, both the lhs and rhs are instances of (a de-
scendant of) a Ruby class called BudCollection, which supports
several useful methods for manipulating collections (Figure 3).2

The rhs of a statement typically invokes BudCollection methods
on one or more collection objects to produce a derived collection.
The most commonly used method is map, which applies a scalar
operation to every tuple in a collection; this can be used to imple-
ment relational selection and projection. For example, line 32 of
Figure 2 projects the data_chan collection to its src, dst, and
ident fields. Multiway joins are specified using the join method,
which takes a list of input collections and an optional list of join
conditions. Lines 37–38 of Figure 2 show a join between ack_chan
and send_buf. Syntax sugar for natural joins and outer joins is also
provided. BudCollection also defines a group method similar
2Note that many of these methods are provided by the standard
Ruby Enumerable module, which BudCollection imports.

to SQL’s GROUP BY, supporting the standard SQL aggregates; for
example, lines 15–17 of Figure 14 compute the count of unique
reqid values for every combination of values for session, item
and action.

Bloom statements are specified within method definitions that
are flagged with the declare keyword (e.g., line 20 of Figure 2).
The semantics of a Bloom program are defined by the union of its
declare methods; the order of statements is immaterial. Dividing
statements into multiple methods improves the readability of the
program and also allows the use of Ruby’s method overriding and
inheritance features: because a Bloom class is just a stylized Ruby
class, any of the methods in a Bloom class can be overridden by a
subclass. We expand upon this idea next.

3.4 Modules and Interfaces
Conventional wisdom in certain quarters says that rule-based lan-

guages are untenable for large programs that evolve over time, since
the interactions among rules become too difficult to understand.
Bloom addresses this concern in two different ways. First, unlike
many prior rule-based languages, Bloom is purely declarative; this
avoids forcing the programmer to reason about the interaction be-
tween declarative statements and imperative constructs. Second,
Bloom borrows object-oriented features from Ruby to enable pro-
grams to be broken into small modules and to allow modules to
interact with one another by exposing narrow interfaces. This aids
program comprehension, because it reduces the amount of code a
programmer needs to read to understand the behavior of a module.

A Bloom module is a bundle of collections and statements. Like
modules in Ruby, a Bloom module can “mixin” one or more other
modules via the include statement; mixing-in a module imports
its collections and statements. A common pattern is to specify an
abstract interface in one module and then use the mixin feature
to specify several concrete realizations in separate modules. To
support this idiom, Bloom provides a special type of collection
called an interface. An input interface defines a place where a
module accepts stimuli from the outside world (e.g., other Bloom
modules). Typically, inserting a fact into an input interface results
in a corresponding fact appearing (perhaps after a delay) in one of
the module’s output interfaces.

For example, the DeliveryProtocol module in Figure 2 defines
an abstract interface for sending messages to a remote address.
Clients use an implementation of this interface by inserting a fact
into pipe_in; this represents a new message to be delivered. A
corresponding fact will eventually appear in the pipe_sent out-
put interface; this indicates that the delivery operation has been
completed. The ReliableDelivery module of Figure 2 is one possi-
ble implementation of the abstract DeliveryProtocol interface—it
uses a buffer and acknowledgment messages to delay emitting a
pipe_sent fact until the corresponding message has been acknowl-
edged by the remote node. Figure 18 in Appendix A contains a
different implementation of the abstract DeliveryProtocol. A client
program that is indifferent to the details of message delivery can
simply interact with the abstract DeliveryProtocol; the particular
implementation of this protocol can be chosen independently.

A common requirement is for one module to “override” some of
the statements in a module that it mixes in. For example, an Ordered-
Delivery module might want to reuse the functionality provided by
ReliableDelivery but prevent a message with sequence number x
from being delivered until all messages with sequence numbers < x
have been acknowledged. To support this pattern, Bloom allows an
interface defined in another module to be overridden simply by re-
declaring it. Internally, both of these redundantly-named interfaces
exist in the namespace of the module that declared them, but they
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only need to be referenced by a fully qualified name if their use
is otherwise ambiguous. If an input interface appears in the lhs of
a statement in a module that declared the interface, it is rewritten
to reference the interface with the same name in a mixed-in class,
because a module cannot insert into its own input interface. The
same is the case for output interfaces appearing in the rhs of state-
ments. This feature allows programmers to reuse existing modules
and interpose additional logic in a style reminiscent of superclass
invocation in object-oriented languages. We provide an example of
interface overriding in Section 4.3.

3.5 Bud Implementation
Bud is intended to be a lightweight rapid prototype of Bloom: a

first effort at embodying the Dedalus logic in a syntax familiar to
programmers. Bud consists of less than 2400 lines of Ruby code,
developed as a part-time effort over the course of a semester.

A Bud program is just a Ruby class definition. To make it opera-
tional, a small amount of imperative Ruby code is needed to create
an instance of the class and invoke the Bud run method. This imper-
ative code can then be launched on as many nodes as desired (e.g.,
via the popular Capistrano package for Ruby deployments). As an
alternative to the run method, the Bud class also provides a tick
method that can be used to force evaluation of a single timestep; this
is useful for debugging Bloom code with standard Ruby debugging
tools or for executing a Bud program that is intended as a “one-shot”
query.

Because Bud is pure Ruby, some programmers may choose to
embed it as a domain-specific language (DSL) within traditional im-
perative Ruby code. In fact, nothing prevents a subclass of Bud from
having both Bloom code in declare methods and imperative code
in traditional Ruby methods. This is a fairly common usage model
for many DSLs. A mixture of declarative Bloom methods and imper-
ative Ruby allows the full range of existing Ruby code—including
the extensive RubyGems repositories—to be combined with check-
able distributed Bloom programs. The analyses we describe in the
remaining sections still apply in these cases; the imperative Ruby
code interacts with the Bloom logic in the same way as any external
agent sending and receiving network messages.

4. CASE STUDY: KEY-VALUE STORE
In this section, we present two variants of a key-value store (KVS)

implemented using Bloom.3 We begin with an abstract protocol that
any key-value store will satisfy, and then provide both single-node
and replicated implementations of this protocol. We then introduce a
graphical visualization of the dataflow in a Bloom program and use
this visualization to reason about the points of order in our programs:
places where additional coordination may be required to guarantee
consistent results.

4.1 Abstract Key-Value Store Protocol
Figure 4 specifies a protocol for interacting with an abstract key-

value store. The protocol comprises two input interfaces (repre-
senting attempts to insert and fetch items from the store) and a
single output interface (which represents the outcome of a fetch
operation). To use an implementation of this protocol, a Bloom
program can store key-value pairs by inserting facts into kvput. To
retrieve the value associated with a key, the client program inserts
a fact into kvget and looks for a corresponding response tuple in
kvget_response. For both put and get operations, the client must
supply a unique request identifier (reqid) to differentiate tuples in

3The complete source code for both of the case studies presented in
this paper can be found at http://boom.cs.berkeley.edu/cidr11/.

0 module KVSProtocol
1 def state
2 interface input, :kvput,
3 [’client’, ’key’, ’reqid’], [’value’]
4 interface input, :kvget, [’reqid’], [’key’]
5 interface output, :kvget_response,
6 [’reqid’], [’key’, ’value’]
7 end
8 end

Figure 4: Abstract key-value store protocol.

0 module BasicKVS
1 include KVSProtocol

3 def state
4 table :kvstate, [’key’], [’value’]
5 end

7 declare
8 def do_put
9 kvstate <+ kvput.map{|p| [p.key, p.value]}
10 prev = join [kvstate, kvput], [kvstate.key, kvput.key]
11 kvstate <- prev.map{|b, p| b}
12 end

14 declare
15 def do_get
16 getj = join [kvget, kvstate], [kvget.key, kvstate.key]
17 kvget_response <= getj.map do |g, t|
18 [g.reqid, t.key, t.value]
19 end
20 end
21 end

Figure 5: Single-node key-value store implementation.

the event of multiple concurrent requests.
A module which uses a key-value store but is indifferent to the

specifics of the implementation may simply mixin the abstract pro-
tocol and postpone committing to a particular implementation until
runtime. As we will see shortly, an implementation of the KVSPro-
tocol is a collection of Bloom statements that read tuples from the
protocol’s input interfaces and send results to the output interface.

4.2 Single-Node Key-Value Store
Figure 5 contains a single-node implementation of the abstract

key-value store protocol. Key-value pairs are stored in a persistent
table called kvstate (line 4). When a kvput tuple is received, its
key-value pair is stored in kvstate at the next timestep (line 9).
If the given key already exists in kvstate, we want to replace the
key’s old value. This is done by joining kvput against the current
version of kvstate (line 10). If a matching tuple is found, the old
key-value pair is removed from kvstate at the beginning of the next
timestep (line 11). Note that we also insert the new key-value pair
into kvstate in the next timestep (line 9); hence, an overwriting
update is implemented as an atomic deletion and insertion.

4.3 Replicated Key-Value Store
Next, we extend the basic key-value store implementation to sup-

port replication (Figure 6). To communicate between replicas, we
use a simple multicast library implemented in Bloom; the source
code for this library can be found in Appendix A. To send a mul-
ticast, a program inserts a fact into send_mcast; a corresponding
fact appears in mcast_done when the multicast is complete. The
multicast library also exports the membership of the multicast group
in a table called members.

Our replicated key-value store is implemented on top of the single-
node key-value store described in the previous section. When a new
key is inserted by a client, we multicast the insertion to the other
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0 module ReplicatedKVS
1 include BasicKVS
2 include MulticastProtocol

4 def state
5 interface input, :kvput,
6 [’client’, ’key’, ’reqid’], [’value’]
7 end

9 declare
10 def replicate
11 send_mcast <= kvput.map do |k|
12 unless members.include? [k.client]
13 [k.reqid, [@local_addr, k.key, k.reqid, k.value]]
14 end
15 end
16 end

18 declare
19 def apply_put
20 kvput <= mcast_done.map{|m| m.payload}

22 kvput <= pipe_chan.map do |d|
23 if d.payload.fetch(1) != @local_addr
24 d.payload
25 end
26 end
27 end
28 end

Figure 6: Replicated key-value store implementation.

0 class RealizedReplicatedKVS < Bud
1 include ReplicatedKVS
2 include SimpleMulticast
3 include BestEffortDelivery
4 end

6 kvs = RealizedReplicatedKVS.new("localhost", 12345)
7 kvs.run

Figure 7: A fully specified key-value store program.

replicas (lines 11–15). To avoid repeated multicasts of the same
inserted key, we avoid multicasting updates we receive from another
replica (line 12). We apply an update to our local kvstate table
in two cases: (1) if a multicast succeeds at the node that originated
it (line 20) (2) whenever a multicast is received by a peer replica
(lines 22–26). Note that @local_addr is a Ruby instance variable
defined by Bud that contains the network address of the current Bud
instance.

In Figure 6 ReplicatedKVS wants to “intercept” kvput events
from clients, and only apply them to the underlying BasicKVS
module when certain conditions are met. To achieve this, we “over-
ride” the declaration of the kvput input interface as discussed in
Section 3.4 (lines 5–6). In ReplicatedKVS, references to kvput ap-
pearing in the lhs of statements are resolved to the kvput provided
by BasicKVS, while references in the rhs of statements resolve to
the local kvput. As described in Section 3.4, this is unambiguous
because a module cannot insert into its own input or read from its
own output interfaces.

Figure 7 combines ReplicatedKVS with a concrete implementa-
tion of MulticastProtocol and DeliveryProtocol. The resulting class,
a subclass of Bud, may be instantiated and run as shown in lines 6
and 7.

4.4 Predicate Dependency Graphs
Now that we have introduced two concrete implementations of the

abstract key-value store protocol, we turn to analyzing the properties
of these programs. We begin by describing the graphical dataflow
representation used by our analysis. In the following section, we

A B

Scratch collection

Persistent table

A appears in RHS, B in LHS of a rule R

A B
+/-

R is a temporal rule (uses <+ or <-)

A B R is non-monotonic 
(uses aggregation, negation, or deletion)

S T Dataflow source and sink (respectively)

?? Indicates that dataflow is underspecified

A, B, C A, B, C are mutually recursive via a 
non-monotonic edge

A B B is a channel

Figure 8: Visual analysis legend.

discuss the dataflow graphs generated for the two key-value store
implementations.

A Bloom program may be viewed as a dataflow graph with exter-
nal input interfaces as sources, external output interfaces as sinks,
collections as internal nodes, and rules as edges. This graph repre-
sents the dependencies between the collections in a program and
is generated automatically by the Bud interpreter. Figure 8 con-
tains a list of the different symbols and annotations in the graphical
visualization; we provide a brief summary below.

Each node in the graph is either a collection or a cluster of collec-
tions; tables are shown as rectangles, ephemeral collections (scratch,
periodic and channel) are depicted as ovals, and clusters (described
below) as octagons. A directed edge from node A to node B indi-
cates that B appears in the lhs of a Bloom statement that references
A in the rhs, either directly or through a join expression. An edge is
annotated based on the operator symbol in the statement. If the state-
ment uses the <+ or <- operators, the edge is marked with “+/−”.
This indicates that facts traversing the edge “spend” a timestep to
move from the rhs to the lhs. Similarly, if the statement uses the <∼
operator, the edge is a dashed line—this indicates that facts from
the rhs appear at the lhs at a non-deterministic future time. If the
statement involves a non-monotonic operation (aggregation, nega-
tion, or deletion via the <- operator), then the edge is marked with a
white circle. To make the visualizations more readable, any strongly
connected component marked with both a circle and a +/− edge is
collapsed into an octagonal “temporal cluster,” which can be viewed
abstractly as a single, non-monotonic node in the dataflow. Any
non-monotonic edge in the graph is a point of order, as are all edges
incident to a temporal cluster, including their implicit self-edge.

4.5 Analysis
Figure 9 presents a visual representation of the abstract key-value

store protocol. Naturally, the abstract protocol does not specify a
connection between the input and output events; this is indicated
in the diagram by the red diamond labeled with “??”, denoting an
underspecified dataflow. A concrete realization of the key-value
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Figure 10: Visualization of the single-node key-value store.

store protocol must, at minimum, supply a dataflow that connects
an input interface to an output interface.

Figure 10 shows the visual analysis of the single-node KVS im-
plementation, which supplies a concrete dataflow for the unspecified
component in the previous graph. kvstate and prev are collapsed
into a red octagon because they are part of a strongly connected
component in the graph with both negative and temporal edges. Any
data flowing from kvput to the sink must cross at least one non-
monotonic point of order (at ingress to the octagon) and possibly
an arbitrary number of them (by traversing the dependency cycle
collapsed into the octagon), and any path from kvget to the sink
must join state potentially affected by non-monotonicity (because
kvstate is used to derive kvget_response).

Reviewing the code in Figure 5, we see the source of the non-
monotonicity. The contents of kvstate may be defined via a “de-
structive” update that combines the previous state and the current
input from kvput (lines 9–11 of Figure 5). Hence the contents of
kvstate may depend on the order of arrival of kvput tuples.

5. CASE STUDY: SHOPPING CART
In this section, we develop two different designs for a distributed

shopping-cart service in Bloom. In a shopping cart system, clients
add and remove items from their shopping cart. To provide fault
tolerance and persistence, the content of the cart is stored by a

0 module CartProtocol
1 def state
2 channel :action_msg,
3 [’@server’, ’client’, ’session’, ’reqid’],
4 [’item’, ’action’]
5 channel :checkout_msg,
6 [’@server’, ’client’, ’session’, ’reqid’]
7 channel :response_msg,
8 [’@client’, ’server’, ’session’], [’contents’]
9 end
10 end

12 module CartClientProtocol
13 def state
14 interface input, :client_action,
15 [’server’, ’session’, ’reqid’], [’item’, ’action’]
16 interface input, :client_checkout,
17 [’server’, ’session’, ’reqid’]
18 interface output, :client_response,
19 [’client’, ’server’, ’session’], [’contents’]
20 end
21 end

Figure 11: Abstract shopping cart protocol.

0 module CartClient
1 include CartProtocol
2 include CartClientProtocol

4 declare
5 def client
6 action_msg <~ client_action.map do |a|
7 [a.server, @local_addr, a.session, a.reqid, a.item, a.action]
8 end
9 checkout_msg <~ client_checkout.map do |a|
10 [a.server, @local_addr, a.session, a.reqid]
11 end
12 client_response <= response_msg
13 end
14 end

Figure 12: Shopping cart client implementation.

collection of server replicas. Once a client has finished shopping,
they perform a “checkout” request, which returns the final state of
their cart.

After presenting the abstract shopping cart protocol and a sim-
ple client program, we implement a “destructive,” state-modifying
shopping cart service that uses the key-value store introduced in
Section 4. Second, we illustrate a “disorderly” cart that accumulates
updates in a set-wise fashion, summarizing updates at checkout
into a final result. These two different designs illustrate our analy-
sis tools and the way they inform design decisions for distributed
programming.

5.1 Shopping Cart Client
An abstract shopping cart protocol is presented in Figure 11. Fig-

ure 12 contains a simple shopping cart client program: it takes client
operations (represented as client_action and client_checkout
facts) and sends them to the shopping cart service using the Cart-
Protocol. We omit logic for clients to choose a cart server replica;
this can be based on simple policies like round-robin or random
selection, or via more explicit load balancing.

5.2 “Destructive” Shopping Cart Service
We begin with a shopping cart service built on a key-value store.

Each cart is a (key,value) pair, where key is a unique session
identifier and value is an object containing the session’s state,
including a Ruby array that holds the items currently in the cart.
Adding or deleting items from the cart result in “destructive” up-
dates: the value associated with the key is replaced by a new value
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0 module DestructiveCart
1 include CartProtocol
2 include KVSProtocol

4 declare
5 def do_action
6 kvget <= action_msg.map{|a| [a.reqid, a.key]}

8 kvput <= action_msg.map do |a|
9 if a.action == "A"
10 unless kvget_response.map{|b| b.key}.include? a.session
11 [a.server, a.client, a.session, a.reqid, [a.item]]
12 end
13 end
14 end

16 old_state = join [kvget_response, action_msg],
17 [kvget_response.key, action_msg.session]
18 kvput <= old_state.map do |b, a|
19 if a.action == "A"
20 [a.server, a.client, a.session,
21 a.reqid, b.value.push(a.item)]
22 elsif a.action == "D"
23 [a.server, a.client, a.session,
24 a.reqid, delete_one(b.value, a.item)]
25 end
26 end
27 end

29 declare
30 def do_checkout
31 kvget <= checkout_msg.map{|c| [c.reqid, c.session]}
32 lookup = join [kvget_response, checkout_msg],
33 [kvget_response.key, checkout_msg.session]
34 response_msg <~ lookup.map do |r, c|
35 [c.client, c.server, c.session, r.value]
36 end
37 end
38 end

Figure 13: Destructive cart implementation.

that reflects the effect of the update. Deletion requests are ignored if
the item they refer to does not exist in the cart.

Figure 13 shows the Bloom code for this design. The kvput
collection is provided by the abstract KVSProtocol described in
Section 4. Our shopping cart service would work with any concrete
realization of the KVSProtocol; we will choose to use the replicated
key-value store (Section 4.3) to provide fault-tolerance.

When client actions arrive from the CartClient, the cart service
checks to see if there is a record in the key-value store associated
with the client’s session. If no record is found (i.e., this is the first
operation for a new session), then lines 9–13 generate an entry
for the new session in kvstate. Otherwise, the join conditions in
line 17 are satisfied and lines 19–25 “replace” the value in the key-
value store with an updated set of items for this session; this uses
the built-in overwriting capability provided by the key-value store.
When a checkout_msg appears at a server replica, the key-value
store is queried to retrieve the cart state associated with the given
session (lines 31–35), and the results are returned to the client.

5.3 “Disorderly” Shopping Cart Service
Figure 14 shows an alternative shopping cart implementation, in

which updates are monotonically accumulated in a set, and summed
up only at checkout. Lines 12–14 insert client updates into the
persistent table cart_action. Lines 15–17 define action_cnt
as an aggregate over cart_action, in the style of an SQL GROUP
BY statement: for each item associated with a cart, we separately
count the number of times it was added and the number of times it
was deleted. Lines 22–27 ensure that when a checkout_msg tuple
arrives, status contains a record for every added item for which
there was no corresponding deletion in the session. Lines 29–36

0 module DisorderlyCart
1 include CartProtocol

3 def state
4 table :cart_action, [’session’, ’item’, ’action’, ’reqid’]
5 table :action_cnt, [’session’, ’item’, ’action’], [’cnt’]
6 scratch :status, [’server’, ’client’, ’session’, ’item’],
7 [’cnt’]
8 end

10 declare
11 def do_action
12 cart_action <= action_msg.map do |c|
13 [c.session, c.item, c.action, c.reqid]
14 end
15 action_cnt <= cart_action.group(
16 [cart_action.session, cart_action.item, cart_action.action],
17 count(cart_action.reqid))
18 end

20 declare
21 def do_checkout
22 del_items = action_cnt.map{|a| a.item if a.action == "Del"}
23 status <= join([action_cnt, checkout_msg]).map do |a, c|
24 if a.action == "Add" and not del_items.include? a.item
25 [c.client, c.server, a.session, a.item, a.cnt]
26 end
27 end

29 status <= join([action_cnt, action_cnt,
30 checkout_msg]).map do |a1, a2, c|
31 if a1.session == a2.session and a1.item == a2.item and
32 a1.session == c.session and
33 a1.action == "A" and a2.action == "D"
34 [c.client, c.server, c.session, a1.item, a1.cnt - a2.cnt]
35 end
36 end

38 response_msg <~ status.group(
39 [status.client, status.server, status.session],
40 accum(status.cnt.times.map{status.item}))
41 end
42 end

Figure 14: Disorderly cart implementation.

additionally define status as the 3-way join of the checkout_msg
message and two copies of action_cnt—one corresponding to
additions and one to deletions. Thus, for each item, status contains
its final quantity: the difference between the number of additions
and deletions (line 34), or simply the number of additions if there are
no deletions (line 25). Upon the appearance of a checkout_msg,
the replica returns a response_msg to the client containing the final
quantity (lines 38–40). Because the CartClient expects the cart to
be returned as an array of items on checkout, we use the accum
aggregate function to nest the set of items into an array.

5.4 Analysis
Figure 15 presents the analysis of the “destructive” shopping cart

variant. Note that because all dependencies are analyzed, collec-
tions defined in mixins but not referenced in the code sample (e.g.,
pipe_chan, member) also appear in the graph. Although there is no
syntactic non-monotonicity in Figure 13, the underlying key-value
store uses the non-monotonic <- operator to model updateable state.
Thus, while the details of the implementation are encapsulated by
the key-value store’s abstract interface, its points of order resur-
face in the full-program analysis. Figure 15 indicates that there are
points of order between action_msg, member, and the temporal
cluster. This figure also tells the (sad!) story of how we could ensure
consistency of the destructive cart implementation: introduce coor-
dination between client and server—and between the chosen server
and all its replicas—for every client action or kvput update. The
programmer can achieve this coordination by supplying a “reliable”
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Figure 15: Visualization of the destructive cart program.
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Figure 16: Visualization of the core logic for the disorderly cart.

implementation of multicast that awaits acknowledgements from all
replicas before reporting completion: this fine-grained coordination
is akin to “eager replication” [9]. Unfortunately, it would incur the
latency of a round of messages per server per client update, decrease
throughput, and reduce availability in the face of replica failures.

Because we only care about the set of elements contained in
the value array and not its order, we might be tempted to argue
that the shopping cart application is eventually consistent when
asynchronously updated and forego the coordination logic. Unfortu-
nately, such informal reasoning can hide serious bugs. For example,
consider what would happen if a delete action for an item arrived at
some replica before any addition of that item: the delete would be
ignored, leading to inconsistencies between replicas.

A happier story emerges from our analysis of the disorderly cart
service. Figure 16 shows a visualization of the core logic of the
disorderly cart module presented in Figure 14. This program is not
complete: its inputs and outputs are channels rather than interfaces,
so the dataflow from source to sink is not completed. To complete
this program, we must mixin code that connects input and output
interfaces to action_msg, checkout_msg, and response_msg, as

pipe_in
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Figure 17: Visualization of the complete disorderly cart pro-
gram.

the CartClient does (Figure 12). Note that the disorderly cart has
points of order on all paths but there are no cycles.

Figure 17 shows the analysis for a complete implementation that
mixes in both the client code and logic to replicate the cart_action
table via best-effort multicast (see Figure 20 in Appendix A for
the corresponding source code). Note that communication (via
action_msg) between client and server—and among server replicas—
crosses no points of order, so all the communication related to
shopping actions converges to the same final state without coor-
dination. However, there are points of order upon the appear-
ance of checkout_msg messages, which must be joined with an
action_cnt aggregate over the set of updates. Additionally, using
the accum aggregate adds a point of order to the end of the dataflow,
between status and response_msg. Although the accumulation
of shopping actions is monotonic, summarization of the cart state
requires us to ensure that there will be no further cart actions.

Comparing Figure 15 and Figure 17, we can see that the disorderly
cart requires less coordination than the destructive cart: to ensure
that the response to the client is deterministic and consistently repli-
cated, we need to coordinate once per session (at checkout), rather
than once per shopping action. This is analogous to the desired
behavior in practice [13].

5.5 Discussion
Strictly monotonic programs are rare in practice, so adding some

amount of coordination is often required to ensure consistency. In
this running example we studied two candidate implementations of
a simple distributed application with the aid of our program analysis.
Both programs have points of order, but the analysis tool helped
us reason about their relative coordination costs. Deciding that
the disorderly approach is “better” required us to apply domain
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knowledge: checkout is a coarser-grained coordination point than
cart actions and their replication.

By providing the programmer with a set of abstractions that are
predominantly order-independent, Bloom encourages a style of
programming that minimizes coordination requirements. But as we
see in the destructive cart program, it is nonetheless possible to use
Bloom to write code in an imperative, order-sensitive style. Our
analysis tools provide assistance in this regard. Given a particular
implementation with points of order, Bloom’s dataflow analysis can
help a developer iteratively refine their program—either to “push
back” the points to as late as possible in the dataflow, as we did in
this example, or to “localize” points of order by moving them to
locations in the program’s dataflow where the coordination can be
implemented on individual nodes without communication.

6. TOLERATING INCONSISTENCY
In the previous section we showed how to identify points of order:

code locations that are sensitive to non-deterministic input order-
ing. We then demonstrated how to resolve the non-determinism
by introducing coordination. However, in many cases adding ad-
ditional coordination is undesirable due to concerns like latency
and availability. In these cases, Bloom’s point-of-order analysis can
assist programmers with the task of tolerating inconsistency, rather
than resolving it via coordination. A notable example of how to
manage inconsistency is presented by Helland and Campbell, who
reflect on their experience programming with patterns of “memories,
guesses and apologies” [13]. We provide a sketch here of ideas for
converting these patterns into developer tools in Bloom.

“Guesses”—facts that may not be true—may arise at the inputs
to a program, e.g., from noisy sensors or untrusted software or users.
But Helland and Campbell’s use of the term corresponds in our
analysis to unresolved points of order: non-monotonic logic that
makes decisions without full knowledge of its input sets. We can
rewrite the schemas of Bloom collections to include an additional
attribute marking each fact as a “guarantee” or “guess,” and automat-
ically augment user code to propagate those labels through program
logic in the manner of “taint checking” in program security [22,
25]. Moreover, by identifying unresolved points of order, we can
identify when program logic derives “guesses” from “guarantees,”
and rewrite user code to label data appropriately. By rewriting pro-
grams to log guesses that cross interface boundaries, we can also
implement Helland and Campbell’s idea of “memories”: a log of
guesses that were sent outside the system.

Most of these patterns can be implemented as automatic program
rewrites. We envision building a system that facilitates running
low-latency, “guess”-driven decision making in the foreground, and
expensive but consistent logic as a background process. When the
background process detects an inconsistency in the results produced
by the foreground system (e.g., because a “guess” turns out to be
mistaken), it can then take corrective action by generating an “apol-
ogy.” Importantly, both of these subsystems are implementations of
the same high-level design, except with different consistency and co-
ordination requirements; hence, it should be possible to synthesize
both variants of the program from the same source code. Through-
out this process—making calculated “guesses,” storing appropriate
“memories,” and generating the necessary “apologies”—we see sig-
nificant opportunities to build scaffolding and tool support to lighten
the burden on the programmer.

Finally, we hope to provide analysis techniques that can prove
the consistency of the high-level workflow: i.e., prove that any
combination of user behavior, background guess resolution, and
apology logic will eventually lead to a consistent resolution of the
business rules at both the user and system sides.

7. RELATED WORK
Systems with loose consistency requirements have been explored

in depth by both the systems and database management communities
(e.g., [6, 8, 9, 24]); we do not attempt to provide an exhaustive survey
here. The shopping cart case study in Section 5 was motivated by
the Amazon Dynamo paper [11], as well as the related discussion
by Helland and Campbell [13].

The Bloom language is inspired by earlier work that attempts
to integrate databases and programming languages. This includes
early research such as Gem [27] and more recent object-relational
mapping layers such as Ruby on Rails. Unlike these efforts, Bloom
is targeted at the development of both distributed infrastructure
and distributed applications, so it does not make any assumptions
about the presence of a database system “underneath”. Given our
prototype implementation in Ruby, it is tempting to integrate Bud
with Rails; we have left this for future work.

There is a long history of attempts to design programming lan-
guages more suitable to parallel and distributed systems; for exam-
ple, Argus [15] and Linda [7]. Again, we do not hope to survey that
literature here. More pragmatically, Erlang is an oft-cited choice
for distributed programming in recent years. Erlang’s features and
design style encourage the use of asynchronous lightweight “actors.”
As mentioned previously, we did a simple Bloom prototype DSL in
Erlang (which we cannot help but call “Bloomerlang”), and there is
a natural correspondence between Bloom-style distributed rules and
Erlang actors. However there is no requirement for Erlang programs
to be written in the disorderly style of Bloom. It is not obvious
that typical Erlang programs are significantly more amenable to a
useful points-of-order analysis than programs written in any other
functional language. For example, ordered lists are basic constructs
in functional languages, and without program annotation or deeper
analysis than we need to do in Bloom, any code that modifies lists
would need be marked as a point of order, much like our destructive
shopping cart. We believe that Bloom’s “disorderly by default” style
encourages order-independent programming, and we know that its
roots in database theory helped produce a simple but useful program
analysis technique. While we would be happy to see the analysis
“ported” to other distributed programming environments, it may be
that design patterns using Bloom-esque disorderly programming are
the natural way to achieve this.

Our work on Bloom bears a resemblance to the Reactor lan-
guage [5]. Both languages target distributed programming and are
grounded in Datalog. Like many other rule languages including
our earlier work on Overlog, Reactor updates mutable state in an
operational step “outside Datalog” after each fixpoint computation.
By contrast, Bloom is purely declarative: following Dedalus, it
models updates as the logical derivation of immutable “versions” of
collections over time. While Bloom uses a syntax inspired by object-
oriented languages, Reactor takes a more explicitly agent-oriented
approach. Reactor also includes synchronous coupling between
agents as a primitive; we have opted to only include asynchronous
communication as a language primitive and to provide synchronous
coordination between nodes as a library.

Another recent language related to our work is Coherence [4],
which also embraces “disorderly” programming. Unlike Bloom,
Coherence is not targeted at distributed computing and is not based
on logic programming.

8. CONCLUSION AND FUTURE WORK
In this paper we make three main contributions. First, we present

the CALM principle, which connects the notion of eventual con-
sistency in distributed programming to theoretical foundations in
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database theory. Second, we show that we can bring that theory
to bear on the practice of software development via “disorderly”
programming patterns, complemented with automatic analysis tech-
niques for identifying and managing a program’s points of order in
a principled way. Finally, we present our Bloom prototype as an
example of a practically-minded disorderly and declarative program-
ming language, with an initial implementation as a domain-specific
language within Ruby.

We plan to extend the work described in this paper in several
directions. First, we are building a more mature Bloom language
environment, including a library of modules for distributed comput-
ing. We intend to compose those modules to implement a number
of variants of distributed systems. The design of Bloom itself was
motivated by our experience implementing scalable services and
protocols in Overlog [1, 2], and this practice of system/language
co-design continues to be part of our approach. Second, we hope to
expand our suite of analysis techniques to address additional impor-
tant properties in distributed systems, including idempotency and
invertability of interfaces. Third, we are hopeful that the logic foun-
dation of Bloom will enable us to develop better tools and techniques
for the debugging and systematic testing of distributed systems un-
der failure and security attacks, perhaps drawing on recent work on
this topic [10, 17]. Finally, we are working to formally tighten our
ideas connecting non-monotonic logic, distributed coordination, and
consistency of distributed programs [14].
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APPENDIX
A. ADDITIONAL SOURCE CODE

Figures 18, 19 and 20 contain the remainder of the Bloom code
used in this paper: best-effort protocols for unicast and multicast
messaging, and the complete program for the replicated disorderly
cart described in Section 5.

0 module BestEffortDelivery
1 include DeliveryProtocol

3 def state
4 channel :pipe_chan,
5 [’@dst’, ’src’, ’ident’], [’payload’]
6 end

8 declare
9 def snd
10 pipe_chan <~ pipe_in
11 end

13 declare
14 def done
15 pipe_sent <= pipe_in
16 end
17 end

Figure 18: Best-effort unicast messaging in Bloom.

0 module MulticastProtocol
1 def state
2 table :members, [’peer’]
3 interface input, :send_mcast, [’ident’], [’payload’]
4 interface output, :mcast_done, [’ident’], [’payload’]
5 end
6 end

8 module SimpleMulticast
9 include MulticastProtocol
10 include DeliveryProtocol

12 declare
13 def snd_mcast
14 pipe_in <= join([send_mcast, members]).map do |s, m|
15 [m.peer, @local_addr, s.ident, s.payload]
16 end
17 end

19 declare
20 def done_mcast
21 mcast_done <= pipe_sent.map{|p| [p.ident, p.payload]}
22 end
23 end

Figure 19: A simple unreliable multicast library in Bloom.

0 class ReplicatedDisorderlyCart < Bud
1 include DisorderlyCart
2 include SimpleMulticast
3 include BestEffortDelivery

5 declare
6 def replicate
7 send_mcast <= action_msg.map do |a|
8 [a.reqid, [a.session, a.item, a.action, a.reqid]]
9 end
10 cart_action <= pipe_chan.map{|c| c.payload }
11 end
12 end

Figure 20: The complete disorderly cart program.
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ABSTRACT
Timely and cost-effective analytics over “Big Data” is now a key
ingredient for success in many businesses, scientific and engineer-
ing disciplines, and government endeavors. The Hadoop software
stack—which consists of an extensible MapReduce execution en-
gine, pluggable distributed storage engines, and a range of proce-
dural to declarative interfaces—is a popular choice for big data ana-
lytics. Most practitioners of big data analytics—like computational
scientists, systems researchers, and business analysts—lack the ex-
pertise to tune the system to get good performance. Unfortunately,
Hadoop’s performance out of the box leaves much to be desired,
leading to suboptimal use of resources, time, and money (in pay-
as-you-go clouds). We introduce Starfish, a self-tuning system for
big data analytics. Starfish builds on Hadoop while adapting to user
needs and system workloads to provide good performance automat-
ically, without any need for users to understand and manipulate the
many tuning knobs in Hadoop. While Starfish’s system architecture
is guided by work on self-tuning database systems, we discuss how
new analysis practices over big data pose new challenges; leading
us to different design choices in Starfish.

1. INTRODUCTION
Timely and cost-effective analytics over “Big Data” has emerged

as a key ingredient for success in many businesses, scientific and
engineering disciplines, and government endeavors [6]. Web search
engines and social networks capture and analyze every user action
on their sites to improve site design, spam and fraud detection,
and advertising opportunities. Powerful telescopes in astronomy,
genome sequencers in biology, and particle accelerators in physics
are putting massive amounts of data into the hands of scientists.
Key scientific breakthroughs are expected to come from compu-
tational analysis of such data. Many basic and applied science
disciplines now have computational subareas, e.g., computational
biology, computational economics, and computational journalism.

Cohen et al. recently coined the acronymMAD—for Magnetism,
Agility, andDepth—to express the features that users expect from
a system for big data analytics [6].

Magnetism: A magnetic system attracts all sources of data ir-

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA.

respective of issues like possible presence of outliers, unknown
schema or lack of structure, and missing values that keep many
useful data sources out of conventional data warehouses.

Agility: An agile system adapts in sync with rapid data evolution.

Depth: A deep system supports analytics needs that go far be-
yond conventional rollups and drilldowns to complex statistical and
machine-learning analysis.

Hadoop is a MAD system that is becoming popular for big data
analytics. An entire ecosystem of tools is being developed around
Hadoop. Figure 1 shows a summary of the Hadoop software stack
in wide use today. Hadoop itself has two primary components: a
MapReduce execution engine and a distributed filesystem. While
the Hadoop Distributed FileSystem (HDFS) is used predominantly
as the distributed filesystem in Hadoop, other filesystems like Ama-
zon S3 are also supported. Analytics with Hadoop involves loading
data as files into the distributed filesystem, and then running paral-
lel MapReduce computations on the data.

A combination of factors contributes to Hadoop’s MADness.
First, copying files into the distributed filesystem is all it takes
to get data into Hadoop. Second, the MapReduce methodology
is to interpret data (lazily) at processing time, and not (eagerly)
at loading time. These two factors contribute to Hadoop’s mag-
netism and agility. Third, MapReduce computations in Hadoop can
be expressed directly in general-purpose programming languages
like Java or Python, domain-specific languages like R, or generated
automatically from SQL-like declarative languages like HiveQL
and Pig Latin. This coverage of the language spectrum makes
Hadoop well suited for deep analytics. Finally, an unheralded as-
pect of Hadoop is its extensibility, i.e., the ease with which many of
Hadoop’s core components like the scheduler, storage subsystem,
input/output data formats, data partitioner, compression algorithms,
caching layer, and monitoring can be customized or replaced.

Getting desired performance from a MAD system can be a non-
trivial exercise. The practitioners of big data analytics like data
analysts, computational scientists, and systems researchers usually
lack the expertise to tune system internals. Such users would rather
use a system that can tune itself and provide good performance au-
tomatically. Unfortunately, the same properties that make Hadoop
MAD pose new challenges in the path to self-tuning:

• Data opacity until processing:The magnetism and agility
that comes with interpreting data only at processing time
poses the difficulty that even the schema may be unknown
until the point when an analysis job has to be run on the data.

• File-based processing:Input data for a MapReduce job may
be stored as few large files, millions of small files, or any-
thing in between. Such uncontrolled data layouts are a marked
contrast to the carefully-planned layouts in database systems.
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Figure 1: Starfish in the Hadoop ecosystem

• Heavy use of programming languages:A sizable fraction
of MapReduce programs will continue to be written in pro-
gramming languages like Java for performance reasons, or
in languages like Python or R that a user is most comfortable
with while prototyping new analysis tasks.

Traditional data warehouses are kept nonMAD by its administra-
tors because it is easier to meet performance requirements in tightly
controlled environments; a luxury we cannot afford any more [6].
To further complicate matters, three more features in addition to
MAD are becoming important in analytics systems:Data-lifecycle-
awareness, Elasticity, andRobustness. A system with all six fea-
tures would beMADDERthan current analytics systems.

Data-lifecycle-awareness:A data-lifecycle-aware system goes be-
yond query execution to optimize the movement, storage, and pro-
cessing of big data during its entire lifecycle. The intelligence em-
bedded in many Web sites like LinkedIn and Yahoo!—e.g., recom-
mendation of new friends or news articles of potential interest, se-
lection and placement of advertisements—is driven by computation-
intensive analytics. A number of companies today use Hadoop for
such analytics [12]. The input data for the analytics comes from
dozens of different sources on user-facing systems like key-value
stores, databases, and logging services (Figure 1). The data has to
be moved for processing to the analytics system. After processing,
the results are loaded back in near real-time to user-facing systems.
Terabytes of data may go through thiscycleper day [12]. In such
settings, data-lifecycle-awareness is needed to: (i) eliminate indis-
criminate data copying that causes bloated storage needs (as high as
20x if multiple departments in the company make their own copy
of the data for analysis [17]); and (ii) reduce resource overheads
and realize performance gains due to reuse of intermediate data or
learned metadata in workflows that are part of the cycle [8].

Elasticity: An elastic system adjusts its resource usage and oper-
ational costs to the workload and user requirements. Services like
Amazon Elastic MapReduce have created a market for pay-as-you-
go analytics hosted on the cloud. Elastic MapReduce provisions
and releases Hadoop clusters on demand, sparing users the hassle
of cluster setup and maintenance.

Robustness:A robust system continues to provide service, possi-
bly with graceful degradation, in the face of undesired events like
hardware failures, software bugs [12], and data corruption.

1.1 Starfish: MADDER and Self-Tuning Hadoop
Hadoop has the core mechanisms to be MADDER than exist-

ing analytics systems. However, the use of most of these mecha-
nisms has to be managed manually. Take elasticity as an example.
Hadoop supports dynamic node addition as well as decommission-
ing of failed or surplus nodes. However, these mechanisms do not
magically make Hadoop elastic because of the lack of control mod-
ules to decide (a) when to add new nodes or to drop surplus nodes,
and (b) when and how to rebalance the data layout in this process.

Starfish is a MADDER and self-tuning system for analytics on
big data. An important design decision we made is to build Starfish
on the Hadoop stack as shown in Figure 1. (That is not to say that
Starfish uses Hadoop as is.) Hadoop, as observed earlier, has useful
primitives to help meet the new requirements of big data analytics.
In addition, Hadoop’s adoption by academic, government, and in-
dustrial organizations is growing at a fast pace.

A number of ongoing projects aim to improve Hadoop’s peak
performance, especially to match the query performance of parallel
database systems [1, 7, 10]. Starfish has a different goal. The peak
performance a manually-tuned system can achieve is not our pri-
mary concern, especially if this performance is for one of the many
phases in the data lifecycle. Regular users may rarely see perfor-
mance close to this peak. Starfish’s goal is to enable Hadoop users
and applications to get good performance automatically through-
out the data lifecycle in analytics; without any need on their part to
understand and manipulate the many tuning knobs available.

Section 2 gives an overview of Starfish while Sections 3–5 de-
scribe its components. The primary focus of this paper is on using
experimental results to illustrate the challenges in each component
and to motivate Starfish’s solution approach.

2. OVERVIEW OF STARFISH
Theworkloadthat a Hadoop deployment runs can be considered

at different levels. At the lowest level, Hadoop runs MapReduce
jobs. A job can be generated directly from a program written in
a programming language like Java or Python, or generated from a
query in a higher-level language like HiveQL or Pig Latin [15], or
submitted as part of a MapReduce jobworkflow by systems like
Azkaban, Cascading, Elastic MapReduce, and Oozie. The execu-
tion plan generated for a HiveQL or Pig Latin query is usually a
workflow. Workflows may be ad-hoc, time-driven (e.g., run every
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Figure 2: Example analytics workload to be run on Amazon Elastic MapReduce

Figure 3: Components in the Starfish architecture

hour), or data-driven. Yahoo! uses data-driven workflows to gener-
ate a reconfigured preference model and an updated home-page for
any user within seven minutes of a home-page click by the user.

Figure 2 is a visual representation of an example workload that a
data analyst may want to run on demand or periodically using Ama-
zon Elastic MapReduce. The input data processed by this workload
resides as files on Amazon S3. The final results produced by the
workload are also output to S3. The input data consists of files that
are collected by a personalized Web-site likemy.yahoo.com.

The example workload in Figure 2 consists of workflows that
load the files from S3 as three datasets: Users, GeoInfo, and Clicks.
The workflows process these datasets in order to generate six dif-
ferent results I-VI of interest to the analyst. For example, Result
I in Figure 2 is a count of all users with age less than 20. For all
users with age greater than 25, Result II counts the number of users
per geographic region. For each workflow, one or more MapRe-
duce jobs are generated in order to run the workflow on Amazon
Elastic MapReduce or on a local Hadoop cluster. For example, no-
tice from Figure 2 that a join of the Users and GeoInfo datasets is
needed in order to generate Result II. This logical join operation
can be processed using a single MapReduce job.

The tuning challenges present at each level of workload process-
ing led us to the Starfish architecture shown in Figure 3. Broadly,
the functionality of the components in this architecture can be cate-

gorized into job-level tuning, workflow-level tuning, and workload-
level tuning. These components interact to provide Starfish’s self-
tuning capabilities.

2.1 Job-level Tuning
The behavior of a MapReduce job in Hadoop is controlled by

the settings of more than 190 configuration parameters. If the user
does not specify parameter settings during job submission, then de-
fault values—shipped with the system or specified by the system
administrator—are used. Good settings for these parameters de-
pend on job, data, and cluster characteristics. While only a frac-
tion of the parameters can have significant performance impact,
browsing through the Hadoop, Hive, and Pig mailing lists reveals
that users often run into performance problems caused by lack of
knowledge of these parameters.

Consider a user who wants to perform a join of data in the files
users.txt and geoinfo.txt, and writes the Pig Latin script:

Users = Load ‘users.txt’ as (username: chararray,
age: int, ipaddr: chararray)

GeoInfo = Load ‘geoinfo.txt’ as (ipaddr: chararray,
region: chararray)

Result = Join Users by ipaddr, GeoInfo by ipaddr

The schema as well as properties of the data in the files could have
been unknown so far. The system now has to quickly choose the
join execution technique—given the limited information available
so far, and from among 10+ ways to execute joins in Starfish—as
well as the corresponding settings of job configuration parameters.

Starfish’sJust-in-Time Optimizeraddresses unique optimization
problems like those above to automatically select efficient execu-
tion techniques for MapReduce jobs. “Just-in-time” captures the
online nature of decisions forced on the optimizer by Hadoop’s
MADDER features. The optimizer takes the help of theProfiler
and theSampler. The Profiler uses a technique calleddynamic in-
strumentationto learn performance models, calledjob profiles, for
unmodified MapReduce programs written in languages like Java
and Python. The Sampler collects statistics efficiently about the
input, intermediate, and outputkey-value spacesof a MapReduce
job. A unique feature of the Sampler is that it can sample the exe-
cution of a MapReduce job in order to enable the Profiler to collect
approximate job profiles at a fraction of the full job execution cost.

263



2.2 Workflow-level Tuning
Workflow execution brings out some critical and unanticipated

interactions between the MapReduce task scheduler and the un-
derlying distributed filesystem. Significant performance gains are
realized in parallel task scheduling by moving the computation to
the data. By implication, the data layout across nodes in the clus-
ter constrains how tasks can be scheduled in a “data-local” fash-
ion. Distributed filesystems have their own policies on how data
written to them is laid out. HDFS, for example, always writes the
first replica of any block on the same node where the writer (in
this case, a map or reduce task) runs. This interaction between
data-local scheduling and the distributed filesystem’s block place-
ment policies can lead to anunbalanceddata layout across nodes in
the cluster during workflow execution; causing severe performance
degradation as we will show in Section 4.

Efficient scheduling of a Hadoop workflow is further compli-
cated by concerns like (a) avoiding cascading reexecution under
node failure or data corruption [11], (b) ensuring power propor-
tional computing, and (c) adapting to imbalance in load or cost of
energy across geographic regions and time at the datacenter level
[16]. Starfish’sWorkflow-aware Scheduleraddresses such concerns
in conjunction with theWhat-if Engineand theData Manager.
This scheduler communicates with, but operates outside, Hadoop’s
internal task scheduler.

2.3 Workload-level Tuning
Enterprises struggle with higher-level optimization and provi-

sioning questions for Hadoop workloads. Given a workload con-
sisting of a collection of workflows (like Figure 2), Starfish’sWork-
load Optimizergenerates an equivalent, but optimized, collection
of workflows that are handed off to the Workflow-aware Scheduler
for execution. Three important categories of optimization opportu-
nities exist at the workload level:

A. Data-flow sharing, where a single MapReduce job performs
computations for multiple and potentially different logical
nodes belonging to the same or different workflows.

B. Materialization, where intermediate data in a workflow is
stored for later reuse in the same or different workflows.
Effective use of materialization has to consider the cost of
materialization (both in terms of I/O overhead and storage
consumption [8]) and its potential to avoid cascading reexe-
cution of tasks under node failure or data corruption [11].

C. Reorganization, where new data layouts (e.g., with partition-
ing) and storage engines (e.g., key-value stores like HBase
and databases like column-stores [1]) are chosen automat-
ically and transparently to store intermediate data so that
downstream jobs in the same or different workflows can be
executed very efficiently.

While categories A, B, and C are well understood in isolation, ap-
plying them in an integrated manner to optimize MapReduce work-
loads poses new challenges. First, the data output from map tasks
and input to reduce tasks in a job is always materialized in Hadoop
in order to enable robustness to failures. This data—which today is
simply deleted after the job completes—is key-value-based, sorted
on the key, and partitioned using externally-specified partitioning
functions. This unique form of intermediate data is available almost
for free, bringing new dimensions to questions on materialization
and reorganization. Second, choices for A, B, and C potentially in-
teract among each other and with scheduling, data layout policies,
as well as job configuration parameter settings. The optimizer has
to be aware of such interactions.

Hadoop provisioning deals with choices like the number of nodes,
node configuration, and network configuration to meet given work-
load requirements. Historically, such choices arose infrequently
and were dealt with by system administrators. Today, users who
provision Hadoop clusters on demand using services like Ama-
zon Elastic MapReduce and Hadoop On Demand are required to
make provisioning decisions on their own. Starfish’sElastisizer
automates such decisions. The intelligence in the Elastisizer comes
from a search strategy in combination with the What-if Engine that
uses a mix of simulation and model-based estimation to answer
what-if questions regarding workload performance on a specified
cluster configuration. In the longer term, we aim to automate provi-
sioning decisions at the level of multiple virtual and elastic Hadoop
clusters hosted on a single shared Hadoop cluster to enable Hadoop
Analytics as a Service.

2.4 Lastword: Starfish’s Language for Work-
loads and Data

As described in Section 1.1 and illustrated in Figure 1, Starfish
is built on the Hadoop stack. Starfish interposes itself between
Hadoop and its clients like Pig, Hive, Oozie, and command-line
interfaces to submit MapReduce jobs. These Hadoop clients will
now submit workloads—which can vary from a single MapReduce
job, to a workflow of MapReduce jobs, and to a collection of mul-
tiple workflows—expressed inLastword1 to Starfish. Lastword is
Starfish’s language to accept as well as to reason about analytics
workloads.

Unlike languages like HiveQL, Pig Latin, or Java, Lastword is
not a language that humans will have to interface with directly.
Higher-level languages like HiveQL and Pig Latin were developed
to support a diverse user community—ranging from marketing an-
alysts and sales managers to scientists, statisticians, and systems
researchers—depending on their unique analytical needs and pref-
erences. Starfish provides language translators to automatically
convert workloads specified in these higher-level languages to Last-
word. A common language like Lastword allows Starfish to exploit
optimization opportunities among the different workloads that run
on the same Hadoop cluster.

A Starfish client submits a workload as a collection of work-
flows expressed in Lastword. Three types of workflows can be rep-
resented in Lastword: (a) physical workflows, which are directed
graphs2 where each node is a MapReduce job representation; (b)
logical workflows, which are directed graphs where each node is a
logical specification such as a select-project-join-aggregate (SPJA)
or a user-defined function for performing operations like partition-
ing, filtering, aggregation, and transformations; and (c) hybrid work-
flows, where a node can be of either type.

An important feature of Lastword is its support for expressing
metadata along with the tasks for execution. Workflows specified
in Lastword can be annotated with metadata at the workflow level
or at the node level. Such metadata is either extracted from in-
puts provided by users or applications, or learned automatically by
Starfish. Examples of metadata include scheduling directives (e.g.,
whether the workflow is ad-hoc, time-driven, or data-driven), data
properties (e.g., full or partial schema, samples, and histograms),
data layouts (e.g., partitioning, ordering, and collocation), and run-
time monitoring information (e.g., execution profiles of map and
reduce tasks in a job).

The Lastword language gives Starfish another unique advantage.
Note that Starfish is primarily a system for running analytics work-

1Language forStarfishWorkloads andData.
2Cycles may be needed to support loops or iterative computations.
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WordCount TeraSort
Rules of Based on Rules of Based on
Thumb Job Profile Thumb Job Profile

io.sort.spill.percent 0.80 0.80 0.80 0.80
io.sort.record.percent 0.50 0.05 0.15 0.15
io.sort.mb 200 50 200 200
io.sort.factor 10 10 10 100
mapred.reduce.tasks 27 2 27 400

Running Time (sec) 785 407 891 606

Table 1: Parameter settings from rules of thumb and recom-
mendations from job profiles for WordCount and TeraSort
loads on big data. At the same time, we want Starfish to be usable in
environments where workloads are run directly on Hadoop without
going through Starfish. Lastword enables Starfish to be used as a
recommendation engine in these environments. The full or partial
Hadoop workload from such an environment can be expressed in
Lastword—we will provide tools to automate this step—and then
input to Starfish which is run in a specialrecommendation mode.
In this mode, Starfish uses its tuning features to recommend good
configurations at the job, workflow, and workload levels; instead of
running the workload with these configurations as Starfish would
do in its normal usage mode.

3. JUST-IN-TIME JOB OPTIMIZATION
The response surfaces in Figure 4 show the impact of various

job configuration parameter settings on the running time of two
MapReduce programs in Hadoop. We use WordCount and TeraSort
which are simple, yet very representative, MapReduce programs.
The default experimental setup used in this paper is a single-rack
Hadoop cluster running on 16 Amazon EC2 nodes of the c1.medium
type. Each node runs at most 3 map tasks and 2 reduce tasks con-
currently. WordCount processes 30GB of data generated using the
RandomTextWriter program in Hadoop. TeraSort processes 50GB
of data generated using Hadoop’s TeraGen program.

Rules of Thumb for Parameter Tuning: The job configuration
parameters varied in Figure 4 areio.sort.mb, io.sort.record.percent,
andmapred.reduce.tasks. All other parameters are kept constant.
Table 1 shows the settings of various parameters for the two jobs
based on popular rules of thumb used today [5, 13]. For exam-
ple, the rules of thumb recommend settingmapred.reduce.tasks
(the number of reduce tasks in the job) to roughly0.9 times the
total number of reduce slots in the cluster. The rationale is to en-
sure that all reduce tasks run in one wave while leaving some slots
free for reexecuting failed or slow tasks. A more complex rule
of thumb setsio.sort.record.percentto 16

16+avg record size
based on

the average size of map output records. The rationale here involves
source-code details of Hadoop.

Figure 4 shows that the rule-of-thumb settings gave poor perfor-
mance. In fact, the rule-of-thumb settings for WordCount gave one
of its worst execution times:io.sort.mband io.sort.record.percent
were set too high. The interaction between these two parameters
was very different and more complex for TeraSort as shown in Fig-
ure 4(b). A higher setting forio.sort.mbleads to better performance
for certain settings of theio.sort.record.percentparameter, but hurts
performance for other settings. The complexity of the surfaces and
the failure of rules of thumb highlight the challenges a user faces
if asked to tune the parameters herself. Starfish’s job-level tuning
components—Profiler, Sampler, What-if Engine, and Just-in-Time
Optimizer—help automate this process.

Profiling Using Dynamic Instrumentation: The Profiler usesdy-
namic instrumentationto collect run-time monitoring information
from unmodified MapReduce programs running on Hadoop. Dy-
namic instrumentation has become hugely popular over the last few

years to understand, debug, and optimize complex systems [4]. The
dynamic nature means that there is zero overhead when instrumen-
tation is turned off; an appealing property in production deploy-
ments. The current implementation of the Profiler uses BTrace [2],
a safe and dynamic tracing tool for the Java platform.

When Hadoop runs a MapReduce job, the Starfish Profiler dy-
namically instruments selected Java classes in Hadoop to construct
a job profile. A profile is a concise representation of the job exe-
cution that captures information both at the task and subtask lev-
els. The execution of a MapReduce job is broken down into the
Map Phaseand theReduce Phase. Subsequently, the Map Phase is
divided into theReading, Map Processing, Spilling, andMerging
subphases. The Reduce Phase is divided into theShuffling, Sorting,
Reduce Processing, andWriting subphases. Each subphase repre-
sents an important part of the job’s overall execution in Hadoop.

The job profile exposes three views that capture various aspects
of the job’s execution:

1. Timings view:This view gives the breakdown of how wall-
clock time was spent in the various subphases. For exam-
ple, a map task spends time reading input data, running the
user-defined map function, and sorting, spilling, and merging
map-output data.

2. Data-flow view: This view gives the amount of data pro-
cessed in terms of bytes and number of records during the
various subphases.

3. Resource-level view:This view captures the usage trends of
CPU, memory, I/O, and network resources during the vari-
ous subphases of the job’s execution. Usage of CPU, I/O,
and network resources are captured respectively in terms of
the time spent using these resources per byte and per record
processed. Memory usage is captured in terms of the mem-
ory used by tasks as they run in Hadoop.

We will illustrate the benefits of job profiles and the insights gained
from them through a real example. Figure 5 shows the Timings
view from the profiles collected for the two configuration parame-
ter settings for WordCount shown in Table 1. We will denote the
execution of WordCount using the “Rules of Thumb” settings from
Table 1 as JobA; and the execution of WordCount using the “Based
on Job Profile” settings as JobB. Note that the same WordCount
MapReduce program processing the same input dataset is being run
in either case. The WordCount program uses aCombinerto per-
form reduce-style aggregation on the map task side for each spill
of the map task’s output. Table 1 shows that JobB runs 2x faster
than JobA.

Our first observation from Figure 5 is that the map tasks in JobB

completed on average much faster compared to the map tasks in Job
A; yet the reverse happened to the reduce tasks. Further exploration
of the Data-flow and Resource views showed that the Combiner
in Job A was processing an extremely large number of records,
causing high CPU contention. Hence, all the CPU-intensive op-
erations in JobA’s map tasks (executing the user-provided map
function, serializing and sorting the map output) were negatively
affected. Compared to JobA, the lower settings forio.sort.mb
and io.sort.record.percentin JobB led to more, but individually
smaller, map-side spills. Because the Combiner is invoked on these
individually smaller map-side spills in JobB, the Combiner caused
far less CPU contention in JobB compared to JobA.

On the other hand, the Combiner drastically decreases the amount
of intermediate data that is spilled to disk as well as transferred over
the network (shuffled) from map to reduce tasks. Since the map
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Figure 4: Response surfaces of MapReduce programs in Hadoop: (a) WordCount, with io.sort.mb∈ [50, 200] and
io.sort.record.percent∈ [0.05, 0.5] (b) TeraSort, with io.sort.mb ∈ [50, 200] and io.sort.record.percent∈ [0.05, 0.5] (c) TeraSort,
with io.sort.record.percent∈ [0.05, 0.5] and mapred.reduce.tasks∈ [27, 400]

Figure 5: Map and reduce time breakdown for two WordCount
jobs run with different settings of job configuration parameters

tasks in JobB processed smaller spills, the data reduction gains
from the Combiner were also smaller; leading to larger amounts
of data being shuffled and processed by the reducers. However,
the additional local I/O and network transfer costs in JobB were
dwarfed by the reduction in CPU costs.

Effectively, the more balanced usage of CPU, I/O, and network
resources in the map tasks of JobB improved the overall perfor-
mance of the map tasks significantly compared to JobA. Overall,
the benefit gained by the map tasks in JobB outweighed by far the
loss incurred by the reduce tasks; leading to the 2x better perfor-
mance of JobB compared to the performance of JobA.

Predicting Job Performance in Hadoop:The job profile helps in
understanding the job behavior as well as in diagnosing bottlenecks
during job execution for the parameter settings used. More impor-
tantly, given a new settingS of the configuration parameters, the
What-if Engine can use the job profile and a set of models that we
developed to estimate the new profile if the job were to be run using
S. This what-if capability is utilized by the Just-in-Time Optimizer
in order to recommend good parameter settings.

The What-if Engine is given four inputs when asked to predict
the performance of a MapReduce jobJ :

1. The job profile generated forJ by the Profiler. The profile
may be available from a previous execution ofJ . Otherwise,
the Profiler can work in conjunction with Starfish’s Sampler
to generate an approximate job profile efficiently. Figure 6
considers approximate job profiles later in this section.

2. The new settingS of the job configuration parameters using
which JobJ will be run.

3. The size, layout, and compression information of the input
dataset on which JobJ will be run. Note that this input
dataset can be different from the dataset used while gener-
ating the job profile.

4. The cluster setup and resource allocation that will be used to
run JobJ . This information includes the number of nodes
and network topology of the cluster, the number of map and
reduce task slots per node, and the memory available for each
task execution.

The What-if Engine uses a set ofperformance modelsfor predict-
ing (a) the flow of data going through each subphase in the job’s
execution, and (b) the time spent in each subphase. The What-if En-
gine then produces avirtual job profileby combining the predicted
information in accordance with the cluster setup and resource allo-
cation that will be used to run the job. The virtual job profile con-
tains the predicted Timings and Data-flow views of the job when
run with the new parameter settings. The purpose of the virtual
profile is to provide the user with more insights on how the job will
behave when using the new parameter settings, as well as to ex-
pand the use of the What-if Engine towards answering hypothetical
questions at the workflow and workload levels.

Towards Cost-Based Optimization:Table 1 shows the parameter
settings for WordCount and TeraSort recommended by an initial
implementation of the Just-in-Time Optimizer. The What-if En-
gine used the respective job profiles collected from running the jobs
using the rules-of-thumb settings. WordCount runs almost twice
as fast at the recommended setting. As we saw earlier, while the
Combiner reduced the amount of intermediate data drastically, it
was making the map execution heavily CPU-bound and slow. The
configuration setting recommended by the optimizer—with lower
io.sort.mband io.sort.record.percent—made the map tasks signif-
icantly faster. This speedup outweighed the lowered effectiveness
of the Combiner that caused more intermediate data to be shuffled
and processed by the reduce tasks.

These experiments illustrate the usefulness of the Just-in-Time
Optimizer. One of the main challenges that we are addressing
is in developing an efficient strategy to search through the high-
dimensional space of parameter settings. A related challenge is in
generating job profiles with minimal overhead. Figure 6 shows the
tradeoff between the profiling overhead (in terms of job slowdown)
and the average relative error in the job profile views when profil-
ing is limited to a fraction of the tasks in WordCount. The results
are promising but show room for improvement.

4. WORKFLOW-AWARE SCHEDULING
Cause and Effect of Unbalanced Data Layouts:Section 2.2 men-
tioned how interactions between the task scheduler and the policies
employed by the distributed filesystem can lead to unbalanced data
layouts. Figure 7 shows how even the execution of a single large
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Figure 6: (a) Relative job slowdown, and (b) relative error in
the approximate views generated as the percentage of profiled
tasks in a job is varied

Figure 7: Unbalanced data layout

job can cause an unbalanced layout in Hadoop. We ran a partition-
ing MapReduce job (similar to “Partition by age” shown in Figure
2) that partitions a 100GB TPC-H Lineitem table into four parti-
tions relevant to downstream workflow nodes. The data properties
are such that one partition is much larger than the others. All the
partitions are replicated once as done by default for intermediate
workflow data in systems like Pig [11]. HDFS ends up placing all
blocks for the large partition on the node (Datanode 14) where the
reduce task generating this partition runs.

A number of other causes can lead to unbalanced data layouts
rapidly or over time: (a) skewed data, (b) scheduling of tasks in
a data-layout-unaware manner as done by the Hadoop schedulers
available today, and (c) addition or dropping of nodes without run-
ning costly data rebalancing operations. (HDFS does not automat-
ically move existing data when new nodes are added.) Unbalanced
data layouts are a serious problem in big data analytics because
they are prominent causes of task failure (due to insufficient free
disk space for intermediate map outputs or reduce inputs) and per-
formance degradation. We observed a more than 2x slowdown for
a sort job running on the unbalanced layout in Figure 7 compared
to a balanced layout.

Unbalanced data layouts cause a dilemma for data-locality-aware
schedulers (i.e., schedulers that aim to move computation to the
data). Exploiting data locality can have two undesirable conse-
quences in this context: performance degradation due to reduced
parallelism, and worse, making the data layout further unbalanced
because new outputs will go to the over-utilized nodes. Figure 7
also shows how running a map-only aggregation on the large par-
tition leads to the aggregation output being written to the over-
utilized Datanode 14. The aggregation output was small. A larger
output could have made the imbalance much worse. On the other
hand, non-data-local scheduling (i.e., moving data to the computa-
tion) incurs the overhead of data movement. A useful new feature
in Hadoop will be to piggyback on such data movements to rebal-
ance the data layout.

Figure 8: Sort running time on the partitions

Figure 9: Partition creation time
We ran the same partitioning job with a replication factor of two

for the partitions. For our single-rack cluster, HDFS places the
second replica of each block of the partitions on a randomly-chosen
node. The overall layout is still unbalanced, but the time to sort
the partitions improved significantly because the second copy of
the data is spread out over the cluster (Figure 8). Interestingly, as
shown in Figure 9, the overhead of creating a second replica is very
small on our cluster (which will change if the network becomes the
bottleneck [11]).

Aside from ensuring that the data layout is balanced, other choices
are available such as collocating two or more datasets. Consider a
workflow consisting of three jobs. The first two jobs partition two
separate datasetsR andS (e.g., Users and GeoInfo from Figure
2) using the same partitioning function inton partitions each. The
third job, whose input consists of the outputs of the first two jobs,
performs an equi-join of the respective partitions fromR andS.
HDFS does not provide the ability to collocate the joining parti-
tions fromR andS; so a join job run in Hadoop will have to do
non-data-local reads for one of its inputs.

We implemented a new block placement policy in HDFS that
enables collocation of two or more datasets. (As an excellent ex-
ample of Hadoop’s extensibility, HDFS provides a pluggable inter-
face that simplifies the task of implementing new block placement
policies [9].) Figure 10 shows how the new policy gives a 22%
improvement in the running time of a partition-wise join job by
collocating the joining partitions.

Experimental results like those above motivate the need for a
Workflow-aware Scheduler that can run jobs in a workflow such
that the overall performance of the workflow is optimized. Work-
flow performance can be measured in terms of running time, re-
source utilization in the Hadoop cluster, and robustness to failures
(e.g., minimizing the need for cascading reexecution of tasks due to
node failure or data corruption) and transient issues (e.g., reacting
to the slowdown of a node due to temporary resource contention).
As illustrated by Figures 7–10, good layouts of the initial (base),
intermediate (temporary), and final (results) data in a workflow are
vital to ensure good workflow performance.

Workflow-aware Scheduling: A Workflow-aware Scheduler can
ensure that job-level optimization and scheduling policies are co-
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Figure 10: Respective execution times of a partition-wise join
job with noncollocated and collocated input partitions

ordinated tightly with the policies for data placement employed
by the underlying distributed filesystem. Rather than making de-
cisions that are locally optimal for individual MapReduce jobs,
Starfish’s Workflow-aware Scheduler makes decisions by consider-
ing producer-consumer relationships among jobs in the workflow.

Figure 11 gives an example of producer-consumer relationships
among three JobsP , C1, andC2 in a workflow. Analyzing these
relationships gives important information such as:

• What parts of the data output by a job are used by down-
stream jobs in the workflow? Notice from Figure 11 that the
three writer tasks of JobP generate filesFile1, File2, and
File3 respectively. (In a MapReduce job, the writer tasks are
map tasks in a map-only job, and reduce tasks otherwise.)
Each file is stored as blocks in the distributed filesystem.
(HDFS blocks are 64MB in size by default.)File1 forms the
input to JobC1, while File1 andFile2 form the input to Job
C2. SinceFile3 is not used by any of the downstream jobs,
a Workflow-aware Scheduler can configure JobP to avoid
generatingFile3.

• What is the unit of data-level parallelism in each job that
reads the data output by a job? Notice from Figure 11 that
the data-parallel reader tasks of JobC1 read and process one
data block each. However, the data-parallel reader tasks of
JobC2 read one file each. (In a MapReduce job in a work-
flow, the data-parallel map tasks of the job read the output
of upstream jobs in the workflow.) While not shown in Fig-
ure 11, jobs like the join in Figure 10 consist of data-parallel
tasks that each read a group of files output by upstream jobs
in the workflow. Information about the data-parallel access
patterns of jobs is vital to guarantee good data layouts that,
in turn, will guarantee an efficient mix of parallel and data-
local computation. ForFile2 in Figure 11, all blocks in the
file should be placed on the same node to ensure data-local
computation (i.e., to avoid having to move data to the compu-
tation). The choice forFile1, which is read by both JobsC1
andC2, is not so easy to make. The data-level parallelism is
at the block-level in JobC1, but at the file-level in JobC2.
Thus, the optimal layout ofFile1 from JobC1’s perspective
is to spreadFile1’s blocks across the nodes so thatC1’s map
tasks can run in parallel across the cluster. However, the op-
timal layout ofFile1 from JobC2’s perspective is to place
all blocks on the same node.

Starfish’s Workflow-aware Scheduler works in conjunction with the
What-if Engine and the Just-in-Time Optimizer in order to pick the
job execution schedule as well as the data layouts for a workflow.
The space of choices for data layout includes:

1. What block placement policy to use in the distributed filesys-
tem for the output file of a job? HDFS uses theLocal Write

Figure 11: Part of an example workflow showing producer-
consumer relationships among jobs

block placement policy which works as follows: the first
replica of any block is stored on the same node where the
block’s writer (a map or reduce task) runs. We have imple-
mented a newRound Robinblock placement policy in HDFS
where the blocks written are stored on the nodes of the dis-
tributed filesystem in a round robin fashion.

2. How many replicas to store—called thereplication factor—
for the blocks of a file? Replication helps improve perfor-
mance for heavily-accessed files. Replication also improves
robustness by reducing performance variability in case of
node failures.

3. What size to use for blocks of a file? For a very big file, a
block size larger than the default of 64MB can improve per-
formance significantly by reducing the number of map tasks
needed to process the file. The caveat is that the choice of the
block size interacts with the choice of job-level configuration
parameters likeio.sort.mb(recall Section 3).

4. Should a job’s output files be compressed for storage? Like
the use of Combiners (recall Section 3), the use of compres-
sion enables the cost of local I/O and network transfers to be
traded for additional CPU cost. Compression is not always
beneficial. Furthermore, like the choice of the block size, the
usefulness of compression depends on the choice of job-level
parameters.

The Workflow-aware Scheduler performs a cost-based search for a
good layout for the output data of each job in a given workflow.
The technique we employ here asks a number of questions to the
What-if Engine; and uses the answers to infer the costs and benefits
of various choices. The what-if questions asked for a workflow
consisting of the producer-consumer relationships among JobsP ,
C1, andC2 shown in Figure 11 include:

(a) What is the expected running time of JobP if the Round
Robin block placement policy is used forP ’s output files?

(b) What will the new data layout in the cluster be if the Round
Robin block placement policy is used forP ’s output files?

(c) What is the expected running time of JobC1 (C2) if its input
data layout is the one in the answer to Question (b)?
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Figure 12: Respective running times of (a) a partition job and
(b) a two-job workflow with the (default) Local Write and the
Round Robin block placement policies used in HDFS

(d) What are the expected running times of JobsC1 andC2 if
they are scheduled concurrently when JobP completes?

(e) Given the Local Write block placement policy and a repli-
cation factor of 1 for JobP ’s output, what is the expected
increase in the running time of JobC1 if one node in the
cluster were to fail duringC1’s execution?

These questions are answered by the What-if Engine based on a
simulation of the main aspects of workflow execution. This step in-
volves simulating MapReduce job execution, task scheduling, and
HDFS block placement policies. The job-level and cluster-level
information described in Section 3 is needed as input for the simu-
lation of workflow execution.

Figure 12 shows results from an experiment where the Workflow-
aware Scheduler was asked to pick the data layout for a two-job
workflow consisting of a partition job followed by a sort job. The
choice for the data layout involved selecting which block place-
ment policy to use between the (default) Local Write policy and the
Round Robin policy. The remaining choices were kept constant:
replication factor is 1, the block size is 128MB, and compression is
not used. The choice of collocation was not considered since it is
not beneficial to collocate any group of datasets in this case.

The Workflow-aware Scheduler first asks what-if questions re-
garding the partition job. The What-if Engine predicted correctly
that the Round Robin policy will perform better than the Local
Write policy for the output data of the partition job. In our cluster
setting on Amazon EC2, the local I/O within a node becomes the
bottleneck before the parallel writes of data blocks to other storage
nodes over the network. Figure 12(a) shows the actual performance
of the partition job for the two block placement policies.

The next set of what-if questions have to do with the performance
of the sort job for different layouts of the output of the partition job.
Here, using the Round Robin policy for the partition job’s output
emerges a clear winner. The reason is that the Round Robin policy
spreads the blocks over the cluster so that maximum data-level par-
allelism of sort processing can be achieved while performing data-
local computation. Overall, the Workflow-aware Scheduler picks
the Round Robin block placement policy for the entire workflow.
As seen in Figure 12(b), this choice leads to the minimum total run-
ning time of the two-job workflow. Use of the Round Robin policy
gives around 30% reduction in total running time compared to the
default Local Write policy.

5. OPTIMIZATION AND PROVISIONING
FOR HADOOP WORKLOADS

Workload Optimizer: Starfish’s Workload Optimizer represents
the workload as a directed graph and applies the optimizations listed
in Section 2.3 as graph-to-graph transformations. The optimizer

Figure 13: Processing multiple SPA workflow nodes on the
same input dataset

uses the What-if Engine to do a cost-based estimation of whether
the transformation will improve performance.

Consider the workflows that produce the results IV, V, and VI
in Figure 2. These workflows have a join of Users and Clicks in
common. The results IV, V, and VI can each be represented as a
Select-Project-Aggregate (SPA) expression over the join. Starfish
has an operator, called theJumbo operator, that can process any
number of logical SPA workflow nodes over the same table in a
single MapReduce job. (MRShare [14] and Pig [15] also support
similar operators.) Without the Jumbo operator, each SPA node
will have to be processed as a separate job. The Jumbo operator en-
ables sharing of all or some of the map-side scan and computation,
sorting and shuffling, as well as the reduce-side scan, computation,
and output generation. At the same time, the Jumbo operator can
help the scheduler to better utilize the bounded number of map and
reduce task slots in a Hadoop cluster.

Figure 13(a) shows an experimental result where three logical
SPA workflow nodes are processed on a 24GB dataset as: (a)Se-
rial , which runs three separate MapReduce jobs in sequence; (b)
Concurrent, which runs three separate MapReduce jobs concur-
rently; (c) using the Jumbo operator to share the map-side scans
in the SPA nodes; and (d) using the Jumbo operator to share the
map-side scans as well as the intermediate data produced by the
SPA nodes. Figure 13(a) shows that sharing the sorting and shuf-
fling of intermediate data, in addition to sharing scans, provides
additional performance benefits.

Now consider the workflows that produce results I, II, IV, and
V in Figure 2. These four workflows have filter conditions on
the age attribute in the Users dataset. Running a MapReduce job
to partition Users based on ranges of age values will enable the
four workflows to prune out irrelevant partitions efficiently. Figure
13(b) shows the results from applying partition pruning to the same
three SPA nodes from Figure 13(a). Generating the partitions has
significant overhead—as seen in Figure 13(b)—but possibilities ex-
ist to hide or reduce this overhead by combining partitioning with a
previous job like data copying. Partition pruning improves the per-
formance of all MapReduce jobs in our experiment. At the same
time, partition pruning decreases the performance benefits provided
by the Jumbo operator. These simple experiments illustrate the in-
teractions among different optimization opportunities that exist for
Hadoop workloads.

Elastisizer: Users can now leverage pay-as-you-go resources on
the cloud to meet their analytics needs. Amazon Elastic MapRe-
duce allows users to instantiate a Hadoop cluster on EC2 nodes,
and run workflows. The typical workflow on Elastic MapReduce
accesses data initially from S3, does in-cluster analytics, and writes
final output back to S3 (Figure 2). The cluster can be released when
the workflow completes, and the user pays for the resources used.
While Elastic MapReduce frees users from setting up and main-
taining Hadoop clusters, the burden of cluster provisioning is still
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Figure 14: Workload performance under various cluster and Hadoop configurations on Amazon Elastic MapReduce

Figure 15: Performance Vs. pay-as-you-go costs for a workload on Amazon Elastic MapReduce

on the user. Specifically, users have to specify the number and type
of EC2 nodes (from among 10+ types) as well as whether to copy
data from S3 into the in-cluster HDFS. The space of provisioning
choices is further complicated by Amazon Spot Instances which
provide a market-based option for leasing EC2 nodes. In addition,
the user has to specify the Hadoop-level as well as job-level con-
figuration parameters for the provisioned cluster.

One of the goals of Starfish’s Elastisizer is to automatically deter-
mine the best cluster and Hadoop configurations to process a given
workload subject to user-specified goals (e.g., on completion time
and monetary costs incurred). To illustrate this problem, Figure 14
shows how the performance of a workloadW consisting of a sin-
gle workflow varies across different cluster configurations (number
and type of EC2 nodes) and corresponding Hadoop configurations
(number of concurrent map and reduce slots per node).

The user could have multiple preferences and constraints for the
workload, which poses a multi-objective optimization problem. For
example, the goal may be to minimize the monetary cost incurred to
run the workload, subject to a maximum tolerable workload com-
pletion time. Figures 15(a) and 15(b) show the running time as well
as cost incurred on Elastic MapReduce for the workloadW for dif-
ferent cluster configurations. Some observations from the figures:
• If the user wants to minimize costs subject to a completion time

of 30 minutes, then the Elastisizer should recommend a cluster
of four m1.large EC2 nodes.

• If the user wants to minimize costs, then two m1.small nodes
are best. However, the Elastisizer can suggest that by paying
just 20% more, the completion time can be reduced by 2.6x.

To estimate workload performance for various cluster configura-
tions, the Elastisizer invokes the What-if Engine which, in turn,
uses a mix of simulation and model-based estimation. As dis-
cussed in Section 4, the What-if Engine simulates the task schedul-
ing and block-placement policies over a hypothetical cluster, and
uses performance models to predict the data flow and performance
of the MapReduce jobs in the workload. The latest Hadoop release
includes a Hadoop simulator, calledMumak, that we initially at-

tempted to use in the What-if Engine. However, Mumak needs a
workload execution trace for a specific cluster size as input, and
cannot simulate workload execution for a different cluster size.

6. RELATED WORK AND SUMMARY
Hadoop is now a viable competitor to existing systems for big

data analytics. While Hadoop currently trails existing systems in
peak query performance, a number of research efforts are address-
ing this issue [1, 7, 10]. Starfish fills a different void by enabling
Hadoop users and applications to get good performance automat-
ically throughout the data lifecycle in analytics; without any need
on their part to understand and manipulate the many tuning knobs
available. A system like Starfish is essential as Hadoop usage con-
tinues to grow beyond companies like Facebook and Yahoo! that
have considerable expertise in Hadoop. New practitioners of big
data analytics like computational scientists and systems researchers
lack the expertise to tune Hadoop to get good performance.

Starfish’s tuning goals and solutions are related to projects like
Hive, Manimal, MRShare, Nectar, Pig, Quincy, and Scope [3, 8, 14,
15, 18]. The novelty in Starfish’s approach comes from how it fo-
cusessimultaneouslyon different workload granularities—overall
workload, workflows, and jobs (procedural and declarative)—as
well as across various decision points—provisioning, optimization,
scheduling, and data layout. This approach enables Starfish to han-
dle the significant interactions arising among choices made at dif-
ferent levels.
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APPENDIX

A. STARFISH’S VISUALIZER
When a MapReduce job executes in a Hadoop cluster, a lot of in-

formation is generated including logs, counters, resource utilization
metrics, and profiling data. This information is organized, stored,
and managed by Starfish’s Metadata Manager in a catalog that can
be viewed using Starfish’sVisualizer. A user can employ the Vi-
sualizer to get a deep understanding of a job’s behavior during ex-
ecution, and to ultimately tune the job. Broadly, the functionality
of the Visualizer can be categorized intoTimeline views, Data-flow
views, andProfile views.

A.1 Timeline Views
Timeline views are used to visualize the progress of a job exe-

cution at the task level. Figure 16 shows the execution timeline of
map and reduce tasks that ran during a MapReduce job execution.
The user can observe information like how many tasks were run-
ning at any point in time on each node, when each task started and
ended, or how many map or reduce waves occurred. The user is
able to quickly spot any variance in the task execution times and

discover potential load balancing issues.
Moreover, Timeline views can be used to compare different ex-

ecutions of the same job run at different times or with different
parameter settings. Comparison of timelines will show whether
the job behavior changed over time as well as help understand the
impact that changing parameter settings has on job execution. In
addition, the Timeline views support aWhat-if mode using which
the user can visualize what the execution of a job will be when run
using different parameter settings. For example, the user can deter-
mine the impact of decreasing the value ofio.sort.mbon map task
execution. Under the hood, the Visualizer invokes the What-if En-
gine to generate a virtual job profile for the job in the hypothetical
setting (recall Section 3).

A.2 Data-flow Views
The Data-flow views enable visualization of the flow of data

among the nodes and racks of a Hadoop cluster, and between the
map and reduce tasks of a job. They form an excellent way of iden-
tifying data skew issues and realizing the need for a better parti-
tioner in a MapReduce job. Figure 17 presents the data flow among
the nodes during the execution of a MapReduce job. The thickness
of each line is proportional to the amount of data that was shuffled
between the corresponding nodes. The user also has the ability to
specify a set of filter conditions (see the left side of Figure 17) that
allows her to zoom in on a subset of nodes or on the large data
transfers. An important feature of the Visualizer is theVideo mode
that allows users to play back a job execution from the past. Us-
ing the Video mode (Figure 17), the user can inspect how data was
processed and transfered between the map and reduce tasks of the
job, and among nodes and racks of the cluster, as time went by.

A.3 Profile Views
In Section 3, we saw how a job profile contains a lot of useful

information like the breakdown of task execution timings, resource
usage, and data flow per subphase. The Profile views help visualize
the job profiles, namely, the information exposed by the Timings,
Data-flow, and Resource-level views in a profile; allowing an in-
depth analysis of the task behavior during execution. For example,
Figure 5 shows parts of two Profile views that display the break-
down of time spent on average in each map and reduce task for two
WordCount job executions. JobA was run using the parameter set-
tings as specified by rules of thumb, whereas JobB was run using
the settings recommended by the Just-in-time Optimizer (Table 1
in Section 3). The main difference caused by the two settings was
more, but smaller, map-side spills for JobB compared to JobA.

We can observe that the map tasks in JobB completed on av-
erage much faster compared to the map tasks in JobA; yet the
reverse happened to the reduce tasks. The Profile views allow us to
see exactly which subphases benefit the most from the parameter
settings. It is obvious from Figure 5 that the time spent perform-
ing the map processing and the spilling in JobB was significantly
lower compared to JobA.

On the other hand, the Combiner drastically decreases the amount
of intermediate data spilled to disk (which can be observed in the
Data-flow views not shown here). Since the map tasks in JobB

processed smaller spills, the reduction gains from the Combiner
were also smaller; leading to larger amounts of data being shuffled
and processed by the reducers. The Profile views show exactly how
much more time was spent in JobB for shuffling and sorting the
intermediate data, as well as performing the reduce computation.
Overall, the benefit gained by the map tasks in JobB outweighed
by far the loss incurred by the reduce tasks, leading to a 2x better
performance than JobA.
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Figure 16: Execution timeline of the map and reduce tasks of a MapReduce job

Figure 17: Visual representation of the data-flow among the Hadoop nodes during a MapReduce job execution
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ABSTRACT
We consider a class of workflows, which we call generalized map
and reduce workflows (GMRWs), where input data sets are pro-
cessed by an acyclic graph of map and reduce functions to pro-
duce output results. We show how data provenance (also some-
times called lineage) can be captured for map and reduce functions
transparently. The captured provenance can then be used to sup-
port backward tracing (finding the input subsets that contributed to
a given output element) and forward tracing (determining which
output elements were derived from a particular input element). We
provide formal underpinnings for provenance in GMRWs, and we
identify properties that are guaranteed to hold when provenance is
applied recursively. We have built a prototype system that supports
provenance capture and tracing as an extension to Hadoop. Our
system uses a wrapper-based approach, requiring little if any user
intervention in most cases, and retaining Hadoop’s parallel execu-
tion and fault tolerance. Performance numbers from our system are
reported.

1. INTRODUCTION
Data-oriented workflows are graphs where nodes denote data-

set transformations, and edges denote the flow of data input to and
output from the transformations. Such workflows are common in,
e.g., scientific data processing [8, 14, 23] and information extrac-
tion [22]. A special case of such workflows is what we refer to
as generalized map and reduce workflows (GMRWs), in which all
transformations are either map or reduce functions [3, 15]. Our
setting is more general than conventional MapReduce jobs, which
have just one map function followed by one reduce function; rather
we consider any acyclic graph of map and reduce functions.

In data-oriented workflows, it can be useful to track data prove-
nance (also sometimes called lineage), capturing how data ele-
ments are processed through the workflow [1, 8, 11, 23]. Prove-
nance supports backward tracing (finding the input subsets that
contributed to a given output element) and forward tracing (deter-
mining which output elements were derived from a particular input
element). Backward tracing can be useful for, e.g., debugging and
drilling-down, while forward tracing can be useful for, e.g., track-
ing error propagation. In addition, provenance can form the basis
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for incremental maintenance [16] and selective refresh [18].
In this paper, we explore data provenance for forward and back-

ward tracing in GMRWs. In particular, we will see that the spe-
cial case of workflows where all transformations are map or reduce
functions allows us to define, capture, and exploit provenance more
easily and efficiently than for general data-oriented workflows. We
will also see that provenance can be captured for both map and
reduce functions transparently using wrappers in Hadoop [3].

There has been a large body of work in provenance, including for
general workflows (Section 1.1). Although map and reduce func-
tions as data transformations have become increasingly popular, we
are unaware of any work that focuses specifically on provenance for
GMRWs. Provenance can be defined naturally for individual map
and reduce functions, but it turns out to be a challenge to iden-
tify properties that hold when one-level provenance is applied re-
cursively through a workflow. Also, we explore the overhead of
provenance capture and the cost of provenance tracing. Our goal
is to enable efficient provenance tracing in GMRWs while keeping
the capture overhead low. Overall, our contributions are as follows:
• After establishing foundations in Section 2, in Section 3 we

define provenance for individual map and reduce functions. We
then identify properties that hold when one-level provenance is
applied recursively through a GMRW.
• Section 4 describes how provenance can be captured and stored

during workflow execution, and it specifies backward and for-
ward tracing procedures using provenance.
• We have built a system called RAMP (Reduce And Map Prove-

nance) that implements the concepts in this paper. Section 5
describes the implementation of RAMP as an extension to
Hadoop. RAMP wraps Hadoop components automatically, re-
quiring little if any user intervention, and retaining Hadoop’s
parallel execution and fault tolerance.
• Section 6 reports performance results using RAMP on the time

and space overhead of capturing provenance, and discusses the
cost of provenance tracing in our current system.

In Section 7, we conclude and discuss future work, including how
we can incorporate SQL processing into GMRWs with provenance.

1.1 Related Work
Obviously there has been tremendous interest recently in high-

performance parallel data processing specified via map and reduce
functions, e.g., [3, 15, 27]. In addition, higher-level platforms have
been built on top of these systems to make data-parallel program-
ming easier, e.g., [9, 20, 24]. Regardless of which level they op-
erate on, none of these systems or frameworks provides explicit
functionality or even formal underpinnings for provenance.

At the same time, there has been a large body of work in lineage
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Figure 1: Movie sentiment workflow example.

and provenance over the past two decades, surveyed in, e.g., [8,
11, 23]. Provenance specifically in the data-oriented workflow set-
ting is considered by [1, 2, 7, 10, 12, 17, 18, 19, 26], among others.
However, none of this work considers the specific case of GMRWs,
whose special properties and opportunities in the context of prove-
nance are the focus of this paper.

Reference [12]—our own work from the distant past—is per-
haps most related. It provides a hierarchy of transformation types
relevant to provenance; each transformation is placed in the hierar-
chy by its creator to make provenance tracing as efficient as possi-
ble. Our map and reduce functions fall into the hierarchy, but they
are specific enough that we can capture provenance automatically
using a wrapper-based approach. Also, while [12] allows acyclic
graphs of transformations, it does not investigate behavioral proper-
ties when provenance is traced recursively through them. We show
in this paper that recursive provenance tracing can yield ill-behaved
results in certain subtle cases. Finally, in this paper we consider
the overhead incurred gathering extra information during workflow
execution to facilitate provenance tracing, a topic not considered
in [12].

1.2 Running Example
As a simplified example GMRW that serves primarily to illus-

trate our definitions and techniques, consider the workflow shown
in Figure 1, used to gauge public opinion on movies. The inputs
to the workflow are data sets Tweets and Diggs, containing user
postings collected from Twitter and Digg, respectively. (Note we
consider batch processing of data sets, not continuous stream pro-
cessing.) The workflow involves the following transformations:
• Map functions TweetScan and DiggScan analyze the postings

in data sets Tweets and Diggs, looking for postings that con-
tain a single movie title and one or more positive or negative
adjectives. For each such posting, a key-value pair is emitted
to TwitterMovies (TM) or DiggMovies (DM), where the key is
the title of the movie, and the value is a rating between 1 and
10 based on the combination of adjectives appearing.
• Reduce function Aggregate computes the number of ratings

and the median rating for each movie title, producing data set
AggMovies (AM).
• Map function Filter copies to GoodMovies those movies with

at least 1000 ratings and a median rating of 6 or higher, and
copies to BadMovies those movies with at least 1000 ratings
and a median rating of 5 or lower.

As a simple example of how provenance might be useful in this
workflow, suppose we are surprised to see that Twilight is in Good-
Movies. Tracing provenance back one level to AggMovies, we see
that Twilight has a median rating of 9, with over 1000 ratings. Fur-
ther tracing provenance all the way back to the original postings,
we sample usernames of Twilight fans. By reading other postings
by these fans, we infer that teenage girls in particular have been
flooding social media sites with raves for Twilight.

2. TRANSFORMATIONS & WORKFLOWS
Let a data set be any set of data elements. We assume every

element has a unique identifier (discussed later). Thus, there are

no duplicates in any data set. A transformation T is any procedure
that takes one or more data sets as input and produces one or more
data sets as output. A workflow is a directed acyclic graph, where
nodes are transformations, and each edge is annotated with a data
set.

In generalized map and reduce workflows, the two types of trans-
formations are map functions and reduce functions. For now, we
consider map and reduce functions with just one input set and one
output set; Section 2.2 explains how multiple input and output sets
are handled.

Map Functions. As in the MapReduce framework, a map function
M produces zero or more output elements independently for each
element in its input set I: M(I) =

S
i∈I M({i}). In practice,

programmers in the MapReduce framework are not prevented from
writing map functions that buffer the input or otherwise use “side-
effect” temporary storage, resulting in behavior that violates this
pure definition of a map function. In this paper, we assume pure
map functions.

Reduce Functions. A reduce function R takes an input data set I
in which each element is a key-value pair, and returns zero or more
output elements independently for each group of elements in I with
the same key: Let k1, . . . , kn be all of the distinct keys in I . Then
R(I) =

S
1≤j≤n R(Gj), where each Gj consists of all key-value

pairs in I with key kj . Similar to map functions, we consider only
pure reduce functions, i.e., those satisfying this definition. In the
remainder of the paper, we use G1, .., Gn to denote the key-based
groups of a reduce function’s input set I .

2.1 Transformation Properties
We now list some properties that are relevant for provenance.

Deterministic Functions. We assume that all functions are deter-
ministic: Each map and reduce function returns the same output set
when given the same input set. Again, programmers in the MapRe-
duce framework are not prevented from creating nondeterministic
functions, but we assume determinism in this paper.

Multiplicity for Map Functions. We say that a map functionM is
one-one if for any input set I , each element in I produces at most
one output element: For all i ∈ I , |M({i})| ≤ 1. Otherwise, the
map function is one-many. In our running example, TweetScan,
DiggScan, and Filter are all one-one.

Multiplicity for Reduce Functions. We say that a reduce function
R is many-one if for any input set I , each key-based group Gj of I
returns at most one output element: |R(Gj)| ≤ 1. Otherwise, the
reduce function is many-many. In our running example, Aggregate
is many-one.

Monotonicity. We say that a transformation T is monotonic if for
any input sets I and I ′ with I ⊆ I ′, then T (I) ⊆ T (I ′). Note
that map functions are always monotonic, but some reduce func-
tions are nonmonotonic. In our running example, Aggregate is
nonmonotonic. An example of a monotonic reduce function is one
that simply returns the key for all groups above a certain size.

A thorough analysis of transformation properties in the context
of provenance was developed in [12]. When we place the map and
reduce functions we consider into the hierarchy of that paper, our
provenance definitions (Section 3) are consistent with the defini-
tions in [12].

2.2 Union and Split Transformations
So far we have assumed map and reduce functions have a single

input data set and single output data set. In practice, functions in
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Figure 3: Modified movie workflow example with ill-behaved provenance.

the MapReduce framework can have multiple input data sets, but
logically they union their input sets and then perform the function.
Similarly, a map or reduce function with multiple output sets is log-
ically equivalent to a function that outputs one large set, then splits
it into multiple separate output sets. For our analysis in Section 3, it
is preferable to model all map and reduce functions as single-input
and single-output. Thus, we logically add union and split transfor-
mations to GMRWs, without changing their behavior.

A union transformation takes input data sets I1, . . . , Im and cre-
ates output setO = I1∪. . .∪Im. A split transformation takes input
set I and creates output setsO1, .., Or , withO1∪. . .∪Or = I . For
split, we assume that output sets are both deterministic and context-
independent, i.e., each i ∈ I is in the same Ok regardless of other
elements in I .

Recall we assume all of our data sets have unique identifiers. We
further assume identifiers are made globally unique, so ∪ in the
above definitions is always disjoint union. Figure 2 adds union and
split transformations to our running example.

3. PROVENANCE
Given a transformation instance T (I) = O for a given input set

I , and an output element o ∈ O, provenance should identify the
input subset I∗ ⊆ I containing those elements that contributed to
o’s derivation. First we define provenance for each transformation
type, then we show how this “one-level” provenance is used to de-
rive workflow provenance.

Provenance for single transformations is straightforward and in-
tuitive:
• Map Provenance. Given a map function M , the provenance

of an output element o ∈ M(I) is the input element i that
produced o, i.e., o ∈M({i}).
• Reduce Provenance. Given a reduce function R, the prove-

nance of an output element o ∈ R(I) is the group Gj ⊆ I that
produced o, i.e., o ∈ R(Gj).
• Union Provenance. Given a union transformationU , the prove-

nance of an output element o ∈ U(I1, . . . , Im) = I1∪ . . .∪Im

is the corresponding input element i in some Ik, where i = o.
(Recall from Section 2.2 that ∪ is guaranteed to be a disjoint
union.)
• Split Provenance. Given a split transformation S where S(I) =

(O1, . . . , Or) and I = O1 ∪ . . . ∪ Or , the provenance of an
output element o ∈ Ok is the corresponding element i ∈ I ,
where i = o.

The provenance of an output subsetO∗ ⊆ O is simply the union of
the provenance for all elements o ∈ O∗.

Now suppose we have a GMRW, and we would like the prove-
nance of an output element in terms of the initial inputs to the work-
flow. For our recursive definition, we more generally define the

provenance of any data element involved in the workflow—input,
intermediate, or output.

DEFINITION 3.1 (GMRW PROVENANCE). Consider a GMRW
W with initial inputs I1, . . . , Im and any data element e. The
provenance of e inW , denotedPW (e), is anm-tuple (I∗1 , . . . , I

∗
m),

where I∗1 ⊆ I1, . . . , I
∗
m ⊆ Im. If e is an initial input element, i.e.,

e ∈ Ik, then PW (e) = {e}. Otherwise, let T be the transforma-
tion that output e. Let PT (e) be the one-level provenance of e with
respect to T as defined above. Then PW (e) =

S
e′∈PT (e) PW (e′).

2

Having defined GMRW provenance in the intuitive way, we would
like to make sure it gives us something meaningful. Specifically,
we desire the following “replay” property.

PROPERTY 3.1 (REPLAY PROPERTY). Consider an output
element o, and let PW (o) = (I∗1 , . . . , I

∗
m) be the provenance of

o in workflow W . If we run I∗1 , . . . , I
∗
m through W , denoted

W (I∗1 , . . . , I
∗
m), then o is part of the result: o ∈ W (I∗1 , . . . , I

∗
m).

2

The replay property holds for our running example and for a very
large class of GMRWs, but unfortunately it does not hold all the
time. Suppose our running example is changed in the following
two ways (shown in Figure 3):
• TweetScan may output more than one element when a tweet

discusses multiple movies, i.e., TweetScan is now one-many.
• Output GoodMovies (GM) is input to an additional reduce

function CountByRating, which emits the number of movies
for each good median rating 6–10.

Using the modified workflow, here is a scenario where the replay
property does not hold. Suppose Tweets consists of three tweets:
tweet t1 produces ratings (Inception,8) and (Twilight,8); tweet t2
produces rating (Twilight,2); tweet t3 produces rating (Twilight,5).
Let Diggs be empty. Dropping the 1000 ratings requirement, for
these input data sets, output RatingCount contains (rating:8,count:1)
based on Inception with median rating 8, while output BadMovies
contains (Twilight) with median rating 5.

Based on Definition 3.1, for the output element o = (rating:8,count:1)
in RatingCount, we get PW (o) = {t1}, which agrees with our
intuition since t1 contains all of the elements in Tweets related
to those movies with a median rating of 8 (just Inception). How-
ever, suppose we reran the workflow on o’s provenance, i.e., using
tweet t1 only. The result in output RatingCount is the “incorrect”
value (rating:8,count:2). Only one of the three ratings for Twilight
is used, therefore its median is also computed as 8. In terms of our
formalism, o /∈W (PW (o)).

Let us try to understand what characteristics of the example work-
flow caused the replay property to be violated. When TweetScan
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is rerun on PW (o) = {t1}, it produces an element e = (Twilight,8)
that is irrelevant to the provenance of the output element we’re in-
terested in. Such extraneous elements can be produced only by one-
many map or many-many reduce functions. When reduce function
Aggregate is run on the two elements produced by tweet t1, the
correct median (Inception,8) is produced, but so is incorrect me-
dian (Twilight,8), since not all data for Twilight is being processed
by the workflow. The incorrect median wouldn’t be harmful on its
own, but when it is combined with the correct median in the Count-
ByRating transformation, an incorrect output is produced. Note
that if either reduce function Aggregate or CountByRating were
monotonic, the problem would not have occurred: If Aggregate
were monotonic, it could not produce an incorrect output value,
since it is operating on a subset of the correct input. If Count-
ByRating were monotonic, then extra input could only create ad-
ditional output, not eliminate the correct output.

It turns out that the specific pattern of three (or more) transfor-
mations with certain properties, as exhibited by the above example,
is the only case in which rerunning a workflow on the provenance
of an output element o is not guaranteed to produce o. We prove
the following theorem in Appendix A.

THEOREM 3.1. Consider a GMRW W composed of transfor-
mations T1, . . . , Tn, with initial inputs I1, . . . , Im. Let o be any
output element, and consider PW (o) = (I∗1 , . . . , I

∗
m).

1. If all map and reduce functions in W are one-one or many-
one, respectively, then o = W (I∗1 , . . . , I

∗
m). (Note this result

is stronger than the general o ∈W (I∗1 , . . . , I
∗
m).)

2. If there is at most one nonmonotonic reduce function in W ,
then o ∈W (I∗1 , . . . , I

∗
m). 2

In fact, for the replay property o ∈ W (I∗1 , . . . , I
∗
m) to be violated,

the one-many map or many-many reduce function must precede the
two nonmonotonic reduce functions in the workflow.

For workflows not satisfying Theorem 3.1, the recursive defi-
nition of provenance still yields an intuitive result. However, we
believe it is important to be able to rerun a workflow on an output
element’s provenance—and get the output element in the result—as
part of the use of provenance for debugging purposes. (Provenance-
based selective refresh [18], comprised of backward tracing fol-
lowed by forward propagation, requires a similar property. Our ap-
proach to selective refresh for arbitrary workflows in [18] would
deem this example workflow “unsafe” and disallow it.) In the
GMRW context, we can automatically augment any ill-behaved
workflow W with extra filters that ensure o ∈ W (PW (o)) for any
output element o. This result is formalized in the following Corol-
lary, proved in Appendix B.

COROLLARY 3.1. Consider a GMRW W composed of trans-
formations T1, . . . , Tn, with initial inputs I1, . . . , Im. Let o be
any output element, and consider PW (o) = (I∗1 , . . . , I

∗
m). Let

W ∗ be constructed from W by replacing all nonmonotonic reduce
functions Tj with Tj ◦ σj , where σj is a filter that removes all ele-
ments from the output of Tj that were not in the output of Tj when
W (I1, . . . , Im) was run originally.1 Then o ∈W ∗(PW (o)). 2

4. PROVENANCE CAPTURE & TRACING
In this section we describe, at an abstract level, how provenance

according to our definitions can be captured and stored during work-
flow execution. We also give algorithms for forward and backward
1We assume all intermediate/output data sets have been stored for
provenance-tracing purposes; see Section 4.

tracing. The next section will give details of our actual implemen-
tation as an extension to Hadoop. For now let us assume that all
input, intermediate, and output data sets are persistent, although
we will see in Section 5 that our Hadoop implementation discards
certain intermediate data sets.

Capturing and storing provenance according to our definitions is
straightforward: For map functions, we extract the unique identi-
fier (ID) of each input element that produces one or more output
elements, and we add that ID to each of the output elements. For
reduce functions, we keep track of the grouping key for each in-
put group, and we add that key to each output element produced
by the group. In Section 5, we describe in more detail how our
Hadoop implementation wraps map and reduce functions automat-
ically to emit these extra fields during execution. Recall that we
introduced union and split operations in Section 2.2 for the pur-
poses of analysis. In reality, these operations are incorporated into
map and reduce functions and do not affect our capture and storage
scheme.

Now consider backward tracing. The following algorithm im-
plements the recursive definition of provenance given in Section 3.

ALGORITHM 4.1 (BACKWARD TRACING). Consider a GMRW
W with initial inputs I1, . . . , Im. Recursive function backward trace
returns the provenance of a set E of data elements from a single in-
put, intermediate, or output data set:

backward trace(E,W, {I1, . . . , Im}) :
if E ⊆ Ik for 1 ≤ k ≤ m then return E;
else { T ← transformation that output the set containing E;

if T is a map function
then E′ ← input elements to T with ID that annotates

an element in E;
if T is a reduce function

then E′ ← input elements to T with grouping key that
annotates an element in E;

E′1, . . . E
′
n ← E′ partitioned by input sets;

I∗ ← ∅;
for i = 1..n do
I∗ ← I∗∪ backward trace(E′i,W, {I1, . . . , Im});

return I∗; }}

For forward tracing, the overall algorithm is simply the converse
of backward tracing:

ALGORITHM 4.2 (FORWARD TRACING). Consider a GMRW
W with final outputs O1, . . . , Or , and any set E of data elements
from a single input, intermediate, or output data set. Algorithm for-
ward trace returns the output elements derived from any element in
E:

forward trace(E,W, {O1, . . . , Or}) :
if E ⊆ Ok for 1 ≤ k ≤ r then return E;
else { T ← transformation that processes E;

if T is a map function
then E′ ← output elements from T with ID

corresponding to an element in E;
if T is a reduce function

then E′ ← output elements from T with grouping key
corresponding to an element in E;

E′1, . . . E
′
n ← E′ partitioned by output sets;

O∗ ← ∅;
for i = 1..n do
O∗ ← O∗∪ forward trace(E′i,W, {O1, . . . , Or});

return O∗;}
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5. RAMP SYSTEM
We have built a system called RAMP (Reduce And Map Prove-

nance) implementing provenance for GMRWs as described in this
paper. RAMP is built as an extension to Hadoop [3]. Because the
basic execution unit in Hadoop is a MapReduce job consisting of
one map function followed by one reduce function, in the work-
flows supported by RAMP, each transformation is a MapReduce
job. Specifically, a GMRW is implemented as a MapReduce work-
flow in RAMP:
1. If the GMRW contains a map function followed by a re-

duce function, the two transformations are treated as a single
MapReduce job in RAMP. In particular, no intermediate data is
stored between the map and reduce functions.

2. Map functions in the GMRW that are not followed by a reduce
function are treated as a MapReduce job without a reduce func-
tion.

3. Reduce functions in the GMRW that are not preceded by a map
function are treated as a MapReduce job with the identity map
function.

In other respects, RAMP captures and traces provenance as dis-
cussed in Section 4.

RAMP’s approach to provenance capture is wrapper-based and
transparent to Hadoop, retaining Hadoop’s parallel execution and
fault tolerance. Furthermore, users need not be aware of prove-
nance capture while writing MapReduce jobs—wrapping is auto-
matic, and RAMP stores provenance separately from the input and
output data.

When input and output data sets are stored in files, RAMP pro-
vides efficient default schemes for assigning element IDs and stor-
ing provenance; these schemes are described in Section 5.3. For
other settings, RAMP allows users to define custom ID and storage
schemes.

We discuss how RAMP performs provenance capture and tracing
in Sections 5.1 and 5.2, respectively. These sections do not assume
RAMP’s default implementation for file input and output, which is
discussed in Section 5.3.

5.1 Provenance Capture
Recall from Section 4 that all intermediate data between transfor-

mations is stored, and provenance is captured one transformation
at a time. As described above, in the MapReduce workflows sup-
ported by RAMP, each transformation is a MapReduce job. Thus,
this section describes how provenance is captured for a single MapRe-
duce job. Section 5.2 explains how RAMP uses the captured prove-
nance to support provenance tracing through arbitrary workflows
comprised of multiple MapReduce jobs.

In Hadoop, all data elements are assumed to be key/value pairs.
When running a MapReduce job consisting of a map function and a
reduce function, the map output elements are grouped by their key
before being processed by the reduce function. Otherwise, keys are
simply part of the data.

Hadoop users supply the following five components to define a
MapReduce job [5]:
• Record-reader: Reads the input data and parses it into input

key/value pairs for the mapper.
• Mapper: Defines the map function.
• Combiner: Defines partial aggregation by key (optional).
• Reducer: Defines the reduce function.
• Record-writer: Writes output key/value pairs from the reducer

in a specified output format.

RAMP implements the provenance capture scheme from Section 4
by wrapping all of these components. For presentation purposes,
we consider MapReduce jobs without a combiner; the extension
for combiners is straightforward. We also assume all MapReduce
jobs do have a reducer; RAMP’s extension for map-only jobs is
similarly straightforward.

5.1.1 Map functions
For map functions, RAMP adds to each map output element a

unique ID for the input element that generated the output element.
Specifically, RAMP annotates the value part of the map output ele-
ment, allowing Hadoop to correctly group the map output elements
by key for the reduce function.

The following procedure specifies how RAMP wraps the record-
reader and mapper to perform ID annotation (Figure 4).

PROCEDURE 5.1 (WRAPPING A MAP FUNCTION).

1. The record-reader assigns a unique ID p to the input element
(ki, vi) that it emits.

2. The record-reader’s wrapper emits (ki, 〈vi, p〉).
3. The mapper’s wrapper takes (ki, 〈vi, p〉) as input and feeds

(ki, vi) to the mapper.
4. For each mapper output (km, vm), the mapper’s wrapper emits

(km, 〈vm, p〉). 2

No provenance is actually stored at this point; provenance storage is
performed by the wrapped reducer and record-writer, as explained
next.

5.1.2 Reduce functions
For reduce functions, RAMP stores the reduce provenance as a

mapping from a unique ID for each output element (ko, vo) to the
grouping key km that produced (ko, vo). It simultaneously stores
the map provenance as a mapping from the grouping key km to
the input element ID pj’s. By storing map provenance after the
map output elements have been grouped, RAMP allows all input
element IDs corresponding to the same grouping key to be stored
together. Since the grouping key km merely joins the map and
reduce provenance, km is replaced with an integer ID km

ID .
The following procedure describes how RAMP wraps the re-

ducer and record-writer (Figure 5).

PROCEDURE 5.2 (WRAPPING A REDUCE FUNCTION).

1. The reducer’s wrapper iterates over all annotated map output el-
ements (km, 〈vm

j , pj〉)’s with the same key km and feeds each
(km, vm

j ) to the reducer.
2. While feeding the reducer, the reducer’s wrapper stores the map

provenance (km
ID, pj)’s.

3. For each reducer output (ko, vo), the reducer’s wrapper emits
(ko, 〈vo, km

ID〉) to the record-writer’s wrapper.
4. The record-writer’s wrapper takes (ko, 〈vo, km

ID〉) as input and
feeds (ko, vo) to the record-writer.

5. The record-writer assigns a unique ID q to the output element
(ko, vo) that it writes.

6. The record-writer’s wrapper stores the reduce provenance
(q, km

ID). 2

An alternative scheme for provenance would be to store the in-
put element ID pj’s directly for each output element ID. However,
this scheme wastes space when the reduce function is many-many.
Moreover, we cannot implement this scheme efficiently in Hadoop:
we would need to collect all ID pj’s in advance by iterating over
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Figure 4: Wrapping a map function with RAMP.

all map output elements (km, 〈vm
j , pj〉)’s because the reducer can

produce an output element (ko, vo) before all ID pj’s are seen by
our wrapper. In contrast, RAMP stores the map and reduce prove-
nance independently, joining them later during provenance tracing.
One disadvantage of RAMP’s scheme is that extraneous prove-
nance data may be written if the reduce function does not produce
any output elements for a particular grouping key.

5.2 Provenance Tracing
Implementing the backward trace function of Algorithm 4.1 in

the RAMP system is fairly straightforward, although our tracing
scheme has not yet been made as efficient as possible.

Since each RAMP transformation is a MapReduce job as de-
scribed above, a single backward tracing step for one output ele-
ment proceeds as follows:
1. Given an output element ID q, RAMP accesses the reduce prove-

nance as specified in the previous section to determine the cor-
responding grouping key ID km

ID .
2. Using km

ID , RAMP accesses the map provenance as specified
in the previous section to retrieve all relevant input element ID
pj’s.

The IDs returned by step 2 can either be used to fetch actual data
elements, or they can be fed to recursive invocations of backward
tracing until the initial input data sets are reached. Our current
implementation traces recursively one element at a time, however
we would expect efficiency to improve in some cases by tracing
multiple elements together.

Notice that RAMP’s provenance capture scheme is biased to-
wards backward tracing, which we assume is a more frequent op-
eration than forward tracing. In the forward-tracing setting, we are
given a set of input element IDs, and we need to find all output ele-
ments that corresponds to these input element IDs. Without auxil-
iary structures, each forward-tracing step would require a complete
scan of the map provenance, which is not sorted on input element
IDs. Thus, as a first step to facilitate forward tracing, we certainly
need to build indexes on the input element ID field. As will be seen
in Section 6, our performance experiments have also focused on
backward tracing. Enabling efficient forward tracing and measur-
ing its performance is a next step in the RAMP system.
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Figure 5: Wrapping a reduce function with RAMP.

5.3 Data Sets in Files
Consider the specific workflow setting where all input, interme-

diate, and output data sets are stored in files, as is typical using
Hadoop. In this setting, RAMP uses (filename, offset) as a default
unique ID for each data element. For input element IDs, RAMP
maps each filename to an integer ID, maintaining a dictionary with
the actual filenames. For output element IDs, RAMP is able to
omit the filename and use the offset alone: each provenance data
file is associated with a particular output data file. Variable-length
encoding for integers allows RAMP to implement this element ID
scheme efficiently in terms of space overhead.

Notice that our scheme enables efficient backward tracing with-
out special indexes: Output element IDs, which are the element’s
offset in the output data file, increase as each output element is
appended. Thus, reduce provenance is automatically stored in as-
cending key order. Exploiting this order, RAMP performs binary
search on the provenance data during backward tracing.

6. EXPERIMENTAL EVALUATION
We present performance experiments conducted using RAMP on

two MapReduce workflows, each consisting of a single MapRe-
duce job. (Since our experiments are focused more on capture than
on tracing, a single MapReduce job is sufficient.) The two MapRe-
duce jobs in our experiments were Wordcount and Terasort [21],
included in the Hadoop distribution. Wordcount counts the number
of occurrences of each word in a set of input text files; we used
100, 300, and 500 GB of input text generated randomly from 8000
distinct English words. Terasort sorts 100-byte records stored in
files; we used 109, 3 × 109, and 5 × 109 random records as input
(93, 279, and 466 GB respectively).

Note that Wordcount and Terasort are very different in terms of
multiplicity. Wordcount is a many-one transformation, with a huge
fan-in for large input data sizes. On the other hand, Terasort is a
one-one transformation. We discuss how the multiplicity affects
the time and space overhead of provenance capture in Section 6.1.

The cluster we used for our experiments consisted of 51 large
Amazon Elastic Compute Cloud (EC2) instances, each with 7.5
GB memory, two virtual cores with 2 EC2 Compute Units each,
and 850 GB instance storage. We launched all instances with 64-bit
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Figure 6: Overhead of provenance capture in Wordcount.
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Figure 7: Overhead of provenance capture in Terasort.

Amazon Linux AMI and installed Java 1.6.0 22 and the modified
version of Hadoop 0.21.0. One instance served as the master node
and acted as both name node and job tracker; the other 50 instances
served as slave nodes. Each slave node was allowed to run two
map tasks and two reduce tasks concurrently, and the number of
reduce tasks was set to 100. We configured Hadoop following the
guidelines for real-world cluster configurations [4]. The changes
from the default configuration included increasing the heap size for
task JVMs to 1 GB, compressing map output using LZO [25], and
allowing task JVMs to be reused. We also increased the sort buffer
size so that the entire output from each map task fit in the buffer
without spilling to disk. Finally, the replication factor for output
files was set to 1.

Our performance results are summarized as follows:
• We first measured time and space overhead of provenance cap-

ture. For our two experiments, provenance capture incurred
20-76% time overhead. For Terasort, the space overhead in-
curred by provenance capture was 21%; for Wordcount, the
space overhead can be made arbitrarily large. Details are re-
ported in Section 6.1.
• We then measured the time to backward-trace output elements

after provenance has been captured. Backward-tracing one el-
ement took as little as 1.5 seconds in Terasort, but again can
be made arbitrarily large in Wordcount. Details are reported in
Section 6.2.

6.1 Performance: Capture
We report the time and space overhead associated with capturing

provenance in our experiments. For each input data size, we ran
Wordcount five times and Terasort three times, with and without
capturing provenance; we report the average of the trials, which
had little variance.

Figures 6(a) and 7(a) report the time overhead by showing the
time taken without provenance capture (dark bar) and the additional
time with capture (light bar).
• Execution time: Time for the entire MapReduce job to com-

plete.
• Map finish time: Time until all map tasks are complete.
• Average reduce task time: Average time for an individual re-

duce task.
Figures 6(b) and 7(b) similarly report the space overhead of prove-
nance.
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• Map output data size: The size of the map output data (before
applying the combiner).
• Intermediate data size: The size of the intermediate data after

applying the combiner and LZO compression.
• Output data size: The size of the final output data.

Observe in Figures 6 and 7 that time and space overhead are
closely related. A larger output data size increases the average re-
duce task time, because the output data is written by the reduce
tasks. Similarly, a larger intermediate data size increases the map
finish time as well as the average reduce task time, because map
tasks store intermediate data temporarily in local disk, and reduce
tasks sort the intermediate data set. In our experiments, the map
output data size had little impact on the execution time, because
the entire map output data set fit in the sort buffer.

For Wordcount, provenance capture incurred 72-76% time over-
head (Figure 6(a)). Because Wordcount is a many-one transforma-
tion, each intermediate and output data element is annotated with
many input element IDs. Moreover, the number of annotations
per data element increases with input size, because we have the
same fixed number of words across all data sizes. As a result, the
space overhead percentage grows linearly with input size, and can
be made arbitrarily large. The significant increase in both interme-
diate and output data sizes (shown in Figure 6(b), where the dark
bars are not even visible) correlates with the large time overhead of
provenance capture.

For Terasort, provenance capture incurred 16-20% time overhead
and 19-21% space overhead (Figures 7(a) and 7(b), respectively).
Because Terasort is a one-one transformation, each intermediate
and output data element is annotated with exactly one input ele-
ment ID. The moderate increase in both intermediate and output
data sizes (shown in Figure 7(b)) is consistent with the small time
overhead.

6.2 Performance: Tracing
For both experiments, we measured the time to backward-trace

output elements after provenance has been captured, for varying
input data sizes. In our experiments we did not fetch the actual
input data elements as part of tracing; we just identified their ele-
ment IDs. Overall, we have not yet focused our work on making
backward tracing as efficient as possible; we report the tracing per-
formance based on our current implementation.

For Wordcount, tracing one element took approximately 1, 3,
and 5 minutes, for 100, 300, and 500 GB input data sizes respec-
tively. Note that even when we trace a single output element, the
data sizes processed become quite large: For 100 GB input data, the
average number of occurrences for each word is about 1,289,000.
As discussed in the previous section, because we have a fixed num-
ber of words across all input data sizes, the provenance of individ-
ual output elements grows linearly with input size. This behavior
explains the linear growth of tracing time.

For Terasort, tracing one element took approximately 1.5 sec-
onds for all input data sizes. Since the data sizes processed are very
small—each element traced produces one element as a result—the
binary search (Section 5.3) tends to dominate tracing time. We sus-
pect that deploying an appropriate index could improve backward
tracing time by at least factor of two. The use of indexes in general
is an immediate area of future work.

7. CONCLUSIONS AND FUTURE WORK
This paper defines provenance for map and reduce functions, and

it identifies properties that hold when one-level provenance is ap-
plied recursively in arbitrary GMRWs. We have built a prototype

system as an extension to Hadoop that supports provenance capture
and tracing; performance numbers are reported.

As described in Section 5, implementing efficient backward and
forward tracing is an important next step in the RAMP system.
For both types of tracing, building appropriate indexes will be a
key component of our approach. In addition, we plan to measure
the performance of provenance capture and tracing for MapRe-
duce workflows consisting of multiple jobs. We have thus far suc-
cessfully captured provenance for MapReduce workflows compiled
by Pig [20] using RAMP. For future experiments, the PigMix [6]
benchmarks seem like a good starting point.

One obvious general avenue for future work is to incorporate
SQL processing into our workflows. SQL nodes interspersed with
map and reduce functions can form a rich and interesting environ-
ment. Some SQL queries are map or reduce functions already, al-
lowing them to slot right into our framework. Other SQL queries
may not fit the map or reduce paradigm precisely, but do have
known, well-understood provenance [11, 13] that can be incorpo-
rated via extensions to our framework. Finally, several recent sys-
tems (e.g., Hive [24]) compile SQL queries into MapReduce jobs.
We intend to compare provenance captured and traced using pre-
vious methods for SQL against using our system on the compiled
GMRWs.
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APPENDIX
A. PROOF OF THEOREM 3.1
Theorem: Consider a GMRW W composed of transformations
T1, . . . , Tn, with initial inputs I1, . . . , Im. Let o be any output
element, and consider PW (o) = (I∗1 , . . . , I

∗
m).

1. If all map and reduce functions in W are one-one or many-
one, respectively, then o = W (I∗1 , . . . , I

∗
m). (Note this result

is stronger than the general o ∈W (I∗1 , . . . , I
∗
m).)

2. If there is at most one nonmonotonic reduce function in W ,
then o ∈W (I∗1 , . . . , I

∗
m). 2

A.1 Proof of Part 1
We prove a stronger property: Let O be the output of W and
let o1, . . . , on be elements of O. Then W (PW ({o1, ..., on})) =
{o1, ..., on}. The proof is by induction on the structure of W .

Base case W = M where M is a map function. By def-
inition, PM ({o1, ..., on}) =

Sn
j=1(PM (oj)). For j = 1..n,

PM (oj) = {ij} such that M({ij}) = {oj}. By the definition
of map functions, and since M is one-one, M({i1, ..., in}) =Sn

j=1(M(ij)) = {o1, ..., on}.
Base case W = R where R is a reduce function. By definition,

PR({o1, ..., on}) =
Sn

j=1(PR(oj)). For j = 1..n, PR(oj) = Gj

such that R(Gj) = {oj}. By the definition of reduce functions,
and since R is many-one, R(G1 ∪ . . . ∪Gn) =

Sn
j=1(R(Gj)) =

{o1, ..., on}.

Base case W = U where U is a union transformation. U
has input data sets I1, . . . , Im. By definition, PU ({o1, ..., on}) =Sn

j=1(PU (oj)). For j = 1..n, PU (oj) = {ij} where ij is the
element in some Ik that corresponds to oj . For any set I that
combines subsets of U ’s input sets I1, . . . , Im, let U(I) denote
U(I ′1, . . . , I

′
m), where each I ′k = I ∩ Ik. Then U({ij}) = {oj}.

By the definition of union transformations, U({i1, ..., in}) =Sn
j=1(U({ij})) = {o1, ..., on}.
Base case W = S where S is a split transformation. S

has output sets O1, . . . , Or . By definition, PS({o1, ..., on}) =Sn
j=1(PS(oj)). For j = 1..n, oj is in some Ok, and PS(oj) =

{ij} such that S({ij}) = O′1, . . . , O
′
r , where O′k = {oj} and

O′h = ∅ for h 6= k. Since split transformations are context-
independent on each element (Section 2.2), S({i1, ..., in}) =Sn

j=1(S({ij})) = {o1, ..., on}.

Now suppose workflows W ′1, . . . ,W
′
p satisfy the inductive

hypothesis: W ′(PW ′({o1, ..., on})) = {o1, ..., on} for any
o1, ..., on in the output of W ′. Consider an additional transfor-
mation T and the workflow W that is constructed by making the
outputs ofW ′1, . . . ,W ′p the inputs of T . (For all T other than union
transformations, p = 1.) We use ◦ for workflow composition.

Map: Suppose W = W ′ ◦ M . Let PM ({o1, ..., on}) =
{o′1, ..., o′n}. Since M is one-one, by the definitions of map prove-
nance and map functions, M({o′1, ..., o′n}) = {o1, ..., on}. By
the inductive hypothesis, W ′(PW ′({o′1, ..., o′n})) = {o′1, ..., o′n}.
Thus, W (PW ({o1, ..., on})) = {o1, ..., on}.

Reduce: Suppose W = W ′ ◦ R. Let PR({o1, ..., on}) =
(G1 ∪ ... ∪ Gn), where each group Gj produces oj . Since R
is many-one, by the definitions of reduce provenance and reduce
functions, R(G1 ∪ ... ∪ Gn) = {o1, ..., on}. By the inductive
hypothesis, W ′(PW ′(G1 ∪ . . . ∪ Gn)) = G1 ∪ . . . ∪ Gn. Thus
W (PW ({o1, ..., on})) = {o1, ..., on}.

Union: Suppose W is composed of W ′1, . . . ,W ′p followed by
U . U has input data sets IU

1 , . . . , I
U
p . Let PU ({o1, ..., on}) =

{o′1, ..., o′n}. For any set I that combines subsets of U ’s in-
put sets IU

1 , . . . , I
U
p , let U(I) denote U(I ′1, . . . , I

′
p), where each

I ′k = I ∩ IU
k . By the definitions of union provenance and union

transformations, U({o′1, ..., o′n}) = {o1, ..., on}. By the induc-
tive hypothesis, W ′(PW ′({o′1, ..., o′n})) = {o′1, ..., o′n}. Thus,
W (PW ({o1, ..., on})) = {o1, ..., on}.

Split: Suppose W = W ′ ◦ S. S has output sets O1, . . . , Or .
Let PS({o1, ..., on}) = {o′1, ..., o′n}. By the definitions of
split provenance and split transformations, S({o′1, ..., o′n}) =
O′1, . . . , O

′
r , where O′1 ∪ . . . ∪ O′r = {o1, ..., on}. By the in-

ductive hypothesis, W ′(PW ′({o′1, ..., o′n})) = {o′1, ..., o′n}. Thus,
W (PW ({o1, ..., on})) = {o1, ..., on}. 2

A.2 Proof of Part 2
Lemma 1: Consider a GMRW W with output O. Suppose there
are no nonmonotonic reduce functions in W . Let o1, . . . , on be
elements of O. Then W (PW ({o1, ..., on})) ⊇ {o1, ..., on}.

Proof: By induction on the structure of W .
Base case W = M where M is a map function. By definition,

PM ({o1, ..., on}) =
Sn

j=1(PM (oj)). For j = 1..n, PM (oj) =

{ij} such that oj ∈ M({ij}). By the definition of map functions,
M({i1, ..., in}) =

Sn
j=1(M(ij)) ⊇ {o1, ..., on}.

Base case W = R where R is a reduce function. By definition,
PR({o1, ..., on}) =

Sn
j=1(PR(oj)). For j = 1..n, PR(oj) =

Gj such that oj ∈ R(Gj). By the definition of reduce functions,
R(G1 ∪ . . . ∪Gn) =

Sn
j=1(R(Gj)) ⊇ {o1, ..., on}.

Base case W = U where U is a union transformation. U
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has input data sets I1, . . . , Im. By definition, PU ({o1, ..., on}) =Sn
j=1(PU (oj)). For j = 1..n, PU (oj) = {ij} where ij is the

element in some Ik that corresponds to oj . For any set I that
combines subsets of U ’s input sets I1, . . . , Im, let U(I) denote
U(I ′1, . . . , I

′
m), where each I ′k = I ∩ Ik. Then U({ij}) = {oj}.

By the definition of union transformations, U({i1, ..., in}) =Sn
j=1(U({ij})) = {o1, ..., on}.
Base case W = S where S is a split transformation. S

has output sets O1, . . . , Or . By definition, PS({o1, ..., on}) =Sn
j=1(PS(oj)). For j = 1..n, oj is in some Ok. PS(oj) = {ij}

such that S({ij}) = O′1, . . . , O
′
r , where O′k = {oj} and O′h = ∅

for h 6= k. Since split transformations are context-independent on
each element, S({i1, ..., in}) =

Sn
j=1(S({ij})) = {o1, ..., on}.

Now suppose workflows W ′1, . . . ,W
′
p satisfy the inductive

hypothesis: W ′(PW ′({o1, ..., on})) ⊇ {o1, ..., on} for any
o1, ..., on in the output of W ′. Consider an additional transfor-
mation T and the workflow W that is constructed by making the
outputs of W ′1, . . . ,W ′p the inputs of T .

Map: Suppose W = W ′ ◦ M . Let PM ({o1, ..., on}) =
{o′1, ..., o′n}. By the definitions of map provenance and map func-
tions, if I ′ ⊇ {o′1, ..., o′n}, then M(I ′) ⊇ {o1, ..., on}. By the in-
ductive hypothesis, W ′(PW ′({o′1, ..., o′n})) ⊇ {o′1, ..., o′n}. Thus,
W (PW ({o1, ..., on})) ⊇ {o1, ..., on}.

Reduce: Suppose W = W ′ ◦R. Let PR({o1, ..., on}) = (G1 ∪
...∪Gn), where each groupGj produces oj . SinceR is monotonic,
if I ′ ⊇ G1 ∪ ...∪Gn, then R(I ′) ⊇ {o1, ..., on}. By the inductive
hypothesis, W ′(PW ′(G1 ∪ . . . ∪ Gn)) ⊇ G1 ∪ . . . ∪ Gn. Thus
W (PW ({o1, ..., on})) ⊇ {o1, ..., on}.

Union: Suppose W is composed of W ′1, . . . ,W ′p followed by
U . U has input data sets IU

1 , . . . , I
U
p . Let PU ({o1, ..., on}) =

{o′1, ..., o′n}. For any set I that combines subsets of U ’s input
sets IU

1 , . . . , I
U
p , let U(I) denote U(I ′1, . . . , I

′
p), where each I ′k =

I ∩ IU
k . By the definitions of union provenance and union trans-

formations, if I ′ ⊇ {o′1, ..., o′n}, then U(I ′) ⊇ {o1, ..., on}. By
the inductive hypothesis, W ′(PW ′({o′1, ..., o′n})) ⊇ {o′1, ..., o′n}.
Thus, W (PW ({o1, ..., on})) ⊇ {o1, ..., on}.

Split: Suppose W = W ′ ◦ S. S has output sets O1, . . . , Or .
Let PS({o1, ..., on}) = {o′1, ..., o′n}. By the definitions of split
provenance and split transformations, if I ′ ⊇ {o′1, ..., o′n}, then
S(I ′) = O′1, . . . , O

′
r where O′1 ∪ . . . ∪ O′r ⊇ {o1, ..., on}. By

the inductive hypothesis, W ′(PW ′({o′1, ..., o′n})) ⊇ {o′1, ..., o′n}.
Thus, W (PW ({o1, ..., on})) ⊇ {o1, ..., on}. 2

Lemma 2: Consider a GMRW W with output O. Suppose there
are no nonmonotonic reduce functions in W . Let o1, . . . , on be
elements of O. Then W (PW ({o1, ..., on})) ⊆ O.

Proof: By induction on the structure of W .
Base case W = M where M is a map function. Let M

have input set I and output set O. Let PM ({o1, ..., on}) =
{i1, ..., in}. By the definition of map functions, {i1, ..., in} ⊆ I ,
and M({i1, ..., in}) ⊆M(I) = O.

Base case W = R where R is a reduce function. Let R have
input set I and output set O. By definition, PR({o1, ..., on}) =Sn

j=1(PR(oj)). For j = 1..n, PR(oj) = Gj such that Gj ⊆ I .
SinceR is monotonic andG1∪ . . .∪Gn ⊆ I ,R(G1∪ . . .∪Gn) ⊆
R(I) = O.

Base case W = U where U is a union transformation. U
has input data sets I1, . . . , Im. By definition, PU ({o1, ..., on}) =Sn

j=1(PU (oj)). For j = 1..n, PU (oj) = {ij} where ij is the
element in some Ik that corresponds to oj . For any set I that
combines subsets of U ’s input sets I1, . . . , Im, let U(I) denote

U(I ′1, . . . , I
′
m), where each I ′k = I ∩ Ik. Then U({ij}) = {oj}.

By the definition of union transformations, U({i1, ..., in}) =Sn
j=1(U({ij})) = {o1, ..., on} ⊆ O.
Base case W = S where S is a split transformation. S

has output sets O1, . . . , Or . By definition, PS({o1, ..., on}) =Sn
j=1(PS(oj)). For j = 1..n, oj is in some Ok. PS(oj) =

{ij} such that S({ij}) = O′1, . . . , O
′
r , where O′k = {oj}

and O′h = ∅ for h 6= k. Since split transformations
are context-independent on each element, S({i1, ..., in}) =Sn

j=1(S({ij})) = {o1, ..., on} ⊆ O.

Now suppose workflows W ′1, . . . ,W ′p satisfy the inductive hy-
pothesis: W ′(PW ′({o1, ..., on})) ⊆ O′ for any o1, ..., on in O′,
where O′ is the output of W ′. Consider an additional transfor-
mation T and the workflow W that is constructed by making the
outputs of W ′1, . . . ,W ′p the inputs of T .

Map: Suppose W = W ′ ◦ M . Let PM ({o1, ..., on}) =
{o′1, ..., o′n}. By the definition of map provenance, {o′1, ..., o′n} ⊆
O′. Let O∗ denote W ′(PW ′({o′1, ..., o′n})). By the inductive hy-
pothesis,O∗ ⊆ O′. By the definition of map functions, sinceO∗ ⊆
O′, M(O∗) ⊆M(O′) = O. Thus, W (PW ({o1, ..., on})) ⊆ O.

Reduce: Suppose W = W ′ ◦ R. Let PR({o1, ..., on}) =
(G1 ∪ ... ∪ Gn), where each group Gj produces oj . By the defi-
nition of reduce provenance, G1 ∪ . . . ∪Gn ⊆ O′. Let O∗ denote
W ′(PW ′(G1∪ . . .∪Gn)). By the inductive hypothesis,O∗ ⊆ O′.
SinceR is monotonic andO∗ ⊆ O′,R(O∗) ⊆ R(O′) = O. Thus,
W (PW ({o1, ..., on})) ⊆ O.

Union: Suppose W is composed of W ′1, . . . ,W ′p followed by
U . U has input data sets IU

1 , . . . , I
U
p . Let PU ({o1, ..., on}) =

{o′1, ..., o′n}. By the definition of union provenance, {o′1, ..., o′n} ⊆
O′. For any set I that combines subsets of U ’s input sets
IU
1 , . . . , I

U
p , let U(I) denote U(I ′1, . . . , I

′
p), where each I ′k =

I ∩ IU
k . Let O∗ denote W ′(PW ′({o′1, ..., o′n})). By the induc-

tive hypothesis, O∗ ⊆ O′. By the definition of union trans-
formations, since O∗ ⊆ O′, U(O∗) ⊆ U(O′) = O. Thus,
W (PW ({o1, ..., on})) ⊆ O.

Split: SupposeW = W ′ ◦S. S has output setsO1, . . . , Or . Let
PS({o1, ..., on}) = {o′1, ..., o′n}. By the definition of split prove-
nance, {o′1, ..., o′n} ⊆ O′. Let O∗ denote W ′(PW ′({o′1, ..., o′n})).
By the inductive hypothesis, O∗ ⊆ O′. By the definition of O′,
S(O′) = O1, . . . , Or . Let S(O∗) = O∗1 , . . . , O

∗
r . By the defi-

nition of split transformations, since O∗ ⊆ O′, each O∗j ⊆ Oj .
Thus, W (PW ({o1, ..., on})) ⊆ O. 2

Theorem: We prove a stronger property: Let o1, . . . , on be el-
ements of O. Then W (PW ({o1, ..., on})) ⊇ {o1, ..., on}. The
proof is by induction on the structure of W . The base case and
inductive step proofs are exactly the same as those for Lemma 1,
with the exception of the Reduce inductive step.

Inductive step for Reduce: Suppose W = W ′ ◦ R. If R is
monotonic, then the Reduce inductive step proof from Lemma 1
suffices. Suppose R is nonmonotonic. Then W ′ has no nonmono-
tonic reduce functions. Let PR({o1, ..., on}) = (G1 ∪ ... ∪ Gn),
where each group Gj produces oj . Let O∗ denote W ′(PW ′(G1 ∪
. . . ∪ Gn). Lemma 1 on W ′ tells us that O∗ ⊇ G1 ∪ . . . ∪ Gn.
Let O′ denote the output of W ′. Lemma 2 on W ′ tells us that
O∗ ⊆ O′. By the definition of reduce provenance, each group
Gj is equal to the set of all elements in O′ with Gj’s key. Since
Gj ⊆ O∗ ⊆ O′, there cannot be any element in O∗ − Gj that
has Gj’s key. Thus, each group Gj is equal to the set of all ele-
ments inO∗ withGj’s key. R(O∗) ⊇

Sn
j=1R(Gj), which implies

W (PW ({o1, ..., on})) ⊇ {o1, ..., on}. 2
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B. PROOF OF COROLLARY 3.1
Corollary: Consider a GMRW W composed of transformations
T1, . . . , Tn, with initial inputs I1, . . . , Im. Let o be any output
element, and consider PW (o) = (I∗1 , . . . , I

∗
m). Let W ∗ be con-

structed from W by replacing all nonmonotonic reduce functions
Tj with Tj ◦ σj , where σj is a filter that removes all elements from
the output of Tj that were not in the output of Tj whenW (I1, . . . , Im)
was run originally. Then o ∈W ∗(PW (o)).

Proof: We prove a stronger property: Let O be the out-
put of W and let o1, ..., on be elements of O. Then O ⊇
W ∗(PW ({o1, ..., on})) ⊇ {o1, ..., on}. This property clearly im-
plies the corollary. The proof is by induction on the structure of
W . The base case and inductive step proofs follow directly from
the analogous cases in Lemmas 1 and 2 of Appendix A, with the
exceptions of nonmonotonic reduce functions.

Base case W = R where R is a nonmonotonic reduce function.
By definition, PR({o1, ..., on}) =

Sn
j=1(PR(oj)). For j = 1..n,

PR(oj) = Gj such that oj ∈ R(Gj). By the definition of reduce
functions, R(G1 ∪ . . . ∪ Gn) =

Sn
j=1(R(Gj)) ⊇ {o1, ..., on}.

Let σR be the filter associated with R. Since {o1, . . . , on} ⊆ O,
no element in {o1, . . . , on} is removed by σR. Thus, σR(R(G1 ∪
. . . ∪ Gn)) ⊇ {o1, ..., on}. Since σR filters only elements not in
O, O ⊇ (R ◦ σR)(G1 ∪ . . . ∪Gn).

Inductive step for Reduce: Suppose W = W ′ ◦ R where R is
nonmonotonic. Let PR({o1, ..., on}) = (G1 ∪ ... ∪ Gn), where
each group Gj produces oj . Let O∗ denote W ′∗(PW ′(G1 ∪ . . . ∪
Gn). Let O′ be the output of W ′. By the inductive hypothesis,
O′ ⊇ O∗ ⊇ (G1 ∪ . . . ∪Gn).

By the definition of reduce provenance, each group Gj is equal
to the set of all elements in O′ with Gj’s key. Since Gj ⊆ O∗ ⊆
O′, there cannot be any element in O∗ − Gj that has Gj’s key.
Thus, each group Gj is equal to the set of all elements in O∗ with
Gj’s key. R(O∗) ⊇

Sn
j=1R(Gj) ⊇ {o1, . . . , on}. Let σR be the

filter associated with R. Since {o1, . . . , on} ⊆ O, no element in
{o1, . . . , on} is removed by σR. Thus, W ∗(PW ({o1, ..., on})) ⊇
{o1, ..., on}. Since σR is the final step of W ∗, and σR filters only
elements not in O, O ⊇W ∗(PW ({o1, ..., on})). 2
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ABSTRACT
This paper calls for a new breed of lightweight systems –
dynamic data management systems (DDMS). In a nutshell,
a DDMS manages large dynamic data structures with ag-
ile, frequently fresh views, and provides a facility for mon-
itoring these views and triggering application-level events.
We motivate DDMS with applications in large-scale data
analytics, database monitoring, and high-frequency algo-
rithmic trading. We compare DDMS to more traditional
data management systems architectures. We present the
DBToaster project, which is an ongoing effort to develop a
prototype DDMS system. We describe its architecture de-
sign, techniques for high-frequency incremental view mainte-
nance, storage, scaling up by parallelization, and the various
key challenges to overcome to make DDMS a reality.

1. INTRODUCTION
Dynamic, continuously evolving sets of records are a staple

of a wide variety of today’s data management applications.
Such applications range from large, social, content-driven
Internet applications, to highly focused data processing ver-
ticals like data intensive science, telecommunications and in-
telligence applications. There is no one brush with which we
can paint a picture of all dynamic data applications – they
face a broad spectrum of update volumes, of update impact
on the body of data present, and data freshness require-
ments. However, modern data management systems either
treat updates and their impact on datasets and queries as an
afterthought, by extending DBMS with triggers and heavy-
weight views [17, 33, 47, 48], or only handle small, recent
sets of records in data stream processing [12, 25, 34, 37].

We propose dynamic data management systems (DDMS)
that are capable of handling arbitrary, high-frequency or
high-impact updates on a general dataset, and any standing
queries (views) posed on the dataset by long-running appli-
cations and services. We base the design of DDMS on four
criteria:

1. The stored dataset is large and changes frequently.
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2. The maintenance of materialized views dominates ad-
hoc querying.

3. Access to the data is primarily by monitoring the views
and performing simple computations on top of them.
Some updates cause events, observable in the views,
that trigger subsequent computations, but it is rare
that the data store is accessed asynchronously by hu-
mans or applications.

4. Updates happen primarily through an update stream.
Computations triggered by view events typically do
not cause updates: there is usually no feedback loop.

A DDMS is a lightweight system that provides large dy-
namic data structures to support declarative views of data.
A DDMS is agile, keeping internally maintained views fresh
in the face of dynamic data. Client applications primar-
ily interact with a DDMS by registering callbacks for view
changes, rather than by accessing views directly. A DDMS
does not necessarily provide additional DBMS functionality
such as persistency, transactions, or recoverability.

Compared to a classical DBMS, a DDMS differs in its reac-
tion to updates. To minimize response times, updates must
be performed immediately upon arrival, precluding bulk pro-
cessing. This determines the programming model: com-
pared to a DBMS, control flow is reversed, and the DDMS
invokes application code, not vice versa.

An active DBMS [36] could simulate a DDMS through
triggers, but is not optimized for such workloads, and even
if support for state-of-the-art incremental view maintenance
is present, performs very poorly. Thus, DDMS differ from
active databases in their being optimized for different work-
loads. DDMS are optimized for event processing and mon-
itoring tasks, while active database systems are optimized
to support traditional DBMS functionality such as transac-
tions, which are not necessarily present in DDMS.

Compared to a data stream processing system and par-
ticularly an event processing system (such as Cayuga [25],
SASE+ [1]), DDMS have much larger states, which will usu-
ally have to be maintained in secondary storage, and re-
quire drastically different query processing techniques. In a
stream processor, the queries reside in the system while the
data streams by. In a DDMS on the other hand, the data
state is maintained in the system while a stream of updates
passes through (much more like an OLTP system).

Moreover, event and stream processors [12, 34, 37] support
drastically different query languages which are designed to
ensure that only very small state has to be maintained, us-
ing windows or constructs from formal language theory [44].
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DDMS views are often rather complex and expensive, in-
cluding large non-windowed joins and aggregation. In gen-
eral, we expect DDMS to support standard SQL. The query
processing techniques most suitable for such workloads come
from DBMS research – incremental view maintenance in par-
ticular – and update stream research [16] but do not scale
to high-frequency view maintenance.

We present two classes of applications motivating the de-
siderata and design choices of a DDMS, and then discuss
one application scenario in detail.

Large-scale data analytics, but not as a batch job.
Large-scale data analytics in the cloud are mostly performed
on massively parallel processing engines such as map/reduce.
These systems are not databases, as some strata of the sys-
tems, scientific computing, and large-scale Web applications
communities find important to emphasize. Nevertheless, our
research community can play an important role in making
such systems more useful and effective. Clearly, the last
word on posing queries in such systems has not been said.

Map/reduce-like systems achieve scalability at the cost
of response time and interactivity. However, there is an
increasing number of important applications of large-scale
analytics that call for more interactivity or better response
times that allow for online use. Among large Web applica-
tions, examples include (social or other) network monitoring
and statistics [31], search with interactive feedback [7], inter-
active recommendations, keeping personalized Web pages at
social networking sites up to date [46], and so forth. Many of
these applications are not yet mission-critical to Web appli-
cations companies, but are becoming increasingly necessary
for establishing and maintaining a competitive advantage.

Large-scale data analytics is equally present in more clas-
sical business applications such as data warehousing and sci-
entific applications. Take the case of data warehousing with
real-time updates: as data warehouses become increasingly
mission-critical to commercial and scientific enterprises, the
importance of up-to-date analyses increases. Traditionally,
OLAP systems are not optimized for frequent updating, and
may be considerably out-of-date. A DDMS could dramati-
cally improve the freshness of warehoused data.

A DDMS is well-suited for use in large-scale data analyt-
ics through its provision of large dynamic data structures as
views, instead of forcing programmers to re-implement view
computations manually on top of key-value stores, and its
emphasis on simple lightweight systems as opposed to the
use of monolithic DBMS. Continually fresh DDMS views at
first seem at odds with the bulk update processing dogma
of large scale analytics systems, but enable important appli-
cations that require interactivity or event processing.

Database monitoring. There is an ever-increasing set
of use cases in which aggregate views over large databases
need to be continuously maintained and monitored as the
database evolves. These queries can be thought of as contin-
uous queries on the stream of updates to a database. How-
ever, it is only moderately helpful to view this as a stream
processing scenario since the queries depend on very large
state (the database) rather than a small window of the up-
date stream, and cannot be handled by data stream process-
ing systems.

Examples include policy monitoring (e.g., to comply with
regulatory requirements to monitor databases of financial
institutions, say to detect money laundering schemes) [6],

network security monitoring, aiming to detect sophisticated
attacks that span extended time periods, and data-driven
simulations such as Markov-Chain Monte Carlo (MCMC).
MCMC is an extremely powerful paradigm for probabilis-
tic databases [15]. Query processing with MCMC involves
walking between database states, iteratively making local
alterations to the database. Each database state encoun-
tered while doing this is considered a sample; a view is re-
evaluated and statistics on its results are collected. The key
technical database problem is thus to compute the view for
as many samples as possible, as quickly as possible [45]. This
is precisely the kind of workload that DDMS are designed
for. Further examples of database monitoring can be found
in certain forms of automated trading. In the following, we
discuss one form of data-driven automated trading which
may well prove to be a killer application for DDMS.

Algorithmic trading with order books. In recent
years, algorithmic trading systems have come to account
for a majority of volume traded at the major US and Eu-
ropean financial markets (for instance, for 73% of all US
equity trading volume in the first quarter of 2009 [20]). The
success of automated trading systems depends critically on
strategy processing speeds: trading systems that react faster
to market events tend to make money at the cost of slower
systems. Unsurprisingly, algorithmic trading has become a
substantial source of business for the IT industry; for in-
stance, it is the leading vertical among the customer bases
for high-speed switch manufacturers (e.g., Arista [43]) and
data stream processing.

A typical algorithmic trading system is run by mathe-
maticians who develop trading strategies and by program-
mers and systems experts who implement these strategies to
perform fast enough, using mainly low-level programming
languages such as C. Developing trading strategies requires
a feedback loop of simulation, back-testing with historical
data, and strategy refinement based on the insights gained.
This loop, and the considerable amount of low-level pro-
gramming that it causes, is the root of a very costly pro-
ductivity bottleneck : in fact, the number of programmers
often exceeds the number of strategy designers by an order
of magnitude.

Trading algorithms often perform a considerable amount
of data crunching that could in principle be implemented
as SQL views, but cannot be achieved by DBMS or data
stream processing systems today: DBMS are not able to (1)
update their views at the required rates (for popular stocks,
hundreds of orders per second may be executed, even out-
side burst times) and stream engines are not able to (2)
maintain large enough data state and support suitable query
languages (non-windowed SQL aggregates) on this state. A
data management system fulfilling these two requirements
would yield a very substantial productivity increase that can
be directly monetized – the holy grail of algorithmic trading.

To understand the need to maintain and query a large
data state, note that many stock exchanges provide a de-
tailed view of the market microstructure through complete
bid and ask limit order books. The bid order book is a table
of purchase offers with their prices and volumes, and cor-
respondingly the ask order book indicates investors’ selling
orders. Exchanges execute trades by matching bids and asks
by price and favoring earlier timestamps. Investors contin-
ually add, modify or withdraw limit orders, thus one may
view order books as relational tables subject to high update
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volumes. The availability of order book data has provided
substantial opportunities for automatic algorithmic trading.

Example 1.1. To illustrate this, we describe the Static
Order Book Imbalance (SOBI) trading strategy. SOBI com-
putes a volume-weighted average price (VWAP) over those
orders whose volume makes up a fixed upper k-fraction of the
total stock volume in both bid and ask order books. SOBI
then compares the two VWAPs and, based on this, predicts
a future price drift (for example a bid VWAP larger than
an ask VWAP indicates demand exceeds supply, and prices
may rise). For simplicity, we present the VWAP for the bids
only:

select avg(b2.price * b2.volume) as bid_vwap

from bids b2

where k * (select sum(volume) from bids)

> (select sum(volume) from bids b1

where b1.price > b2.price);

Focusing on the k-fraction of the order book closest to
the current price makes the SOBI strategy less prone to
attacks known as axes (large tactical orders far from the
current price that will thus not be executed but may confuse
competing algorithms).

Given continuously maintained views for VWAP queries
on bid and ask order books, an implementation of the SOBI
strategy only takes a few lines of code that trigger a buy
or sell order whenever the ratio between the two VWAPs
exceeds a certain threshold. 2

We return to the two desiderata for query engines for algo-
rithmic trading pointed out above. For trading algorithms
to be successful, (1) views such as VWAP need to be main-
tained and monitored by the algorithms at or close to the
trading rate. However, (2) the views cannot be expressed
through time-, row- or punctuation-based window seman-
tics. This lends weight to the need for DDMS that support
agile views on large, long-lived state.

Structure of the paper. There are many technical
challenges in making a DDMS a reality. This paper initi-
ates a study of DDMS and presents DBToaster, a proto-
type developed by the authors. The contributions of this
paper are as follows: In Section 2, we further characterize
the notion of a DDMS and discuss a state machine abstrac-
tion of DDMS that further clarifies the programming model
and abstractions relevant to users of such systems. Section
3 presents the DBToaster view maintenance technique. It
demonstrates how the state machine abstraction, which calls
for the compilation and aggressive pre-computation of the
state transition function (viewed differently, this is the set
of update triggers that cause views to be refreshed), leads
to new incremental query evaluation techniques. Section 4
discusses storage management in DBToaster. Section 5 dis-
cusses scaling up through parallelization. We conclude in
Section 6.

2. DDMS ARCHITECTURE
We now examine the architecture of a DDMS, as illus-

trated in Figure 1. The core component of a DDMS is its
runtime engine. Unlike a traditional database system where
the same engine manages all database instances, each in-
dividual DDMS execution runtime is constructed around a
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Figure 1: Dynamic Data Management System
(DDMS) and Application Interface Architecture

specific set of queries provided by the client program (e.g.,
via SQL code embedded inline in the program), each defin-
ing an agile view.

2.1 Application Interfaces
The data that is processed by a DDMS arrives at the

system in the form of an update stream of tuple insertions,
deletions and modifications. The stream need not be ordered
in any shape or form, and deletions are assumed to apply to
tuples that have already been seen at some arbitrary prior
point on the stream. Updates are fully processed on-the-fly,
and their effects on agile views are realised in atomic fashion,
prior to working on any subsequent update. Depending on
the type of results requested by queries, any results arising
from updates will be directly forwarded to application code
as agile views are maintained.

DBToaster provides a wide variety of client interfaces to
issue queries and obtain results from the DDMS, to re-
flect the diverse needs of applications built on top of our
tool. Today’s stream processors tend to be black-box sys-
tems that run completely decoupled from the application.
Client libraries interact with stream processors through re-
mote procedure call abstractions, issuing queries and new
data through function calls, and either polling or being no-
tified whenever results appear on a queue that is associated
with a TCP socket connected to the stream processor.

In DBToaster, the set of agile views requested by clients,
the visible schema, forms the primary read interface between
client programs and the DDMS runtime. Clients can sub-
mit queries for which the DDMS materializes an agile view
through three methods: (1) an embedded language, whose
syntax and data model are natural fits to the host language
in which the client application is written. Examples include
embedded SQL, and collection comprehension oriented ap-
proaches such as LINQ, Links, and Ferry [11, 18, 29]. One
interesting challenge with the embedded language approach
is that of enabling asynchronous event-driven programming.
Whereas language embeddings are natural for ad-hoc query-
ing, we have yet to see these approaches for stream process-
ing. This is the main mode of specifying queries that we
focus on in this paper. (2) a continuous query client API,
as done with existing stream client libraries, which sends a
query string to the DDMS server for parsing, compilation,
and agile view construction. The query string may be spec-
ified in a standard streaming language such as StreamSQL
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or CCL [21]. The client may specify several ways to receive
results, as seen below. (3) an ad-hoc query client API, which
issues a one-time query to the DDMS, and returns the agile
view as a datastructure to be used by the remainder of the
client program. This API may be used in both synchronous
and asynchronous modes, as indicated by the type of result
requested. The query is specified in standard SQL.

Given these modes of issuing queries to the DDMS, our
client interface supports four methods of receiving results:
(1) callbacks, which can be specified as handlers as part
of the continuous query API. Callbacks receive a stream
of query results, and are the simplest form of result han-
dlers that run to completion on query result events. (2)
a DDMS event loop, which multiplexes result streams for
multiple queries. Applications may register callbacks to be
executed on any result observed on the event loop, allowing
complex application behavior through dynamic registration,
observation and processing of results on the event loop. (3)
dynamic datastructures, which are read-only from the appli-
cation perspective. The datastructure appears as a native
collection type in the host language, facilitating natural ac-
cess for the remainder of the program. Ad-hoc queries use
this method for results by default. Continuous queries may
also use this method in which case the datastructure acts
as a proxy with accessors that pull in any updates from the
DDMS when invoked. (4) promises and futures [26], which
provide a push-based proxy datastructure for the result. A
future is an object whose value is not initially known and is
provided at a later time. A program using a query returning
a future can use the future as a native datatype, in essence
constructing a client-side dataflow to be executed whenever
the future’s value is bound. In our case, this occurs whenever
query results arrive from the DDMS. Language embedded
stream processing can be supported by futures, or program
transformations to construct client side dataflow, such as
continuation passing style as found in the programming lan-
guages literature [40].

2.2 DDMS Internals
The internals of the runtime engine itself are best viewed

through the lens of a state machine. Compared to similar
abstractions for complex event processors [1, 25], the state
is substantially larger. Conceptually, the state represents an
entire relational database and transitions represent changes
in the base relations: events in the update stream.

Compiling transitions. Each transition causes mainte-
nance work for our agile views, and just as with incremental
view maintenance, this work can be expressed as queries.
Maintenance can be aided by dynamic data structures, that
is, additional agile views making up the auxiliary schema. A
DDMS is a long-running system, operating on a finite num-
ber of update streams. This combination of characteristics
naturally suggests compiling and specializing the runtime
for each transition and associated maintenance performed
by a DDMS. The transition compiler generates lightweight
transition programs that can be invoked by the runtime en-
gine with minimal overhead on the arrival of events. We
describe the compiler in further detail in Section 3.

Storage management and ad-hoc query processing.
Given the instantiation of an auxiliary schema and agile
views, a DDMS must intelligently manage memory utiliza-
tion, and the memory-disk boundary as needed. The storage
manager of a DDMS is responsible for the efficient repre-

sentation of both the agile views and any index structures
required on these views. Section 4 discusses the issue of
indexing, as well as how views are laid out onto disk. Sup-
porting ad-hoc query processing turns out to be relatively
straightforward given that the core of a DDMS continuously
maintains agile views. Ad-hoc queries can be rewritten to
use agile views in a similar fashion to the materialized view
usage problem in standard query optimization. A key chal-
lenge here is how to ensure consistency, such that ad- hoc
queries do not use inconsistent agile views as updates stream
in and the DDMS performs maintenance. On the other
hand, we do not want ad-hoc queries to block the DDMS’
maintenance process and incur result delivery latency for
continuous queries. One option here is to maintain a list
of undo actions for each ad-hoc query with respect to agile
view maintenance. This design is motivated by the fact that
continuous queries are the dominant mode of usage, and ad-
hoc queries are expected to occur infrequently, thus we bias
the concurrency control burden towards ad-hoc queries.

Runtime adaptivity. Significant improvements in just-
in-time (JIT) compilation techniques means that transition
programs need not be rigid throughout the system’s life-
time. A DDMS includes a compiler and optimizer working
in harmony, leveraging update stream statistics to guide the
decisions to be made across the database schema, state and
storage. For example, the compiler may choose to compute
one or more views on the fly, rather than maintaining it in or-
der to keep expected space usage within predefined bounds.
The optimizer’s decisions are made in terms of the space be-
ing used, the cost of applying transitions on updates, as well
as information from a storage manager that aids in physical
aspects of handling large states, including implementing a
variety of layouts and indexes to facilitate processing.

3. REALIZING AGILE VIEWS
Agile views are database views that are maintained as in-

crementally as possible. Despite more than three decades
of research into incremental view maintenance (IVM) tech-
niques [17, 35, 47, 48], agile views have not been realised,
and one of our key contributions in handling large dynamic
datasets is to exploit further opportunities for incremen-
tal computation during maintenance. Conceptually, current
IVM techniques use delta queries for maintenance. Our ob-
servation is that the delta query is itself a relational query
that is amenable to incremental computation. We can ma-
terialize delta queries as auxiliary views, and recursively de-
termine deltas of delta queries to maintain these auxiliary
views. Furthermore repeated delta transformations succes-
sively simplify queries.

3.1 View Maintenance in DBToaster
We present our observation in more detail and with an ex-

ample. Given a query q defining a view, IVM yields a pair
〈m, Q′〉, where m is the materialization of q, and Q′ is a set
of delta queries responsible for maintaining m (one for each
relation used in q that may be updated). DBToaster makes
the following insight regarding IVM: current IVM algorithms
evaluate a delta query entirely from scratch on every update
to any relation in q, using standard query processing tech-
niques. DBToaster exploits that a delta query q′ from set
Q′ can be incrementally computed using the same principles
as for the view query q, rather than evaluated in full.

To convey the essence of the concept, IVM takes q, pro-
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duces 〈m, Q′〉 and performs m += q′(u) at runtime, where
u is an update to a relation R and q′ is the delta query
for updates to R in Q′. We call this one step of delta
(query) compilation. This is the extent of query transfor-
mations applied by IVM for incremental processing of up-
dates. DBToaster applies this concept recursively, trans-
forming queries to higher-level deltas. DBToaster starts with
q, produces 〈m, Q′〉 and then recurs, taking each q′ to pro-
duce 〈m′, Q′′〉 and repeating. Here, each m′ is maintained
as m′ += q′′(v), where v is also an update, (possibly) differ-
ent from u above, and q′′ is the delta query from Q′′ for the
relation being updated. We refer to q′ and q′′ as first- and
second-level delta queries respectively. We again recur for
each q′′, materialize it as m′′, maintain it using third-level
queries Q′′′, and so forth.

While delta queries are relational queries, they have cer-
tain characteristics that facilitate recursive delta compila-
tion. First, DBToaster delta queries are parameterized SQL
queries (with the same notion of parameter as in, say, Em-
bedded SQL), with parameter values taken from updates.
Thus, in particular, higher-level deltas are just (parameter-
ized) SQL queries, but are not higher-order in the sense of
functional programming as some queries in complex-value
query languages are [8].

To illustrate parameters, we apply one step of delta com-
pilation on the following query q over a schema R(a int, b

int), S(b int, c int):
q = select sum(a*c) from R natural join S

For an update u that is an insertion of tuple 〈@a, @b〉 into
relation R, the delta for q is:

qR = ∆u(q) = select sum(@a*c) from values(@a,@b), S

where S.b = @b

= @a*(select sum(c) from S where S.b=@b)

The values (...) clause is PostgreSQL syntax for a single-
ton relation defined in the query. Transforming a query into
its delta form for an update u on R introduces parameters in
place of R’s attributes. We also apply a rewrite exploiting
distributivity of addition and multiplication to factor out
parameter @a from the query.

The second property that is key to making recursive delta
processing feasible is that, for a large class of queries, delta
queries are structurally strictly simpler than the queries that
the delta queries are taken off. This can be made precise as
follows. Consider SQL queries that are sum-aggregates over
positive relational algebra. Consider positive relational al-
gebra queries as unions of select-project-join (SPJ) queries.
The degree of an SPJ query is the number of relations joined
together in it. The degree of a positive relational algebra
query is the maximum of the degrees of its member SPJ
queries and the degree of an aggregate query is the degree
of its positive relational algebra component. The rationale
for such a formalization – based on viewing queries as poly-
nomials over relation variables – is discussed in detail in [23].
It is proven in that paper that the delta query of a query of
degree k is of degree max(k− 1, 0). A delta query of degree
0 only depends on the update but not on the database rela-
tions. So DBToaster guarantees that a k -th level delta query
q(k) has lower degree than a (k-1)-th level query q(k−1). Re-
cursive compilation terminates when all conjuncts have de-
gree zero.

Consider the delta query qR above, which is of degree 1
while q is of degree 2. Query qR is simpler than q since it

does not contain the relation R. We can further illustrate
the point by looking at a recursive compilation step on qR.
The second compilation step materializes qR as:

mR = select sum(c) from S where S.b=@b

omitting the parameter @a since it is independent of the
above view definition query. DBToaster can incrementally
maintain mR with the following delta query on an update v
that is an insertion of tuple 〈@c, @d〉 into relation S:

qRS = ∆v(qR) = select @c from values(@c,@d)

The delta query qRS above has degree zero since its con-
juncts contain no relations, indeed the query only consists
of parameters. Thus recursive delta compilation terminates
after two rounds on query q. In this compilation overview,
we have not discussed the maintenance code for views m,
mR, and mRS to allow the reader to focus on the core recur-
sive compilation and termination concepts. We now discuss
the data structures used to represent auxiliary materialized
views, and then provide an in-depth example of delta query
compilation including all auxiliary views created and the
code needed to maintain these views.

Agile Views. DBToaster materializes higher-level deltas as
agile views for high-frequency update applications with con-
tinuous group-by aggregate query workloads. Agile views
are represented as main memory (associative) map data
structures with two sets of keys (that is a doubly-indexed
map m[~x][~y]), where the keys can be explained in terms of
the delta query defining the map.

As we have mentioned, delta queries are parameterized
SQL queries. The first set of keys (the input keys) corre-
spond to the parameters, and the second set (the output
keys) to the select-list of the defining query. In the event
that a parameter appears in an equality predicate with a
regular attribute, we omit it from the input keys because we
can unify the parameter. We briefly describe other interest-
ing manipulations of parameterized queries in our framework
in the following section, however a formal description of our
framework is beyond the scope of this paper.

Example. Figure 2 shows the compilation of a query q:

select l.ordkey, o.sprior, sum(l.extprice)
from Customer c, Orders o, Lineitem l
where c.custkey = o.custkey and l.ordkey = o.ordkey
group by l.ordkey, o.sprior

inspired by TPC-H Query 3, with a simplified schema:

Customer(custkey,name,nationkey,acctbal)

Lineitem(ordkey,extprice)

Order(custkey,ordkey,sprior)

The first step of delta compilation on q produces a map m.
The aggregate for each group 〈ordkey, sprior〉 can be ac-
cessed as m[][ordkey, sprior]. We can answer query q by
iterating over all entries (groups) in map m, and yielding
the associated aggregate value. The first step also com-
putes a delta query qc by applying standard delta trans-
formations as defined in existing IVM literature [17, 35, 47,
48]. In summary, these approaches substitute a base rela-
tion in a query with the contents of an update, and rewrite
the query. For example, on an insertion to the Customer re-
lation, we can substitute this relation with an update tuple
〈@ck,@nm,@nk,@bal〉:
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Input (parent query) Update Output: auxiliary map, delta query
q = select l.ordkey, o.sprior, +Customer m[][ordkey, sprior] qc = select l.ordkey, o.sprior,

sum(l.extprice) from (ck,nm,nk,bal) sum(l.extprice)

Customer c, Orders o, Lineitem l from Orders o, Lineitem l

where c.custkey = o.custkey where @ck = o.custkey

and l.ordkey = o.ordkey and l.ordkey = o.ordkey

group by l.ordkey, o.sprior; group by l.ordkey, o.sprior;

qc: Recursive call, +Lineitem mc[][custkey, ordkey, sprior] qcl = select @ok, o.sprior,@ep*sum(1)

see previous output (ok,ep) from Orders o where

@ck = o.custkey and @ok = o.ordkey

qcl: Recursive call, +Order mcl[][custkey, ordkey, sprior] qclo = select @sp, count()

see previous output (ck2,ok2,sp) where @ck = @ck2 and @ok = @ok2;

Figure 2: Recursive query compilation in DBToaster. For query q, we produce a sequence of materializations
and delta queries for maintenance: 〈m, q′〉, 〈m′, q′′〉, 〈m′′, q′′′〉. This is a partial compilation trace, our algorithm
considers all permutations of updates.

select l.ordkey, o.sprior, sum(l.extprice)

from values (@ck,@nm,@nk,@bal)

as c(custkey,name,nationkey,acctbal),

Orders o, Lineitem l

where c.custkey = o.custkey and l.ordkey = o.ordkey

group by l.ordkey, o.sprior

Above the substitution replaces the Customer relation with
a singleton set consisting of an update tuple with its fields
as parameters. We can simplify qc as:

qc = select l.ordkey, o.sprior,sum(l.extprice)

from Orders o, Lineitem l

where @ck = o.custkey

and l.ordkey = o.ordkey

group by l.ordkey, o.sprior;

The query rewrite replaces instances of attributes with
parameters through variable substitution, as well as more
generally (albeit not seen in this example for simpler expo-
sition of the core concept of recursive delta compilation),
exploiting unification, and distributivity properties of joins
and sum aggregates to factorize queries [23].

This completes one step of delta compilation. Our com-
pilation algorithm also computes deltas to q for insertions
to Order or Lineitem (i.e. qo and ql). We list the full tran-
sition program for all insertions at the end of the exam-
ple (deletions are symmetric, and ommitted due to space
limitations). IVM techniques evaluate qc on every inser-
tion to Customer. To illustrate the recursive nature of our
technique, we walk through the recursive compilation of
qc to mc, qcl on an insertion to Lineitem (see the second
row of Figure 2). At this second step, DBToaster mate-
rializes qc with its parameter @ck and group-by fields as
mc[][custkey, ordkey, sprior], and uses this map mc to main-
tain the query view m:

on_insert_customer(ck,nm,nk,bal):
m[][ordkey,sprior] += m_c[][ck,ordkey,sprior];

As it turns out, all maps instantiated from simple equijoin
aggregate queries such as TPCH Query 3 have no input
keys. Maps with input keys only occur as a result of in-
equality predicates and correlated subqueries, for example
the VWAP query from Section 1.

Above, we have a trigger statement in a C-style language
firing on insertions to the Customer relation, describing the
maintainence of m by reading the entry mc[ck, ordkey, sprior]
instead of evaluating qc(ck, Orders, Lineitem). Notice that
the trigger arguments do not contain ordkey or sprior, so
where are these variables defined? In DBToaster, this state-
ment implicitly performs an iteration over the domain of

the map being updated. That is, map m is updated by
looping over all 〈ordkey, sprior〉 entries in its domain, in-
voking lookups on mc for each entry and the trigger argu-
ment ck. Map read and write locations are often (and for a
large class of queries, always) in one-to-one correspondence,
allowing for an embarrassingly parallel implementation (see
Section 5). For clarity, the verbose form of the statement is:

on_insert_customer(ck,nm,nk,bal):

for each ordkey,sprior in m:

m[][ordkey,sprior] += m_c[][ck,ordkey,sprior];

Throughout this document we use the implicit loop form.
Furthermore, this statement is never implemented as a loop,
but relies on a map data structure supporting partial key
access, or slicing. This is trivially implemented with sec-
ondary indexes for each partial access present in any main-
tenance statement, in this case a secondary index yielding
all 〈ordkey, sprior〉 pairs for a given ck. This form of main-
tenance statement is similar in structure to the concept of
marginalization in probability distributions, essentially the
map m is a marginalization of map mc over the attribute
ck, for each ck seen on the update stream.

Returning to the delta qcl produced by the second step of
compilation, we show its derivation and simplification below:
select l.ordkey, o.sprior,

sum(l.extprice)

from Orders o, values

(@ok,@ep) as

l(ordkey,extprice)

where @ck = o.custkey

and l.ordkey = o.ordkey

=>

select @ok, o.sprior,

@ep*sum(1)

from Orders o

where @ck = o.custkey

and @ok = o.ordkey

Notice that qcl has a parameter @ck in addition to the
substituted relation Lineitem. This parameter originates
from the attribute c.custkey in q, highlighting that map
parameters can be passed through multiple levels of com-
pilation. The delta qcl is used to maintain the map mc on
insertions to Lineitem, and is materialized in the third step
of compilation as mcl[][custkey, ordkey, sprior]. The result-
ing maintenance code for mc is (corresponding to Line 8 of
the full listing):

on_insert_lineitem(ok,ep) :
m_c[][custkey, ok, sprior] +=
ep * m_cl[][custkey, ok, sprior];

Above, we iterate over each 〈custkey, sprior〉 pair in the
map mc, for the given value of the trigger argument ok. Note
we have another slice access of mcl, of 〈custkey, sprior〉 pairs
for a given ok. The third step of recursion on insertion to
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Order is the terminal step, as can be seen on inspection of
the delta query qclo:

select o.sprior, count()

from values (@ck2,@ok2,@sp)

as o(custkey,ordkey,sprior)

where @ck = o.custkey

and @ok = o.ordkey

=>
select @sp, count()

where @ck = @ck2

and @ok = @ok2

In the result of the simplification, the delta qclo does not
depend on the database since it contains no relations, only
parameters. Thus the map mcl can be maintained entirely
in terms of trigger arguments and map keys alone. Note this
delta contains parameter equalities. These predicates con-
strain iterations over map domains, for example the main-
tenance code for qclo would be rewritten as:

on_insert_order(ck2,ok2,sp) :
m_cl[][ck, ok, sp] +=
if ck==ck2 && ok==ok2
then 1 else 0;

=>
m_cl[][ck2, ok2, sp]
+= 1;

where, rather than looping over map mcl’s domain and test-
ing the predicates, we only update the map entry corre-
sponding to ck2, ok2 from the trigger arguments.

We show the trigger functions generated by DBToaster
below, for all possible insertion orderings, including for ex-
ample deltas of q on insertions to Order and then Lineitem.
We express the path taken as part of the map name as seen
for mc and mcl in our walkthrough. Some paths produce
maps based on equivalent queries; DBToaster detects these
and reuses the same map. Due to limited space, we omit
the case for deletions, noting that these are symmetric to
insertions except that they decrement counts.

1. on_insert_customer(ck,nm,nk,bal) :
2. m[][ordkey, sprior] +=
3. m_c[][ck, ordkey, sprior];
4. m_l[][ordkey, sprior] +=
5. m_cl[][ck, ordkey, sprior];
6. m_o[][ck] += 1;
7.
8. on_insert_lineitem(ok,ep) :
9. m[][ok, sprior] += ep * m_l[][ok, sprior];
10. m_c[][custkey, ok, sprior] +=
11. ep * m_cl[][custkey, ok, sprior];
12. m_co[][ok] += ep;
13.
14. on_insert_order(ck,ok,sp) :
15. m[][ok, sp] += m_co[][ok] * m_o[][ck];
16. m_l[][ok, sp] += m_o[][ck];
17. m_c[][ck, ok, sp] += m_co[][ok];
18. m_cl[][ck, ok, sp] += 1;

We briefly comment on one powerful transformation that is
worth emphasizing in the above program, as seen on line 15.
Notice that the right-hand side of the statement consists of
two maps – all other statements are dependent on a single
map. This line is an example of factorization applied as part
of simplification. This statement is derived from the query
q given at the start of the example, when considering an
insertion to the Order relation with tuple 〈@ck,@ok,@sp〉:

qo = select @ok,@sp,sum(l.extprice)

from Customers c, Lineitem l

where c.custkey = @ck

and l.ordkey = @ok;

The group-by clause of q can be eliminated since all group-
by attributes are parameters. Note that the two relations
Customer, and Lineitem have no join predicate, thus the
query uses a cross product. By applying distributivity of

the sum aggregate, we can separate (factorize) the above
query into two scalar subqueries:

select @ok,@sp,

sum(l.extprice)

from

Customers c,

Lineitem l

where c.custkey = @ck

and l.ordkey = @ok;

=>

select @ok,@sp,

((select sum(l.extprice)

from Lineitem l

where l.ordkey = @ok)

*

(select sum(1)

from Customers c

where c.custkey = @ck));

DBToaster materializes the scalar subqueries above as
mco and mo in its program, and in particular note that prior
to factorization we had a single delta query of degree 2, and
after factorization we have two delta queries of 1. The latter
is clearly simpler and more efficient to maintain. Factoriza-
tion can be cast as the generalized distributive law (GDL) [3]
applied to query processing. GDL facilitates fast algorithms
for many applications including belief propagation and mes-
sage passing algorithms, and Viterbi’s algorithm. With this
analogy, we hope to leverage other techniques from this field,
for example approximation techniques.

Transition program properties. For many queries, com-
pilation yields simple code that has no joins and no nested
loops, only single-level loops that perform probing as in hash
joins. Simple code is beneficial for analysis and optimiza-
tions in machine compilation and code generation.

Transition programs leverage more space to trade off time
by materializing delta queries. These space requirements
are dependent on the active domain sizes of attributes, and
often attributes do not have many distinct values, for exam-
ple there are roughly 2800 unique stock ids on NASDAQ and
NYSE. Additionally pruning duplicate maps during compi-
lation facilitates much reuse of maps given recursion through
all permutations of updates. Finally, there are numerous op-
portunities to vary space-time requirements for transitions:
we need not materialize all higher-level deltas. For exam-
ple we could maintain q with m(i), a materialized i-th level
delta and perform more work during the update to evaluate
q(i−1), . . . , q(1). We could further amortize space by exploit-
ing commonality across multiple queries, merging maps to
service multiple delta queries.

Insights. Queries are closed under taking deltas, that is, a
delta query is of the same language as the parent query. This
allows for processing delta queries using classical relational
engines in IVM. However, the aggressive compilation scheme
presented above allows to innovate in the design of main-
memory query processors. In the above example, we have
materialized all deltas, thus the transition program consists
of simple arithmetics on parameters and map lookups.

Our concept of higher-level deltas draws natural analo-
gies to mathematics. Our framework, and the compilation
algorithm described here – but restricted to a smaller class
of queries without nested aggregates – was described and
proven correct in [23]. In this framework, queries are based
on polynomials in an algebraic structure – a polynomial ring
– of generalized relational databases. This quite directly
yields the two main properties that make recursive compila-
tion feasible – that the query language is closed under taking
deltas and that taking the delta of a query reduces its de-
gree, assuring termination of recursive compilation. Unfor-
tunately, the second property is not preserved if one extends
the framework of [23] by nested aggregates. We describe be-
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low how DBToaster handles this generalized scenario.

Discussion. To summarize, in contrast to today’s IVM,
DBToaster uses materialization of higher-level deltas for con-
tinuous query evaluation that is as incremental as possible.
DBToaster is capable of handling a wide range of queries, in-
cluding, as discussed next, nested queries. This has not been
addressed in the IVM literature, and lets our technique cover
complex, composed queries, where being as incremental as
possible is highly advantageous.

3.2 Compilation Enhancements
We briefly discuss further compilation issues and optimiza-
tions beyond the fairly simple query seen in Figure 2.

Nested queries. We can compile transitions for nested
queries, which has not been feasible in existing IVM tech-
niques. In particular nested scalar subqueries used in pred-
icates are problematic because taking deltas of such predi-
cates does not result in simpler expressions. Our algorithm
would not terminate if we did not handle this: we explicitly
find simpler terms and recur on them. VWAP in Section 1
exemplifies a nested query.

Nested subqueries contain correlated attributes (e.g. price
in VWAP) defined in an outer scope. We consider correlated
attributes as parameters, or, internally in our framework, as
binding patterns as seen in data integration. Nested queries
induce binding propagation, similar to sideways information
passing in Datalog. That is, we support the results of one
query being used (or propagated) as the parameters of a
correlated subquery, indicating an evaluation ordering. We
transform queries to use minimal propagation, which per-
forms additional aggregation of maps, over dimensions of
the map key that are not propagated. For example a map
m[x, y, z] would be aggregated (marginalized) to m′[x, y] if
x, y were the only correlated attributes.

Rethinking query compilation with programming lan-
guages and compiler techniques. Our current compila-
tion process involves implementing transition programs in a
variety of target languages, including OCaml and C++. We
currently rely on OCaml and C++ compilers to generate
machine code, and observe that there are a wide variety of
optimization techniques used by the programming languages
(PL) and compiler communities that could be applied to
query compilation. Compiling queries to machine code is
not a novel technique, and has been applied since the days
of System R [9]. However there have been many advances in
source code optimization since then, as evidenced by several
research projects aimed in this direction [4, 24].

We believe the advantage of incorporating methods from
the PL and compiler communities directly into our compiler
framework is that it facilitates whole-query optimizations,
programmatic representation and manipulation of physical
aspects of query plans such as pipelining and materializa-
tion (memoization), and opportunities to consider the in-
teraction of query processing and storage layouts via data
structure representations. Specifically, we have developed a
small functional programming (FP) language as our abstrac-
tion of a physical query plan, unlike the operator-centric low-
level physical plans found in modern database engines (e.g.
specific join implementations, scans, sorting operators that
make up LOLEPOPs in IBM’s Starburst and DB2 [28], and
similar concepts in Oracle, MS SQL Server amongst others).

The primary features of our FP language are its use of
nested collections (such as sets, bags and lists) during query

processing, its ability to perform structural recursion (SR) [8]
optimizations on nested collections, and its support for long-
lived persistent collections. Structural recursion transforma-
tions enable the elimination of intermediates when manipu-
lating collections, and when combined with primitive opera-
tions on functions, such as function composition, yields the
ability to adapt the granularity of data processing. Consider
a join-aggregate query

P
a∗f ((R ./ S) ./ T ) with schema

R(a, b), S(c, d), T (e, f), where the natural joins are Carte-
sian products. While such a query would not occur as a
delta query in DBToaster (it would be factorized as dis-
cussed above), it suffices to serve as a toy example. Our
functional representation is:

aggregate(fun < <t,u,v,w,x,y>, z>. (t*y)+z, 0,

flatten(

map(fun <w,x,y,z>.

map(fun <e,f>.<w,x,y,z,e,f>, T),

flatten(

map(fun <a,b>.

map(fun <c,d>.<a,b,c,d>, S),

R)))))

Above, fun is a lambda form, which defines a function pos-
sibly with multiple arguments as indicated by the tuple no-
tation. Next, map, and aggregate are the standard func-
tional programming primitives that apply a function to each
member of a collection, and fold or reduce a collection re-
spectively. For example, we can use map to add a constant
to every element of a list as:

map(fun x. x+5, [10;20;30;40]) => [15;25;35;45]

Similarly we can use aggregate to compute the sum of all
elements of a list, with initial value 0 as:

aggregate(fun <x,y>. x+y, 0, [10;20;30;40]) => 100

The flatten primitive applies to a collection of collections
(i.e. a nested collection), yielding a single-level collection.
For example:

flatten([[1;2]; [3]; [4;5;6]]) = [1;2;3;4;5;6]

Our functional representation first joins relations R and S,
before passing the temporary relation created to be joined
with T, again yielding an intermediate, that is finally aggre-
gated. Notice the intermediate flatten operations to yield a
first normal form.

A standard implementation of a join as a binary operation
forces the materialization of the intermediate result R ./θ S.
There are numerous scenarios where such materialization is
undesirable, and has led to the development of multiway
join algorithms such as XJoin [41] and MJoin [42]. With a
few simple transformation steps, we can rewrite the above
program to avoid this intermediate materialization as:

aggregate(fun < <t,u,v,w,x,y>, z>. (t*y)+z, 0,

flatten(flatten(

map(fun <a,b>. map(fun <c,d>. map(fun <e,f>.

<a,b,c,d,e,f>, T), S), R))))

This is a three-way nested loops join ./3 (R, S, T ) with
no intermediate materialization of a two-way join, that can
also be pipelined into the aggregation. In general, we can ap-
ply well-established folding [5], defunctionalization [13] and
deforestation [27] techniques from functional programming,
which when combined with data structures such as indexes
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and hash tables, can yield a rich space of evaluation strate-
gies that vary in their pipelining, materialization, ordering,
nesting structure and vectorization characteristics.

The last item, nesting structure and vectorization, refers
to concepts from nested relational algebra [38], whereby
query processing need not occur in terms of first normal form
relations. Our programs can use non-first normal forms in-
ternally, and can apply compression and vectorized process-
ing over the nested relation attributes, much in the vein of
column-oriented processing. Furthermore, we can directly
represent the aforementioned data structures, such as in-
dexes and DBToaster maps, in our language, yielding a
unified approach to representing both query processing and
storage layout. We know of no existing framework capable of
such a rich representation, and are excited by the potential
to apply program transformations to jointly optimize query
processing and storage.

4. MANAGING STORAGE IN DBTOASTER
We now examine two components of DBToaster’s solu-

tion to storage in a DDMS: (1) The DBToaster compiler
produces data structures designed specifically for the com-
piled DDMS’ target query workload. (2) By analyzing the
patterns with which data is accessed, DBToaster constructs
a data layout strategy (for pages on a disk, servers in a clus-
ter, etc.) that limits IO overhead.
Data structures. DBToaster uses multi-key (i.e., multi-
dimensional) maps to represent materialized views. The
generated code performs lookups of slices of the maps, using
partial keys, fixing some dimensions and iterating over the
others. Recall the right-hand side of line 2 in the code list-
ing in Section 3. This is a partial lookup on map m c with
only ck defined by the trigger arguments. In addition to
exact and partial lookups, DBToaster maps support range
lookups by inequality predicates.

In their simplest form, out-of-core maps are implemented
by a simple relational-style key-value store with secondary
indices [30]. Inequality predicates, and aggregations in-
cluding such predicates, are implemented efficiently using
maps that store cumulative sums [19]. Maps can apply com-
pression techniques to address frequently repeating data.
DBToaster customizes the data structures backing each ma-
terialized view based on statement-level information on ac-
cesses, applying static compile-time techniques to construct
specialized data structures.

With substantial specialization of data structures as part
of compiling transitions, DBToaster is free to consider a
range of runtime issues in data structure tuning and adapta-
tion, including how to best perform fine-grained operations
such as incremental and partial indexing [39]. The key chal-
lenge to be addressed is how to provide data structures with
a low practical update cost (avoiding expensive index rebal-
ancing and hash-table rebucketing) while gradually ensuring
the lookup requirements of our data structures are retained
over time, amortizing data structure construction with con-
tinuous query execution.
Partitioning and co-clustering by data flow analysis.
Database partitioning and co-clustering decisions are tradi-
tionally made based on a combination of (a) workload statis-
tics, (b) information on schema and integrity constraints
(such as key-foreign key constraints, a popular basis for
co-clustering decisions), and (c) a body of expert insights
into how databases execute queries. Ideally, such decisions

should be based on a combination of (a), (b), and a data flow
analysis of the system’s query execution code, instantiated
with the query plan, or view maintenance code. In classical
DBMS however, this is too difficult to be practical.

Fortunately, data flow analysis turns out to be feasible for
compiled DDMS transition programs: in fact, it is rather
easy. A transition program statement reads from several
maps and writes to one, prescribing dependencies between
those maps occurring on the right-hand side of the statement
(reading), and the one on the left-hand side (writing). As
pointed out in Section 3, transition program statements ad-
mit a perfectly data-parallel implementation: consequently,
a statement never imposes a dependency between two items
of the same map and any horizontal partitioning across the
involved maps map keeps updates strictly local. Using these
data flow dependencies, partitioning and co-clustering deci-
sions can be made by solving a straightforward min-cut style
optimization problem.

5. DBTOASTER IN THE CLOUD
Scaling up a DDMS requires not only storing progres-

sively more data, but also a dramatic increase in comput-
ing resources. As alluded to in Section 4, DDMS and their
corresponding transition programs are amenable to having
their data distributed across a cluster: (1) The only data
structures used by transition programs are maps, which are
amenable to horizontal partitioning. (2) At the granularity
of a single update, iterative computations are completely
data-parallel.

Update Processing Consistency and Isolation. In
DBToaster, transition functions are created under the as-
sumption that they are operating on a consistent snapshot of
the DDMS’s state. The entire sequence of statements com-
posing the trigger function must be executed atomically, to
ensure that each statement operates on maps resulting from
fully processing the update stream prior to the update that
fired the trigger. Thus the effects of updates should be fully
isolated from each other. Similar issues and requirements
have been raised before in the single-site context of view
maintenance with the “state bug” [10].

Our requirement of processing updates in such an order
is conservative, indeed we could apply standard serializable
order concurrency control here to simultaneously process up-
dates that do not interact with each other. The underlying
goal is to develop simple techniques that avoid heavyweight
locking and synchronization of entries in massively horizon-
tally partitioned maps. We start with a conservative goal
to focus on lightweight protocols. Ensuring this atomicity
property is the first of the two core challenges that we en-
countered while constructing a distributed DDMS runtime.

Distributed Execution. Each update in our distributed
DDMS runtime design employs three classes of actor:

• source nodes: Nodes hosting maps read by the up-
date’s trigger function (maps appearing on the right-
hand side of the function’s statements).

• computation nodes: The nodes where statements are
evaluated.

• destination nodes: Nodes hosting maps written to by
the update’s trigger function (maps appearing on the
left-hand side of the function’s statements).
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Note that these actors are logical entities; it is not necessary
(and in fact, typically detrimental) for the actors to be on
separate physical nodes within the cluster. Introducing a
distinction between the different tasks involved in update
processing allows us to better understand the tradeoffs in-
volved in the second core challenge: selecting an effective
partitioning scheme that intelligently determines placements
of logical entities in order to best utilize plentiful hardware
to handle a large update stream and DDMS state.

5.1 Execution Models
We first address the issue of atomicity by providing two

execution models: (1) A protocol that provides a serial ex-
ecution environment for transition programs, and (2) An
eventual consistency protocol that provides the illusion of
serial execution.

Serial Execution. The most straightforward way of achiev-
ing atomicity is to ensure serial trigger function execution.
However, requiring all nodes in the cluster to block on a bar-
rier after every update is not a scalable approach. A similar
effect can be achieved more efficiently by using fine-grained
barriers, where each update is processed by first notifying
all of the update’s destination nodes of an impending write.
Reads at the update’s source nodes are blocked while writes
from prior updates are pending.

Serial execution requires a global ordering of updates as
they arrive at the DDMS. Techniques to achieve this include:

• Updates arrive only from a single producer (e.g., the
cluster is maintaining a data warehouse that mirrors a
single OLTP database).

• A central coordinator generates a global ordering (as
in [32]).

• A distributed consensus protocol generates a global or-
dering (as in [22]).

• A deterministic scheme produces a global ordering.
For example, each update producer generates times-
tamps locally and identical timestamps in a global view
are settled with a deterministic tiebreaker like the pro-
ducer’s IP address.

We also need a mechanism to provide consistent deliv-
ery of updates from multiple producers. Before completing
a read, source nodes must not only ensure that all prior
pending writes have been completed, but also that all no-
tifications for prior updates have been received. A simple
solution is to channel all updates through a single server.
This has the advantage of also providing a global ordering
over all updates. However this solution creates a scalability
bottleneck. Alternative solutions like broadcasting updates
or periodic commits are possible, but introduce considerable
synchronization overheads.

Speculative Execution with Deltas. As an alternative,
we can favor the use of speculative and optimistic processing
techniques in designing our distributed execution protocol.
The key insight here is that our computation is based on in-
cremental processing, thereby unlike standard usage of spec-
ulative execution, any work done speculatively need not be
thrown away entirely, rather any work done can be revised
through increments or deltas, to the final desired outcome.

In particular, a node can optimistically perform reads im-
mediately (or at least, blocking only on pending write oper-
ations which the node is already aware of, and not the vague

<1> : mC[2] <4> : mR[6] <5> : mC[1]Read Log: 

<2> : +2 <7> : -1Map mC[1]: 

mC[2]: <2> : +2 <5> : +2 <6> : +2

...mC[...]: 

Write log for mC[1] Read on mC[1] at 
timestamp <5>

Write incrementing mC[2] 
by +2 at timestamp <6>...mR[...]: 

...... : 

Figure 3: Supplemental data structures used to
facilitate speculative execution in a distributed
DDMS.

possibility of potential future write operations). Although
avoiding blocking on potential future writes eliminates sig-
nificant synchronization overheads, out-of-order updates can
cause the atomicity and desired ordering properties of trig-
ger execution to be lost. We favor this point in the design
space since out-of-order events are expected to occur infre-
quently. Furthermore, such events are likely to interfere with
only a handful of prior updates, for example a write on one
map entry followed by an out-of-order read on a different
entry in the same map do not cause a problem. Finally, be-
cause write operations are limited to additive deltas, there
is a clear mechanism for composing out-of-order writes.

Out-of-Order Processing with Deltas as Revisions.
Two types of out-of-order operations can occur in the spec-
ulative execution model: write-before-read, and read-before-
write. We supplement maps with two additional data struc-
tures capturing timestamp information for operations, as
illustrated in Figure 3: (1) Source nodes maintain a log of
all read operations. (2) Destination nodes save all write op-
erations independently; map entries are saved as logs rather
than summed values. Each operation is tagged with and
sorted by the effecting update’s timestamp <t>.

In the case of an out-of-order read operation (i.e., one
that arrives after a write operation that logically precedes
it), the write log makes it possible to reconstruct the state
of the map at an earlier point in time. For example, given
the initial state in Figure 3, an update that requires a read
on entry mC[2] arrives with timestamp <3>. The value sent
to the computation nodes is not the latest value of the entry
(mC[2] = 6 for all timestamps after <6>), but rather the
sum of all values with lower timestamps (mC[2] = 2 for
timestamps <3>,<4>, and <5>).

In the case of an out-of-order write operation, the read log
allows us to send a revising update to each computation node
affected by the write. For example, given the initial state
in Figure 3, an update that requires a write on entry mR[6]

arrives with timestamp <3>. The value will be written as
normal (i.e., inserted into the write log for mR[6], in sorted
timestamp order). Additionally, because the read log shows
a read on the same entry with a later timestamp, a corrective
update will be sent to the computation node(s) to which the
entries were originally sent to.

Both data structures grow over time. To prevent un-
bounded memory usage, it is necessary to periodically trun-
cate, or garbage collect the entries in each. This in turn,
requires the runtime to periodically identify a cutoff point,
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the “last” update for which there are no operations pend-
ing within the cluster. The read history is truncated at this
point, and all writes before this point are coalesced into a sin-
gle entry. Though this process is slow, it does not interfere
with any node’s normal operations, and can be performed
infrequently, for example once every few seconds.

Hybrid Consistency. While the speculative execution
model and its eventually consistent results are advantageous
from a performance and scalability perspective, there may
not be a point at which the state of all maps in the system
corresponds to a consistent snapshot of our transition pro-
grams evaluated over any prefix of the update stream. That
is, there is no guarantee that the system has actually con-
verged to its eventually consistent state in the presence of
a highly dynamic update stream. However, a side effect of
the garbage collection process is that each garbage collection
run, in effect generates a consistent snapshot of the system.
As in other eventual consistency systems [14], this approach
offers a hybrid consistency model, specifically the same in-
frastructure produces both low-latency eventually consistent
results, as well as higher-latency consistent snapshots.

5.2 Partitioning Schemes
The second challenge associated with distributing a tran-

sition program across the cluster is the distribution of logical
nodes (source, computation, and destination) across physi-
cal hardware in the cluster. In addition to more complex,
min-cut based partitioning schemes for the data, DBToaster
considers two simple partitioning heuristics for distributing
computation: (1) data shipping: evaluate program state-
ments where their results will be stored, at destination nodes,
or (2) program shipping: evaluate program statements where
their input maps are stored, at source nodes.

Destination-Computation. Given the one-to-one cor-
respondence between computation nodes and destination
nodes, the simplest partitioning scheme is to perform com-
putations where the data will be stored – that is, the des-
tination and computation nodes are co-located. As part of
update evaluation, each source node transmits all relevant
map entries to the destination node. Upon arrival, the des-
tination node evaluates the statement and stores the result.

Source-Computation. Though simple, transmitting ev-
ery relevant map entry with every update can be waste-
ful, especially if the input map entries don’t change fre-
quently. An alternative approach is to co-locate all of the
source nodes and the computation node. When evaluat-
ing an update, the computation can be performed instanta-
neously, and the only overhead is transmitting the result(s)
to the destination node(s). This is particularly effective in
queries where update effects are small (e.g., queries consist-
ing mostly of equijoins on key columns).

However, this approach introduces an additional compli-
cation. It is typically not possible to generate a partitioning
of the data that ensures that for each statement in a trigger
program, all the source nodes will be co-located. In order to
achieve a partitioning, data must be replicated; each map is
stored on multiple physical nodes. While replication is typ-
ically a desirable characteristic, storage-constrained infras-
tructures may need to use complex partitioning schemes.

6. DISCUSSION AND CONCLUSIONS
We have proposed Dynamic Data Management Systems,

arguing for the need for a class of systems optimized for
keeping SQL aggregate views highly available and fresh un-
der high update rates. We have sketched some of the main
research challenges in making DDMS a reality, and have out-
lined key design decisions and first results and insights that
make us confident that the vision of DDMS can be realized.

We are currently developing a DDMS, DBToaster, in a
collaboration between EPFL and Johns Hopkins, which was
started while the authors worked at Cornell. So far, we
have developed an initial version of a transition compiler
which implements the recursive IVM technique sketched in
Section 3. The feasibility of keeping views fresh through
hundreds of updates per second using this approach in the
context of algorithmic trading was recently demonstrated
using an early DBToaster prototype [2]. An initial account
of the foundations and theory of recursive IVM was given
in [23]. Apart from substantially improving the compiler,
we are now working on the actual DBToaster DDMS. We
follow the strategy of developing two branches, one a main-
memory, moderate state-size, single-core ultra-high view re-
fresh rate system for applications such as algorithmic trading
and the other a cloud-based, persistent, eventual-consistency
system for very large scale interactive data analysis. We
will merge these two branches once the individual techni-
cal problems have been solved. Further details and an up-
date stream on the project can be found on our website at
http://www.dbtoaster.org.
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M. Cherniack, R. Tibbetts, and S. B. Zdonik. Towards
a streaming SQL standard. PVLDB, 1(2), 2008.

[22] F. P. Junqueira and B. C. Reed. The life and times of
a zookeeper. In PODC, New York, NY, USA, 2009.

[23] C. Koch. Incremental query evaluation in a ring of
databases. In PODS, 2010.

[24] K. Krikellas, S. Viglas, and M. Cintra. Generating
code for holistic query evaluation. In ICDE, 2010.

[25] L. Brenna et al. Cayuga: a high-performance event
processing engine. In SIGMOD, 2007.

[26] B. Liskov and L. Shrira. Promises: linguistic support
for efficient asynchronous procedure calls in
distributed systems. In PLDI, 1988.

[27] S. Marlow and P. Wadler. Deforestation for
higher-order functions. In Functional Programming,
1992.

[28] J. McPherson and H. Pirahesh. An overview of
extensibility in starburst. IEEE Data Eng. Bull.,
10(2), 1987.

[29] E. Meijer, B. Beckman, and G. M. Bierman. LINQ:
reconciling object, relations and xml in the .net
framework. In SIGMOD, 2006.

[30] M. A. Olson, K. Bostic, and M. Seltzer. Berkeley DB.
In USENIX, 1999.

[31] C. Olston, E. Bortnikov, K. Elmeleegy, F. Junqueira,

and B. Reed. Interactive analysis of web-scale data. In
CIDR, 2009.

[32] D. Peng and F. Dabek. Large-scale incremental
processing using distributed transactions and
notifications. In OSDI, 2010.

[33] R. G. Bello et al. Materialized views in Oracle. In
VLDB, 1998.

[34] R. Motwani et al. Query processing, approximation,
and resource management in a data stream
management system. In CIDR, 2003.

[35] N. Roussopoulos. An incremental access method for
ViewCache: Concept, algorithms & cost analysis.
ACM TODS, 16(3), 1991.

[36] S. Ceri et al. Practical applications of triggers and
constraints: Success and lingering issues. In VLDB,
2000.

[37] S. Chandrasekaran et al. TelegraphCQ: Continuous
dataflow processing for an uncertain world. In CIDR,
2003.

[38] H.-J. Schek and M. H. Scholl. The relational model
with relation-valued attributes. Inf. Syst., 11(2), 1986.

[39] M. Stonebraker. The case for partial indexes.
SIGMOD Record, 18(4), 1989.

[40] G. J. Sussman and G. L. S. Jr. Scheme: A interpreter
for extended lambda calculus. Higher-Order and
Symbolic Computation, 11(4), 1998.

[41] T. Urhan and M. J. Franklin. Xjoin: A
reactively-scheduled pipelined join operator. IEEE
Data Eng. Bull., 23(2), 2000.

[42] S. Viglas, J. F. Naughton, and J. Burger. Maximizing
the output rate of multi-way join queries over
streaming information sources. In VLDB, 2003.

[43] A. von Bechtoldsheim. Scalable networking for cloud
datacenters. Invited Talk, EPFL, September 2010.

[44] W. M. White, M. Riedewald, J. Gehrke, and A. J.
Demers. What is ”next” in event processing? In
PODS, 2007.

[45] M. L. Wick, A. McCallum, and G. Miklau. Scalable
probabilistic databases with factor graphs and mcmc.
PVLDB, 3(1), 2010.

[46] Y. Fu et al. AJAX-based report pages as
incrementally rendered views. In SIGMOD, 2010.
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ABSTRACT
Data warehouses underlying virtual observatories stress the capa-
bilities of database management systems in many ways. They are
filled, on a daily basis, with large amounts of factual information
derived from intensive data scrubbing and computational feature
extraction pipelines. The predominant data processing techniques
focus on parallel loads and map-reduce feature extraction algo-
rithms. Querying these huge databases require a sizable computing
cluster, while ideally the initial investigation should run interac-
tively, using as few resources as possible.

In this paper, we explore a different route, one based on the ob-
servation that at any given time only a fraction of the data is of
primary value for a specific task. This fraction becomes the focus
of scientific reflection through an iterative process of ad-hoc query
refinement. Steering through data to facilitate scientific discovery
demands guarantees for the query execution time. In addition, strict
bounds on errors are required to satisfy the demands of scientific
use, such that query results can be used to test hypotheses reliably.

We propose SciBORQ, a framework for scientific data explo-
ration that gives precise control over runtime and quality of query
answering. We present novel techniques to derive multiple inter-
esting data samples, calledimpressions. An impressionis selected
such that the statistical error of a query answer remains low, while
the result can be computed within strict time bounds.Impressions
differ from previous sampling approaches in theirbias towards the
focal point of the scientific data exploration, theirmulti-layer de-
sign, and theiradaptivenessto shifting query workloads. The ulti-
mate goal is a complete system for scientific data exploration and
discovery, capable of producing quality answers with strict error
bounds in pre-defined time frames.

1. INTRODUCTION
Scientific instruments produce huge amounts of information which

is stored in large data warehouses. Examples are virtual observa-
tories populated with astronomical data, or the Grid, a computer
cluster spanning the globe with experimental data originating from
the Large Hadron Collider at CERN. The data produced is so large
that in many cases a decade of intense exploration by the scien-

This article is published under a Creative Commons Attribution License
(http://creativecommons.org/licenses/by/3.0/), which permits distribution
and reproduction in any medium as well allowing derivative works, pro-
vided that you attribute the original work to the author(s) and CIDR 2011.
5th Biennial Conference on Innovative Data Systems Research (CIDR ’11)
January 9-12, 2011, Asilomar, California, USA.

tists passes by before new observations are obtained and safe con-
clusions are drawn. The predominant data processing techniques
focus on massivly parallel loads and distributed processing on a
computer cluster. Although these approaches allow efficient ex-
ecution of complicated and computationally intensive workflows,
they do not provide interactive and low-cost means for the scien-
tists to make an initial exploration over the daily produced data.
The demand for data intensive scientific discovery led Jim Gray to
call the community to arms to face the challenge of the “Fourth
Paradigm” [11]. Facing this challenge calls for a database architec-
ture exhibiting features different from contemporary ones.

A significant portion of the processing time goes into loading
data into the science data warehouse and to prepare it for fast re-
trieval. The daily ingest may involve data sizes that are already hard
to manage. Indexing may take an exorbitant amount of time, oth-
erwise, massive data parallel processing is needed later on. Even
a raw scan is hindered by the sequential bandwidth required. Our
hypothesis is that in many real-life situations the scientist is ini-
tially satisfied with a properly chosen database sample as a starting
point for determining a query scenario. This scenario, once proven
correct and relevant, can be run in depth against all data overnight.
The key challenge is to determine what constitutes a good set of
sampled data, such that the interests of the scientist are met and
the computational tasks run efficiently, thus providing interactive
query performance. Traditional approximate query answering and
online aggregation methods do not satisfy the requirement of com-
plete control over both resource consumption and query result error
bounds.

In this paper we describe SciBORQ1, a novel architecture that
extracts multiple samples of a science database, calledimpressions
hereafter, to facilitate data exploration with guarantees on execu-
tion time and tight error bounds. The approach taken generalises
the samplingtechniques originally designed to maintain synopsis
and histograms for query optimisation. Contrary to existing work,
impressionsare large samplesbiasedtowards the scientist’s inter-
est as captured by taking note of the query workload. SciBORQ
constantlyadaptstowards the shifting focal points of real time data
exploration. Adaptive biased samplingis more suitable under the
observation that given a limitation on size, it is better to pick more
tuples from the areas of interest so as to minimise the error bounds.
New challenges emerge, such as providing correct estimators, sat-
isfactory error bounds, and execution time guarantees.

Unlike synopsis and histograms, which are traditionally used for
approximate query answering, the size of animpressionmay be
many gigabytes rather than just kilobytes or megabytes. Query
processing is designed such that a query may be evaluated against
multiple impressions, according to the specific user demands on er-

1pronounced ascyborg
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ror and time bounds. Therefore, multipleimpressionsof different
size and focus are derived. Depending on the policy chosen, some
scientists would be keen to keep the latest observations in their sam-
ples, while others may only be interested in events close to a point
of interest. Others may be interested in the outliers, i.e., peaks or
troughs of the data instead of average values. Finally, for practical
data exploration, it is imperative to control the statistical errors that
might occur when a database query is executed, or bound the pro-
cessing time to an acceptable limit, for example, “give me the most
representative result you can obtain within 5 minutes”.

The key features of SciBORQ can be summarised as follows:

• SciBORQ consists ofimpressions, which are created and up-
dated incrementally during parallel database loads, such that
a scientist’s interest captured by animpressionis satisfied.

• Impressionsadaptively reflect the focal point of scientific ex-
ploration, which is derived from the query workload.

• Bounded query processingis facilitated by recursively de-
finedimpressionswith strict control over their response time,
disk space, and statistical quality, leading to amulti-layer
data exploration framework.

The research opportunities under such an architecture are promis-
ing. Biased adaptive multi-layered samplesare an entirely new
concept, introducing new areas for research in database theory and
system design. Moreover, the specifics of sampling over a read-
optimised columnar architecture have not been studied in detail yet
– leaving ample space for exploration and rethinking of already es-
tablished sampling techniques. Bounded query answering calls for
developing a new query processing framework that can keep errors
under control by resorting to using more detailed impressions, or
in the extreme case, the base data. Finally, although there is an ar-
ticulated desire from the scientific community to provide database
engines with control over the execution time [22], no significant
steps have been done towards the realisation of such a system.

The rest of the paper is organised as follows. Section 2 presents
one of the scientific data warehouses that motivates our work. Sec-
tion 3 presents the design of SciBORQ. Section 4 details the con-
cept of adaptive and biased sampling. Section 5 presents related
work, followed by Section 6 with conclusions and future work.

2. SCIENTIFIC DATA WAREHOUSES
The proposed multi-layer query processing framework is tar-

geted towards an ongoing astronomy applications, the Sloan Digital
Sky Survey SkyServer. The SciBORQ implementation is designed
to work on top of MonetDB [17], a modern column-store database
system with a proven track record in various fields [12, 13, 16].
MonetDB is already integrated with the aforementioned applica-
tion as the underlying data management system.

2.1 Sloan Digital Sky Server
The Sloan Digital Sky Server realisation in SkyServer2 is a well-

known and complex science data warehouse. Its schema encom-
passes several tens of relational tables. Figure 1 shows a sum-
marised view of the schema. The main fact tablePhotoObjAll
contains hundreds of columns and several billion tuples. Each tu-
ple contains information about an astronomical image. Attribute
ra refers to the right ascension, anddec to the declination of
the image in the sky. More information is incorporated by join-
ing the foreign key attributes of the main fact table to the dimen-
sion tables. In addition, the SkyServer schema contains tens of
2http://www.sdss.org
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Figure 1: SkyServer Schema and Query

views and functions to facilitate data exploration. A fully func-
tional implementation of this 4TB database is available for Mon-
etDB. The publicly accessible query logs provide a basis to de-
rive areas of interest. A large percentage of the queries have the
form shown in the lower part of Figure 1. TableGalaxy is a
view of PhotoObjAll with many foreign key joins. This view
presents thegalaxy information according to the astronomers’ de-
sire. The functionfGetNearbyObjEq returns all objects found
in a nearby area specified byra=185 anddec=0. The scientists’
interest can be satisfied, even if only the data around the coordi-
natesra anddec are available, and not the entire data set. The
area described by the query predicate is the focal point of explo-
ration. Often this focal point is limited to a small part of the sky.
Queries can run anywhere from a few seconds on a large cluster, to
tens of minutes on a single machine.

The SkyServer application is prototypical for emerging projects,
such as Pann-Stars and LSST. The system is used by around 2000
astronomers worldwide to support and drive their research. The
majority of users, however, consists of amateur astronomers chal-
lenging the system with a large and complex query load.

3. SciBORQ ESSENTIALS
The key to multi-layer query processing is to extract samples

from the database, theimpressions, such that bounded query pro-
cessing functionality is precisely controlled. Impressions are of
different size, ranging from a few kilobytes to many gigabytes. De-
pending on their size, an impression fits either in the CPU cache, or
the main memory of a workstation, or resides on the disk of a lap-
top or even a cluster. Therefore, this flexibility has a direct impact
on the execution time of a query, the number of results produced,
and the answer quality. Impressions bear commonalities with data
synopsis and histograms but their purpose, functionality, and appli-
cability go beyond that. In this section we sketch the landscape of
the SciBORQ system.

3.1 System Parameters
Size. Impressions have different sizes with different degrees of

detail. The memory footprint of an impression is directly pro-
portional to the error bounds and the processing time that can be
promised. The larger the impression, the longer the processing
time and the smaller the error bounds. The user is able to define
the desired size of an impression to serve her needs.

Focal point. An impression gathers data according to a sam-
pling strategy. However, the sampling need not be from the entire
database, but can be from specific areas of interest. The focal point
of an impression is defined to be exactly this area of interest. The
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predicates and the join conditions of the queries in a workload de-
termine what is important for the scientist and what not. For exam-
ple, in the SkyServer paradigm, by requesting objects of the galaxy
with thefGetNearbyObjEq function, effectively the scientist is
defining one of the focal points for an impression.

Layers. SciBORQ is a multi-layer hierarchical and parallel col-
lection of impressions. Impressions are defined to serve different
purposes and needs of the application user. In traditional systems,
there is one (typically small) synopsis of the data (i.e., sample, cat-
alogue statistics) used by the query optimiser or for approximate
query answering. However, in SciBORQ multiple impressions of
different sizes and focal points are constructed. Each less detailed
impression is derived from a previous more detailed one. In such
a derivation, the focal point of the larger impression is inherited
by the smaller, but many such hierarchies of impressions exist. If
the error bounds during query execution are not met, the process
continues on a larger impression of the same hierarchy. Moreover,
smaller impressions on higher layers are more efficient to maintain
since they only touch the data of the impression one layer below,
and not the entire base. This is important, since small impressions
need fast reflexes to efficiently adapt to query workload shifts.

Correlations. Impressions do not contain just a single attribute
or relation, but may span the entire database logical schema. Each
one of them may reflect the total of the base tables, or since Sci-
BORQ is designed for read optimised column stores, may contain
a subset of the attributes of a table. If the need rises, more columns
can be added. Past work [3, 4, 18, 21] demonstrates how join at-
tributes across relations are achieved with uniform sampling, and
it can be adjusted to our case, too. This way, the correlations be-
tween join attributes are maintained, leading to more precise query
results.

Adaptive. An impression constantly adapts to the focal point of
the scientist’s exploration, such that it contains more data from the
areas of interest. To achieve this objective, there are two phases
where an impression has the opportunity to re-adjust its focus: as a
side-effect of query processing and, alternatively, by triggering im-
pression maintenance on subsequent incremental loads. SciBORQ
recognises tuples that are potentially interesting for the workload
that has been observed up until now, thus increasing their chance
of being part of the corresponding impression. This strategy en-
sures better resolution around the focal points.

3.2 Bounded Query Processing
Quality of results. An important feature of the SciBORQ design

is the quality guarantees given for the query results. Any scien-
tific exploration, no matter how generic, is useful only if strong er-
ror bounds are provided. Although traditional sampling techniques
provide confidence levels on the results, error bounds will deterio-
rate due to correlations and complicated query plans. If a scientist
is prepared to accept only a specific upper limit on the error, he will
be left unsatisfied. A new query execution engine is needed that can
dynamically keep the error bounds under control. In SciBORQ, if
the error bound requested is not met during execution, the query
evaluation moves to an impression on a lower level, with a higher
level of detail, to confine the error margin. Ultimately, this can lead
to the base columns for a zero error margin. The implementation of
such functionality is feasible because of the special runtime optimi-
sation capabilities of a system such as MonetDB that materialises
intermediate results and provides the hooks to dynamically change
the query plans [15]. In addition, since query processing is column
oriented, some operators with low statistical confidence can run on
a larger impression of the same hierarchy, while other operators can
ran on a smaller one.

populate the sample smp with the first n tuples;
cnt := n;
while (tpl := block until next tuple())

cnt++;
rnd := floor(cnt∗random());
if (rnd < n)

smp[rnd] := tpl;
end

end

Figure 2: Reservoir algorithm R

Execution time. In today’s systems, the amount of results that a
query produces can only be limited by a count barrier, i.e.,LIMIT

clause in SQL. Indirectly, the query execution time can be con-
trolled likewise. Its implementation relies on “cutting” the execu-
tion pipeline when enough tuples have been produced or the prede-
fined timeout is triggered. The main problem with this approach is
that thefirstN results are returned, wherefirst is defined arbitrarily
by the order in which the data is processed. This order can be ei-
ther user defined (e.g., an ascending numerical order), or the order
in which the data was appended to the relation, or, finally, defined
by an index for fast retrieval. In all cases, such a cut does not neces-
sarily produce representative results for the entire data population,
but merely the luckyN first tuples. Moreover, in the presence of
blocking operators, such as‘sort’, ‘group by’, etc., all data has to
be read to produce the correct answer, and thus the pipeline cannot
be cut. Query processing in SciBORQ is much different in that re-
spect. The parameters of impressions are defined and maintained
during updates, such that SciBORQ always guarantees an upper
limit on time execution while producing results that are sampled
from the entire database. In such an architecture the equivalent
query with aLIMIT 100 clause will not return the first 100 re-
sults, but the 100 results satisfying the impression. In the SkyServer
example, instead of finding all objects near an area of the galaxy
by evaluating the functionfGetNearbyObjEq against the entire
PhotoObjAll fact table, and then returning only a few results,
the function is evaluated against an impression. If the number of
results cannot be obtained from that impression, query processing
may continue to a lower level that contains more sampled tuples
from PhotoObjAll.

3.3 Impressions Construction
Impressions are deployed either as part of a database loading

step or extracted from an existing database. In the first case, they
are constructed with little overhead during the load phase, without
the need to visit the base tables after the data is stored. The con-
struction algorithms reside in the load process, considering each
tuple as it is being loaded, much like a stream, and deciding if it
should be part of an impression or not. Because daily ingests of
new data are common in scientific data warehouses, the algorithms
for creating an impression also support incremental updates.

The incremental construction of impressions follow thereservoir
algorithmsparadigm [24]. Reservoir algorithms havea) a fixed
capacity of tuples that can fit in the sample,b) process the data se-
quentially, andc) each tuple has the same probability of being part
of the sample. The size of the sample is kept constant by throwing
out a random tuple to make room for a newly arrived one. Figure 2
outlines the general reservoir algorithm for maintaining a sample of
sizen. The decision to include or not a tuple in the sample is equal
to flipping a coin with probability of acceptancen

cnt+1
, wherecnt

is the number of tuples seen so far. Our algorithms stress the def-
inition of reservoir algorithms, since in SciBORQ tuples are not
chosen uniformly.
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populate the sample smp with the first n tuples;
while (tpl := block until next tuple())

rnd := random();
if ((D∗rnd) < k)

smp[floor(n∗rnd)] := tpl;
end

end

Figure 3: Last Seen Impression construction

Scientific observations have a strong temporal component. It is
often more important to retain recent tuples than ones that have
been investigated several times already. This leads to aLast Seen
focused impression, where tuples that were recently added have a
greater probability of being retained. To achieve this, instead of
picking a tuple with probability n

cnt+1
, we use the fixed probability

k

D
, whereD can be tuned to be close to the expected daily ingest

of new tuples, andk = n if only new tuples are desired, ork <
n for a ratio of k

n
new tuples in the sample. In such a strategy,

older tuples have a bigger chance of being thrown out from the
reservoir. Figure 3 outlines this algorithm. TheLast Seenapproach
is useful in cases where observations have a timestamp which is
used in query predicates.

The second strategy for determining the scientist’s interest is
based on a more complex infrastructure of query logging. Every
query ran against the complete database touches a subset of the
base tables that are relevant to the data exploration. An approach
would be to keep this set as an impression. The MonetDBrecycler
component already facilitates this functionality [13]. Here we seek
an algorithm such that the probability of keeping a tuple is propor-
tional to thedistanceof the values of that tuple from the values
requested by the query workload. For each predicate of a query,
the requested values are logged in histograms. These histograms
do not contain the entire value space of an attribute, but only a
portion. Given the workload knowledge, for each ingested tuple a
weight is calculated and used tobiasthe sample towards the tuples
with higher weight. In the next section we present the essentials of
biased samplingand how the weight is calculated.

Finally, we can incorporate biased sample construction across
many-to-many joins and foreign key joins by following each join
path [3], or by using weighted sampling [4]. However, due to the
special nature of impressions (i.e., incremental and adaptive biased
sampling), these traditional sampling techniques have to be adapted
to wait for the joining tuples to arrive during subsequent loads.

4. BIASED SAMPLING
Biased sampling is achieved by assigning weights to tuples such

that those that belong to areas of past interest have a higher prob-
ability to be part of an impression than other, irrelevant ones. In-
tuitively, the upside is that queries that target the area of interest
have tighter error bounds. The downside is that the confidence of
queries that span widely outside of these areas is lower. Assigning
weights to the probability of picking an item leads to anon-central
hypergeometric distribution. Specifically, our setting is described
by theFisher’s non-central hypergeometric distribution[6]. These
mathematical tools provide the theory to calculate the variance, the
mean, and the support function of the biased sample.

Biased sampling is steered by the observed interest in the data.
This is achieved by first identifying the attributes of the data that
contain relevant scientific observation values rather than annota-
tions or metadata. In the SkyServer setting of Figure 1, these at-
tributes, for the main fact tablePhotoObjAll, are for example
ra anddec, which give the position of the observed objects in the

struct histo stats{int c=0;
float m=0;

} hs[β];
N = 0;
while (v := block until next value())

N++;
i := floor((v-min)/w);
hs[i].c++;
hs[i].m=(hs[i].m×(hs[i].c-1)+v)/hs[i].c;

end

Figure 5: Histogram maintenance over the predicate set

sky. They appear as parameters of thefGetNearbyObjEq func-
tion. For many of the queries in the workload, these attributes are
part of theWHERE clause. Given a query workload – which is de-
fined over a period of time or over a predefined number of queries –
thepredicate setis the set of all values of the interesting attributes
that are requested by the queries. During incremental load of data
into thePhotoObjAll fact table, tuples are sampled with a bias
to the areas of the sky that previously appeared in the predicate set.

The values in the predicate set are regarded as points thatsug-
gestthe entire distribution of values of interest. Akernel density
estimator (kde)is used to estimate this interest. Kernel density es-
timators have been used to approximate the distribution of a sam-
pled space [20]. They are smoother than histograms because they
avoid rounding errors, and there is no dependency on the endpoints
or the width of the bins of a histogram. Moreover, since they are
continuous, and not discrete, they give a better view of the neigh-
bour area of the observed values. Assume a set ofN data points
x1, . . . , xN as they appear in the predicate set of a query workload.
The kernel density estimator estimates the expected total workload
and is given by the function:

f̂(x) = N−1

N
∑

i=1

Kh(x− xi)

whereKh(·) = h−1K(·/h) whereK is a kernel function andh the
bandwidth. A common choice ofK is the standard normal (Gaus-
sian) distributionφ(u) = 1

√

2π
e−

1

2
u2

. Functionf̂ is an estimator
of the density functionf of requested values, givenN data points.

Figure 4 depicts two equi-width histograms that correspond to
the distribution of 400 values as observed in the predicate set for
attributesra anddec. An important parameter is the choice ofh,
called thebandwidthof the kde. The red lines of Figure 4 show the
density function estimation of the values in the histograms, as ap-
proximated by function̂f with a carefully chosen bandwidth. No-
tice that a largeh will oversmooththe distribution (green lines in
Figure 4), while a smallh will undersmooth(blue lines in Fig-
ure 4). Choosing the correct approximation for the bandwidthh is
hard and has been an area of intense research [14]. Moreover, com-
puting f̂ for a new valuex involves re-iterating over all observed
valuesx1, . . . , xN . This implies that for every newly ingested tuple
tnew the computation of̂f(tnew) involves reading allN previously
observed values of the predicate set. We adjust the kde to our set-
ting to overcome these shortcomings as follows.

The first step is to maintain statistical information of equi-width
histograms for the attributes of interest to the scientific exploration.
These values are exactly the ones requested by the queries of the
workload and not the entire value domain. For the previous exam-
ple of SkyServer and attributesra anddec, we maintain statis-
tics for two histograms3. These histograms are different from the

3multi-dimensional histograms are more attractive, but for simplic-
ity of the example we use two distinct histograms. Alternative ap-
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Figure 4: 1st row is for predicate ‘ra’ and 2nd row for ‘dec’

ones shown in Figure 4, since they are not fully materialised as the
figure suggests. Only the statistical aspects of the histograms are
needed: the number of values that fall in a specific bin and their
mean value. More specifically, the domain of each attribute is di-
vided intoβ equal-width bins. The width is denoted byw. For
each binbi, i ∈ {1, . . . , β} two values are maintained: the count
ci that corresponds to the number of values that fall in binbi, and
the meanmi that is defined to be the mean of all values belonging
to the same binbi. Figure 5 outlines the code of maintaining the
statistics of the bins of a histogram build over the requested values
of one attribute, i.e., its predicate set. Themin value of the domain,
the widthw, and number of binsβ are considered to be known be-
forehand. The variableN contains the total number of values that
have been observed in the predicate set.

The statistics of the histograms provide the means to determine
the distribution of the interest, and based on them, a weight is as-
signed to each newly appended tuple. We adjust the kde function
to consider only the mean valuesmi of theβ bins multiplied by the
countci instead of iterating over all observed valuesx1, . . . , xN .
The resulting estimator function is now defined as:

f̆(x) =
1

N × w

β
∑

i=1

ci × φ
(x−mi

w

)

whereβ is the total number of bins,w the width of the bins, andci
the count andmi the mean of thei-th bin. Sinceβ ≪ N , andβ is
fixed, f̆(x) can be computed in constant time. Also

∫

Kw(u) = 1 and
∑β

i=1
ci = N ⇒

∫
∑β

i=1
ciKw(u) = N ×

∫

Kw(u) = N ⇒
∫

f̆(x) = N−1
∫
∑β

i=1
ciKw(u) = N−1 ×N = 1.

Thus, functionf̆ is an estimation of the probability density func-
tion that describes the relative likelihood for valuex to occur in the
predicate set. The purple line of Figure 4 shows the density func-
tion computed withf̆ . It is almost identical with the estimation
from f̂ , while it only iterates over a few constant number of bins,
and the bandwidth is always equal to the width of the bins.

Assume a newly ingested tupletnew during incremental load.
For simplicity, assume also thattnew has only one attribute of in-
terest4. A weight is assigned to tupletnew equal tof̆(tnew). We
bias the sample by making the probability of choosing this tuple for

proaches are part of future research.
4multiple attributes in the same tuple are dealt either with multi
dimensional histograms or with a combine functionc(tnew) =

f̆(tnew.att1) ◦ · · · ◦ f̆(tnew.attm).

populate the sample smp with the first n tuples;
cnt := n;
while (tpl := block until next tuple())

cnt++;
rnd := random();
if ((cnt∗rnd) < (n∗N∗f̆(tpl)))

smp[floor(rnd∗n] := tpl;
end

end

Figure 6: Biased Sampling reservoir algorithm

an impression proportional tŏf(tnew)×N . Functionf̆ estimates
the frequency of appearance of valuex in the predicate set. Thus,
the more frequent the value, the larger the productf̆(tnew) × N ,
and the higher the probability of choosingtnew.

Functionf̆(x) can be used in the reservoir setting. An impres-
sion has always a predefined sizen, thus for a uniform sampling a
tuple is accepted with probabilityn/cnt, wherecnt is the number
of tuples in the database. For biased sampling the probability of
accepting a tuplet is f̆(t) × N , and by normalising this with the
desired size of the impression leads to the following probability

P (acceptt) = f̆(t)×N ×
n

cnt

whereN is the size of the observed predicate set,n the size of the
desired impression, andcnt the number of tuples in the database.
Figure 6 details the biased sampling reservoir algorithm. After a
tuple is accepted, another randomly chosen one is thrown out from
the sample to make room for the new.

The leftmost histograms of Figure 7 show the distributions of the
values of the base data of SkyServer answering the queries used in
Figure 4 (more than 600.000 tuples). We create two impressions
of 10.000 tuples for each attribute: one based on uniform sampling
(red histograms of Figure 7), and one based on biased sampling
(purple histograms of Figure 7) steered by the interest shown in
Figure 4. The impression created with bias contains many more
tuples from the areas of interest, achieving a better representation
of data around the focal points.

5. RELATED WORK
Various techniques on how to construct data synopses, keep sum-

mary statistics, and obtain data samples have been proposed in the
past [5, 8, 10, 19, 23]. A topic of intense research is how samples
can be adjusted to support correlations between join attributes [3,
4, 18, 21]. SciBORQ is also aiming towards efficient inter-column
and inter-table sampling. Self-tuning samples were proposed by
ICICLES [7]. The results of a query are regarded as newly ingested
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Figure 7: 1st row is for predicate ‘ra’ and 2nd row for ‘dec’

data, and the sample is updated accordingly. We intend to investi-
gate this technique for SciBORQ also: a side-effect of a query eval-
uation is to update an impression using query results. Another tun-
ing approach for histograms was proposed in [1], where the feed-
back of a query is used to refine histograms to better resemble the
base data. Gibbons and Matias envisioned a system similar to ours
in their motivation for concise samples [9]. This led to Aqua [2],
a system for providing approximate answers to aggregate queries.
Both of those are close to our vision, however, they lack the multi-
layer design and adaptive biased sampling of SciBORQ that allows
the system to adjust the quality guarantees during query execution.

6. SUMMARY AND FUTURE WORK
In this paper we described a new data exploration architecture

for science data warehouses. The key observation is that in most
situations a fraction of the data would be a good starting point,
provided that the error and processing time bounds are within the
requested range.

Biased sampling is a valuable alternative to the predominant uni-
form sampling techniques, since more data from the areas of in-
terest are sampled. The architecture of SciBORQ is unique in its
multi-layer approach, providing the means for runtime execution
and (re-)optimisation that will guarantee the desired error bounds,
even if they are thrown off track due to correlations. We intend to
investigate the theoretical error margins for biased sampling based
on known mathematical tools [6] and their propagation through the
fundamental query processing operators, and to incorporate multi-
dimensional histograms for sampling over relations. Finally, we
will explore the connection between query processing time, the size
of an impression, and the consumption of resources.
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